On the Security of Noise Addition for Privacy
in Statistical Databases
Josep Domingo-Ferrer, Francesc Sebé, and Jordi Castellà-Roca
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Abstract. Noise addition is a family of methods used in the protection
of the privacy of individual data (microdata) in statistical databases.
This paper is a critical analysis of the security of the methods in that
family.
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1

Introduction

Privacy in statistical databases is about ﬁnding tradeoﬀs to the tension between
the increasing societal and economical demand for accurate information and the
legal and ethical obligation to protect the privacy of individuals and enterprises
which are the source of the statistical data. To put it bluntly, statistical agencies cannot expect to collect accurate information from individual or corporate
respondents unless these feel the privacy of their responses is guaranteed; also,
surveys of web users [6, 7, 11] show that a majority of these are unwilling to
provide data to a web site unless they know that privacy protection measures
are in place.
To achieve privacy without losing accuracy, statistical disclosure control
(SDC) methods must be applied to data before they are released [16]. Data
in statistical databases are of two kinds: tables (aggregate data) data and microdata (individual respondent data). SDC methods for microdata are also known
as masking methods. Example masking methods include noise addition, resampling, blanking, imputation, microaggregation, etc. (see [5] for a survey).
1.1

Contribution and Plan of This Paper

This paper concentrates on masking methods based on noise addition and analyzes their security. It will be shown that the distribution of the original data
can be reconstructed from the masked data, which in some cases may lead to
disclosure. In fact, another critique to the security of noise addition has recently
been published for the univariate case ([8]); using a diﬀerent approach, we show
that multivariate noise addition is not free from problems either.
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Section 2 reviews noise addition methods for privacy protection. Section 3
presents a procedure for recontructing the original distribution of the original
multivariate dataset given the masked data set and the noise distribution. Section 4 shows how the previous procedure can be applied to attack most practical
noise addition methods. Empirical results of attacks are presented in Section 5.
Section 6 is a conclusion. The Appendix contains the mathematical derivation
of the reconstruction procedure given in Section 3.

2

Noise Addition Methods for Privacy Protection

We will sketch in this section the operation of the main additive noise algorithms
in the literature. For a more comprehensive description and a list of references,
see the excellent survey [3].
2.1

Masking by Uncorrelated Noise Addition

Masking by additive noise assumes that the vector of observations xj for the
j-th variable of the original data set Xj is replaced by a vector
zj = xj + j

(1)

where j is a vector of normally distributed errors drawn from a random variable
εj ∼ N (0, σε2j ), such that Cov(εt , εl ) = 0 for all t = l (white noise).
The general assumption in the literature is that the variances of the εj are
proportional to those of the original variables. Thus, if σj2 is the variance of Xj ,
then σε2j := ασj2 .
In the case of a p-dimensional data set, simple additive noise masking can be
written in matrix notation as
Z =X +ε
where X ∼ (µ, Σ), ε ∼ N (0, Σε ) and
Σε = α · diag(σ12 , σ22 , · · · , σp2 ), for α > 0
This method preserves means and covariances, i.e.
E(Z) = E(X) + E(ε) = E(X) = µ
Cov(Zj , Zl ) = Cov(Xj , Xl ) ∀j = l
Unfortunately, neither variances nor correlation coeﬃcients are preserved:
V (Zj ) = V (Xj ) + αV (Xj ) = (1 + α)V (Xj )
Cov(Zj , Zl )
1
ρX ,X ∀j = l
ρZj ,Zl = 
=
1+α j l
V (Xj )V (Xl )
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Masking by Correlated Noise Addition

Correlated noise addition also preserves means and additionally allows preservation of correlation coeﬃcients. The diﬀerence with the previous method is that
the covariance matrix of the errors is now proportional to the covariance matrix
of the original data, i.e. ε ∼ N (0, Σε ), where Σε = αΣ.
With this method, we have that the covariance matrix of the masked data is
ΣZ = Σ + αΣ = (1 + α)Σ

(2)

Preservation of correlation coeﬃcients follows, since
ρZj ,Zl =

1 + α Cov(Xj , Xl )

= ρXj ,Xl
1 + α V (Xj )V (Xl )

Regarding variances and covariances, we can see from Equation (2) that masked
data only provide biased estimates for them. However, it is shown in [10] that
the covariance matrix of the original data can be consistently estimated from
the masked data as long as α is known.
As a summary, masking by correlated noise addition outputs masked data
with higher analytical validity than masking by uncorrelated noise addition.
Consistent estimators for several important statistics can be obtained as long as
α is revealed to the data user. However, simple noise addition as discussed in
this section and in the previous one is seldom used because of the very low level
of protection it provides [14, 15].
2.3

Masking by Noise Addition and Linear Transformations

In [9], a method is proposed that ensures by additional transformations that the
sample covariance matrix of the masked variables is an unbiased estimator for
the covariance matrix of the original variables. The idea is to use simple additive
noise on the p original variables to obtain overlayed variables
Zj = Xj + εj , forj = 1, · · · , p
As in the previous section on correlated masking, the covariances of the errors εj
are taken proportional to those of the original variables. Usually, the distribution
of errors is chosen to be normal or the distribution of the original variables,
although in [12] mixtures of multivariate normal noise are proposed.
In a second step, every overlayed variable Zj is transformed into a masked
variable Gj as
Gj = cZj + dj
In matrix notation, this yields
Z =X +ε
G = cZ + D = c(X + ε) + D
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where X ∼ (µ, Σ), ε ∼ (0, αΣ), G ∼ (µ, Σ) and D is a matrix whose j-th
column contains the scalar dj in all rows. Parameters c and dj are determined
under the restrictions that E(Gj ) = E(Xj ) and V (Gj ) = V (Xj ) for j = 1, · · · , p.
In fact, the ﬁrst restriction implies that dj = (1 − c)E(Xj ), so that the linear
transformations depend on a single parameter c.
Due to the restrictions used to determine c, this methods preserves expected
values and covariances of the original variables and is quite good in terms of analytical validity. Regarding analysis of regression estimates in subpopulations, it
is shown in [10] that (masked) sample means and covariances are asymptotically
biased estimates of the corresponding statistics on the original subpopulations.
The magnitude of the bias depends on the parameter c, so that estimates can
be adjusted by the data user as long as c is revealed to her.
The most prominent shortcomings of this method are that it does not preserve the univariate distributions of the original data and that it cannot be
applied to discrete variables due to the structure of the transformations.
2.4

Masking by Noise Addition and Nonlinear Transformations

An algorithm combining simple additive noise and nonlinear transformation is
proposed in [13]. The advantages of this proposal are that it can be applied to
discrete variables and that univariate distributions are preserved.
The method consists of several steps:
1. Calculating the empirical distribution function for every original variable;
2. Smoothing the empirical distribution function;
3. Converting the smoothed empirical distribution function into a uniform random variable and this into a standard normal random variable;
4. Adding noise to the standard normal variable;
5. Back-transforming to values of the distribution function;
6. Back-transforming to the original scale.
In the European project CASC (IST-2000-25069), the practicality and usability of this algorithm was assessed. Unfortunately, the internal CASC report [4]
concluded that
All in all, the results indicate that an algorithm as complex as the one
proposed by Sullivan can only be applied by experts. Every application
is very time-consuming and requires expert knowledge on the data and
the algorithm.
2.5

Section Summary

Thus, in practice, only simple noise addition or noise addition with linear transformation are used. When using linear transformations, the parameter c determining the transformations is revealed to the data user to allow for bias
adjustment in the case of subpopulations.
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Reconstructing the Original Distribution
from Noise-Added Multivariate Data

In [1], an algorithm for reconstructing the original distribution of univariate
data masked by noise addition is presented. In [2], a reconstruction algorithm
with the same purpose is proposed which not only converges but does so to
the maximum likelihood estimate of the original distribution. When comparing
both proposals, it turns out that, even though the algorithm in [2] has nicer
theoretical properties, the algorithm in [1] lends itself better to a multivariate
generalization. Such a generalization is presented in this section.
We consider an original multivariate data set consisting of n records x1 , x2 ,
· · · , xn with p dimensions each (xi = (x1i , · · · , xpi )). The n original records are
modeled as realizations of n independent identically distributed random variables
X1 , X2 , · · · , Xn , each with the same distribution as a random variable X. To
hide these records, n independent p-variate variables Y1 , Y2 , · · · , Yn are used,
each with the same distribution as a random variable Y . The published data Z
set will be z1 = x1 + y1 , z2 = x2 + y2 , · · · , zn = xn + yn .
The purpose of our algorithm is to estimate the density function of the data

set X (namely fX
(a1 , · · · , ap )) from our knowledge of the published data Z and
the density function fY .

Rather than estimating fX
itself, the algorithm estimates the probability
that X takes values in a certain interval. The technique is a multivariate generalization of the approach described in [1] for the univariate case (p = 1).
We ﬁrst partition Rp into p-dimensional intervals (the i-th dimension is divided into k i subintervals) and consider the grid formed by the midpoints of
such intervals. Let Ia1 ,··· ,ap be the interval in which (a1 , · · · , ap ) lies, and let
m(Ia1 ,··· ,ap ) be the midpoint of Ia1 ,··· ,ap . The following approximations will be
used:
– fY (a1 , · · · , ap ) will be approximated by fY (m(Ia1 ,··· ,ap ))
– fX (a1 , · · · , ap ) will be approximated by the average of fX over the interval
in which (a1 , · · · , ap ) lies.
Let N (Iq1 ,··· ,qp ) be the number of points in Z that lie in interval Iq1 ,··· ,qp ,
i.e. the number of elements in the set {(zi1 , · · · , zip )|(zi1 , · · · , zip ) ∈ Iq1 ,··· ,qp }
We can now state the reconstruction algorithm as follows (see Appendix for
details on the mathematical derivation of the algorithm):
Algorithm 1 (p-dimensional reconstruction algorithm)
1. Let P r0 (X ∈ Iq1 ,··· ,qp ) be the prior probability that X takes a value in
Iq1 ,··· ,qp . For convenience, compute P r0 taking as prior distribution for X
the p-dimensional uniform distribution over a p-dimensional interval in R.
2. Let j = 0 (j is the iteration counter).
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3. Repeat
(a) P rj+1 (X ∈ Iq1 ,··· ,qp )
1

p

k
k

1 
=
···
N (Is1 ,··· ,sp )×
n 1
sp =1
s =1

fY (m(Is1 ,··· ,sp ) − m(Iq1 ,··· ,qp ))P rj (X ∈ Iq1 ,··· ,qp )
kp
j
t1 =1 · · ·
tp =1 fY (m(Is1 ,··· ,sp ) − m(It1 ,··· ,tp ))P r (X ∈ It1 ,··· ,tp )

× k1

(b) j:=j+1
until stopping criterion met.

4

Attacking Noise Addition Methods

As pointed out in Section 2.5 above, the noise addition approaches used in practice are limited to correlated noise addition and noise addition combined with
linear transformations. Our attacks will be targeted at those two approaches.
4.1

Attacking Correlated Noise Addition

As noted in Section 2.2, for consistent estimators to be obtained from data
masked with correlated noise addition, the parameter α must be revealed to the
data user. If a user knows α, we have from Equation (2) that she can estimate
the covariance matrix αΣ of the added noise as αΣ̂, where
Σ̂ = (1 + α)−1 Σ̂Z
and Σ̂Z is the sample covariance matrix estimated from the masked data.
In this way, a user is able to estimate the distribution of the noise Y added
when masking the data as a N (0, αΣ̂) distribution. Using the masked data set
and the estimated noise distribution, the user is in a position to run Algorithm 1
to estimate the distribution of the original data X.
Now, if the user is malicious, she is interested in determining intervals Iq1 ,··· ,qp
which are narrow in one or several dimensions and for which the number of
records in the original data set that fall in the interval is one or close to one. Note
that the number of original records (xi1 , · · · , xip ) that lie in interval Iq1 ,··· ,qp can
be estimated using the distribution of the original data as N P r(X ∈ Iq1 ,··· ,qp ),
where N is the total number of individuals in the original data set. Such intervals
disclose the value of one or more attributes for the individual(s) behind the
record(s) lying in the interval.
4.2

Attacking Masking by Noise Addition
and Linear Transformation

It was pointed out in Section 2.3 that the linear transformations used to complement correlated noise addition actually depend on a single parameter c, which
must be revealed to the user if the latter is to adjust for biases in subpopulation
estimates.
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Now, a user can use her knowledge of c to estimate the independent term dj
of each linear transformation as
dˆj = (1 − c)Ê(Gj )
where Ê(Gj ) is the sample average of the j-th masked variable. Next, the user
can undo the linear transformation to recover an estimate of the j-th overlayed
variable Zj :
Ẑj = c−1 (Gj − dˆj )
In this way, the values taken by all overlayed variables can be estimated by the
user. Note that the Zj , for j = 1 to p, are the result of adding correlated noise
to original variables Xj . Now, by the choice of c,
Σ = ΣG = ΣX = (1 + α)−1 ΣZ
Therefore, the parameter α can be estimated as
p

α̂ =

1  V̂ (Ẑj )
(
− 1)
p j=1 V̂ (Gj )

where V̂ (Ẑj ) and V̂ (Gj ) are the sample variances of Ẑj and Gj , respectively.
Armed with the knowledge of the masked data and the distribution of the
noise, which is estimated as ∼ (0, α̂Σ̂), the user can run Algorithm 1 to estimate the distribution of the original data. The rest of the attack proceeds as in
Section 4.1 above.

5

Empirical Results

Consider an original data set of n = 5000 bivariate records x1 , x2 , · · · , x5000 ,
that is, xi = (x1i , x2i ) for i = 1, · · · , 5000. The ﬁrst variable X 1 is the annual
income of the individual to which the record corresponds. The second variable
X 2 is the amount of the mortgage borrowed by that individual. Figure 1 depicts
the histogram of the discretized original data set: k 1 = k 2 = 49 are the number
of intervals considered for each dimension. The histogram clearly shows that
25% of individuals (those in the lower peak of the histogram) have mortgages
substantially higher and incomes substantially lower than the remaining 75% of
the individuals.
Figure 2 shows the histogram of a masked data set zi = (zi1 , zi2 ), for i =
1, · · · , 5000, obtained after adding correlated noise with α = 1.167 to the original
data set. It can be seen that both peaks in the original data set collapse into a
single peak in the masked data set, so that the minority with high mortgages
and low income is no longer visible. Thus, publication of the masked data set
protects the privacy of the individuals in that minority.
The histogram in Figure 3 has been reconstructed using Algorithm 1 on the
published masked data set. The minority with low income and high mortgage is

156

Josep Domingo-Ferrer, Francesc Sebé, and Jordi Castellà-Roca
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Fig. 1. Histogram of the original data set

clearly detected by the reconstruction algorithm, as can be seen from the ﬁgure.
Thus, individuals in this minority are more identiﬁable that it would seem when
merely looking at the published data set.
It may be argued that discovering that there is a 25% minority with low
income and high mortgage in a population of 5000 individuals does not lead to
disclosure of any particular individual. This may be true but, if more variables
are available on the individuals in the data set, a reconstruction with higher p is
feasible, which would lead to a segmentation of that minority and eventually to
very small minorities (with a few or even a single individual). Thus, the higher
the dimensionality p of the reconstruction, the more likely is disclosure.

6

Conclusions and Future Research

We have shown that, for noise addition methods used in practice, it is possible for
a user of the masked data to estimate the distribution of the original data. This
is so because the masking parameters must be published in order for estimates
obtained from the masked data to be adjusted for consistency and unbiasedness.

On the Security of Noise Addition for Privacy in Statistical Databases

157

C49
C43
C37
C31
C25

Mortgage

46

C1

49

40

43

34

37

28

C7

31

22

Income

25

16

19

10

C13

13

7

1

4

C19

Fig. 2. Histogram of the data set masked by correlated noise addition

Estimation of the distribution of original data can lead to disclosure, as shown
in the section on empirical results.
The main consequence of this work is that, as currently used, masking by
noise addition may fail to adequately protect the privacy of individuals behind
a microdata set.
Future research will be directed to carrying out experiments with real data
sets and higher dimensionality p. A higher p is needed to increase the likelihood
of partial/total reconstruction of individual original records. Since the computational requirements increase with p, substantial computing resources will be
necessary for this empirical work.
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Appendix. Multivariate Generalization
of the Agrawal-Srikant Reconstruction
The notation introduced in Section 3 will be used in this Appendix. Let the value
of Xi + Yi be xi + yi = zi = (zi1 , · · · , zip ). The sum zi is assumed to be known,
but xi and yi are unknown. If knowledge of the densities fX and fY is assumed,

the Bayes’ rule can be used to estimate the posterior distribution function FX
1
p
1
for X1 given that X1 + Y1 = z1 = (z1 , · · · , z1 ):

(a1 , · · · , ap ) =
FX
1
1

p

a

···

=
−∞
1

p

a

a
···

=
−∞

a

−∞

fX1 (w1 , · · · , wp |X1 + Y1 = (z11 , · · · , z1p ))dw1 · · · dwp

−∞

fX1 +Y1 (z11 , · · · , z1p |X1 = (w1 , · · · , wp ))fX1 (w1 , · · · , wp ) 1
dw · · · dwp
fX1 +Y1 (z11 , · · · , z1p )
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 a1
=

−∞
∞
−∞

···

 ap

fX1 +Y1 (z11 , · · · , z1p |X1 = (w1 , · · · , wp ))fX1 (w1 , · · · , wp )dw1 · · · dwp

−∞
∞

· · · −∞ fX1 +Y1 (z11 , · · · , z1p |X1 = (w1 , · · · , wp ))fX1 (w1 , · · · , wp )dw1 · · · dwp
 a1
 ap
· · · −∞ fY1 (z11 − w1 , · · · , z1p − wp )fX1 (w1 , · · · , wp )dw1 · · · dwp
−∞
∞
= ∞
· · · −∞ fY1 (z11 − w1 , · · · , z1p − wp )fX1 (w1 , · · · , wp )dw1 · · · dwp
−∞


Since fX1 ≡ fX and fY1 ≡ fY , the posterior distribution function FX
given
x1 + y1 , · · · , xn + yn can be estimated as

(a1 , · · · , ap ) =
FX

n

1 
F (a1 , · · · , ap )
n i=1 Xi

 ap
 a1
p
n
1
1
p
1
p
1
p
1  −∞ · · · −∞ fY (zi − w , · · · , zi − w )fX (w , · · · , w )dw · · · dw
∞
∞
=
n i=1 −∞ · · · −∞ fY (zi1 − w1 , · · · , zip − wp )fX (w1 , · · · , wp )dw1 · · · dwp


Now, the posterior density function fX
can be obtained by diﬀerentiating FX
:

(a1 , · · · , ap ) =
fX

(3)

n

=

1
f (z 1 − a1 , · · · , zip − ap )fX (a1 , · · · , ap )
 ∞ Y 1i
∞
n i=1 −∞ · · · −∞ fY (zi − w1 , · · · , zip − wp )fX (w1 , · · · , wp )dw1 · · · dwp

Equation (3) can be used to iteratively approximate the unknown real density
fX , assuming that fY is known. We can take the p-dimensional uniform distri0
bution as the initial estimate fX
of fX on the right-hand side of Equation (3);

then we get a better estimate fX on the left-hand side. In the next iteration, we
use the latter estimate on the right-hand side, and so on.
By applying the interval approximations discussed in Section 3 to Equation
(3), we obtain

fX
(a1 , · · · , ap ) =
(4)
=

n
fY (m(Izi1 ,··· ,zip ) − m(Ia1 ,··· ,ap ))fX (Ia1 ,··· ,ap )
1
∞
∞
n i=1 −∞ · · · −∞ fY (m(Iz1 ,··· ,zp ) − m(Iw1 ,··· ,wp ))fX (Iw1 ,··· ,wp )dw1 · · · dwp
i

i

Let Vq1 ,··· ,qp be the p-dimensional volume of interval Iq1 ,··· ,qp . We can replace
the integral in the denominator of Equation (4) with a sum, since m(Iw1 ,··· ,wp )
and f (I(w1 , · · · , wp )) do not change within an interval:

(a1 , · · · , ap ) =
fX
n

=

1

n i=1 k11
t

fY (m(Izi1 ,··· ,zip ) − m(Ia1 ,··· ,ap ))fX (Ia1 ,··· ,ap )
kp
p
=1 · · ·
tp =1 fY (m(Izi1 ,··· ,zi ) − m(It1 ,··· ,tp ))fX (It1 ,··· ,tp )Vt1 ,··· ,tp


The average value of fX
can now be computed over the interval Ia1 ,··· ,ap as



(Ia1 ,··· ,ap ) =
fX
(w1 , · · · , wp )dw1 · · · dwp /Va1 ,··· ,ap =
fX
Ia1 ,··· ,ap
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n
fY (m(Izi1 ,··· ,zip ) − m(Iw1 ,··· ,wp ))fX (Iw1 ,··· ,wp ))dw1 · · · dwp
1


n i=1 k11 · · · kpp fY (m(Iz1 ,··· ,zt ) − m(It1 ,··· ,tp ))fX (It1 ,··· ,tp )Vt1 ,··· ,tp

Ia1 ,··· ,ap

t =1

t =1

i

i

/Va1 ,··· ,ap
Since the above formula does not distinguish between points within the same
interval, we can accumulate those points using the counters N (·) mentioned in
Section 3:

fX
(Ia1 ,··· ,ap ) =
(5)
1

p

k
k

1 
=
···
N (Is1 ,··· ,sp )×
n 1
sp =1
s =1

fY (m(Is1 ,··· ,sp ) − m(Ia1 ,··· ,ap ))fX (Ia1 ,··· ,ap )
kp
t1 =1 · · ·
tp =1 fY (m(Is1 ,··· ,sp ) − m(It1 ,··· ,tp ))Vt1 ,··· ,tp

× k1

Finally, let P r (X ∈ Ia1 ,··· ,ap ) be the posterior probability of X belonging to
interval Ia1 ,··· ,ap , i.e.

(Ia1 ,··· ,ap ) × Va1 ,··· ,ap
P r (X ∈ Ia1 ,··· ,ap ) = fX

Multiplying both sides of Equation (5) by Va1 ,··· ,ap and using that
P r(X ∈ Ia1 ,··· ,ap ) = fX (Ia1 ,··· ,ap ) × Va1 ,··· ,ap
we have

P r (X ∈ Ia1 ,··· ,ap ) =
1

=

p

k
k

1 
···
N (Is1 ,··· ,sp )×
n 1
sp =1
s =1

fY (m(Is1 ,··· ,sp ) − m(Ia1 ,··· ,ap ))P r(X ∈ Ia1 ,··· ,ap )
× k1
kp
t1 =1 · · ·
tp =1 fY (m(Is1 ,··· ,sp ) − m(It1 ,··· ,tp ))P r(X ∈ It1 ,··· ,tp )
Equation (6) is the basis for the recurrence used in Algorithm 1.

(6)

