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Abstract. Often microdata sets contain attributes which are neither
numerical nor ordinal, but take nominal values from a taxonomy, ontol-
ogy or classification (e.g. diagnosis in a medical data set about patients,
economic activity in an economic data set, etc.). Such data sets must
be anonymized if transferred outside the data collector’s premises (e.g.
hospital or national statistical office), say, for research purposes. The
literature on microdata anonymization methods is relatively limited for
nominal data. Multiple imputation is a usual choice for such data, but
it has computational problems when nominal attributes can take many
possible different values. In this paper, we provide anonymization meth-
ods for data sets which include nominal taxonomic attributes with many
possible different values.

We show how to adapt to the case of taxonomic attributes two
anonymization methods, data shuffling and microaggregation, that were
originally designed for numerical attributes. The above adaptation relies
on a hierarchy-aware numerical mapping of nominal categories, which we
call marginality. The resulting adapted methods circumvent the compu-
tational problems of multiple imputation and take the semantics of the
taxonomy into account.

Keywords: Statistical disclosure control, Hierarchical attributes, Clas-
sification, Taxonomic data, Nominal data, Data anonymization.

1 Introduction

Statistical disclosure control (SDC, [2,10–12,15,25]), a.k.a. data anonymization,
or privacy-preserving data mining/publishing, aims at making possible the pub-
lication of statistical data in such a way that the individual responses of specific
users cannot be inferred from the published data and background knowledge
available to intruders. The anonymized data should still preserve enough ana-
lytical validity for their publication to be useful to potential users.
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A microdata set can be defined as a file with a number of records, where each
record contains a number of attributes on an individual, e.g. a patient. As an
illustration consider the Patient Discharge Data Set 2010 that can be obtained
as a public file on CD from California’s Office of Statewide Health Planning
and Development [19]. Among other attributes, this data set contains the six
following ones: AGE YRS (age in years), SEX (male and female), RACE (six
categories), LOS (length of stay from admission to discharge in days), CHARGE
(in dollars) and DIAG P (principal diagnosis).

Attributes can be classified depending on their range and the operations that
can be performed on them:

1. Numerical. These are attributes on which arithmetical operations can be
performed. Among the six attributes listed above, AGE YRS, LOS and
CHARGE are numerical.

2. Categorical. These are attributes taking values over a finite set and standard
arithmetical operations on them do not make sense. There are two main
types of categorical attributes:

(a) Ordinal. These attributes take values in an ordered range of categories;
e.g. “Wound classification” (slight, serious, very serious, critical).

(b) Nominal. These take values in an unordered range of categories. The
only possible operator is comparison for equality. Nominal attributes
can further be divided into two types:

i. Hierarchical. A hierarchical nominal attribute takes values in a hi-
erarchical taxonomy, ontology or classification. E.g., among the six
attributes listed above, the principal diagnosis DIAG P is coded ac-
cording to the International Classification of Diseases (ICD-9-CM,
[13]). The economic activity of a company according to the NACE
classification ( [17]) would be another example.

ii. Non-hierarchical. A non-hierarchical nominal attribute takes values
in a flat hierarchy. E.g., the SEX and RACE attributes are flat non-
hierarchical.

Using existing data anonymization techniques with hierarchical nominal at-
tributes while preserving the original categories (no loss of detail) is not easy.
Consider the above mentioned Patient Discharge Data Set 2010. Even if we re-
strict to the subset of records for which DIAG P is some form of neoplasm,
the DIAG P attribute in that subset alone takes as many as 542 different cate-
gories. For most anonymization techniques not generalizing original categories,
it would be necessary to represent each possible category using a binary 0-1 at-
tribute; in the proposed subset of neoplasm records, this would imply adding 541
binary attributes just to represent the DIAG P attribute. For other anonymiza-
tion techniques, such as PRAM [11], no binary attributes would be needed, but
in the worst-case a Markov transition matrix of size 542 × 542 would have to
be selected as a parameter to control the anonymization of DIAG P (if the de-
grees of freedom of PRAM are reduced, many transition probabilities will be 0
and the matrix parameter will become certainly more manageable). Anyway, in
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either case, nominal hierarchical attributes greatly increase the computational
complexity of anonymization.

Consider for example multiple imputation [22], a commonly used method for
data anonymization that provides high data utility and low disclosure risk for
the anonymized data [21]. Multiple imputation can be implemented using the se-
quential regression imputation method (SRMI), described in [20] and available
from those authors in the SYNTHESIZE module of the free IVEware pack-
age [14]. In order to deal with nominal attributes, SRMI creates a binary 0-1
regressor attribute Bij for each nominal category j of each nominal attribute i,
so that Bij = 1 for a record if and only if attribute i takes category j for that
record.

When we attempt to use SRMI on the NEOPLASM data, we are confronted
to a regression model where DIAG P is replaced with 541 binary regressors.
This model is far too large for IVEware to compute with reasonable resources.
The result is that SRMI is a poor choice to anonymize the DIAG P attribute.
As mentioned earlier, this is true not only for multiple imputation, but for all
anonymization techniques that rely on converting the hierachical nominal data
into binary 0-1 attributes.

Even if it was computationally feasible to create binary attributes, these would
not capture the category hierarchy of the hierarchical nominal attribute. This
is a serious shortcoming for anonymizing data sets which contain important
hierarchical nominal attributes (like biomedical or economic data sets).

Other methods, like generalization or suppression, are indeed applicable to
hierarchical data, but for some applications they cause an undesirable loss of
information and/or detail (e.g. generalizing the values of the DIAG P attribute
would greatly diminish the analytical value of NEOPLASM).

1.1 Contribution and Plan of This Paper

We show howanonymizationmethods originally designed for numerical microdata
can be adapted for use with nominal and hierarchical nominal attributes thanks to
a hierarchy-aware numerical mapping. In this way, the above-mentioned problems
of computational complexity and loss of detail are avoided. Specifically, we use the
mapping to adapt the data shuffling and microaggregation methods.

Section 2 gives background on data shuffling and microaggregation. Section 3
introduces the hierarchy-aware numerical mapping and shows how to combine
it with data shuffling and microaggregation. Empirical results are presented and
discussed in Section 4. Section 5 summarizes conclusions and lines for future
research.

2 Background

We next review the two anonymization methods that will be used as building
blocks of the adapted methods we propose.
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2.1 Data Shuffling

Data shuffling is a data masking procedure for numerical data introduced in [16].
It combines the best of perturbation and swapping. Data perturbation modifies
(perturbs) the original values, which is a disadvantage, but it has the strength
of providing high utility and low disclosure risk (if the perturbation is well-
tuned). Data swapping by contrast does not modify the original values, but
it swaps (exchanges) them between records. However, swapping cannot assure a
disclosure risk as low as perturbation. By combining perturbation and swapping,
data shuffling offers a versatile hybrid method that provides very high data utility
and low disclosure risk.

Data shuffling can be described as follows. Let X represent the set of con-
fidential attributes and let S represent the set of non-confidential attributes.
Data shuffling models the joint distribution of {X,S} as a multivariate normal
(Gaussian) copula. In the copula approach, the joint distribution of {X,S} is
characterized by the rank order correlation matrix R. The normalized values of
the data set {X∗, S∗} are characterized by the product moment correlation ρ,
where the relationship between R = (rij) and ρ = (ρij) is ρij = 2π sin(rij)/6
with rij and ρij being, respectively, the rank order and product moment corre-
lation between attributes i and j. The normalized values {X∗, S∗} are described
by a multivariate normal distribution characterized by ρ. Using this information,
the perturbed normalized values Y ∗ are created using the conditional distribu-
tion f(X∗|S∗). The generated values Y ∗ are independent of X∗ (and X). Once
the values of Y ∗ have been generated in this manner, the original values of X
are reverse mapped to Y ∗ to obtain the perturbed values Y . For more details,
see [16].

Data shuffling offers the following advantages:

1. The shuffled values Y have the same marginal distribution as the original
valuesX . Hence, the results of all univariate analyses using Y provide exactly
the same results as analyses using X .

2. The rank order correlation matrix of {Y, S} is asymptotically the same as
the rank order correlation matrix of {X,S}. In other words, for large data
sets, data shuffling preserves linear and monotonic non-linear relationships.
Hence, results of all analyses that involve linear relationship between at-
tributes (such as regression analyses) or non-linear relationships using the
shuffled data {Y, S} will be very similar to results using the original data
{X,S}. Furthermore, as the size of the data set increases, the difference in
the results will also get smaller.

3. The shuffled values Y are generated independently of the original values
X , based only on the values of the non-confidential attributes S. In the
absence of non-confidential attributes (that is, when S is null), X and Y are
statistically independent, that is, Y is synthetic. Theoretically, this provides
the lowest possible level of disclosure risk. Thus, data shuffling minimizes
the risk of disclosure.
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2.2 Microaggregation

Microaggregation is a family of perturbative SDC methods originally defined for
numerical data [1, 6]. Microaggregation can be defined in terms of two steps:

Partition: The set of original records is partitioned into small groups in such
a way that records in the same group are similar to each other and so that
the number of records in each group is at least k.

Aggregation: An aggregation operator (typically the group centroid/mean)
is computed for each group and is used to replace the original records. In
other words, each record in a group is replaced by the group prototype.

Computational improvements of microaggregation can be found in [5, 7, 9, 18].
In [9,24], extensions of microaggregation for categorical attributes were proposed:
the former paper addressed only categorical ordinal attributes and proposed the
median as an aggregation operator; the latter paper also considered nominal
attributes (with no hierarchy) and proposed the modal value as an aggregation
operator for them. Clearly, the modal value is a very coarse aggregation operator
which may not even be uniquely defined, especially over a small group of values.
Also, the two extensions mentioned fail to capture the semantics of hierarchical
nominal data.

In [4], microaggregation-based hybrid generation for numerical data was pro-
posed. The idea is to replace the aggregation step of microaggregation by a
synthetic data generator preserving means and covariances, in such a way that
the resulting anonymized data set exactly preserves the means and covariances of
the original data set and approximately preserves them in random subdomains.

3 Our Method

In this section, we first describe a hierarchy-aware numerical mapping of hi-
erarchical nominal attributes. Then we show how this approach can be used
effectively for anonymization techniques designed for numerical data. Consider
a nominal attribute X taking values from a hierarchical classification. Let TX

be a sample of values of X . We propose the following algorithm to compute a
new measure of the marginality (non-centrality) of the values in the sample TX .

Algorithm 1 (Marginality of nominal values)

1. Given a sample TX of nominal categorical values drawn from X, place them
in the tree representing the hierarchy of X. There is a one-to-one mapping
between the set of tree nodes and the set of categories where X takes values.
Prune the sub-trees whose nodes have no associated sample values. If there
are repeated sample values, there will be several nominal values associated to
one or more nodes (categories) in the pruned tree.
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2. Let L be the depth of the pruned tree. Associate weight 2L−1 to edges linking
the root of the hierarchy to its immediate descendants (depth 1), weight 2L−2

to edges linking the depth 1 descendants to their own descendants (depth 2),
and so on, up to weight 20 = 1 to the edges linking descendants at depth
L − 1 with those at depth L. In general, weight 2L−i is assigned to edges
linking nodes at depth i− 1 with those at depth i, for i = 1 to L.

3. For each nominal value xj in the sample, its marginality m(xj) is defined
and computed as

m(xj) =
∑

xl∈TX−{xj}
d(xj , xl)

where d(xj , xl) is the sum of the edge weights along the path from the tree
node corresponding to xj and the tree node corresponding to xl.

Clearly, the greater m(xj), the more marginal (i.e. the less central) is xj .
Marginality constitutes a hierarchy-aware numerical mapping for nominal at-
tributes. Note that marginality also takes sample frequencies into account: if the
frequency of a value in TX increases, the marginality of that value decreases.

In addition to representing hierarchical nominal data using a numerical map-
ping, we need to describe the statistical characteristics of the resulting numerical
attribute. Next, we provide derivations for these statistical characteristics (see [3]
for proofs of correctness).

Definition 1 (Marginality-based variance). Given a sample TX of n values
drawn from a hierarchical nominal attribute X, the marginality-based sample
variance is defined as

V arM (TX) =

∑
xj∈TX

m(xj)

n

In [3] it is shown that the above marginality-based variance is equivalent to the
hierarchical variance defined in [8].

Definition 2 (Marginality-based approximated mean). Given a sample
TX of a hierarchical nominal attribute X, the marginality-based approximated
mean is defined as

MeanM (TX) = arg min
xj∈TX

m(xj)

if one wants the mean to be a nominal value, or

Num meanM (TX) = min
xj∈TX

m(xj)

if one wants a numerical mean value.

Definition 3 (S-distance). The S-distance between two records x1 and x2 in
a data set with d attributes is

δ(x1,x2) =

√
(S2)112
(S2)1

+ · · ·+ (S2)d12
(S2)d

(1)
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where (S2)l12 is the variance of the l-th attribute over the group formed by x1

and x2, and (S2)l is the variance of the l-th attribute over the entire data set.

In [3] the above is shown to be a mathematical distance.

Definition 4 (Marginality-based covariance). Given a bivariate sample
T(X,Y ) consisting of n ordered pairs of values {(x1, y1), · · · , (xn, yn)} drawn from
the ordered pair of nominal attributes (X,Y ), the marginality-based sample co-
variance is defined as

CovarM (T(X,Y )) =

∑n
j=1

√
m(xj)m(yj)

n

The value of the above non-negative expression is higher when the marginalities
of the values taken by X and Y are positively correlated.

The key feature of marginality is that it allows converting the hierarchical nom-
inal attribute into a single numerical attribute which preserves the hierarchical
structure. We have provided definitions of statistical measures that allow us to
compare the original and anonymized data. Once converted in this manner, it
is easy to apply selected numerical anonymization techniques without any addi-
tional computational complexity.

Note that not all numerical anonymization techniques can be applied after
the marginality conversion. As an example, if multiple imputation or noise ad-
dition are used, the anonymized converted nominal attributes take values in a
different set as the converted original nominal attributes. When this occurs, it
becomes impossible to map the anonymized numerical values back to the original
nominal categories. Hence, the anonymization procedure must return values for
the attributes that belong to the marginality values to which original categories
were mapped. We show below that shuffling fulfills this requirement and that
microaggregation can be adapted to fulfill it.

3.1 Shuffling with Marginality

For nominal data, data shuffling is typically implemented by converting the nom-
inal attribute to binary 0-1 attributes. As discussed earlier, this results in much
higher computational requirements. However, if the marginality mapping is per-
formed, data shuffling can be implemented without any additional computational
requirements. More importantly, marginality captures the hierarchical nature of
the data set directly. Once represented in this manner, data shuffling has the
capability to maintain the same structure in the masked data as was present
in the original data. Converting marginalities back to nominal categories in the
shuffled data set is feasible because shuffling does not modify the original nom-
inal categories; hence, provided that the mapping from nominal categories to
marginalities is one-to-one in the original data set (which happens with great
probability), the mapping is the same in the shuffled data and can be inverted.
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3.2 Hybrid Microaggregation with Marginality

In microaggregation of numerical data, the partition step seeks to form groups
with high within-group similarity, that is, with low within-group variance. In
order to microaggregate hierarchical nominal data, we need some measure of
variance for such data. The intuitive idea behind variance in a hierarchy is that
a sample of nominal values belonging to categories which are all children of the
same parent category in the hierarchy has smaller variance than a sample with
children from different parent categories. The average marginality of a sample
turns out to capture this notion of variance (Definition 1 above).

Using the definitions of variance, mean and distance given earlier (Defini-
tions 1, 2 and 3), we can easily adapt to nominal and hierarchical nominal
attributes any microaggregation heuristic originally designed for numerical at-
tributes (e.g. MDAV, [9]). To avoid the variance reduction caused by the ag-
gregation step of microaggregation, in this paper we will use only the partition
step. Instead of replacing the records in a group by their centroid, we will replace
them by a group of records generated with the following algorithm. The result
are microaggregation-based hybrid data and we call the method marginality-
based MicroHybrid. We proposed a parallel idea to generate hybrid numerical
data in [4].

Algorithm 2
For each record xj in Ci and for each attribute Xl to be synthesized:

1. If Xl is hierarchical nominal, ordinal or numerical
Pick a random value x′

jl among those that can be taken by Xl such that

δ(xjl , x
′
jl) ≤ δmax,i(xjl)

where δ(·, ·) is a suitable distance (S-distance if Xl is hierarchical nom-
inal, ordinal if Xl is ordinal and Euclidean if Xl is numerical), xjl is
the original value of the attribute in xj and δmax,i(xjl) is the maximum
distance between xjl and the values taken by attribute Xl over group Ci;

else (Xl is flat nominal) randomly draw a value x′
jl with replacement from

the set of values of Xl over Ci;
2. Replace xjl by x′

jl.

4 Experimental Results

From the entire data set, we selected the subset of records for which DIAG P
was some form of neoplasm. Among these we deleted the records with missing
data and those for which CHARGE was $0 (a value 0 means that the charge for
that discharge was unknown or invalid). This left us with 19502 records with the
six attributes listed in Section 1 above. We will refer to this data subset as the
NEOPLASM data.

We applied the marginality-based shuffling and the marginality-based Mi-
croHybrid to the NEOPLASM data. As observed earlier, SRMI is incapable of
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Table 1. Variation Δ(Θ) for means, variances and covariances between the origi-
nal NEOPLASM data set and the data set anonymized using multiple imputation,
marginality-based data shuffling and marginality-based MicroHybrid with k = 600

Statistic Attribute Multiple Marg.-based Marg.-based
imputation shuffling MicroHybrid

AGE YRS 0.00042 0 0.03627
SEX 0.00373 0 0.01349

Mean RACE 0.00033 0 0.01532
LOS 0.26345 0 0.57532

CHARGE 0.44923 0 0.91774
DIAG P N/A 0 0.00210

AGE YRS 0.00785 0 0.02612
SEX 0.00124 0 0.00465

Variance RACE 0.00011 0 0.01362
LOS 0.24603 0 7.54256

CHARGE 0.37275 0 19.81236
DIAG P N/A 0 0.00197

(AGE YRS, LOS) 5.56559 33.69468 162.38189
(AGE YRS, CHARGE) 0.12300 1.60121 11.15957

Covariance (SEX, RACE) 0.00064 0.00059 0.00514
(SEX, DIAG P) N/A 0.00006 0.00205
(RACE, DIAG P) N/A 0.00005 0.00914
(LOS, CHARGE) 0.34455 0.11783 11.58553

anonymizing the DIAG P attribute in the NEOPLASM data. However, multiple
imputation is considered to be one of the techniques offering a very high level of
data utility and a low level of disclosure risk. In this sense, it represents a good
benchmark to assess the effectiveness of the other two techniques. Hence, in ad-
dition to the results of using adapted shuffling and adapted MicroHybrid, we
also report results of using SRMI on the NEOPLASM data (without DIAG P)
as a benchmark.

One key aspect of theMicroHybrid technique is the selection of the aggregation
parameter k. In order to conduct a fair comparison, we empirically determined
a value of k for which the disclosure risk in MicroHybrid was comparable to
the disclosure risk of the SRMI-generated data and the shuffled data (note that
SRMI and shuffling have no parameters, so we could only adjust k). Disclosure
risk was measured by using distance-based record linkage. An anonymized record
was linked to the original record whose values of the original attributes were
at a shortest distance (using S-distance for nominal attributes and Euclidean
distance for numerical attributes). The percentage of correct matches was taken
as a measure of disclosure risk. We obtained a disclosure risk of 0.015382% for
SRMI (with five attributes) and of 0.005127% for shuffling. We took k = 600 for
MicroHybrid, which yielded a disclosure risk of 0.03589%.

In order to assess the utility of the anonymized data sets obtained with the
three methods, for several statistics Θ, we computed the variation Δ(Θ) =
(θ′ − θ)/θ between the value θ of the statistic over the original data set and its
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Table 2. Mean variation for means, variances and covariances between one hundred
10% original and anonymized samples of the NEOPLASM data set. Anonymized sam-
ples were created using multiple imputation, marginality-based data shuffling and
marginality-based MicroHybrid with k = 600.

Statistic Attribute Multiple Marg.-based Marg.-based
imputation shuffling MicroHybrid

AGE YRS 0.00654 0.00757 0.03644
SEX 0.03060 0.02450 0.03044

Mean RACE 0.05581 0.05649 0.05370
LOS 0.26409 0.03139 0.57156

CHARGE 0.45352 0.03406 0.89759
DIAG P N/A 0.00573 0.00745

AGE YRS 0.04109 0.03975 0.02969
SEX 0.01028 0.00822 0.01047

Variance RACE 0.04925 0.04996 0.04747
LOS 0.26744 0.29376 7.86135

CHARGE 0.32469 0.40743 21.53582
DIAG P N/A 0 0.00296

(AGE YRS, LOS) 6.11472 11.01168 159.34892
(AGE YRS, CHARGE) 1.50547 1.94719 20.94929

Covariance (SEX, RACE) 0.02942 0.02984 0.02772
(SEX, DIAG P) N/A 0.00546 0.00674
(RACE, DIAG P) N/A 0.02924 0.02821
(LOS, CHARGE) 0.35682 0.28189 12.32575

value θ′ over the anonymized data set. Specifically, we considered the statistics
mean, variance and covariance. For nominal attributes, we used the definitions
of mean, variance and covariance given in Section 3. While we were able to define
covariance between nominal attributes, we do not have a definition of covariance
between a nominal and a numerical attribute. Hence, this information is not re-
ported. Table 1 shows the results of using the three methods on the NEOPLASM
data set.

From the results in Table 1, we can see that marginality-based shuffling per-
forms even better than the multiple imputation SRMI in most cases. Only for
the covariances between (AGE YRS, LOS) and between (AGE YRS, CHARGE)
does multiple imputation outperform data shuffling. And, as observed earlier,
data shuffling also results in lower disclosure risk than multiple imputation. In
summary, for the NEOPLASM data set, data shuffling offers both high utility
and low disclosure risk.

The performance of MicroHybrid is somewhat worse than both data shuffling
and multiple imputation. However, MicroHybrid at least offers the ability to
anonymize the data, while multiple imputation does not. Hence, in the pres-
ence of hierarchical nominal data, MicroHybrid would be preferred over multiple
imputation.

In addition to evaluating the utility over the entire data set, we evaluated the
utility loss when the user restricts her analysis to a random subdomain of the
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data set. Thus, for each method, we took 10% samples of the anonymized data
set 100 times. We then computed the mean variation Δ̄(Θ) over the 100 samples
and the corresponding samples of the original data set for the same statistics as
above. The results are shown in Table 2. None of the three methods wins clearly
for all statistics: shuffling no longer exactly preserves means and variances for
subdomains and, for some statistics, it is slightly outperformed by one of the
other two methods. However, SRMI is the clear loser to its inability to deal with
DIAG P and shuffling seems to behave somewhat better than MicroHybrid (the
latter has quite large mean variations for four statistics).

In fact, the smaller k w.r.t. the sample size, the better MicroHybrid preserves
statistics on random samples, because the generation of hybrid data is more
constrained to being similar to the original data (in [4] we showed this for nu-
merical data). However, we were forced to take k = 600 in order to match the
low disclosure risk of data shuffling and multiple imputation, and k = 600 is not
much smaller than the size of a 10% sample (1950 records).

5 Conclusions and Future Research

Hierarchical attributes are common in many data sets (for example biomedical
or economic data), and they are often among the most important attributes (for
example, “Diagnostic” or “Economic activity”). When used for secondary pur-
poses, data containing hierarchical attributes must be anonymized, but, unfor-
tunately, most existing anonymization techniques cannot be used. In this study,
we have addressed this issue.

We have described a hierarchy-aware numerical mapping for hierarchical at-
tributes, called marginality. With this mapping, any numerical anonymization
procedure not perturbing original values (i.e. keeping the mapping reversible)
can be employed to anonymize the data without any additional computational
complexity. We have illustrated the application of this approach using data shuf-
fling and microaggregation. The performance of these techniques was evaluated
using the NEOPLASM data. Our results indicate that both techniques perform
well.

Future research lines include:

– Extending the marginality-based mapping for anonymization techniques per-
turbing the input marginalities. One could think of an approximate reverse
mapping for methods which do perturb input marginalities; that is, each
numerical output marginality m could be mapped back to the hierarchi-
cal category having marginality closest to m. However, approximate reverse
mapping can lead to gross distortion if there are categories very distant
within the hierarchy that have similar marginalities, because they could be
unduly swapped. Hence, blocking strategies or other mechanisms should be
devised to avoid such undesirable effects.

– Using semantic metrics developed in artificial intelligence (e.g. [23]) as an
alternative to assess the semantic distortion incurred by marginality-based
anonymization.
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