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Abstract. In this paper we propose a new scheme for statistical disclosure limitation which can be classiﬁed as a hybrid method of protection,
that is, a method that combines properties of perturbative and synthetic
methods. This approach is based on model-based clustering with the
subsequent synthesis of the records within each cluster. The novelty is
that the clustering and synthesis methods have been carefully chosen
to ﬁt each other in view of reducing information loss. The model-based
clustering tries to obtain clusters such that the within-cluster data distribution is approximately normal; then we can use a multivariate normal
synthesizer for the local synthesis of data. In this way, some of the nonnormal characteristics of the data are captured by the clustering, so that
a simple synthesizer for normal data can be used within each cluster.
Our method is shown to be eﬀective when compared to other disclosure
limitation strategies.
Keywords and Phrases: Statistical disclosure limitation (SDL),
hybrid SDL methods, mixture models, model-based clustering,
expectation-maximization (EM) algorithm.

1

Introduction

To protect microdata which contain sensitive variables, agencies apply disclosure
limitation methods to the data prior to their release. These methods can be
divided in two groups: masking methods, that release a modiﬁed version of the
original microdata, and synthetic methods, that release synthetic records as
random samples drawn from the distribution representing original data.
Examples of masking methods include: data swapping, in which data values
are swapped for selected records; noise addition, in which noise is added to
numerical data values to reduce the likelihood of exact matching on key variables
or to distort the values of sensitive variables; and microaggregation, which is
brieﬂy reviewed next. See [14] for more details.
J. Domingo-Ferrer and I. Tinnirello (Eds.): PSD 2012, LNCS 7556, pp. 103–115, 2012.
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Microaggregation can be viewed as cardinality-constrained clustering which
can be applied to numerical and categorical variables [33,7]. It consists of a
partition step and an aggregation step:
– In the partition step, the set of the original records is partitioned into a
number of clusters each containing at least k records for some preset integer
k and with the aim that the records within each cluster be as homogeneous as
possible. For example, for continuous variables, the sum of squares criterion
is a common measure of homogeneity in clustering [34,9,13]. An important
feature of microaggregation is that the number of records per cluster should
be at least k, which is a parameter of the method.
– In the aggregation step, an aggregation operator (for example, the mean
for continuous data or the median for categorical ordinal data) is computed
and used to replace the original records. So, the released masked data set
consists of the cluster means/medians and the parameter k is responsible for
the utility/risk trade-oﬀ.
Regarding synthetic methods, the crux is to obtain a good data generation
model. Often synthetic data are generated using sequential modeling strategies, similar to those for imputation of missing data in [23]. Re-identiﬁcation
disclosure risk is considered to be very low for synthetic data, because original
records are not released. However, if the model is overﬁtted, synthetic records
may resemble very much the original ones. Another shortcoming of synthetic
data may be their lack of ﬂexibility: if the data use does not coincide with the
model used to synthesize the data, results obtained on synthetic data are likely
to diﬀer substantially from the results that would be obtained on the original
data.
In [4,18,6] hybrid data generation methods were proposed that combine features of masking and synthetic methods and neutralize their pitfalls.
1.1

Contribution and Plan of This Paper

We present in this paper a hybrid data generation method. Similar to [6], we
combine clustering of the original data and local data synthesis within each
cluster. However, we claim that, to obtain best results, the clustering procedure
and the synthesizer used should ﬁt each other to reduce information loss. We
use a model-based clustering method that tries to obtain clusters such that the
within-cluster distribution is approximately multivariate normal. This allows us
to use then a simple multivariate normal synthesizer to do the local withincluster data synthesis. We show that our method is able to outperform fully
synthetic data obtained via multiple imputation with sequential regressions and
other SDL methods as well. We present an empirical comparison for numerical
data based on propensity scores.
The idea of our method is described in Section 2. Some theoretical properties
of our scheme are shown in Section 3. The results of a numerical experiment are
reported in Section 4. Finally, Section 5 provides a concluding discussion and
sketches lines for future work.

Hybrid Microdata via Model-Based Clustering

2

105

Hybrid Data Based on Model-Based Clustering

Several methods of hybrid data generation have been proposed in the literature.
One example is [18], where a regression-like scheme is used to generate hybrid
values as
y i = γ + xi αT + si β T + ei , i = 1, · · · , n
(1)
where X are the conﬁdential variables and S are the non-conﬁdential ones,
and the coeﬃcients γ, α and β are computed in such a way that the ﬁrst two
moments of the hybrid data are the same as in the original data (see the details
in the paper). According to the authors, continuous variables S are released
unperturbed. However, in such a case the re-identiﬁcation disclosure risk can
be very high, because most of the values of continuous variables are unique. In
addition to that, when the regression standard error is small, for example when
X and S are strongly correlated, then attribute disclosure can be very high,
because the synthesized values would be very close to the original ones.
Another hybrid scheme was proposed in [6]. This method uses microaggregation followed by a synthetic data generator. In the ﬁrst step, microaggregation
partitions the records in the original data ﬁle into clusters containing between
k and 2k − 1 records (where k is speciﬁed by the data protector) and, in the
second step, a synthetic data generator generates records independently for each
cluster. According to the authors, it can be any synthesizer which preserves some
set of parameters or statistics of the original data set. However, if we want to
maximize data utility, it is better to choose a clustering procedure and a synthesizer that “ﬁt” each other in the best possible way. In other words, ideally
we would like our clustering/microaggregation algorithm to ﬁnd such clusters
that the distribution of the records in these clusters would be of the same type
as the distribution modeled by the synthesizer. For example, if our clustering
algorithm is searching for a partition into approximately multivariate normal
clusters, then the sensible synthesizer on the next step would be a multivariate
normal generator (with the same means and covariance matrices as the original
clusters).
There is another important issue about such a procedure: the model and the
synthesizer for each cluster should not be overly complex, otherwise the whole
procedure may become computationally very intensive (if not infeasible) for the
multidimensional data, because we have to run it for each cluster. On the other
side, each cluster’s model does not need to be the best in order to achieve good
utility properties for the overall data, because the synthesizer is not used as a
single tool for data generation; in fact, the clustering done on the ﬁrst step may
have captured those characteristics that are hard to model. For example, suppose
we have a numerical data set where some variables have skewed distributions and
we use as a synthesizer a multivariate normal generator that preserves the mean
vector and the covariance matrix. Obviously, this synthesizer alone would not
do a good job as all the non-normal characteristics of the data would be lost.
However, together with the proper clustering, the resulting hybrid data would
be able to reproduce skewness and other distributional characteristics (besides
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overall mean and covariance matrix) provided that the number of clusters is
suﬃcient.
As such “proper” clustering, we will use model-based clustering. Its goal is
to identify a set of k subpopulations in the data and provide a model (density
distribution) of each subpopulation. This is a problem of mixture model estimation. The expectation-maximization (EM) [17,5] algorithm is an eﬀective and
popular technique for estimating mixture model parameters or ﬁtting the model
to the data.
A possible approach for continuous variables is a Gaussian mixture model.
There are two reasons for such a choice: (1) density estimation theory guarantees
that any distribution can be eﬀectively approximated by a mixture of Gaussians
[29,30]; (2) the multivariate normal synthesizer is simple. So the density of the
entire data set can be presented as
f (x) =

K


πk fk (x|θk )

(2)

k=1

where πk is the probability that an observation belongs to the k-th cluster (πk ≥
K
0; k=1 πk = 1), and fk is the multivariate normal density of the k-th cluster,
where the distribution parameters θk are represented by the within-cluster mean
vector μk and the covariance matrix Σk .
Data generated by multivariate normal densities can be represented by groups
of ellipsoid clusters centered at mean vectors μk . The geometric characteristics
of the cluster are determined by the covariance matrices Σk .
Note, however, that if there are no restrictions on the covariance matrix structure, then the number of model parameters to be estimated is high, speciﬁcally
K(d+ d(d+ 1)/2 + 1)− 1, where d is the dimensionality of the data. Constraining
covariance matrices results in less parameters to be estimated. For example, the
following constraints can be introduced: Σk = λI, where all clusters are spherical
and of the same size; or Σk = Σ, where all clusters have the same covariance
and size, but do not need to be spherical. It is of course possible to use an unrestricted covariance matrix Σk , where each cluster may have a diﬀerent geometry
[11,3].
The EM algorithm can be used to ﬁnd maximum likelihood estimates of μk ,
Σk and πk .
In EM for mixture models, the “complete data” are considered to be y i =
(xi , zi ), where zi = (zi1 , · · · , ziK ) is the unobserved portion of the data, with
zik = 1 if xi belongs to the cluster k and zik = 0 otherwise.
The E step of the EM algorithm for mixture is given by
π̂k fk (xi |θ̂k )
ẑik ← K
j=1 π̂k fj (xi |θ̂j )

(3)

For the M step, estimates of the means, covariance matrices Σ̂k and probabilities
have closed-form expressions which can be found in the literature (see [3]).
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To ﬁnd the best model (that is, the number of clusters and the covariance
matrix parameterizations) we will use the Bayesian approach and, in particular,
the BIC criterion for model selection:
BICk = 2 log p(D|θ̂k , Mk ) − νk log(n)

(4)

where D is the data and νk is the number of independent parameters to be
estimated in model Mk . The literature on model-based clustering suggests that
the model choice based on BIC has given good results from the data utility
perspective [1,2,10,31]. On the other hand, because the formula for BIC includes
a penalty term on the number of estimated parameters, which is a function of
the number of components, the model with very many small clusters will not
(necessarily) be chosen, which is good from the disclosure risk perspective.
The EM algorithm is sensitive to the initial solution. We will use the approach described in [11], where EM is initialized with the result of model-based
hierarchical agglomerative clustering, which approximately maximizes the classiﬁcation likelihood. As for the number of clusters, we consider from 2 to κ
clusters, where κ depends on the number of records in the data set. In our experiments, we set κ = 10 and computed BIC for each such model. The mixture
model which maximizes BIC is chosen. This procedure is implemented in the
mclust R package [12].

3

Some Analytical Properties of the Method

The proposed method preserves the mean vector and the covariance matrix
within the clusters. Preservation of the mean vector for the overall data set follows from its preservation within each cluster and from the fact that we generate
the same number of records for each cluster in the masked data as in the original
data.
The covariance matrix for the overall data set is related to the covariance
matrix of the clusters as
Σ=

K


πk (Σk + MDIFk )

(5)

k=1

where Σk is the covariance matrix of the masked data in the cluster k and
MDIFk is the following matrix:
⎞
⎛
(μk1 − μ1 )2
(μk1 − μ1 )(μk2 − μ2 ) · · · (μk1 − μ1 )(μkd − μd )
⎜ (μk2 − μ2 )(μk1 − μ1 ) (μk2 − μ2 )2
· · · (μk2 − μ2 )(μkd − μd ) ⎟
⎟
⎜
⎟
⎜
..
⎠
⎝
.
2
· · · (μkd − μd )
(μkd − μd )(μk1 − μ1 )
where μi is the mean of variable X i for the overall data set and μki is the
mean of variable X i over cluster k. Because in the original and masked data
the overall means μi and the cluster means μki are preserved, matrices MDIFk
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are the same in the original and masked data. Cluster covariances Σk are also
preserved, so the overall covariance Σ will be preserved too.
Now let us consider the higher-order moments. Preservation of the higherorder moments depends on the distribution within the clusters of the original data. So, let us consider a generic central moment E[(X 1 − μ1 )s1 (X 2 −
μ2 )s2 · · · (X d − μd )sd ]. Let Xmi be the variable i in the masked data. Because
the cluster and overall means are preserved, we will omit the index m (denoting masked data) in the expressions for the means. So for the masked data this
moment is:
d

(Xmi − μi )si =

E
i=1

=

K

k=1

=

K


=

d

(Xmi − μki + μki − μi )si =

πk E

i=1

k=1


si

si
πk E
(
(Xm i − μki )li (μki − μi )si −li ) =
l
i
i=1
d

li =0

s2
s1 


πk E

k=1
K


K


···

l1 =0 l2 =0

πk

k=1

s1


s2


l1 =0 l2 =0

sd

ld =0

sd


···

ld =0

 s

i
(Xmi − μki )li (μki − μi )si −li =
li
i=1
d

 s

i
(μki − μi )si −li N ormMk (l1 , l2 , · · · , ld ) (6)
li
i=1
d

d
where N ormMk (l1 , l2 , · · · , ld ) = E[ i=1 (X i − μi )li ] is the normal mixed central
moment for X ∼ N (μki , Σ k ) over cluster k. The expression for N ormMk (l1 , l2 ,
· · · , ld ) can be found in the literature; for example in [21].
Note that N ormMk (l1 , l2 , · · · , ld ) should be computed only for those moments
d
for which i=1 li is even, because all other moments are equal to 0.
Taking into account that our method preserves the ﬁrst two moments, the
diﬀerence between the corresponding moments computed on the original and
masked data is the following:
d

d

(Xm i − μi )si − E

E

(Xo i − μi )si =

i=1

=

K

k=1

i=1

πk

s2
s1 
 
l1 =0 l2 =0



···



sd

ld =0




 si

(μki − μi )si −li ×
li
i=1
d

li >2 and even



× N ormMk (l1 , l2 , · · · , ld ) − Mk (l1 , l2 , · · · , ld ) −

sd d 
s2
s1 




si
(μki − μi )si −li Mk (l1 , l2 , · · · , ld )
−
···
li
l1 =0 l2 =0
ld i=1



li >1 and odd

(7)
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where subscripts ”o” and ”m” denote the original and masked data correspondingly, and Mk (l1 , l2 , · · · , ld ) is the moment computed in the k th cluster of the
original data.
The diﬀerence between the original and masked moments depends on the
non-normal properties of the clusters of the original data. Obviously, if all the
clusters in the original data are normally distributed then all the moments will
be preserved by our masking scheme. We want to note that, since the clustering
step is done by the EM algorithm, the distribution of the clusters should tend to
normality because the probability of assigning record i to cluster k is estimated
using Expression (3), which has the normal density function in the nominator.
That is, roughly speaking, the records which by the criterion of normal distribution are far away from the cluster mean have very little chance of being assigned
to this cluster. Hence, for approximately normal clusters, the ﬁrst term on the
right hand side of Expression (7), which reﬂects the diﬀerence between “even”
moments, should not be very big, and the second term should be close to zero.
We have to note though, that clusters found by EM are not always normally
distributed, of course. In our experiments, some clusters were non-normal and
outliers especially in the “outside clusters” contributed to non-normality of the
clusters, however, overall utility of the resultant data (according to the metric
we used) was still considerably high, as it is described in the section 4. In the
future work we will investigate possible remedies to this problem, including data
transformation.

4

Numerical Experiments with Continuous Data

The procedure described above was implemented and evaluated on two real data
sets:
– The ﬁrst data set, called DIABETES ([25] and also available from the R package mclust [12]), contains the following three continuous variables: glucose
intolerance, insulin response to oral glucose and insulin resistance (quantiﬁed by determining the steady-state plasma glucose (SSPG) concentration
in response to an infusion of octreotide, glucose, and insulin). There are 145
individuals in this data set.
– The second data set was extracted from the 1995 U.S. Current Population
Survey; speciﬁcally, it contains some variables of the CENSUS test data set
[22]. There are 1080 records in this data set, containing the following three
numerical variables: adjusted gross income (agi), employer contribution for
health insurance (emcontrb) and federal income tax liability (fedtax).
We applied the procedure described above to these data sets. For DIABETES, a
model with three clusters (33, 33 and 82 records) and unconstrained covariance
matrices was chosen by BIC. We want to note that respondents in this data
set can actually be classiﬁed as patients with chemical diabetes, patients with
overt diabetes and normal subjects. So our method was able to correctly identify
these meaningful subpopulations and reproduce the ﬁrst two moments in these
subgroups.
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The CENSUS data set did not have any obvious clustered structure, and the
application of our method led to the partition of the records into 9 clusters with
diﬀerent covariance matrices. The sizes of clusters ranged from 62 to 240 records
(again this was the model with the best BIC value).
We call our method above as Hybrid. For the sake of comparison we also generated hybrid data sets where the clustering step was done by MDAV multivariate
microaggregation [8], and the data synthesis within each cluster was done using
a synthesizer that preserves means and covariance matrices, as described in [6].
Denote this method as Hybridmicro. For the CENSUS data set, the microaggregation parameter k was set to 120 records per cluster, and for the DIABETES
data set we took k = 48 (such cluster sizes are the average cluster sizes in the Hybrid method for the corresponding data set). This yielded 9 clusters for CENSUS
and 3 clusters for DIABETES. The obtained hybrid data sets were compared
with fully synthetic data. For synthetic data generation we used a method based
on multivariate sequential regressions as described in [24,26,16]. A free multiple
imputation software IVEware [15] was used to generate them.
Other methods used for comparison were plain multivariate microaggregation
MDAV [8], denoted as Micro, and noise addition, which are perturbation methods. Multivariate microaggregation was done with k = 10 records per cluster for
CENSUS and k = 5 for DIABETES. The choice of k was made empirically to
reach a reasonably fair comparison with the other methods. Since Hybrid and HybridMicro restore the variance within the clusters and Micro does not, it would
be unfair to compare them with Micro with k = 120 records per cluster for
CENSUS data, because such microaggregated data would have only 9 distinct
records. With k = 10 there are 108 diﬀerent records, which is a much better
case. Similar considerations apply to justify the k = 5 used in DIABETES.
We used the implementation of MDAV microaggregation available in the R
package sdcMicro [32] for our method Micro and the ﬁrst step of HybridMicro.
Regarding noise addition, we used a version that preserves the mean vector and
the covariance matrix. This method was implemented in the following way:
Xm = E[Xo ] +

(Xo − E[Xo ]) + E
√
,
1+c

(8)

where Xm is the masked data, Xo is the original data, E[Xo ] denotes the
expectation of Xo , E is the random noise with N (0, cΣo ), Σo is the covariance
matrix of the original data, and c is the parameter of the method which regulates
the amount of the noise added to the data. We used c = 0.15, as recommended
in the literature [19,20,35]. We call this method Noise.
To evaluate the data quality provided by these methods, we chose a measure
of data utility which can be suitable for a number of analyses: the propensity
score-based measure [35]. This measure is based on discrimination between the
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original and masked data: masked data that are diﬃcult to distinguish from the
original data have relatively high utility.
Propensity-based information loss is computed in two steps. First, the original
and masked data sets are merged and an indicator variable T equal to one for
masked records, and to zero for original records, is added. Second, for each record
in the original and masked data, the propensity score —the probability of being
in the masked data set— is computed. It was shown in [35] that, if the propensity
scores of all records are close to 0.5, then the original and masked data have the
same distributions. The utility measure is computed as
Propen =

N
1 
2
[p̂i − 0.5] ,
N i=1

(9)

where N is the total number of records in the merged data set and p̂i is the
estimated propensity score for record i.
The propensity score utility measure depends on the speciﬁcation of the model
used to estimate propensity scores (see [35]). The model that we used contains all
main eﬀects, ﬁrst-order interactions among all the variables and also quadratic
eﬀects.
Table 1. Propensity score utility for various methods (lower values mean better utility)
Method
Data set Hybrid HybridMicro Synthetic Micro Noise
Diabetes 4.26
10.27
19.2
19.79 7.02
Census 4.080
6.515
48.83 200.040 11.977

The results for diﬀerent methods are shown in Table 1. These are average
values of data utility for 30 realizations of masked data sets obtained from the
same original data set by the application of Hybrid, HybridMicro, Synthetic and
Noise; for Micro a single realization was enough, because it is a deterministic
method. We see that both hybrid methods, Hybrid and HybridMicro, outperform
the fully synthetic method Synthetic. Further, Hybrid is the best method in terms
of utility. We noticed that Hybrid performs better than HybridMicro even if we
increase the number of clusters for HybridMicro. For example, in the case of the
CENSUS data set, when we changed the aggregation level from 120 records per
cluster to 60 for HybridMicro, thus increasing the number of clusters from 9 to
18, the average utility for HybridMicro was about 5.05, which is still worse than
the utility of Hybrid with only 9 clusters. A similar behavior was observed for the
DIABETES data set. Remember that reducing the number of clusters without
losing utility is highly desirable, because higher levels of aggregation can be
expected to result in lower disclosure risk.
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Concluding Discussion and Future Work

Model-based clustering followed by generation of synthetic records using parameters estimated in the clustering step seems to be a quite promising and ﬂexible
approach for disclosure limitation of continuous data.
In our experiments, this approach outperformed all other disclosure limitation
methods which were considered for comparison. In particular, for both of our
data sets, our method was also considerably better than the fully synthetic data
generator based on sequential regressions. This suggests that global synthesis of
data sets with complex structure may not give good results in what regards the
utility of the resulting synthetic data. In contrast, local synthesis, which is the
essence of our method, may be the best option, even when using a local synthesizer as simple as the multivariate normal one. Indeed, a proper combination
of clustering and synthesis may capture those properties of the data which are
hard to model on the global data set.
Our method is ﬂexible also in the sense that, by increasing or decreasing the
number of clusters, we can obtain data that resembles more or less to the original
data. This is reﬂected by the utility scores: for a ﬁxed method, lower values
of the propensity score measure (better utility) were obtained for the models
with greater number of clusters. We want to note, however, that using a very
large number of clusters may be dangerous from the point of view of disclosure
risk, because clusters become smaller and the synthesized records become quite
similar to the original records.
Another reason why we should not try to maximize the number of clusters
is because, for the data sets that have an underlying mixture distribution, like
DIABETES, the data user may be interested in estimating the properties of
the meaningful underlying subgroups. The Hybrid method allows the user to
do that when that the best model is chosen by BIC. However, the HybridMicro
method based on microaggregation followed by synthesizer may fail to allow
this: HybridMicro will create approximately spherical clusters with 2k to 2k −
1 records each. Note that natural subpopulations are not necessarily of size
between k and 2k − 1 records. Hence, microaggregation may produce too many
clusters (depending on the choice of k) and even when the ﬁrst two moments are
preserved in these clusters, this may be of little use for the user, as the clusters
do not represent the meaningful subgroups. In addition, maximizing the number
of clusters most likely will result in adding unnecessary noise to the data.
For those data sets which do not have a clear clustered structure, it seems
that we can have more clusters. However, some parsimony criterion like BIC is
still necessary to prevent the formation of too many clusters, which could lead
to the synthesized records being too close to the original ones.
The results presented in this paper are just the ﬁrst steps in the development
of a local synthesis approach which, in our opinion, is ﬂexible and powerful.
More investigation and experimental work is necessary. In particular, in the
future experiments, we will use other utility measures as well in addition to
propensity scores and we will include more synthetic/ hybrid methods in the
comparative experiments, in particular those, that are based on nonparametric
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machine-based approach [28], [27]. Regarding to future methodology research,
we intend to address the following questions:
– Investigate and compare diﬀerent mixture models with not necessarily normal components for disclosure limitation.
– Quantify disclosure risk for hybrid methods. Re-identiﬁcation disclosure is not
very relevant for our method, because all records are synthesized and there is
no one-to-one correspondence between the original and hybrid records. There
is, however, a correspondence between the groups. What seems to be more
relevant is attribute disclosure, which should be investigated and quantiﬁed.
– Extend the method to the cases when data sets have continuous and also
categorical variables. Latent Class Analysis (LCA) seems to be appropriate
for modeling categorical variables. A proper correspondence should be established between the model-based clustering techniques for continuous and
categorical variables in order to preserve the relationships between these
types of variables.
Acknowledgments and Disclaimer. The second author is with the UNESCO Chair in Data Privacy, but the views expressed in this paper do not
necessarily reﬂect the position of UNESCO nor commit that organization. This
work was partly supported by the Government of Catalonia under grant 2009
SGR 1135, by the Spanish Government through projects TSI2007-65406-C03-01
“E-AEGIS”, TIN2011-27076-C03-01 “CO-PRIVACY” and CONSOLIDER INGENIO 2010 CSD2007-00004 “ARES”, and by the European Comission under
FP7 project “DwB”. The second author is partially supported as an ICREA
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