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Abstract. Threshold public-key encryption (TPKE) allows a set of
users to decrypt a ciphertext if a given threshold of authorized users
cooperate. Existing TPKE schemes suﬀer from either long ciphertexts
with size linear in the number of authorized users or can only achieve
non-adaptive security. A non-adaptive attacker is assumed to disclose
her target attacking set of users even before the system parameters are
published. The notion of non-adaptive security is too weak to capture
the capacity of the attackers in the real world. In this paper, we bridge
these gaps by proposing an eﬃcient TPKE scheme with constant-size
ciphertexts and adaptive security. Security is proven under the decision
Bilinear Diﬃe-Hellman Exponentiation (BDHE) assumption in the standard model. This implies that our proposal preserves security even if the
attacker adaptively corrupts all the users outside the authorized set and
some users in the authorized set, provided that the number of corrupted
users in the authorized set is less than a threshold. We also propose an
eﬃcient tradeoﬀ between the key size and the ciphertext size, which gives
the ﬁrst TPKE scheme with adaptive security and sublinear-size public
key, decryption keys and ciphertext.
Keywords: Public key cryptosystem; Threshold public-key encryption;
Adaptive security; Access control.

1

Introduction

Threshold public-key encryption (TPKE) is a well-studied cryptographic primitive [9,17,23,13]. In TPKE, each of n users holds a decryption key corresponding
to a public key; a sender can encrypt a message for an authorized subset of the
users; the ciphertext can be decrypted only if at least t users in the authorized
set cooperate. Below this threshold, no information about the message is leaked,
even if t − 1 authorized users and all the users outside the authorized set collude. TPKE systems are applied to access control to sensitive information. In
such scenarios, one cannot fully trust a single person but possibly a group of
M. Soriano, S. Qing, and J. López (Eds.): ICICS 2010, LNCS 6476, pp. 62–76, 2010.
c Springer-Verlag Berlin Heidelberg 2010
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individuals. A typical application is an electronic auction in which a set of bodies are trusted to publish the ﬁnal outcome, but not to disclose any individual
bid. A similar application occurs in electronic voting systems. In this case, the
trusted bodies publish the tally, but they do not disclose any individual ballot.
Other applications include key-escrow and any decryption procedure requiring
an agreement of a number of trusted bodies.
Current TPKE schemes either achieve only non-adaptive security or they
suﬀer from long ciphertexts of size linear in the number of authorized users. In
the non-adaptive security notion, it is assumed that the attacker decide the set
of users whom she will attack before the system is initialized. Clearly, this notion
is too weak to capture the capacity of the attacker in the real world. In practice,
it is more likely for an attacker to corrupt users after the system is deployed
and the corruption may be adaptive in the sense that the attacker may bribe
the most valuable users based on the previous corruptions and the observation
of the system operation, and then decide to attack the set of target users. As to
performance, the linear-size ciphertexts are an obstacle for applications with a
potential large number of users, e.g., access control to sensitive databases in a
distributed environment. These limitations of existing TPKE schemes motivate
the work in this paper.
1.1

Our Contributions

In this paper, we concentrate on TPKE systems with adaptive security and short
ciphertexts which are essential features for TPKE schemes to be securely and
eﬃciently deployed in practice. In particular, our contribution includes two folds.
We introduce a useful security notion referred to as semi-adaptive security in
TPKE systems and present a generic transformation from a semi-adaptively secure TPKE scheme to an adaptively secure scheme. In the semi-adaptive security
notion, the attacker commits to a set of users before the system is setup. The attacker can adaptively query the decryption keys of users outside the committed
set of the users and at most t − 1 queries for the decryption keys of users in the
committed set. Then the attacker can choose a target group which is a subset of
the committed set for the challenge ciphertext. Clearly, a semi-adaptive attacker
is weaker than an adaptive attacker, but it is stronger than a non-adaptive attacker since the attacker’s choice of which subset of the committed set to attack
can be adaptive. By using the similar idea in [19], we bridge semi-adaptive security and adaptive security with a generic conversion from any semi-adaptively
secure TPKE scheme to an adaptively secure one. The only cost is doubling the
ciphertext of the underlying semi-adaptively secure TPKE scheme.
By exploiting pairings, we implement a TPKE scheme with constant-size ciphertext and semi-adaptive security. The security is proven under the decision
BDHE assumption in the standard model (i.e., without using random oracles).
Then by applying the proposed generic transformation, we obtain an adaptively
secure TPKE scheme with short ciphertext. Our scheme allows users to join the
system at any point. The sender can encrypt to a dynamically authorized set
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and the encryption validity is publicly veriﬁable. Our scheme also enjoys noninteractive decryption and the reconstruction of the message is very eﬃcient.
These features seem desirable for applications of TPKE systems. Finally, we
provide an eﬃcient tradeoﬀ between ciphertext and key size, which yields the
ﬁrst TPKE scheme with adaptive security and sublinear-size public/decryption
keys and ciphertexts.
1.2

Related Work

To cater for applications of controllable decryption, a number of notions have
been proposed such as threshold public key encryption [13], identity-based threshold encryption/decryption [1, 22], threshold public key cryptosystem [9], threshold broadcast encryption [11], dynamic threshold encryption [17,23], and ad hoc
threshold encryption [12]. Unlike regular public-key cryptosystems, the common
spirit of these notions is that decryption should be controllable to some extent.
That is, for a user to decrypt a ciphertext, the user must be in the authorized
set and must cooperate with a number of other users in the same authorized set
which is determined by the encrypter when encrypting the message. There are
also slight diﬀerences among these notions such as how to determine the threshold and whether it is changeable for diﬀerent encryption operations, whether a
trusted party is employed to set up and maintain the system, whether each user
has an explicit public key and, if the user has any public key, whether it is a
randomly generated string (like the public key in a regular public key cryptosystem) or some recognizable information (like a user’s identity in an identity-based
cryptosystem). Among these notions, the most common one is threshold public
key encryption in which a trusted party sets up the system with a threshold
as a system parameter and allows users to join the system by generating a decryption key for each of them; a sender can encrypt to a number (no less than
the threshold) of authorized users chosen from the set of registered users, the
ciphertext can be decrypted only if some users in the authorized set would like
to cooperate and the number of cooperating authorized users is no less than the
threshold. This notion enables the trusted party and the sender to jointly decide
how a message is disclosed.
Although the notion of TPKE is conceptually clear and well-studied, its practical deployment and its security have not yet been well addressed. The scheme
due to Daza et al. appears to be the ﬁrst one that has ciphertext of length less
than O(|R|) (i.e., O(|R| − t)), where |R| is the size of the authorized set. Note
that t is usually very small in practice and |R| might be very large, up to n as
the maximal number of the authorized users. The scheme has indeed linear-size
ciphertext regarding the receiver scale n. Recently, a scheme with constant-size
ciphertext was presented by Delerablée and Pointcheval [13]. However, as mentioned by the authors [13], their scheme has several limitations. Their proposal
has a O(n)-size public key and only achieves non-adaptive security which, as explained above, is too weak to capture the capacity of attackers in the real world.
Also, the security of their scheme relies on a new assumption. Indeed, their focus

Threshold Public-Key Encryption

65

is to achieve dynamic TPKE allowing short ciphertext and a threshold to be
decided by the encrypter at each encryption time; they leave as an open problem
to design a scheme with short ciphertext and adaptive security.
Several notions close to TPKE have been proposed in the literature. By setting the threshold to be 1, a TPKE scheme is indeed a broadcast encryption
scheme [15]. In this scenario, a trusted dealer generates and privately distributes
decryption keys to n users; a sender can send a message to a dynamically chosen
subset of receivers R ⊆ {1, · · · , n} of users such that only and any users in R
can decrypt the ciphertext. Fiat and Naor [15] were the ﬁrst to formally explore
broadcast encryption. Further improvements [20,21] reduced the decryption key
size. Dodis and Fazio [14] extended the subtree diﬀerence method into a publickey broadcast system for a small size public key. Wallner et al. [28] and Wong [29]
independently discovered the logical-tree-hierarchy scheme for group multicast.
The parameters of the original schemes were improved in further work [8,10,26].
Boneh et al. [3] proposed two eﬃcient broadcast encryption schemes proven to
be secure. Their basic scheme has linear-size public keys but constant-size
√ secret
keys and ciphertexts. After a tradeoﬀ, they obtained a scheme with O( n)-size
public keys, decryption keys, and ciphertexts. However, similarly to [13], they
used a non-adaptive model of security. Other contributions [19, 5, 7] focused on
stronger adaptive security in the sense that the attacker can adaptively corrupt
users, as considered in this paper. Attribute-based encryption [6] is also related to
the threshold decryption capability in TPKE systems, according to the number
of common attributes owned by the recipient. Ciphertext-policy based encryption [16] can be viewed as a generalization of all the above notions, since it
allows the encrypter to specify a decryption policy and only receivers meeting
the policy can decrypt. However, no joint computation is required/possible for
decryption. This is diﬀerent from the usual notion of threshold cryptography,
where a pool of players are required to cooperate to accomplish the decryption
operation.
1.3

Paper Organization

The rest of the paper is organized as follows. Section 2 recalls some background
materials that will be used for the construction of our schemes. In Section 3, we
review the deﬁnition of TPKE systems and present a generic conversion from
a TPKE with semi-adaptive security to one with adaptive security. Section 4
proposes a basic secure TPKE scheme with small ciphertexts. Several variants
are suggested in Section 5 with fully adaptive security and sublinear-size public/decryption keys and ciphertexts. Section 6 concludes the paper.

2
2.1

Preliminaries
Bilinear Pairings and Assumptions

Our schemes are implemented in bilinear pairing groups [4,18]. Let PairGen be an
algorithm that, on input a security parameter 1λ , outputs a tuple Υ = (p, G, GT , e),
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where G and GT have the same prime order p, and e : G × G → GT is an eﬃcient
non-degenerate bilinear map such that e(g, g) = 1 for any generator g of G, and
for all x, y ∈ Z, it holds that e(g x , g y ) = e(g, g)xy .
The security of the schemes that we propose in this paper relies on the decision
n-BDHE problem. The corresponding decision n-BDHE assumption is shown to
be sound by Boneh et al. [2] in the generic group model. This assumption has
been widely followed up for cryptographic constructions (e.g., [3, 5, 19, 30]). We
brieﬂy review the decision n-BDHE assumption in G as follows.
Deﬁnition 1 (Decision BDHE Problem). Let G and GT be groups of order
p with bilinear map e : G×G → GT , and let g be a generator for G. Let β, γ ← Zp
n+1
and b ← {0, 1}. If b = 0, set Z = e(g, g)β γ ; else, set Z ← GT . The problem
instance consists of
i

{g γ , Z} ∪ {g β : i ∈ [0, n] ∪ [n + 2, 2n]}
The problem is to guess b. An attacker A wins if it correctly guesses b and its
advantage is deﬁned by AdvBDHEA,n (λ) = | Pr[A wins] − 12 |. The Decision
BDHE assumption states that, for any polynomial time probabilistic attacker A,
AdvBDHEA,n (λ) is negligible in λ.
2.2

Shamir’s Secret Sharing Scheme

Our system exploits the Shamir’s (t, T )-threshold secret sharing scheme [25]. Let
Zp be a ﬁnite ﬁeld with p > T and x ∈ Zp be the secret to be shared. A dealer
picks a polynomial f (α) of degree at most t − 1 at random, whose free term is
the secret x, that is, f (0) = x. The polynomial f (α) can be written as
f (α) = x + a1 α + · · · + at−1 αt−1

mod p

where a1 , · · · , at−1 ∈ Zp are randomly chosen. Each shareholder k is assigned a
known index k ∈ {1, · · · , T } and the dealer privately sends to shareholder k a
share xk = f (k). Then any t holders in A ⊂ {1, · · · , T } can recover the secret
x = f (0) by interpolating their shares


x = f (0) =
xk λk =
f (k)λk
k∈A

k∈A

=k 
where λk = ∈A −k
are the Lagrange coeﬃcients. Actually, shareholders in A
can reconstruct the polynomial
f (α) =


k∈A


=k

f (k)(

∈A

−α
).
−k

If an attacker obtains at most t − 1 shares, the shared secret x stays informationtheoretically secure vs the attacker. That is, the attacker can get no information
about x and, even if the attacker has unlimited computation power.
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Let G be a ﬁnite cyclic group of order p and g be the generator of G.
A variant of Shamir’s secret sharing scheme allows the dealer to distribute
shares to users such that t users can only reconstruct g x , instead of reconstructing x. Furthermore, this can be ﬁnished even if the dealer does not know
x, a1 , · · · , at−1 , provided that the dealer knows g x , g a1 , · · · , g at−1 . Let F (α) =
t−1
mod p
g x+a1 α+···+at−1 α
and the dealer assign shareholder k with
F (k) = g f (k) = g x (g a1 )k · · · (g at−1 )k

t−1

which can be computed with the knowledge of g x , g a1 , · · · , g at−1 . Then any t
holders can recover the secret g x = F (0) by interpolating their shares


 =k 
g xk λk =
F (k) ∈A −k .
g x = F (0) =
k∈A

3

k∈A

Threshold Public-Key Encryption

We review the model of TPKE systems and then formalize the security deﬁnitions in TPKE schemes motivated by [13]. We focus on standard TPKE systems
where the threshold is determined by a trusted party, i.e. the dealer in our definition. Compared to the deﬁnition in [13], our deﬁnition is simpliﬁed without
requiring public veriﬁability of the encryption and partial decryption procedures. We argue that, although this public veriﬁcation might be useful, it can
be achieved modularly by employing non-interactive (zero-) knowledge proofs,
and for clarity, we do not emphasize this property in the deﬁnition of TPKE
as an atomic primitive. However, we are interested in providing the stronger
adaptive security in TPKE systems, and to this end, a transitional notion, i.e.
semi-adaptive security, is deﬁned.
3.1

Modeling TPKE Systems

We begin by formally deﬁning a TPKE system. Note that, for content distribution or any encryption of a large ciphertext, the current standard technique is
the KEM-DEM methodology [27], where a secret session key is generated and
distributed with public key encryption, and then used with an appropriate symmetric cryptosystem to encrypt the content. Hence, for clarity, we deﬁne TPKE
as a key encapsulation mechanism. A TPKE system consists of the following
polynomial-time algorithms:
Setup(1λ ). This algorithm is run by a trusted dealer to set up the system.
It takes as input a security parameter λ and it outputs the global system
parameters; the latter include n (the maximal size of a TPKE authorized
receiver set) and t (the threshold number of cooperating receivers for decryption). We denote the system parameters by π, which is a common input
to all the following procedures. However, we explicitly mention π only in the
KeyGen procedure; in the other procedures it is omitted for simplicity.
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KeyGen(π). This key generation algorithm is run by the dealer to generate the
master public/secret key pair for the TPKE system. It takes as input the
system parameter π and it outputs M P K, msk as the master public/secret
key pair. M P K is published and msk is kept secret by the dealer.
Join(msk, ID). This algorithm is run by a dealer to generate a decryption key
for a user with identity ID. It takes as input the master secret key msk
and the identity ID of a new user who wants to join the system. It outputs
the user’s keys (U P K, udk), consisting of the user’s public key U P K for
encryption, and the user’s decryption key udk for decryption. The decryption
key udk is privately given to the user, whereas U P K is widely distributed,
with an authentic link to ID.
Encrypt(M P K, R, sk). This algorithm is run by a sender to distribute a session
key to chosen users so that these can recover the session key only if at least
t of them cooperate. It takes as input a recipient set R ⊆ consisting of the
identities (or the public keys) of the chosen users, the TPKE master public
key M P K, and a secret session key sk. If |R| ≤ n, it outputs a pair Hdr, sk ,
where Hdr is called the header of the session key sk. Send Hdr, R to users
in R.
ShareDecrypt(R, ID, udk, Hdr, P K). This algorithm allows each user in the
receiver set to decrypt a share of the secret session key sk hidden in the
header. It takes as input the receiver set R, an authorized user’s identity
ID, the authorized user’s decryption key udk, and a header Hdr. If the
authorized user’s identity ID lies in the authorized set R and |R| ≤ n, then
the algorithm outputs a share σ of the secret session key sk.
Combine(M P K, R, S, Hdr, Σ). It takes as input the master public key M P K,
the authorized receiver set R, a subset S ⊆ R of t authorized users, and a
list Σ = (σ1 , · · · , σt ) of t decrypted session key shares. It outputs the session
key sk or ⊥ representing an error in reconstruction of the session key.
3.2

Security Deﬁnitions

We ﬁrst deﬁne the correctness of a TPKE scheme. It states that any t users in
the authorized receiver set can decrypt a valid header. Formally, it is deﬁned as
follows.
Deﬁnition 2. (Correctness.) A TPKE scheme is correct if the following holds:
for all R(t ≤ |R| ≤ n), all A ⊆ R(|A| ≥ t), π ← Setup(1λ ), (M P K, msk) ←
KeyGen(π), (U P K, udk) ←Join(msk, ID) for all identities ID, Hdr, sk ←
Encryption(M P K, R, sk), Σ = {σ|σ ←ShareDecrypt(R, ID, udk, Hdr, P K), ID
∈ A}, then Combine(M P K, R, S, Hdr, Σ) = sk.
We concentrate on adaptive security against corrupted users. For simplicity, we
deﬁne security against chosen-plaintext attacks (CPA). However, our deﬁnition
can readily be extended to capture chosen-ciphertext attacks.
As usual in a TPKE scheme, the attacker is allowed to see all the public data
including the system parameters, each dealer’s public key and the master public
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key. To capture adaptive security, the attacker is allowed to adaptively ask for
the decryption keys of some users before choosing the set of users that it wishes
to attack. Formally, adaptive security in a TPKE scheme is deﬁned using the
following game between an attacker A and a challenger CH. Both CH and A are
given λ as input.
Setup. The challenger runs Setup(1λ ) to obtain the system parameters. The
challenger gives the public system parameters to the attacker.
Corruption. Attacker A can access the public keys of the dealer and the users.
A can adaptively request the decryption keys of some users.
Challenge. At some point, the attacker speciﬁes a challenge set R∗ with a constraint that, the number of corrupted users in R∗ is at most t − 1. The challenger sets Hdr∗ , sk0 ← Encryption(M P K, R∗ , sk0 ) and sk1 ← K, where K
is the session key space. It sets b ← {0, 1} and gives Hdr∗ , skb to attacker
A.
Guess. Attacker A outputs a guess bit b ∈ {0, 1} for b and wins the game if
b = b .
We deﬁne A’s advantage in attacking the TPKE system with security parameter
λ as
1
TPKE
(1λ ) = | Pr[b = b ] − |
AdvA,n,t
2
Deﬁnition 3. (Adaptive security.) We say that a TPKE scheme is adapλ
tively secure if for all polynomial time algorithms A we have that AdvTPKE
A,n,t (1 )
is negligible in λ.
In addition to the adaptive game for TPKE security, we consider two other
weaker security notions. The ﬁrst is non-adaptive security, where the attacker
must commit to the set R∗ of identities that it will attack in an Initialization
phase before the Setup algorithm is run. This is the security deﬁnition that is
used by recent TPKE systems [13]. Another useful security deﬁnition is referred
to as semi-adaptive security. In this game the attacker must commit to a set
R̄ of indices at the Initialization phase before the Setup stage. The attacker can
query the decryption key for any user outside R̄. The attacker can also query
for the decryption keys for some users in R̄ up to t − 1 users. It has to choose
a target group R∗ ⊆ R̄ for the challenge ciphertext, noting that at most t − 1
authorized users haven been corrupted. A semi-adaptive attacker is weaker than
an adaptive attacker, but it is stronger than a non-adaptive attacker since the
attacker’s choice of which users to attack can be adaptive.
3.3

From Semi-adaptive Security to Adaptive Security

The adaptive security game may appropriately model the attacker against TPKE
systems in the real world. However, it seems hard to achieve adaptive security
in TPKE systems, since the simulator does not know which users the attacker
will corrupt so that it can prepare secret keys for them. A possible way is to
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let the simulator guess the target set before initializing the adaptive security
game. However, such a reduction suﬀers from an exponentially small probability
of correctly guessing the target set. Hence, this kind of reduction proofs are not
meaningful for a realistic number of users in a TPKE system.
In the sequel, we show how to eﬃciently convert a TPKE system with semiadaptive security into one with adaptive security. The cost is doubling ciphertexts. Our conversion is motivated by Gentry and Waters’s work [19] which
transforms a semi-adaptively secure broadcast scheme into one with adaptive
security. This technique is derived from the two-key simulation technique introduced by Katz and Wang [24], which was initially used to obtain tightly secure
signature and identity-based encryption schemes in the random oracle model.
We observe that this idea can also be employed in the TPKE scenario.
Suppose that we are given a semi-adaptively secure TPKE system TPKESA
with algorithms SetupSA , KeyGenSA , JoinSA , EncryptSA , ShareDecryptSA ,
CombineSA . Then we can build an adaptively secure TPKEA system as follows.
Setup(1λ ). Run SetupSA (1λ ) and obtain π  including parameters t, 2n. Output
π which is the same as π  except that the maximal number of authorized
users is n rather than 2n. This implies that if the underlying TPKESA allows
up to 2n users, then the adaptive scheme allows up to n users.
KeyGen(π). Run (M P K  , msk  ) ← KeyGenSA (π). Randomly choose θ ←
{0, 1}n. Set M P K = M P K  , msk = (msk  , θ). Output (M P K, msk) as the
dealer’s master public/secret key pair. Denote the i-th bit of θ by θi .
Join(msk, IDi ). Run U P Ki , udki ← U KeyGenSA (msk  , ID2i−θi ), where 1 ≤
i ≤ n. Set U P K = U P Ki , udki = (udki , θi ). Output U P K as the public
key of the user IDi , and udki as the user’s decryption key.
Encryption(M P K, R, sk). Generate a random set of |R| bits: ζ ← {ζi ←
{0, 1} : i ∈ {1, · · · , |R|}}. Randomly choose x ← K. Set
R0 ← {ID2i−ζi : i ∈ {1, · · · , |R|}},
Hdr0 , sk ← EncryptionSA (M P K, R0 , sk);
R1 ← {ID2i−(1−ζi ) : i ∈ {1, · · · , |R|}},
Hdr1 , sk ← EncryptionSA (M P K, R1 , sk).
Set Hdr = Hdr0 , Hdr1 , ζ . Output Hdr, sk . Send Hdr, R to the authorized receivers in R.
ShareDecrypt(R, IDi , udki , Hdr, M P K). Parse udki as (udki , θi ) and Hdr as
Hdr0 , Hdr1 , ζ . Set R0 and R1 as above. Run
σi ← ShareDecryptSA (Rθi ⊕ζi , ID2i−θi , udki , Hdrθi ⊕ζi , P K).
Output σi . Let the t authorized users be in S ⊆ R, and w.l.o.g., the corresponding decryption shares be Σ = (σ1 , · · · , σt ).
Combine(M P K, R, S, Hdr, Σ). Run sk ← CombineSA (M P K, R, S, Hdr, Σ).
Output sk.
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Let us look into the above generic conversion. The spirit is that each user is associated with two potential decryption keys; however, the dealer gives the user
only one of the two. An encrypter (who does not know which decryption key
the receiver possesses) encrypts the ciphertext twice, one for each key. The main
beneﬁt of this idea is that, in the reduction proof, a simulator will have decryption keys for every user, and then it can always correctly answer the corruption
queries from the attacker, hence circumventing the need of guessing the target
set in advance. This idea is the same used in [19] to achieve an adaptively secure broadcast from a semi-adaptively secure scheme. The only diﬀerence lies
in that t authorized users are required to cooperate to recover the session key
in our setting. It is easy to see that, for a security proof, the two conversions
are identical. This is due to the fact that, TPKE and broadcast encryption are
the same except for the decryption procedure, but the simulator will provide
any decryption service to the attacker in either case. Hence, in the context of
TPKE systems, the simulator just needs to do the same job as the simulator
in a broadcast scheme. There is no diﬀerence for the attacker to communicate
with the simulator in a broadcast scheme or a TPKE system. Hence, the security
proof of the Gentry-Waters conversion can be trivially extended for the following
theorem regarding the above conversion, noting that we do not need the additional symmetric encryption operations in the Gentry-Waters conversion (which
are used to guarantee that the same session key can be decrypted by all the
authorized users in their system).
Theorem 1. Let A be an adaptive attacker against TPKEA. Then, there exist
algorithms B1 and B2 , each running in about the same time as A, such that
TPKEA
SA
SA
AdvA,n,t
(λ) ≤ AdvBTPKE
(λ) + AdvBTPKE
(λ).
1 ,2n,t
2 ,2n,t

Proof. It is omitted to avoid repetition.

4

2

Basic TPKE with Short Ciphertext

In this section, we propose a basic TPKE construction. The construction is based
on Shamir’s secret sharing scheme [25] and the recent Gentry-Waters broadcast
scheme [19]. The basic scheme has constant-size ciphertexts and is proven to be
secure without using random oracles.
– Setup. Let PairGen be an algorithm that, on input a security parameter
1λ , outputs a tuple Υ = (p, G, GT , e), where G and GT have the same prime
order p, and e : G × G → GT is an eﬃcient non-degenerate bilinear map.
Let h1 , · · · , hn be randomly chosen from G. The system parameters are π =
(Υ, g, h1 , · · · , hn , t, n). In the following, we assume that each user is uniquely
identiﬁed by an index i ∈ {1, 2, · · · , n}. This can be implemented by ordering
the users by the order in which they join the system.
– KeyGen. Randomly select x, a1 , · · · , at−1 ∈ Zp and compute
X = e(g, g)x .
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The TPKE master public key is M P K = X and the TPKE master secret
key is
msk = x, a1 , · · · , at−1 ).
– Join. Let the i-th user want to join the system. The dealer generates a secret
polynomial
f (α) = x + a1 α + · · · + at−1 αt−1 mod p
and computes Si = g f (i) . The dealer randomly selects ri ∈ Zp and computes
the secret decryption key of user i as
i
i
, g f (i) hri i , hri+1
, · · · , hrni ).
udki = (g −ri , hr1i , · · · , hri−1

Privately send udki to user i and set user i’s public key U P Ki to i.
– Encrypt. For a receiver set R, randomly pick γ in Zp and compute

hj )γ .
Hdr = (c1 , c2 ) : c1 = g γ , c2 = (
j∈R
xγ

Set sk = e(g, g) and output Hdr, sk . Send R, Hdr to the authorized
receivers. Note that the validity
of the encryption can be publicly veriﬁed

by checking e(g, c2 ) = e(c1 , j∈R hj ).
– ShareDecrypt. If i ∈ R, user i can extract a session key share of sk from
Hdr with his decryption key udki by computing



e(g f (i) hri i
hrj , c1 )e(g −r , c2 ) = e(g f (i) (
hj )r , g γ )e(g −r , (
hj )γ )
j∈R

j∈R\{i}
f (i)γ Def
=

= e(g, g)

j∈R

σi .

Note that decryption is non-interactive.
– Combine. Assume that t users in A ⊆ R decrypt their respective session
key shares. Then they can recover the secret session key sk = (g, g)xγ =
e(g, g)f (0)γ by interpolating their shares



sk = (g, g)xγ = e(g, g)f (0)γ =
e(g, g)f (i)λi γ =
(e(g, g)f (i)γ )λi =
σiλi ,
where λi =

j=i

j
j∈A j−i

i∈A

i∈A

i∈A

are the Lagrange coeﬃcients.

As to security, we have the following theorem. The proof is provided in the full
version of the paper.
Theorem 2. Let A be a semi-adaptive attacker breaking the above system with
advantage in time τ . Then, there is an algorithm B breaking the Decision nBDHE assumption with advantage  in time τ  , where  ≥ C1t ε, τ  ≤ τ +
n
O(1)τPair + O(n2 )τExp , where τExp denotes the overhead to compute a pairing,
and τExp denotes the time complexity to compute one exponentiation without
diﬀerentiating exponentiations in diﬀerent groups.
One may note that we have a reduction loss by a factor C1t . However, since t
n
is usually very small, it is reasonable to assume that t ≤ O(poly(log λ)). The
1
reduction loss is poly(λ)
even if n is a polynomial in λ.
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Extensions

5.1

Shortening System Parameters

In the basic construction, we need h1 , · · · , hn as system parameters. One may
observe that h1 , · · · , hn can be generated with a hash function H : {0, 1}∗ → G,
e.g., hi = H(i). After applying this modiﬁcation, one can remove h1 , · · · , hn
from the system parameter list to shorten the system parameters. The cost is
that the proof needs a random oracle to model the hash function.
5.2

TPKE with Adaptive Security

The above constructions only achieve semi-adaptive security. However, by applying the generic transformation from semi-adaptive security to fully-adaptive
security in Section , the basic scheme and its above variant can be readily improved to meet fully-adaptive security, at a cost of doubling ciphertexts.
5.3

Tradeoﬀ between Ciphertext Size and Decryption Key Size

In the above short-parameter variants (with semi-adaptive or adaptive security),
the public key requires O(1) elements and the ciphertext is also O(1) size. However, the decryption key of each user consists of O(n) elements. In the following,
we illustrate an eﬃcient tradeoﬀ between the decryption keys and ciphertexts.
Let n = n21 and divide the maximal receiver group {1, · · · , n} into n1 subgroups each of which hosts at most n1 receivers. Then one can concurrently
apply our basic TPKE scheme to each subgroup when a sender wants to broadcast to a set of users R ⊆ {1, · · · , n}. After employing this approach, the public
broadcast key, the decryption key of each user, and the ciphertext all consist of
O(n1 ) elements. The detailed variant is as follows.
– Setup. Let PairGen be an algorithm that, on input a security parameter
1λ , outputs a tuple Υ = (p, G, GT , e), where G and GT have the same prime
order p, and e : G × G → GT is an eﬃcient non-degenerate bilinear map. Let
H : {0, 1}∗ → G be a cryptographic hash function. The system parameters
are π = (Υ, g, H, t, n).
– KeyGen. Randomly select x1 , · · · , xn1 , a1 , · · · , at−1 ∈ Zp and compute
X1 = e(g, g)x1 , · · · , Xn1 = e(g, g)xn1 .
The TPKE master public key is M P K = {X1 , · · · , Xn1 } and the TPKE
master secret key is
msk = x1 , · · · , xn1 , a1 , · · · , at−1 .
– Join. Let the i-th user want to join the system. Assume that i = un1 + v
where 1 ≤ v ≤ n1 . The dealer generates a secret polynomial
f (α) = x + a1 α + · · · + at−1 αt−1

mod p
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and computes

Si = g f (i) .

The dealer randomly selects ri ∈ Zp and computes the secret decryption key
of user i by computing udki :
(g −ri , H(u, 1)ri , · · · , H(u, v−1)ri , g f (i) H(u, v)ri , H(u, v+1)ri , · · · , H(u, n1 )ri )
Privately send udki to user i and set user i’s public key U P Ki as i.
– Encrypt. For a receiver set R, randomly pick γ in Zp and compute

H(u, k))γ ,
Hdr = (c0 , c1 , · · · , cn1 ) : c0 = g γ , cu+1 = (
k∈Ru

where u = 0, · · · , n1 −1; Ru = R∩{un1 +1, · · · , un1 +n1 }. Set sk = e(g, g)xγ
and output Hdr, sk . Send R, Hdr to the authorized receivers.
– ShareDecrypt. If i = un1 + v ∈ R, user i can extract a session key share
of sk from Hdr with his decryption key udki by computing

e(g f (i) H(u, v)ri
H(u, k)ri , c0 )e(g −ri , cu+1 )
= e(g f (i) (



k∈Ru \{v}

H(u, k))r , g γ )e(g −r , (

k∈Ru



Def

H(u, k))γ ) = e(g, g)f (i)γ = σi .

k∈Ru

– Combine. Assume that t users in A ⊆ R decrypt their respective session
key shares. Then they can recover the secret session key sk = (g, g)xγ =
e(g, g)f (0)γ by interpolating their shares



sk = (g, g)xγ = e(g, g)f (0)γ =
e(g, g)f (i)λi γ =
(e(g, g)f (i)γ)λi =
σiλi ,
where λi =

j=i

j
j∈A j−i

i∈A

i∈A

i∈A

are the Lagrange coeﬃcients.

This tradeoﬀ approach is also applicable to the above adaptively secure variant
with short parameters. Hence, the√resulting adaptively secure TPKE scheme
has sub-linear complexity, i.e., O( n) size public keys, decryption keys and
ciphertexts.

6

Conclusion

In this paper, we proposed an eﬃcient TPKE scheme with constant-size ciphertexts and adaptive security, by observing that existing TPKE schemes suﬀer
from either long ciphertexts or can only achieve non-adaptive security. The security is proven under the decision BDHE assumption in the standard model.
This implies that our proposal preserves security even if the attacker adaptively
corrupts all the users outside the authorized set and some users in the authorized set, provided that the number of corrupted users in the authorized set is
less than a threshold. We also proposed an eﬃcient tradeoﬀ between the key size
and the ciphertext size. The size of the public key, the decryption keys and the
ciphertexts in the scheme resulting from the tradeoﬀ is sublinear in the number
of authorized users.
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