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Abstract. k-Anonymity is a privacy model requiring that all combinations of key attributes in a database be repeated at least for k records.
It has been shown that k-anonymity alone does not always ensure privacy. A number of sophistications of k-anonymity have been proposed,
like p-sensitive k-anonymity, l-diversity and t-closeness. We identify some
shortcomings of those models and propose a new model called (k, p, q, r)anonymity. Also, we propose a computational procedure to achieve this
new model that relies on microaggregation.
Keywords: Microaggregation, statistical databases, privacy, microdata
protection, statistical disclosure control.

1

Introduction

Database privacy can be described in terms of three dimensions, as suggested
in [6]: respondent privacy, data owner privacy and user privacy. Respondent privacy is about ensuring the respondents to which the database records correspond
that no re-identiﬁcation is possible. The need for data owner privacy arises in
a context with several organizations engaged in collaborative computation and
consists of each organization keeping private the database it owns. User privacy
refers to the privacy of the queries submitted by users to a queryable database
or search engine.
Statistical disclosure control (SDC, [4, 18]) was born in the statistical community as a discipline to achieve respondent privacy. Privacy-preserving data
mining (PPDM) appeared simultaneously in the database community [1] and
the cryptographic community [11] with the aim of oﬀering owner privacy: several
database owners wish to compute queries across their databases in a way that
only the results of the queries are revealed to each other, not the contents of each
other’s databases. Finally, private information retrieval (PIR, [3]) originated in
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the cryptographic community as an attempt to guarantee privacy for user queries
to databases. Although the technologies to deal with the above three privacy dimensions have evolved in a fairly independent way within research communities
with surprisingly little interaction, it turns out that some developments are useful
for more than one privacy dimension, even if all three dimensions are independent (see [6]). Such is the case for k-anonymity and its enhancements. Thus,
improving k-anonymity-related privacy models both conceptually and computationally is an especially relevant objective that will be pursued in this paper.
Section 2 is a critical review of k-anonymity and its enhancements. Section 3
presents the (k, p, q, r)-anonymity model. A microaggregation-based heuristic to
achieve (k, p, q, r)-anonymity is described in Section 4. Empirical results are reported in Section 5. Finally, Section 6 lists some conclusions and future research
issues.

2

A Critical Review of k-anonymity and Its
Enhancements

We review in this section the deﬁnition and the limitations of the following privacy models: k-anonymity, p-sensitive k-anonymity, l-diversity, (α, k)-anonymity
and t-closeness.
2.1

k-anonymity

k-Anonymity is an interesting approach suggested by Samarati and Sweeney [14]
to deal with the tension between information loss and disclosure risk. It can also
be understood as a kind of indistinguishability, as suggested in [22]. To recall
the deﬁnition of k-anonymity, we need to enumerate the various (non-disjoint)
types of attributes that can appear in a microdata set X:
– Identifiers. These are attributes that unambiguously identify the respondent.
– Key attributes. Borrowing the deﬁnition from [5,15], key attributes are those
in X that, in combination, can be linked with external information to reidentify (some of) the respondents to whom (some of) the records in X
refer.
– Confidential attributes. These are attributes which contain sensitive information on the respondent.
Definition 1 (k-Anonymity). A protected data set is said to satisfy k-anonymity
for k > 1 if, for each combination of key attributes, at least k records exist in the data
set sharing that combination.
If, for a given k, k-anonymity is assumed to be enough protection for respondents,
one can concentrate on minimizing information loss with the only constraint that
k-anonymity should be satisﬁed.
k-Anonymity is able to prevent identity disclosure, i.e. a record in the kanonymized data set will be correctly mapped back to the corresponding record
in the original data set with a probability at most 1/k. However, in general, it
may fail to protect against attribute disclosure.
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p-Sensitive k-anonymity

In [17], an evolution of k-anonymity called p-sensitive k-anonymity was presented. Its purpose is to protect against attribute disclosure by requiring that
there be at least p diﬀerent values for each conﬁdential attribute within the
records sharing a combination of key attributes. The formal deﬁnition is as
follows.
Definition 2 (p-Sensitive k-anonymity). A data set is said to satisfy psensitive k-anonymity for k > 1 and p ≤ k if it satisfies k-anonymity and,
for each group of tuples with the same combination of key attribute values that
exists in the data set, the number of distinct values for each confidential attribute
is at least p within the same group.
An attacker trying to obtain the conﬁdential value for a given record that has
been linked to the p-sensitive k-anonymous data set will not be able to determine
which of the p diﬀerent values inside the group is the corresponding one. pSensitive k-anonymity may cause a huge data utility loss in some data sets. In
some cases, p-Sensitive k-anonymity is insuﬃcient to prevent attribute disclosure
due to the skewness attack and the similarity attack.
2.3

l-Diversity

Like p-sensitive k-anonymity, l-diversity [12] attempts to solve the attribute disclosure problem that can happen with k-anonymity.
Definition 3 (l-Diversity). A data set is said to satisfy l-diversity if, for each
group of records sharing a combination of key attributes, there are at least l
“well-represented” values for each confidential attribute.
According to [12] “well-represented” can be deﬁned in several ways:
1. Distinct l-diversity. There must be at least l distinct values for the conﬁdential attribute in each group of records sharing a combination of key
attributes.
2. Entropy l-diversity. The entropy of a group G for a particular conﬁdential
attribute with domain C can be deﬁned as

p(G, c) log p(G, c)
H(G) = −
c∈C

in which p(G, c) is the fraction of records in G which have value c for the
sensitive attribute. A data set is said to satisfy entropy l-diversity if for each
group G, H(G) ≥ log l.
3. Recursive (c, l)-diversity. This model makes sure that the most frequent values do not appear too frequently and the least frequent values do not appear
too rarely. Let m be the number of values of the conﬁdential attribute in
a group G and ri , for 1 ≤ i ≤ m, be the number of times that the i-th
most frequent value appears in G. Then G is said to satisfy recursive (c, l)diversity if r1 < c(rl + rl+1 + · · · + rm ). A data set is said to satisfy recursive
(c, l)-diversity if all of its groups satisfy recursive (c, l)-diversity.
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Distinct l-diversity may be vulnerable to skewness and similarity attacks in
the same way p-sensitive k-anonymity is. Regarding entropy l-diversity and (c, l)diversity, both models aim at preventing skewness attacks, but the risk of similarity attacks still remains. All three variants may introduce high information
loss in some cases.
2.4

(α, k)-Anonymity

(α, k)-Anonymity was proposed in [19] as follows:
Definition 4 ((α, k)-Anonymity). A data set is said to satisfy (α, k)-anonymity
if it is k-anonymous and, for each group of records sharing a combination of key
attributes, the proportion of each sensitive value is at most α, where α ∈ [0, 1] is a
user parameter.
For α = 1/k, this model becomes k-sensitive k-anonymity. This model prevents
attribute disclosure (an upper-bound of α on the probability of a correct attribute value estimation is provided) but skewness and similarity attacks are
still possible. High information loss may also be incurred during the anonymization procedure.
2.5

(k, e)-Anonymity

Models discussed in this section so far are designed for categorical conﬁdential
attributes. In [23], the following model is proposed for numerical attributes:
Definition 5 ((k, e)-Anonymity). A data set D is said to satisfy (k, e)anonymity if, given D and any public database P , any association cover that
an attacker can derive satisfies: (i) the size of the association cover is no less
than k; (ii) the range of the confidential attribute values in the association cover
is no less than e.
Clearly, what is called association cover in Deﬁnition 5 can be assimilated to a
group of records sharing a combination of key attribute values.
(k, e)-Anonymity tries to overcome the similarity attack described above by
requiring a minimum range in the values of the conﬁdential attribute. Besides
potentially inﬂicting a substantial information loss to the data, this model does
not guard against skewness attacks.
2.6

t-Closeness

In [10], a new privacy model called t-closeness is deﬁned as follows.
Definition 6 (t-Closeness). A data set is said to satisfy t-closeness if, for each
group of records sharing a combination of key attributes, the distance between the
distribution of the confidential attribute in the group and its distribution in the
whole data set is no more than a threshold t.
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t-Closeness solves the attribute disclosure vulnerabilities inherent to previous
models (i.e. skewness attack and similarity attack). However, some criticisms
can be made to t-closeness:
– No computational procedure to enforce t-closeness is given.
– If such a procedure were available, it would greatly damage the utility of
data. The only way to decrease the damage is to increase the threshold t,
that is, to relax t-closeness.
2.7

Other Models

The models discussed so far share with k-anonymity the lack of assumptions on
the intruder’s capabilities or the public databases available to the intruder. If such
assumptions are made, a number of other evolutions of k-anonymity can still be
found in the recent literature: m-conﬁdentiality [20], personalized privacy preservation [21] and (c, k)-safety [13]. These evolutions are mentioned for completeness,
but our focus will be to enhance the k-anonymity-like models recalled in the previous sections, which do not make assumptions about the intruder.

3

The (k, p, q, r)-anonymity Model

From the lessons learned on the limitations of the models described in Section 2,
we can deﬁne a new model as follows:
Definition 7 ((k, p, q, r)-Anonymity). A data set is said to satisfy (k, p, q, r)anonymity if it is k-anonymous and satisfies that:
– It is p-sensitive only for those groups where values of confidential attributes
appear whose relative frequency is less than q in the overall data set.
– For groups where p-sensitivity holds, the ratio between the within-group variance of confidential attributes and their variance over the entire data set is
at least r.
The rationale of the model in Deﬁnition 7 is explained in the rest of this section. The variance for numerical attributes is the standard statistical variance.
For categorical attributes (ordinal or nominal), speciﬁc variance deﬁnitions are
needed, which can be found in [7] and [9].
(k, p, q, r)-Anonymity guarantees k-anonymity for the key attributes in the
data set. Regarding the conﬁdential attributes:
– It guarantees p-sensitivity in those groups where “rare” values of a conﬁdential attribute are present (with relative frequency less than q).
– Disclosure of non-rare values of conﬁdential attributes is not considered a
privacy problem. The advantage of suppressing the p-sensitivity requirement for very frequent conﬁdential attribute values is that smaller groups
(of size closer to the lower bound k) are feasible, which causes less data
utility loss as far as key attributes are concerned. In this data utility respect, the new model outperforms p-sensitive k-anonymity, l-diversity, (α, k)anonymity, (k, e)-anonymity and t-closeness which may all yield in very large
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groups, because they attempt to prevent attribute disclosure even for very
frequent values of the conﬁdential attribute.
– Finally, enforcing a lower bound for the within-group variance of conﬁdential
attributes is meant to thwart the similarity attack which is possible against kanonymity, p-sensitive k-anonymity, l-diversity, (α, k)-anonymity and (k, e)anonymity.

4

A Heuristic for (k, p, q, r)-Anonymity

In this section we present a computational procedure to achieve (k, p, q, r)anonymity for data sets with numerical key attributes and one conﬁdential attribute. Let x1 , x2 , . . . , xn be the records in the original data set X. Let L be the
conﬁdential attribute and Q be the set of key attributes. Let xj (Q) denote the
projection of record xj on its key attributes and xj (L) denote the projection of
record xj on its conﬁdential attribute.
The proposed heuristic procedure is as follows:
1. Label as ‘sensitive’ those records in X whose conﬁdential attribute takes a value
appearing less than q · n times in X. Let Y ⊆ X be the subset of sensitive records;
2. Compute V ar := V ariance(Y (L));
3. Compute M inV ar := r · V ar;
4. While N otEmpty(Y ) loop
(a)
(b)
(c)
(d)

Let C be a new empty group;
Let xs be a random sensitive record from Y ;
Add xs to C and remove it from Y and X;
While elements in C(L) do not satisfy p-sensitivity loop
i. Take xt ∈ X such that xt (Q) is the nearest record to xs (Q) which:
– contributes to the compliance of p-sensitivity by C(L);
– increases V ariance(C(L)) if added to C;
ii. If no record satisfying the above two conditions is found, take xt such that
xt (Q) is the nearest record to xs (Q) that contributes to the compliance of
p-sensitivity by C(L);
iii. Add xt to C and remove it from X (and from Y if xt ∈ Y );
end loop
(e) While V ariance(C(L)) < M inV ar loop
i. Take xt ∈ X such that xt (Q) is the nearest record to xs (Q) which increases
V ariance(C(L)) if added to C;
ii. Add xt to C and remove it from X (and from Y if xt ∈ Y );
end loop
(f) While Cardinality(C) < k loop
i. Take xt such that xt (Q) is the nearest record to xs (Q) which keeps
V ariance(C(L)) ≥ M inV ar if added to C;
ii. Add xt to C and remove it from X (and from Y if xt ∈ Y );
end loop
(g) If (V ariance(Y (L)) < M inV ar) or (p-sensitivity of Y (L) < p) then
i. Add the remaining records from Y to C;
ii. Remove from X all records in Y ;
iii. Remove all records from Y ;
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iv. If (V ariance(C) < M inV ar) then
Remove from C those records not having a ‘sensitive’ value and return
them to X;
end if
end if
(h) Add C to partition P ;
end loop
5. Apply MDAV [8] to build a k-partition of records in X and add the MDAVgenerated groups to P ;
6. Microaggregate the records, that is, for i = 1 to n replace xi (Q) by the centroid of
Ci (Q), where Ci is the group in P to which xi has been assigned.

Each iteration of Step (4) constructs one group containing ‘sensitive’ records.
These groups are those that must satisfy the constraints given by parameters k,
p, q and r. Such constraints are satisﬁed by the loops nested inside Step (4):
– Each new group C is initialized by assigning a random ’sensitive’ record to
it (Substep (4c));
– Next, Substep (4d) is iterated until C satisﬁes p-sensitivity, this is, the
records in C contain at least p diﬀerent values for the conﬁdential attribute;
if possible, records to be added to C are chosen so that they increase the
variance of C(L);
– After that, Substep (4e) ensures the variance of C(L) is at least the one
speciﬁed by parameter r; this step iterates until this condition is satisﬁed;
– Then, Substep (4f) is iterated until C has at least k records (in this way,
the constraint speciﬁed by k is satisﬁed); once we get out of this loop, C is
guaranteed to satisfy the properties of the (k, p, q, r)-anonymity model;
– Finally, Substep (4g) checks that the remaining records in X will be able to
form a new group satisfying the model; if this is not the case, they are added
to the last group C.
Once no more ‘sensitive’ records are left in X, the remaining ones are clustered
at Step (5) using the MDAV heuristic [8]. Finally, Step (6) replaces each record
xi with its microaggregated version.

5

Empirical Results

In this section, empirical results on the proposed heuristic are reported and
compared with those obtained with k-anonymization (based on microaggregation [8]) and p-sensitive k-anonymization (based on the random initial point
variant of the microaggregation heuristic [16]). The information loss is reported
as 100 · SSE/SST , where SSE is the within-groups sum of squares and SST
is the total sum of squares. A synthetic data set obtained from the “Census”
benchmark ﬁle [2] has been used. In our ﬁrst experiment we have used a data set
with 1080 records. Each record has 12 continuous numerical key attributes that
have been standardized. The conﬁdential attribute takes integer values in the
range from 1 to 10; the attribute has been initialized so that each value appears
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Table 1. Information loss of our (k, p, q, r)-anonymity heuristic for k = 5, p = 4,
q = 0.2 and diﬀerent values of r
r
0.1 0.3 0.5 0.7
0.9
Inf.loss 11.98 12.09 13.01 30.85 68.518

Table 2. Information loss under several models for several values of k and p and ﬁxed
q = 0.2 and r = 0.5 (unskewed conﬁdential attribute)
k
3
4
7

p k-anonymity (k, p, q, r)-anonymity p-sensitive k-anonymity
2
5.58
11.87
7.24
3
7.52
11.58
9.81
5
11.53
14.69
14.42

in exactly 108 records. Parameter q was set to 0.2 so that all values of the conﬁdential attribute were considered as ‘sensitive’. Table 1 shows the information
loss of (k, p, q, r)-anonymity for k = 5 and p = 4 and diﬀerent values of parameter r. As expected, information loss increases with r. This is due to the fact that
higher values of r force the heuristic to form groups with a higher variance of
its conﬁdential attribute. The higher r, the more constrained are groups, which
increases information loss. The k-anonymous version of the data set used had
an information loss of 9.21 and the k-anonymous p-sensitive version had 12.31.
Using the same data set of the previous experiment and for ﬁxed q = 0.2,
r = 0.5 and diﬀerent values of k and p, a second experiment was carried out to
compare the information loss incurred by k-anonymity, p-sensitive k-anonymity
and (k, p, q, r)-anonymity. Results are shown in Table 2. It can be seen that kanonymity presents the lowest information loss. The reason is that it is the model
with least restrictions. For p-sensitive k-anonymity and (k, p, q, r)-anonymity
the information loss is roughly similar; strictly speaking it is a bit higher for
(k, p, q, r)-anonymity due to the additional constraint introduced by parameter
r which forces a minimum variance of the conﬁdential attributes in a group.
In the third experiment, we modiﬁed the distribution of the values of the conﬁdential attribute. Values from 1 to 9 appeared 10 times each while value 10 appeared
990 times. We took q = 0.2, so that records with conﬁdential value 10 were considered ‘non sensitive’ by the (k, p, q, r)-heuristic. The results are shown in Table 3. It
can be seen that (k, p, q, r)-anonymity outperforms p-sensitive k-anonymity.
Table 3. Information loss under several models for several values of k and p and ﬁxed
q = 0.2 and r = 0.5 (skewed conﬁdential attribute)
k
3
4
7

p k-anonymity (k, p, q, r)-anonymity p-sensitive k-anonymity
2
5.58
9.47
16.42
3
7.52
12.13
22.72
5
11.53
18.97
30.42
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Conclusions and Future Research

We have presented (k, p, q, r)-anonymity as a new security model which outperforms most current security models in the literature: it guarantees p-sensitivity
for rare values and oﬀers protection against the similarity attack, one of the most
diﬃcult to thwart. The model behaves in a pragmatic way (no p-sensitivity for
frequent values) in order to reduce information loss. The only attack for which
no defense is oﬀered is skewness, but we have shown that such an attack can
only be countered at the expense of a very substantial information loss (using
the t-closeness model). Future research will involve designing other heuristic procedures, which can accommodate non-numerical quasi-identiﬁers and can deal
with more than one conﬁdential attribute.
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