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Abstract. An architecture for a peer-to-peer mobile ad-hoc network
oﬀering distributed information provision is presented. Any user can
volunteer to become an information server (a server-user). Volunteering implies devoting some of the user’s computational resources (storage, bandwidth, processing power) to serving information. An incentive
scheme is proposed to encourage end-users to become server-users. The
latter are rewarded proportionally to the number of end-user queries
served. The proposed architecture is speciﬁed as a protocol suite taking
security and privacy aspects into account. Details are given on an implementation completed on a WiFi ad-hoc network for the speciﬁc case of
a distributed tourist information service.
Keywords: Peer-to-peer networks, Mobile ad-hoc networks, Distributed
information servers, Security and privacy.

1

Introduction

The new-generation mobile devices (e.g. cell phones, PDAs ...) are enabled with
wireless communications technologies like IEEE 802.11b WiFi, which paves the
way to a broad range of services based on ad-hoc networks, i.e. spontaneous networks without an underlying infrastructure. Clearly, a wireless ad-hoc network
spanning a local or a metropolitan area is an extremely ﬂexible and powerful
tool, allowing extensive peer-to-peer communication. Access points in these new
wireless networks can be viewed as peers whose number and geographical span
can be much larger than what is aﬀordable with conventional peer-to-peer wired
networks. From the topology standpoint, the ad-hoc model is particularly well
suited to set up hop-by-hop communication to end-nodes connected to such
wireless peer-to-peer networks.
In this paper, we propose an information system aiming to provide information just in time and just in place in a speciﬁc area. Speciﬁcally in our scenario,
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the system is deployed in a city within which a user, regardless of her location,
can request information any time using her WiFi mobile device and its associated software. As justiﬁed above, we assume that access to information is made
possible by a metropolitan ad-hoc network based on WiFi peers.
A typical application would be tourist information: a person touring a city
can query the system to obtain a list of museums near her current location or
some information about a given historical building she is currently visiting.
The system we have just sketched needs an architecture with several information servers replicating the knowledge, because a single information server could
become a bottleneck due to downloads of large pieces of multimedia content (pictures, videoclips, etc.) or due to temporary connectivity loss caused by dynamic
changes in the topology of the ad-hoc network. However, using several servers
poses the problem of the cost associated to installing a large number of servers
around the city plus the costs resulting from their subsequent administration.
Instead of incurring the expense of installing and maintaining many servers,
we propose to trust individual users to oﬀer services to the WiFi ad-hoc network
like in classic peer-to-peer communities (e.g. BitTorrent, Gnutella, etc). To keep
the network running eﬃciently, we suggest to properly motivate the users to
devote some of their computing resources to providing those services.
1.1

Previous Work

Providing and exchanging information between users is a research topic heavily
addressed in the literature. At the beginning, the information-sharing systems followed a client-server paradigm (e.g. Napster) with the bottleneck problems associated to this kind of structure. Afterwards, real peer-to-peer networks arose, and
decentralized content-sharing applications appeared, which avoided the clientserver related problems. Examples of this approach are BitTorrent or Gnutella.
Peer-to-peer applications are often deployed in traditional wired networks,
although most of them could also work on wireless ad-hoc networks. In [6] some
applications working on mobile ad-hoc networks are presented. Within the scope
of mobile peer-to-peer networks, we can ﬁnd the iClouds Project [5] which investigates several kinds of collaboration among mobile users using the hop-by-hop
communication paradigm related to ad-hoc networks.
As stated in [16], the motivation of users to participate in the community is
a crucial factor for the success of a peer-to-peer system. The authors of that
paper describe various methods to motivate diﬀerent kinds of users and describe the design of a peer-to-peer system called Comutella, which has been
developed for supporting ﬁle and service sharing. [4] presents I-Help, a system
devoted to sharing help between students where participation can be rewarded
either in real dollars (for paying teaching assistants) or in marks improvement
(for students). This system also uses hired knowledgeable persons, teaching assistants or lecturers, to be constantly on-line and to immediately answer any
question. This kind of users can be considered knowledge providers in this system, and they are very similar to the information providers presented in our
proposal.
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Providing motivation to nodes, who oﬀer services to end-users, implies the
need of a secure way for collecting the rewards from the served users. Secure
electronic payment is a profusely studied research topic. From electronic money
to e-coupons [1], there are several electronic payment methods suitable for mobile
devices. However, for the speciﬁc case of secure incentive-based schemes, the
literature is rather scarce. [13] and [17] propose incentive-based schemes where
the network nodes have an account and the content provider gives them credit
depending on the information they have uploaded. The network nodes can use
their credit to increase their download rate or change it for money. Nonetheless,
these proposals are not designed for a mobile ad-hoc network, and the security is
only focused toward the protection of the copyrighted content. Thus, the credit of
the network node can be tampered with. In [10], the authors describe and analyze
three diﬀerent schemes aimed at giving proofs of service to providers in a hybrid
environment where a server collaborates with a peer-to-peer network intended to
mitigate server congestion. The authors compare the three schemes in terms of
scalability, eﬀectiveness and cost. Recently, [11] have proposed a lightweight and
hash-chain-based micropayment scheme for ad-hoc networks. They compensate
collaborative peers that sacriﬁce their resources to relay packets for others. They
also use an oﬄine trusted third party (the Private Key Generator), but following
an ID-based approach instead of our PKI-based one.
In our proposal, we provide proofs of service to information providers using
a scheme similar to the scenario of fair exchange with an oﬄine trusted third
party (TTP) described in [10]. However, our scenario is pretty diﬀerent since
we deal with a pure peer-to-peer community working through a mobile ad-hoc
network.
1.2

Contribution and Plan of This Paper

In this paper we focus on an environment where some end-user nodes build
a WiFi ad-hoc network and act as information providers. These nodes devote
some of their computational resources (storage, bandwidth, processing power)
to storing and serving information. In this way, when another user in the ad-hoc
network requests some information, those nodes storing the requested information can supply it. Volunteering to become an information provider is rewarded
depending to the amount of served information requests. Information is shared
according to the peer-to-peer paradigm.
Note. We concentrate on the WiFi technology because it currently is the most
common choice in mobile ad-hoc networks. However, the system described here
is open to similar wireless technologies.
To perform information searches through the peer-to-peer network, we have
implemented a catalog-based search engine. Our system makes use of an item
catalog shared between information providers. Since updating a unique catalog
distributed among all peers is a resource- and time-consuming task, this approach
is best suited to a system where the items change rarely. We have taken as a
case study a tourist information system: the information on accommodation,
monuments, etc. is pretty stable. For items that change more dinamically, e.g.
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ﬁlms shown in theaters in a speciﬁc moment, a diﬀerent search engine should be
used. Anyway, the communication protocol in our system has been designed to
be independent of the search engine used, which can be replaced if necessary.
Every time a server provides information to some user, it obtains a receipt
allowing it to prove that it has performed the service. Periodically, the server
contacts the main content provider (i.e. the main source of content, in our case
study the city tourist oﬃce) to get paid according to the number of requests
it has served. This is a way to encourage users to devote more resources to
providing information. The more information a server stores, the more requests
it will be able to serve, and thus, the more money it will receive for its service.
A server located at a certain place will probably contain information that may
interest nearby users.
Section 2 describes the architecture of the proposed system. Section 3 is a
security and privacy analysis. Implementation details are given in Section 4.
Section 5 is a conclusion.

2

System Architecture

In this section we present the system components: entities, messages exchanged
between entities and protocols between entities. We note that the system architecture is similar to a multi-agent system.
2.1

Entities

The proposed system consists of the following entities:
– Content Source (CS): This is the entity oﬀering the information service.
In the aforementioned example about tourist information, this entity may
be the tourist oﬃce of a city holding information of particular interest for
residents or visitors. Some examples could be:
• Information on historical landmarks, including short multimedia videos,
audio streams and digital documents on them.
• Schedule of cultural and leisure activities, like cinema or theater, including trailer viewing options.
• Information about restaurants: opening hours, menus, prices.
• Location of services: police stations, hospitals, pharmacies.
– Users: Users whose devices form the ad-hoc network. We distinguish two
kinds of users:
• Those that query the system when they need information. Normally,
they use a mobile device and request information through the ad-hoc
network. We refer to them as end-users (EU).
• Those that devote part of their computational resources to storing and
serving some of the information supplied by the content source. These
users not necessarily use a mobile device. They could store information
in their desktop PC with an ad-hoc network interface. We refer to these
users as server-users (SU).
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Our description assumes an underlying information sharing system (following
the P2P paradigm) like those described in [3]. The data query launched by A
circulates through the ad-hoc network and reaches several server-users who have
the requested data. Those users will send a positive answer to A. Then, A chooses
one of them, denoted by B. Next, A requests the information from B who will
send it to A. Finally A sends a receipt to B.
SUs store all the receipts they collect during a given period. At the end of
that period, they send all the receipts to the CS in order to get paid according
to the number of served requests. Upon getting the receipts, CS checks their
validity. If everything is correct, CS pays to the user the money corresponding
to the services provided.
2.2

Messages

In our proposal, we distinguish two types of communication:
– The ﬁrst type follows a client-server paradigm and involves the content
source CS. We have chosen this approach because the communication between CS and the other two entities (SU, EU) only occurs at very speciﬁc
moments and is unlikely to cause a bottleneck.
– The second type of communication, the dialog between an EU and a SU,
follows a P2P paradigm.
In both cases, the communication uses structured messages coded with XML.
Messages consist of two parts. The ﬁrst part contains the message itself, divided
in two or three sections: message type, sender identiﬁer (in the P2P environment) and message body. The second part contains the cryptographic data: the
signature on the ﬁrst part of the message, the algorithm used to calculate the
signature and the digital certiﬁcate for the sender’s public key. This structure
allows the receiver to verify the validity of the message.
2.3

Protocols

In this section, we detail the diﬀerent protocols used by the entities participating
in the system:
–
–
–
–

End-user registration
Server-user registration
Information request
Server-user payment

The following notation is used in the rest of the paper:
– Pentity , Sentity : Asymmetric key pair of entity, where Pentity is the public
key and Sentity is the private key.
– Sentity [m]: Digital signature of message m by entity. By digital signature
we refer to computing the hash value of message m using a collision-free
one-way hash function and encrypting this hash value using the private key
of entity.
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Eentity (m): Encryption of message m under the public key of entity.
Dentity (c): Decryption of message c under the private key of entity.
H(m): Hash value of message m using a collision-free one-way hash function.
m1 ||m2 : Concatenation of messages m1 and m2 .

End-user registration. To register as an end-user, a candidate user must
contact the CS and install the necessary application software. E.g. in our tourist
information case study we assume that there exist several places in the city (e.g.
airport, railway station or tourist oﬃce) where a user can register. The end-user
registration protocol is as follows:
Protocol 1
1. The user does:
(a) Obtain the following information from the CS:
– Internet address from which to download the application software.
– Validity period, i.e. time window during which the user will be allowed
to use the system.
– Access code to download and install the software. In our case study
implementation the access code consists of 16 alphanumeric characters, for instance A3GZ-BB44-223G-AGDR.
(b) Connect her device to the Internet and download the application software.
(c) Install the application software.
(d) Run Procedure 1 below and obtain the private key SEU in a PKCS#8
file [12], and a Certificate Signing Request (CSR).
(e) Send the CSR to the Content Provider.
2. The CS does:
(a) Issue the user’s certificate using the CSR.
(b) Add the issued certificate to the CS database.
(c) Send the issued certificate to the user.
3. The user stores the following information in a PKCS#12 [12] file:
– User private key SEU .
– User certificate.
– CS certiticate.
Procedure 1
1. Generate a private/public RSA key pair [14].
2. Store the private key in a PKCS#8 file.
3. Generate a Certificate Signing Request (CSR). The file must use the PKCS#
10 [12] standard.
4. Return the PKCS#8 file and the CSR.
Server-user registration. A user wishing to register as a server-user contacts
the CS from whom she will receive a unique identiﬁer and the software that will
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enable her to serve information. Afterwards, the user generates a private/public
key pair and sends her public key and her identiﬁer to the CS in order to get
the corresponding certiﬁcate. Finally, the user indicates the desired information items and downloads them to her hard disk. More formally, the server-user
registration protocol is as follows:
Protocol 2
1. The user does:
(a) Sign a contract with the CS specifying the user’s rights and duties.
(b) Send the user’s bank data for future payments to CS. For confidentiality,
these data are sent encrypted under the public key of CS.
2. CS does:
(a) Generate a unique identifier Id.
(b) Send to the user the unique identifier Id and the software that will enable
the user to serve information. For confidentiality, Id is sent encrypted
under the public key PEU (the candidate server-user is assumed to be
already an end-user with a private/public key pair (SEU , PEU )).
3. The user does:
(a) Run Procedure 1 to obtain the private key SU in a PKCS#8 file, and a
Certificate Signing Request (CSR).
(b) Send the CSR to CS.
4. CS does:
(a) Issue the user’s certificate using the CSR.
(b) Add the issued certificate to CS’s database.
(c) Send the issued certificate to the user.
(d) Send the catalog information.
5. The user stores the following information in a PKCS#12 file:
– User private key SU .
– User certificate.
– CS certificate.
Information request. When an end-user requests an information item, the
query reaches several server-users. Among these, those holding the requested
item return a positive acknowledgment. Then, the end-user downloads the requested information from a particular server-user selected among those which
have sent positive acknowledgment. Finally, the end-user sends a receipt to the
selected server-user. As we will see later on, the SU will use this receipt in order
to claim the corresponding reward from the CS.
Now, we describe this protocol in more detail:
Protocol 3
1. The end-user EU computes a request in order to obtain a specific information, where the request consists of the following data:
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– Description of the requested item, I.
– Date and time of the request, Tr .
– Digital signature of I and Tr , S1 = SEU [I||Tr ].
This query spreads using any of the methods described in [3].
2. Each server-user SU who receives the query does:
(a) Verify the digital signature S1 using EU’s public key.
(b) Search for the information.
(c) If I is in SU’s database, reply to EU. The reply contains the following
data:
– User’s request, REU = I||Tr .
– Date and time of the answer, Ta .
– Digital signature on REU and Ta , that is, S2 = SSU [REU ||Ta ].
3. EU does:
(a) Collect the replies from the SUs. Without loss of generality, assume that
the set of SU replying to EU is SU1 , SU2 , · · · , SUn . See Section 3.3 below
on the value of n.
(b) Verify the digital signatures of the SUs, that is, S21 , S22 , S23 , · · · , S2n
using the public keys of each SU.
(c) Choose one server-user SU’ ∈ {SU1 , SU2 , · · · , SUn }. This choice can be
performed in a way to maximize privacy (see Section 3.3 below).
(d) Send a request to SU’ with the following data:
– Description of the requested information, I.
– Date and time of the request, Tr .
– Identifier of the node this request is addressed to, IdSU  .
– Digital signature on I, Tr and IdSU  , that is, S3 = SEU [I||Tr ||IdSU  ].
4. SU’ does:
(a) Verify the digital signature S3 using the public key PEU .
(b) Send the following message:
– Description of the requested information, I.
– Requested information, Inf o.
– Date and time of the answer, Ta .
– Digital signature of the I, Inf o and Ta , that is, S4 = SSU  [I||Inf o||Ta ].
5. EU does:
(a) Verify the digital signature S4 using PSU .
(b) Check whether the received data correspond to the information requested.
(c) If the check is OK, issue a receipt and send it to SU’ with the following
data:
– Description where EU asserts that she has received the item described
as I from SU’.
– Date and time, T .
– Identifier of SU’, IdSU  .
– Digital signature on I, T , and IdSU , that is, S5 = SEU [I||T ||IdSU ].
6. SU’ does:
– Receive the receipt.
– Verify S5 using PEU
– Store the receipt.
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Server-user payment. As previously described, server-users get a receipt every
time they serve information. These receipts are stored. Once a large enough
batch of receipts has been collected, a server-user contacts CS to get paid for
the services provided. Note that sending receipts one at a time to CS would be
very ineﬃcient. The reason is that, since the reward for a single service is very
low, the processing costs of such a payment would be too signiﬁcant.
The protocol to redeem a batch of receipts is as follows:
Protocol 4
1. SU sends the receipts to CS.
2. CS does:
(a) Verify the digital signature of each receipt
(b) Check for duplicated receipts
(c) Compute the money that must be paid to the information node
(d) Transfer the money to the bank account of SU

3

Security and Privacy Analysis

Our communication protocols use diﬀerent types of messages to be transmitted
in each phase. Every exchanged message contains a plaintext part and a valid signature. The plaintext part contains the information transmitted between nodes
and the signature provides authentication, integrity and non-repudiation to such
messages.
3.1

Confidentiality

In principle, conﬁdentiality is only implemented in the server-user registration
protocol, when the user sends her bank data to CS and CS returns a unique
identiﬁer (Steps 1 and 2 of Protocol 2). The rest of messages are assumed to be
non-conﬁdential, which is plausible for most applications (e.g. tourist information). However, if conﬁdentiality is required, it can be achieved by encrypting
messages under the public key of the intended receiver.
3.2

Collusion Security

Collusion between end-users and server-users to obtain unlawful rewards is conceivable: some end-users perform a huge amount of information requests to certain server-users, and the latter then share with the former the rewards obtained
from the CS.
A possible solution is to charge the end-users a small fee for enjoying the information service. This payment can be performed using oﬄine electronic checks
as stated in [2] or any micropayment system (e.g. PayWord, [15]).
However, one must acknowledge that collecting payment from the end-users
can jeopardize the success of many applications, like the tourist information
system. Therefore, a preferred countermeasure against user collusion is for the
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CS to record and analyze the number of receipts submitted by the SUs and the
number of receipts issued by the same EU. Since each receipt contains the exact
time and date when it was issued, a limit on the number of requests that an EU
can perform within a period of time can easily be enforced. The CS will not honor
any receipts beyond those that can be issued by a certain user; furthermore, as
soon as CS detects that an end-user has issued more receipts than allowed, CS
alerts the SUs to stop serving any further request from that suspect SU. The
SUs receive this alert when they synchronize resources with the CS or when
they redeem their receipts. In this way, the eﬀects of possible user collusions are
tolerably mitigated.
3.3

Privacy

In any information service, end-user proﬁling is a real threat. Indeed, information
providers can keep track of the requests submitted by end-users, with a view to
investigating their tastes, preferences, locations, etc. This is clearly a potential
privacy violation.
In a conventional information service where end-users get information directly
from a single information provider, one often assumes that information provider
to be trusted or at least not to be interested in violating the privacy of end-users.
At any rate, if there ever were any provable violation, the information provider
would be liable and could be charged accordingly.
In a peer-to-peer mobile ad-hoc information service, the privacy problem is
much more serious. End-users obtain information through server-users who are
occasional information relayers and cannot be trusted to the same extent as to
privacy preservation.
End-user privacy can be signiﬁcantly increased by using an alias when registering as an end-user and by properly tuning Protocol 3:
– When the end-user application detects that there are server-users among the
n replying to Step 3a who already replied to more than p requests from the
same end-user in the past (p is a privacy parameter), the application warns
the end-user of a potential privacy problem. The end-user has two choices:
either move to a diﬀerent area where she will ﬁnd diﬀerent server-users or
to go ahead and jeopardize her privacy.
– In Step 3c, a wise policy is for the end-user application to choose the serveruser which has replied to least requests to the end-user in the past.
Of course, we are assuming that the server-user application has not been
tampered with, so that: i) it replies when the server-user hears a request for an
information item it holds; ii) it forgets about requests for information items the
server-user does not hold.
In the presence of malicious server-users, a combination of the following two
strategies can be useful:
– Use short validity periods for end-users, which will force end-users to frequently re-register under a new alias.
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– Avoid issuing many information request from the same place, which should
be easy for a roaming end-user (e.g. tourist visiting a city). Moving to another
area is a way to get rid from the current server-users, both the legitimate
and the malicious ones.

4

Implementation

We have implemented a functional prototype that demonstrates the main capabilities of the system previously described. Although not all funtionalities are
currently implemented as of this writing, the system core is fully operational
already.
We have chosen Java [7] as a language for this implementation, due to its
portability to diﬀerent architectures that need to interoperate, an essential feature in our scenario. We have used JXTA [8] to establish the peer-to-peer communications, although there are other options like Gnutella or Bamboo. Finally,
to implement the client-server paradigm (for communication with the CS), we
use the remote method invocation protocol (RMI) associated to the Java technology.
Speciﬁcally, the content source and the server-users have been implemented
with Java SE version 5.0 and they use databases containing touristic resources
that run on MySQL version 5.0. The CS component executes a secure web server,
which acts as an access point for new server-users willing to join the system. In
the future we will allow the end-users to enter the system through the secure
web server too. SU applications make use of JXTASE libraries, version 2.4, to
communicate with the other entities through the peer-to-peer ad-hoc network.
The end-user application is implemented in a WiFi enabled HP IPAQ series hx2700. We have installed the J9 Java Virtual Machine from IBM [9] that
works with Connected Device Conﬁguration 1.1 and is PersonalJava 1.2 compliant. This PersonalJava version follows the Java 1.1.8 version speciﬁcations. The
JXTA version that works on the PDA is the JXME 2.1.3.
4.1

Server-User Registration

Once a user runs the SU application for the ﬁrst time (Protocol 2), she must
introduce an alias and a password of her choice, and enter the CS URL as well.
After this process, she generates a key pair RSA (1024 bits) and a Certiﬁcate
Signing Request (CSR) to be sent to the CS. This entity sends back the CSR
properly certiﬁed. Finally, the user generates the PKCS#12 ﬁle and a conﬁguration ﬁle, which will be used in the following executions and can be modiﬁed
any moment from the SU graphical interface. This conﬁguration ﬁle contains
the user’s alias, the URL of the CS and the absolute path to the PKCS#12 ﬁle
which contains the user’s private key, the user’s certiﬁcate and the certiﬁcate of
the CS.
After this initial phase, the SU application displays a ﬁrst window with a
menu showing some options to be chosen by the user. Then, she can pick the
items from a catalog provided by the CS. The selected items will be stored in
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the user’s computer and will be used to provide information to the end-users.
After serving some information requests from end-users, the SU can check the
number of receipts stored and the money earned. She can decide to redeem the
stored receipts.
4.2

End-User Registration

We assume that, in Step 1 of Protocol 1, the candidate end-user receives her
registration information (Internet address from which to download, validity period, access code) oﬄine, e.g. in a tourist oﬃce. After this (remaining steps of
Protocol 1), the user goes on-line and, much like a server-user, the end-user submits her Certiﬁcate Signing Request to CS, who will return it properly certiﬁed.
At the end of this transaction, the end-user will obtain a PKCS#12 ﬁle and a
conﬁguration ﬁle will be created. Upon completion of this installation process,
the end-user gets her keys and is ready to use the information service.
In the tourist information service example, once the user reaches the vicinity
of a monument, she may be interested in obtaining some information about
it. For that, she must chose the corresponding item in the catalog, using the
EU application in PDA and send the request through the ad-hoc peer-to-peer
network to SU applications present in the area. In a few seconds, a list of SU
nodes oﬀering the requested item will appear on the end-user’s screen. The user
then chooses one of the possible providers and the selected node sends the desired
information.

5

Conclusions and Future Work

An architecture for a peer-to-peer mobile ad-hoc network oﬀering distributed information provision has been presented. The novelty of our proposal lies on the
incentive scheme to encourage users to become distributed information servers.
Our implementation demonstrates the feasibility and the usefulness of our approach.
The most challenging part of our system is security and, especially, privacy.
Indeed, allowing any user to behave as a server is not without risks. While
authentication, integrity, non-repudiation and even conﬁdentiality can be guaranteed to a large extent, preserving the privacy of end-users is trickier because
they can be proﬁled by server-users. We have proposed and implemented some
basic privacy-preserving countermeasures, but we feel that privacy in peer-topeer ad-hoc networks is a far-reaching problem that deﬁnitely deserves further
research. In the speciﬁc case of our system, a challenging issue is to design privacy countermeasures which are minimally inconvenient for the end-user, e.g.
that do not require very short validity periods or constant roaming.
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