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Abstract
Advances in mobile networking and information processing technologies have
triggered vehicular ad hoc networks (VANETs) for traffic safety and valueadded applications. Most efforts have been made to address the security
concerns while little work has been done to investigate security and privacy for value-added applications in VANETs. To fill this gap, we propose a secure and privacy-preserving scheme for value-added applications
in VANETs; specifically, a vehicular secure and privacy-preserving locationbased service (LBS). For each LBS transaction, the scheme provides authentication, integrity and non-repudiation for both the service provider and the
vehicle. A vehicle can obtain the service in an anonymous way and hence
vehicle privacy is well protected. However, if a vehicle maliciously uses the
service, a tracing procedure can be invoked to find the malicious vehicle,
thereby efficiently preventing vehicles from abusing the anonymity provided
by the system. These features are achieved by efficiently exploiting the
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available infrastructure of VANETs and without requiring cooperation from
other vehicles, which might be reluctant to cooperate or otherwise unavailable. Although public-key cryptosystems are employed as building blocks,
no complicated certificate management is required by our system.
Keywords: Information security, Vehicular ad hoc networks, Conditional
privacy.

1. Introduction
Vehicular ad hoc networks (VANETs), consisting of computers mounted
on vehicles and road infrastructures, are emerging as the first commercial
mobile ad hoc networks. This kind of networks allows vehicle-to-vehicle
and vehicle-to-roadside communications by means of on-board units (OBUs)
installed in each vehicle as well as roadside units (RSUs) deployed alongside
roads. The development of VANETs is expected to improve traffic safety and
management efficiency by allowing information on current traffic conditions
to be shared in quasi-real time; obvious benefits will be driver assistance,
traffic management, and handling of traffic jams and emergencies. To this
end, a large body of proposals (e.g. [18, 21, 24, 26, 34]) has appeared
to guarantee trustworthiness of vehicle-generated messages and address the
VANET security concerns.
In addition to safety applications, VANETs may enable a broad range
of value-added applications. Among them, LBSs are expected to open substantial business opportunities [1]. However, to let LBSs be widely deployed
in VANETs, specific security and privacy requirements have to be met. For
instance, any LBS user should be authentic and any transaction ought to be
non-repudiable to guarantee that providing LBSs is profitable. Also, user
privacy1 should be ensured against a malicious LBS provider to prevent
maliciously tracing or profiling users. In traditional wired networks, sophisticated cryptographic technologies have been developed to protect parties
in value-added applications, including LBSs; examples of such technologies
are anonymous credential systems, First Virtual, SSL, iKP secure electronic
payments [6] and the SET protocol [5]. However, VANETs are very dynamic
and their communications are volatile, which makes those complex protocols
unsuitable.
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Privacy in VANETs usually means that an attacker cannot trace a vehicle by using
the messages the latter sends/receives.
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1.1. Related Work
In recent years, a number of papers have dealt with security and privacy
in VANETs. Various security and privacy challenges in vehicular networks
are discussed in [13, 18, 24, 25, 26, 34]. To address these challenges, two
techniques are generally used. The first is based on anonymous certificates
and the second on group signatures.
The seminal proposals using the first technique are due to Raya and
Hubaux [27, 28]. In their proposals, digital signatures are combined with
short-lived anonymous certificates to meet the security requirements of the
vehicular nodes. However, using their approach, each vehicle needs to preload a huge pool of anonymous certificates, and the trusted authority also
needs to maintain all the anonymous certificates of all vehicles, thus incurring a heavy certificate management overhead. Later, Zhang et al. [35] designed an efficient conditional privacy-preserving protocol for vehicular communications (where “conditional” means that the privacy of dishonest users
can be revoked) using identity-based cryptography [30] to avoid complicated
certificate management. However, their approach relies on idealized tamperproof devices embedded in the vehicles. The main aim of the tamper-proof
devices is to generate random pseudo-identities, which are used similarly to
anonymous certificates. For the protocol to operate properly, the private
key of the trusted authority should be stored in the tamper-proof devices.
However, it cannot be ignored that an adversary might gain access to those
devices by some powerful attacks, e.g., side-channel attacks [19, 31].
Following the group signature based research line, Guo et al. [15] presented a novel security framework for vehicular communications based on
group signatures. However, neither a concrete instantiation nor an experimental analysis are given in [15]. The first concrete instantiation of a group
signature based technique in VANETs is due to Lin et al. [20], who presented
a conditional privacy-preserving vehicular communications protocol. More
recently, additional efforts have been made to improve the trustworthiness
of vehicle-generated messages [36] or to achieve robustness and scalability in
VANETs [37]. The main advantage of group signature based schemes over
the pseudonym based ones is that the former do not need to manage a large
number of anonymous certificates.
Compared with the extensive attention received by safety applications
of VANETs, few efforts have been made to address the security and privacy
issues of value-added applications luring drivers into using VANETs. To fill
this gap, Sampigethaya et al. [29] proposed a scheme called AMOEBA. In
their scheme, the group concept is introduced to provide anonymous access
to LBSs and prevent a malicious service provider from profiling any target
3

vehicle. Within their group concept, a group leader (a single vehicle in
the group) is selected to represent the group, and used as a proxy for LBS
access. That is, the group leader submits LBS queries on behalf of the group
members and, hence, the privacy of members other than the group leader is
naturally achieved. However, as remarked by the authors of [29], there are
still several loose ends in their scheme and further work is needed to enable it
to be widely deployed in the real world. For instance, due to the dynamic and
volatile connections in VANETs, the groups in this kind of networks might
be hard to maintain. Even if the group remains unchanged, the privacy
of group members comes at the cost of sacrificing the privacy of the group
leader, who must continually reveal its identity and locations. Also, the use
of the leader as a proxy for LBS access implies lack of end-to-end connectivity
between the service provider and group members. Their scheme relies on
public key cryptography in the PKI (public-key infrastructure) setting and
pseudonyms are required to achieve anonymity. However, no details are
provided on how to manage these anonymous certificates for vehicles, which
has been shown to be an obstacle to achieve practical anonymity in VANETs.
Their scheme also requires an anonymous electronic payment as a building
block to complete a privacy-preserving LBS transaction, but no details are
given. Indeed, there are some subtleties to implement an anonymous epayment protocol in their scheme. For instance, if the group leader as a
proxy requests service for a group member and then receives the answer
from the LBS provider, the group member might not be able to obtain the
answer if the member or the leader have left the group in the interim; note
that the group is formed in an ad hoc and very volatile way. Then a dispute
would arise as to whether the user should pay for a service given by the
LBS provider but not received by the user. This is especially the case if
payment is based on a successful transaction. Finally, the scheme [29] does
not provide anonymity revocability, which may be a problem in applications
in which anonymity must be revocable to prevent, investigate, detect and
prosecute serious criminal offences [2].
In [33], the authors presented a protocol for secure data downloading (a
specific LBS application) in VANETs. This protocol overcomes the weaknesses of [29]. However, in [33], a single authority is employed to authenticate the vehicles and issue private/public key pairs for them. Therefore, the
system has the bottleneck of generating the key pairs for all the vehicles.
Further, to download the data, the protocol requires five rounds of communication. Hence, this protocol is not suited for real-time applications. In
[17], an anonymous batch-authenticated and key agreement scheme for LBS
in VANETs is presented. However, it was shown in [32] that the scheme in
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[17] is insecure against a conspiracy attack.
1.2. Contributions and Paper Organization
In the earlier version [39] of this paper, we investigated the security and
privacy concerns in LBSs for VANETs and proposed a practical LBS scheme.
For each LBS transaction, the scheme provides authentication, integrity and
non-repudiation for both the service provider and the vehicle. This guarantees security. A vehicle can obtain the service in an anonymous way and
hence vehicle privacy is guaranteed too. However, if a vehicle abuses the service, a tracing procedure can be invoked to find the malicious user, thereby
efficiently preventing vehicles from illegitimately leveraging anonymity. Our
system does not depend on the group concept (which assumes that a vehicle is selected to represent the group) used in [29] to protect the privacy
of the group members; this is good, because we argued above that volatile
connections in VANETs make the lifetime of groups very short. Instead, we
employ group signatures to protect the privacy of vehicles and also allow
any vehicle to submit an LBS request by itself. Further, we propose the
(properly distributed) RSUs in the VANET to play a similar role as the
group leader in the AMOEBA protocol. This ensures that our system is
robust in the sense that vehicles can access LBSs and preserve their privacy
without being affected by the vehicle density. To implement the scheme securely, we propose the RSUs and the LBS provider to use their recognizable
identities as their public keys. On the vehicle’s side, only a secret member
key is needed to generate a group signature to authenticate data in the LBS
request. This approach eliminates the certificate management overhead, because, as remarked above, neither identity-based cryptosystems nor group
signatures require public-key certificates.
The above LBS scheme is based on symmetric pairings (see Section 3.1).
However, symmetric pairings are quite restrictive in what regards the choice
of curves. Asymmetric pairings have the following advantages over symmetric pairings: they are less special, they have better security properties and
they yield substantially shorter signatures. In this version, we enhance the
scheme in [39] by using asymmetric pairings. Our analysis shows that cryptographic operations in our LBS scheme are reasonable on the underlying
VANET.
Membership revocation is a critical issue in group signature based systems. The above system also suffers from the membership revocation problem. As the number of revoked vehicles in the system grows, the performance
of the system declines. To handle this problem, in the earlier version [39] of
this paper, we equipped our system with the HKMK hierarchical technology
5

(which stands for Hierarchical Key-generation centers and Multi-issue Keys).
With this technology, our system can host a large number of LBS users.
Further, even if a large number of vehicles is revoked, our system remains
efficient. However, in most systems based on group signatures (including
HKMK), if a vehicle is revoked, an LBS provider can link the previous LBS
requests of the vehicle. Thus, the privacy of the revoked vehicle is violated.
To alleviate this problem, we propose the extended HKMK technology. In
extended HKMK, the concept of time intervals [23] is adopted. Each vehicle has T revocation tokens corresponding to T time intervals, respectively.
When a vehicle is revoked at interval i, signatures generated by the vehicle
before interval i remain unlinkable. Therefore, extended HKMK effectively
protects the privacy of the vehicles in the system.
The rest of the paper is organized in the following way. In Section 2, we
describe our system architecture and design goals. Technical preliminaries
are given in Section 3. Section 4 proposes our basic LBS scheme. We
evaluate the new protocol in Section 5. Section 6 develops improved LBS
systems. Finally, Section 7 concludes the paper.
2. System Architecture and Design Goals
2.1. System Architecture
The system architecture is illustrated in Figure 1. It consists of a key
generation center (KGC), distributed RSUs, moving vehicles and a variety
of LBS providers:
• A KGC is a trusted third party. It generates private keys for vehicles
and LBS providers and it issues secret member keys for vehicles. In
addition, the KGC is assumed to be able to determine the real identity
of vehicles and LBS providers.
• An RSU is equipped with sensory, processing, and wireless communication modules, and they are distributed along the roadside. The RSUs
are connected to LBS providers by a wired network. RSUs are assumed
to be semi-trusted (i.e., some of them might be compromised).
• A vehicle moves along the roads, sharing environmental information
with other vehicles nearby and/or querying LBSs through RSUs using
the DSRC protocol [3]. For this purpose, the vehicle is equipped with
on-board processing units (OBUs), wireless transmitter, and sensing
device. Unlike the nodes in most mobile ad hoc networks, the vehicles

6

Figure 1: System architecture

in a VANET are assumed to be computationally powerful (OBUs are
like personal computers). It is assumed that the vehicle has ample
power supply (a car has powerful batteries and it can keep on recharging its OBUs as it runs).
• An LBS provider processes the LBS request (of the vehicles) forwarded
by the RSUs and offers the corresponding services to the requesting
vehicles.
2.2. Security and Privacy Requirements
The security and privacy requirements of our LBS scheme are summarized as follows.
• Message Confidentiality. Whenever the content of a message is
sensitive, it should stay secret to anyone except the message sender and
the legitimate receiver. Indeed, an LBS request may contain sensitive
information of a vehicle. For instance, if a vehicle requests a priced
service, the e-cash (usually a blind signature [11]) may be included in
the query; if confidentiality was not satisfied, anyone could learn the
e-cash information and steal it.
7

• Vehicle Authentication. The LBS provider ought to be sure that
the request comes from a registered vehicle, i.e., a subscriber.
• Vehicle Privacy. Unlinkable anonymity ought to be provided for
the vehicle originating a message. That is, neither the LBS provider
nor an attacker ought to be able to learn the identity of the vehicle having originated a message; furthermore, it ought to be computationally hard for everyone (except the message generator or some
trusted third party) to decide whether two different messages were
generated by the same vehicle. In this way, a specific vehicle cannot be traced/profiled by monitoring/mining all messages it generates.
Note that message confidentiality as described above usually implies
vehicle privacy; however, we require message confidentiality only for
sensitive content, whereas we require vehicle privacy for any message;
for this reason, we consider vehicle privacy separately from message
confidentiality.
• Vehicle Traceability. In VANETs, the privacy of a vehicle should
be conditional. That is, if necessary, some trusted third party should
be able to revoke the anonymity of doubtable vehicles. Otherwise, a
malicious vehicle might send fake messages to jeopardize the system
without fear of being caught. In this paper, KGC is endowed with
the ability to trace the real identity of dishonest vehicles sending fake
messages to LBS providers in order to disrupt services.
As illustrated in Figure 1, an LBS protocol can be described in three
steps. In the first step, a vehicle sends its request to a nearby RSU using the
DSRC protocol in a single-hop or multi-hop manner. In the second step, the
RSU receives the request from the vehicle and detects what kind of services
the vehicle is asking for; then it forwards the request to the corresponding
LBS provider. In the last step, the LBS provider authenticates the vehicle.
If the vehicle is a subscriber, the LBS provider returns the requested service
to the vehicle by routing its response through RSUs neighboring the RSU
the vehicle request came from. We next examine the security and privacy
requirements to be satisfied at each step.
The attackers in our protocol can be classified into two types: external
attackers who do not know the private key of RSUs or LBS providers and
internal attackers, i.e., a routing RSU or an LBS provider. The first step
should satisfy message confidentiality and vehicle privacy. In our scheme,
we assume that an RSU can be compromised. Message confidentiality and
vehicle privacy in this step can be provided at two levels. Level 1 provides
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confidentiality and privacy against external attackers. Level 2 provides confidentiality and privacy even if an attacker learns the private key of the
routing RSU (or the attacker is a malicious RSU); in this case, we require
that the (inside) attacker can only learn the service type that a vehicle is
requesting, but no one (except the vehicle and the designated LBS provider)
should be able to learn the content of the LBS request. In the second step,
an RSU serves as a router. For an LBS protocol in VANETs, an RSU only
needs to know the service type that a vehicle is requesting so that it can forward the request to the right LBS provider. Hence, in our design, we only
let RSUs learn the type of service the vehicle wants to access. This step
needs to satisfy message confidentiality and vehicle privacy against external
attackers and malicious RSUs. For the last step, firstly an LBS provider
must be sure that the request comes from some registered vehicle. Hence,
this step must satisfy vehicle authentication. Secondly, it requires that the
LBS provider can only learn that a vehicle is querying the LBS but it cannot
learn the vehicle’s identity and cannot decide whether two different requests
were generated by the same vehicle. In other words, vehicle privacy should
be guaranteed even the LBS provider is malicious. Thirdly, the privacy of a
vehicle should be conditional. That is, if necessary, some trusted third party
should be able to revoke the anonymity of doubtable vehicles. Otherwise, a
malicious vehicle might send fake messages and jeopardize the system without fear of being caught. Hence, this step should satisfy vehicle traceability.
Finally, the LBS provider should only return the requested service to the
authenticated vehicles. This step also needs to consider message confidentiality.
3. Technical Preliminaries
3.1. Bilinear Maps
Bilinear maps are widely used in many cryptosystems, e.g., identitybased cryptography (IBC) [38] and group signature schemes [23]. We briefly
review them here.
Let G1 , G2 be two cyclic groups of prime order q and GT be a multiplicative cyclic group of the same order. Let g1 denote a generator of G1 ,
g2 a generator of G2 , ψ a computable isomorphism from G2 to G1 , with
ψ(g2 ) = g1 . A mapping ê : G1 × G2 −→ GT is called a bilinear map if it
satisfies the following properties:
1. Bilinearity. ê(g1a , g2b ) = ê(g1 , g2 )ab for all a, b ∈ Zq∗ .
2. Non-degeneracy. ê(g1 , g2 ) 6= 1.
9

3. Computability. There exists an efficient algorithm to compute ê(u, v)
for any u ∈ G1 , v ∈ G2 .
Such a bilinear map ê can be constructed with the modified Weil [22],
Tate [14] or Eta [16] pairings on elliptic curves. ψ can be a trace map as
described in [9] and when G1 = G2 and g1 = g2 , ψ can be the identity map.
In this paper, we say the pairing is asymmetric if G1 6= G2 ; otherwise, the
pairing is symmetric. Symmetric pairings are quite restricted in terms of
the choice of curves. Asymmetric pairings have the advantage of being less
special than symmetric ones and they have better security properties. Furthermore, they can lead to considerably shorter signatures than symmetric
pairings.
3.2. Identity-Based Cryptography
Identity-based cryptography (IBC) was introduced by Shamir [30] to simplify certificate management procedures of public-key infrastructures (PKI).
In IBC, the public key of an entity is some unique public information about
the identity of the entity (e.g., the entity’s location information). Therefore, the need for public key certification can be eliminated. A trusted third
party, called the Key Generation Center (KGC), generates the corresponding private keys for the entities in IBC.
To operate, the KGC first publishes the system parameters and keeps secret the corresponding master key. Given the system parameters, any party
can compute the public key corresponding to an identity ID by combining
the system parameters with the identity value. To obtain a corresponding
private key, the party authorized to use the identity ID contacts the KGC,
and the KGC uses the master key to generate the private key for the identity
ID.
In VANETs, since we need not consider the privacy of RSUs and LBS
providers, we can use the location information and service type as the identity of an RSU (and LBS provider). For instance, if an RSU is located at
street A in city B, then we can use ’RSU, street A, city B’ as the identity of
this RSU; for an LBS provider who provides online map service in city B,
we can use ’online map, city B’ as the identity of the LBS provider.
3.3. Verifier-Local Revocation Group Signatures
Group signatures [12] allow the members of a group to sign on behalf of
the group. If a signature is valid under a group public key, the signature
verifier is sure that the signature was generated by a member of the group.
This property can be used to achieve vehicle authentication in our scheme.
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A group signature also has the property that, except for the group manager, it is computationally hard for anyone to decide whether two different
signatures were issued by the same group member. This property satisfies
the vehicle privacy requirement. Further, the group manager can recover
the real identity of a signature generator. Therefore, the privacy of a group
signature is conditional. Thus, the requirement of vehicle traceability is also
met by using group signatures.
Member revocation is needed to disable members who left the group or
whose secret member key and/or member certificate were/was compromised.
Most group signatures suffer from inefficient member revocation. Recently,
an efficient approach to membership revocation in group signatures was
proposed, called verifier-local revocation [10]. The idea is that only verifiers
are involved in the revocation mechanism, while signers have no involvement.
This approach is especially suitable for mobile environments where mobile
signers (i.e., the vehicles in our case) have much less computational power
than the verifying servers (i.e., the LBS providers).
In this paper, we use the optimized verifier-local revocation group signature scheme in [23] to achieve vehicle authentication, vehicle privacy and
vehicle traceability. The verifier-local revocation group signature scheme in
[23] is implemented with symmetric pairing. As mentioned in Section 3.1,
asymmetric pairings have better security properties and can lead to considerably shorter signatures than symmetric pairings. To enjoy the advantages
of asymmetric pairings, we convert the verifier-local revocation group signature scheme in [23] into one based on asymmetric pairings. We also optimize
the signature generation and verification algorithms in [23]. Through our
optimization, the number of pairing operations needed to generate and verify a group signature can be reduced from 5 and 6 to 1 and 2, respectively.
Since the pairing operation is the most time-consuming one in the scheme of
[23], the optimized verifier-local revocation group signature scheme is much
more efficient than the original one.
4. Privacy-preserving LBS Proposal
In this section, we propose a secure and privacy-preserving LBS scheme
in VANETs. Before describing the scheme in detail, we first list in Table 1
the notations used.
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Table 1: Description of notation

Notation
V:
R:
L:
IDA :
SA :
||:
Des:
Add:
TP:
IEK:
MEK:
EK (·)/DK (·):

Description
A vehicle.
An RSU.
An LBS provider.
The identity of entity A.
The secret key of A.
Message concatenation operation.
The description of an LBS request.
The addresses of some RSUs near R through which the LBS response
to V will be routed.
A time stamp.
The identity enrolment key, used to generate private keys for RSUs
and LBS providers.
The member enrolment key, used to issue member keys for vehicles.
A symmetric key encryption scheme (e.g., AES), such that
EK (·)/DK (·) is the corresponding encryption/decryption algorithm,
where K is a key which specifies the particular transformation of
plaintext into ciphertext during encryption, or vice versa during decryption.
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Figure 2: The LBS protocol

4.1. High Level Description
This section outlines the basic ideas of our LBS system for application
in VANETs. We refer to the three steps described in Section 2.2 and shown
in Figure 2.
In the first step, the vehicle V first prepares a request of the form
Des||Add||T P ||Sig and encrypts this request under the LBS provider L’s
identity to generate a ciphertext cipher1 , where Sig is the verifier-local revocation group signature on Des||Add||T P . Then it encrypts T P ||IDL ||cipher1
under the identity of its nearby RSU to generate the ciphertext cipher2 . Finally, cipher2 is sent to the RSU.
In the second step, when the RSU receives cipher2 from V, RSU decrypts
cipher2 to get T P ||IDL ||cipher1 . If T P is fresh, RSU forwards cipher1 to
the LBS provider with identity IDL .
In the last step, the LBS provider decrypts the ciphertext cipher1 to
get Des||Add||T P ||Sig. It then checks whether T P is fresh and Sig is a
valid signature on Des||Add||T P . If T P is fresh and Sig is valid, the LBS
provider provides the corresponding service in Des to Add.
4.2. The Concrete Scheme
In this section, we propose our concrete LBS scheme, consisting of the
following five stages.
[System Setup]
At this stage, KGC initializes the system-wide parameters as follows.
1. Choose three cyclic multiplicative groups G1 , G2 and GT of the same
order q, so that there exists a bilinear map ê : G1 × G2 → GT , where
G1 is generated by g1 and G2 is generated by g2 .
2. Choose u0 ∈ G1 and u1 ∈ G2 .
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3. Randomly pick κ, ρ ∈ Zq∗ as KGC’s master secret key, and compute
u2 = g1κ , u3 = g2ρ as KGC’s master public key. Hereafter, the names
IEK and MEK will also be used for κ and ρ, respectively.
4. Compute Y0 = ê(u0 , u3 ), Y1 = ê(u0 , g2 ), Y2 = ê(g1 , u1 ), Y3 = ê(g1 , g2 ).
5. Choose a symmetric key encryption scheme EK (.)/DK (.). We assume
that the bit-length of K is λ.
6. Select cryptographic hash functions H0 (·) : {0, 1}∗ −→ G2 , H1 (·) :
{0, 1}∗ −→ Z∗q and H2 (·) : GT −→ {0, 1}λ .
7. Publish the system parameters as Ψ = (ê, q, G1 , G2 , GT , g1 , g2 , u0 , u1 , u2 ,
u3 , H0 , H1 , H2 , EK (·)/DK (·), Y0 , Y1 , Y2 , Y3 ). Ψ is assumed to be preloaded in each vehicle, RSU and LBS provider.
The KGC also maintains a member list ML and a revocation list RL,
where ML is kept secret, while RL can be accessed by the LBS providers.
We will define these lists later.
[Registration]
Before a vehicle, an LBS provider or an RSU joins a VANET, it registers
with the KGC. The KGC generates a secret key or a member key for them
using the following algorithms.
RSUJoin: This algorithm is used to generate the secret key for an RSU.
Suppose that the identity of an RSU Ri is IDRi . The KGC computes
SRi = H0 (IDRi )κ .
ServiceJoin: This algorithm is used to generate the secret key for an LBS
provider. Suppose that the identity of an LBS provider is IDLi . The KGC
computes SLi = H0 (IDLi )κ .
VehicleJoin: This algorithm is used to generate the member key for a
vehicle. The KGC maintains a member list ML of tuples (IDV , w, x, v),
where v = ux1 . When a vehicle wants to join the system, the KGC accepts
a vehicle’s identity IDVi and generates the member key as follows.
1. Randomly select xi ∈ Z∗q .
1/(ρ+x )

i
2. Compute wi = g1
and set (wi , xi ) as the member key of Vi .
3. Add (IDVi , wi , xi , vi ) to ML, where vi = ux1 i is the revocation token of
Vi .

[LBS Protocol]
As discussed in Section 2.2, an LBS protocol consists of three steps.
Step 1: The first step is the vehicle-to-RSU communication. Suppose
that Vi wants to access the LBS provider Lk and its nearby RSU is Rj . Vi
does the following:
14

1. Randomly select α, β, γ ∈ Z∗q and compute δ = xi α, ζ =
xi β, η = xi γ.
2. Compute t1 = wi uα0 , t2 = g1α uβ0 , T3 = Y2η and t4 = g1γ .
3. Select rα , rβ , rγ , rxi , rδ , rζ , rη ∈ Z∗q at random.
4. Compute

r

R1 = g1rα u0β


rx
−r


R2 = t2 i g1−rδ u0 ζ



R3 = ê(t1 , g2 )−rxi Y0rα Y1rδ
r

R4 = Y2 η


rγ


R5 = g1


 R = trxi g −rη .
6
4
1
5. Compute c = H1 (Ψ, m0 , t1 , t2 , T3 , t4 , R1 , ..., R6 ).
6. Compute sα = rα + cα, sβ = rβ + cβ, sγ = rγ + cγ, sxi =
rxi + cxi , sδ = rδ + cδ, sζ = rζ + cζ and sη = rη + cη.
7. Output the group signature Sig
=
(t1 , t2 , T3 , t4 , c,
sα , sβ , sγ , sxi , sδ , sζ , sη ).
Figure 3: The group signature generation algorithm SigGen

1. Randomly choose s ∈ Z∗q and compute C1 = g1s , SK1 = H2 (ê(us2 , H0 (IDLk ))),
where SK1 will be the key of the symmetric key encryption scheme
EK (·)/DK (·).
2. Set m1 = Des||Add||T P ||Sig, and compute C2 = ESK1 (m1 ), where
Sig is the signature on m0 = Des||Add||T P which is generated using
the SigGen algorithm in Figure 3.
3. Randomly choose t ∈ Z∗q and compute C3 = g1t , SK2 = H2 (ê(ut2 , H0 (IDRj ))).
4. Set cipher1 = C1 ||C2 , m2 = T P ||IDLk ||cipher1 , and compute C4 =
ESK2 (m2 ).
5. Send cipher2 = (C3 ||C4 ) to Rj .
Step 2: When Rj receives cipher2 = (C3 , C4 ), it does the following:
1. Compute SK2 = H2 (ê(C3 , SRj )).
2. Compute m2 = T P ||IDLk ||cipher1 = DSK2 (C4 ).
3. Check T P to decide whether the request is fresh. If it is, send cipher1 =
(C1 , C2 ) to Lk ; otherwise abort.
Step 3: When Lk receives cipher1 = (C1 , C2 ), it does the following:
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R3 = ê(t1 , g2 i u−c
3 )Y0 Y1 Y3
sη −c

R4 = Y2 T3


sγ −c


 R5 = g1 t4

sxi −sη

R6 = t4 g1 .
?

2. Check c = H1 (Ψ, m0 , t1 , t2 , T3 , t4 , R1 , ..., R6 ).
3. Output valid if the signature passes the above check.
Figure 4: The group signature verification algorithm SigVer

1. Compute SK1 = H2 (ê(C1 , SLk )).
2. Compute m1 = Des||Add||T P ||Sig = DSK1 (C2 ). If T P is fresh, go to
next step; otherwise, abort.
3. Extract Sig = (t1 , t2 , T3 , t4 , sα , sβ , sγ , sxi , sδ , sζ , sη ).
4. Check whether Sig is a valid group signature on Des||Add||T P using the SigVer algorithm in Figure 4. If the signature is valid and
the request is not from a revoked vehicle, provide the service to Add
according to Des2 ; otherwise, abort.
[Revocation]
Two mechanisms are suggested to tackle the revocation problem. Firstly,
the KGC maintains a revocation list RL. Under normal circumstances, when
a vehicle Vi is compromised, the KGC first finds the corresponding (IDVi , wi ,
xi , vi ) in ML and then adds vi to the revocation list RL. To detect whether a
group signature Sig = (t1 , t2 , T3 , t4 , sα , sβ , sγ , sxi , sδ , sζ , sη ) is generated by
?

a revoked vehicle, the LBS provider checks T3 = e(t4 , vj ) for all vj ∈ RL.
If none of the equations holds, it means that the vehicle is not revoked.
Secondly, when there are too many revoked vehicles in RL, we may allow
the KGC to choose a threshold τ ; and when the number of revoked vehicles
2
In Des, an AES key and an identifier (e.g., a random number) can be included. The
outcome could be encrypted by the LBS provider under that AES key and broadcast with
the identifier, so that only the vehicle who generated the request needs to decrypt the
encrypted outcome and any other vehicles cannot read the content of the outcome.
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in RL is greater than τ , the KGC updates its MEK and corresponding public
key, and re-issues member keys for all the vehicles. This mechanism gives
a tradeoff between revocation checks by LBS providers and key updates for
entities in a VANET. The key updates may cause heavy overhead in case
of a very large-scale VANET. In Section 6, we further propose hierarchical
approaches to alleviate the overhead so that the system can stay efficient
even if the VANET hosts a large number of vehicles.
[Trace]
Let Sig = (t1 , t2 , T3 , t4 , sα , sβ , sγ , sxi , sδ , sζ , sη ) be a valid group signa?

ture. To trace a vehicle, the KGC checks T3 = e(t4 , vi ) for each tuple
(IDVi , wi , xi , vi ) on ML. If this equation holds, KGC outputs IDVi .
5. Evaluation
5.1. Security Analysis
In this section, we analyze the security of the LBS protocol. In the protocol, the underlying cryptographic primitives are the verifier-local revocation
group signature scheme in [23], the Boneh and Franklin identity-based encryption (IBE) scheme in [8] and a secure symmetric-key encryption scheme
(e.g., AES). The security of all these cryptographic tools is well established.
On this solid security basis, we show that the security requirements listed
in Section 2.2 are guaranteed.
It will be shown that the proposed protocol is secure against both external attackers and internal attackers (routing RSUs or LBS providers)
defined in Section 2.2. This means that neither type of attacker can violate
the privacy of a vehicle. For an external attacker, we require that he cannot
learn the content of an LBS request or the service type that a vehicle is
requesting or the service provided by an LBS provider. On the other hand,
a curious routing RSU asked to submit an LBS request on behalf of the
vehicle clearly needs to know the requested service type in order to forward
the request to the corresponding LBS provider. However, we require that
such an RSU cannot learn the content of the LBS request. Lastly, an LBS
provider needs to know the service type/content of an LBS request in order
to answer it correctly. However, we require the LBS provider cannot learn
the vehicle’s identity and cannot decide whether two different requests were
generated by the same vehicle. Next, we show that our protocol meets the
above security requirements in each step.
Firstly, we show that the message confidentiality and the vehicle privacy
of Step 1 are satisfied.
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• Level 1 message confidentiality and vehicle privacy concerns external
attackers. At this step, the secret key SK2 used in the symmetric-key
encryption scheme is protected by using the basic Boneh and Franklin
[8] identity-based encryption (IBE) scheme which was proven to satisfy
message confidentiality. An attacker cannot learn the value of SK2
and, without SK2 , he cannot gain any meaningful information on the
value of m2 ; indeed, to gain such information, the attacker would
need to break the provably secure Boneh-Franklin IBE scheme or the
symmetric-key encryption scheme. Furthermore, in each session of
the protocol, a random value t is chosen, which implies that, in each
session, SK2 , C3 and C4 are different and independent from those in
other sessions. Thus, the level 1 message confidentiality and vehicle
privacy naturally follow.
• Level 2 message confidentiality and vehicle privacy concerns attacks
from malicious or corrupted RSUs. In our protocol, the content of the
LBS request is encrypted using the symmetric-key encryption scheme
under the secret key SK1 . SK1 is encrypted under the LBS provider’s
identity using the Boneh and Franklin IBE scheme [8]. Only the designated LBS provider who owns the private key corresponding to this
identity can recover SK1 and then use SK1 to recover m1 . Thus,
even if the private key of the RSU is leaked to the attacker, unless
the attacker can break the Boneh and Franklin IBE scheme or the
symmetric-key encryption scheme, he cannot gain any meaningful information on the content of the LBS request. Moreover, in each session
of the protocol, a random value s is chosen. Therefore, in each session,
C1 and C2 are also different and independent from those in other sessions. In this way, level 2 message confidentiality and vehicle privacy
follow.
In Step 2, we have to cope with the attacks from both external attackers and malicious RSUs. Clearly, the RSU can decrypt cipher2 to get
T P ||IDLk ||cipher1 . From IDLk , the RSU can learn what type of service
the vehicle wants to access. However, since the RSU does not know the
private key of the LBS provider, it cannot learn the content of cipher1 without breaking the Boneh and Franklin IBE scheme or the symmetric-key
encryption scheme. Similarly, an external attacker cannot learn the content of cipher1 either, since he does not know the private key of the LBS
provider. Therefore, the message confidentiality requirement is also met in
this step. On the other hand, cipher1 is also generated under the Boneh and
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Franklin IBE scheme. The vehicle privacy requirement in this step follows
accordingly.
Finally, we show that our protocol meets vehicle authentication, vehicle
privacy, vehicle traceability and message confidentiality at Step 3 as defined
in Section 2.2. In this step, the LBS provider first decrypts the ciphertext
cipher1 to get Des||Add||T P ||Sig. If Sig is a valid group signature [23],
then the LBS provider is convinced that the request comes from a registered
vehicle. Hence, the required vehicle authentication is satisfied. Furthermore,
the KGC can recover the identity of the vehicle, so vehicle traceability is also
satisfied. As to vehicle privacy, since anyone can generate Des||Add||T P ,
it is easy to see that Des||Add||T P cannot help the LBS provider to trace
a vehicle. It remains to see whether Sig can be used by the LBS provider
to trace a vehicle. However, the verifier-local revocation group signature
in [23] has the property that it is computationally hard for anyone but the
trusted third party (KGC in our scheme) to decide whether two different signatures were issued by the same group member. Hence, Sig cannot help the
LBS provider to trace a vehicle. As to message confidentiality, the service
provided by an LBS provider is encrypted by using the symmetric-key encryption scheme; only the authenticated vehicles can decrypt the encrypted
service. Thus, message confidentiality is achieved in this step.
We note that different types of attackers may collude. We show that no
collusion can obtain more information about a request than either a routing
RSU or the LBS provider alone, which reduces collusion attacks to internal
attacks. If an external attacker colludes with a routing RSU, they can learn
no more than the routing RSU, since the Boneh and Franklin IBE scheme
is secure and without the private key of the LBS provider they cannot learn
the content of an LBS request and hence cannot violate the privacy of a
vehicle. Similarly, if an external attacker colludes with an LBS provider,
they can learn no more than the LBS provider, since the underlying verifierlocal revocation group signature scheme is secure. Further, if a routing
RSU colludes with the corresponding LBS provider, or an external attacker
colludes with both a routing RSU and the corresponding LBS provider,
they can learn no more than the LBS provider. On the other hand, since
the verifier-local revocation group signature is proven to be unforgeable and
unlinkable, the colluders cannot forge a signature or distinguish whether two
signatures come from the same sender (hence no profiling is possible).
5.2. Transmission Overhead
In this section, we examine the transmission delay incurred by the security and privacy mechanism. We will only deal with the delay in Step 1,
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which has a relatively crucial bandwidth limitation.
From our LBS protocol, it is easy to see that the length of an LBS request
is equal to the length of C3 ||T P ||IDL ||C1 ||Des||Add||T P ||Sig in Step 1. Excluding Des||Add3 , it remains to assess the length of C3 ||T P ||IDL ||C1 ||T P ||Sig.
According to [9] and [23], the length of a point in G1 and the length of Sig
are 171 bits (about 22 bytes) and 362 bytes, respectively. In addition, the
length of T P is 4 bytes and the length of IDL is 20 bytes. Hence, the length
of C3 ||T P ||IDL ||C1 ||T P ||Sig is about 434 bytes.
According to DSRC [3], the minimal data rate in DSRC is 6 Mbps.
Hence, we have that the maximal transmission delay caused by the security
434×8
and privacy mechanism at Step 1 is about 6×1024×1024
s ≈ 0.55 ms. This
delay is very short and affordable for vehicles in VANETs.
5.3. Experimental Results
The efficiency of our system is mainly dominated by the LBS protocol
stage and the revocation stage. In this section, we perform simulations to
evaluate the efficiency of these two stages. The simulations were run on a
Linux laptop using an Intel Core i5-2430M at a frequency of 2.4 GHz. In
addition, we used the cryptographic library MIRACL [4] and implemented
a MNT curve of embedded degree k = 6 and 160-bit q with a C program.
The bilinear map was constructed with the Eta pairing.
In the LBS protocol stage, in the first step, we notice that all point
exponentiation operations can be pre-computed off-line. Therefore, this step
only needs to compute two pairing operations on-line. The time is about
4.34 ms. In the second step, for each LBS request, an RSU only needs to
compute one pairing operation to decrypt the ciphertext cipher2 . The time
is about 2.17 ms. Usually, the number of LBS requests received by an RSU
in a short period of time will not be large and the RSU will be able to decrypt
the ciphertexts in real time, because: i) the cover range of an RSU is not
large; ii) the number of vehicles within the cover range is limited; iii) only
some of the vehicles will submit an LBS request. In the last step, for each
LBS request, the LBS provider needs to calculate two pairing operations
to decrypt a ciphertext and verify the validity of a group signature. The
computational cost of this step is shown in Figure 5. When only one LBS
request is received, the time is about 8.49 ms. The time climbs to 802.17 ms
when an LBS provider receives 100 requests in a short period of time. We
3

These data are required even without any security and privacy mechanism. It is
clearer to assess the cryptographic overhead without considering these data.
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Figure 5: Cost of ciphertext decryption and group signature verification

note that such bursts only happen when the scale of a VANET is very large;
yet the time remains affordable for most LBS applications. For some realtime LBS applications, the LBS provider may employ several sub-servers to
decrypt and verify the messages. With this method, the time can be reduced
to about 8.49n/l ms, where n is the number of requests received and l is the
number of the sub-servers.
In the revocation stage, an LBS provider may receive many LBS requests from the vehicles in a very short period of time. Assume an LBS
provider should verify n signatures at the same time and the revocation
tokens in the revocation list RL are (v1 , ..., vϕ ). If the LBS provider checks
whether an LBS request comes from a revoked vehicle token by token, then
the LBS provider needs to compute nϕ pairing operations. Since a pairing operation is much more expensive than other operations in the system, the efficiency of the system declines dramatically as the number of
revocation tokens in RL increases. Fortunately, revocation checking can
be improved by using the batch verification technique in [7, 37]. With this
batch technique, a vehicle can check whether a revocation token corresponds
to one of the n vehicles. Let the n signatures be Sig1 , ..., Sign , where
Sigj = (tj1 , tj2 , Tj3 , tj4 , sjα , sjβ , sjγ , sjxi , sjδ , sjζ , sjη ). The LBS provider
Q
ς ?
randomly chooses ςj of (a small number of) 80 bits and checks nj=1 Tj3j =
Q
ς
e( nj=1 tj4j , vl ) for 1 6 l 6 ϕ. Using the batch verification technique, only ϕ
(rather than nϕ) pairing operations are required.
Figure 6 shows the relationship among the number of LBS requests received by an LBS provider, the number of tokens in RL and the cost to
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Figure 6: Cost of revocation checking

perform a revocation checking. When there is only one token in RL, the
cost of revocation checking grows from 2.41 ms to 31.1 ms as the number
of requests received by an LBS provider increases from 1 to 100. Therefore,
the number of requests received by an LBS provider does not affect a lot
the efficiency of the revocation checking. However, as the number of revocation tokens in the revocation list grows, the cost of revocation checking
increases rapidly. When there are 100 tokens in RL, the cost grows from
238.5 ms to 3092 ms as the number of requests received by an LBS provider
increases from 1 to 100. In order to avoid too large a cost for performing a
revocation checking, one method is to take a small threshold τ . However,
if τ is too small, the KGC has to update its MEK and corresponding public key, and re-issue member keys for all the vehicles with high frequency.
The second method is similar to that in the above paragraph. The LBS
provider may employ several revocation checking servers to speed up the
revocation checking procedure. To operate, the tokens are separated into
` groups, where ` is the number of the servers, and the i-th server checks
Qn ςj
Qn
ςj ?
j=1 Tj3 = e( j=1 tj4 , vl ) for (i − 1)n/` + 1 6 l 6 in/`. With this arrangement, the time to check whether the requests come from legitimate vehicles
can be reduced about ` times.
6. Extensions
6.1. Hierarchical KGCs and Multi-Issue Keys
In our basic system, we use a single KGC to generate private keys for
RSUs and LBS providers, and issue member keys for vehicles. However,
if there is a huge number of users in a VANET, the KGC may become
a bottleneck: the KGC needs not only generate private keys or member
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Figure 7: Hierarchical KGC and multi-issue key

keys for a large number of users, but also verify the identities of the users.
Furthermore, as the number of vehicles in the revocation list grows, the
performance of the system might decline. To keep the system efficient even
if a large number of vehicles are revoked, we introduce an approach referred
to as hierarchical KGCs and multi-issue keys (HKMK). The idea of HKMK
is illustrated in Figure 7.
In this approach, we use a two-level hierarchical KGC. A root KGC is
used to issue certificates for low-level KGCs. As in our basic system, each
low-level KGC has a single identity enrolment key (IEK) which is used to
generate private keys for RSUs and LBS providers. However, unlike in our
basic system, each low-level KGC has n different member enrolment keys
(MEKs). When a vehicle joins the system, the low-level KGC randomly
chooses one of its MEKs and generates a member key for this vehicle. In
this way, vehicles in a domain are separated into n sub-groups and, when a
vehicle contacts an LBS provider, the latter can only learn that the vehicle
belongs to a specific sub-group.
In what follows, we show how to set up the system parameters in the
System Setup stage. We reformulate this stage into two sub-stages: Root
KGC Setup and Low-Level KGC Setup. The description of each sub-stage
comes as follows.
[Root KGC Setup]
At this stage, the root KGC initializes the system-wide parameters. It
does the following:
1. Choose three multiplicative cyclic groups G1 , G2 and GT of the same
order q, so that there exists a bilinear map ê : G1 × G2 → GT , where
G is generated by g1 and G2 is generated by g2 .
2. Choose u0 ∈ G1 , u1 ∈ G2 and compute Y1 = ê(u0 , g2 ), Y2 = ê(g1 , u1 ), Y3 =
ê(g1 , g2 ).
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3. Choose a symmetric-key encryption scheme EK (·)/DK (·).
4. Select cryptographic hash functions H0 (·) : {0, 1}∗ −→ G2 , H1 (·) :
{0, 1}∗ −→ Z∗q and H2 (·) : GT −→ {0, 1}λ .
5. Publish the system-wide parameters Ψ = (ê, q, G1 , G2 , GT , g1 , g2 , u0 , u1 ,
H0 , H1 , H2 , Y1 , Y2 , Y3 , EK (·)/DK (·)). Ψ is assumed to be pre-loaded in
each low-level KGC, vehicle, RSU and LBS provider.
One can notice that the root KGC no longer needs to maintain a member list and a revocation list. Instead, the low-level KGCs maintain their
respective member and revocation lists.
[Low-Level KGC Setup]
After getting the system-wide parameters, a low-level KGC Kµ generates
its own parameters as follows:
1. Pick κµ ∈ Zq∗ as its identity enrolment key (IEK) and n member
enrolment keys (MEKs) ρµ1 , ..., ρµn ∈ Zq∗ .
ρ
κ
2. Compute u2µ = g1 µ and u3µi = g2 µi , 1 ≤ i ≤ n as its master public
key.
3. Compute Y0µi = ê(u0 , u3µi ), 1 ≤ i ≤ n.
4. Publish the parameters as Ωµ = (Kµ , u2µ , u3µ1 , ..., u3µn , Y0µ1 , ..., Y0µn ),
where Kµ is the identifying information of the low-level KGC.
The low-level KGC also maintains n member lists ML1 , ..., MLn and revocation lists RL1 , ..., RLn corresponding to the n MEKs, respectively. To deal
with the revocation problem more efficiently, similarly to our basic system,
a low-level KGC chooses a threshold τ . If a vehicle Vi is compromised (we
assume the member key of Vi is issued by using the j-th MEK, 1 ≤ j ≤ n)
and the number of vehicles in RLj is not greater than τ , the low-level KGC
first finds the revocation token of Vi in MLj , then adds the revocation token to RLj . Otherwise, the KGC updates its j-th MEK and corresponding
public key u3µj and Y0µj , and re-issues member keys for all the vehicles in
the j-th sub-group.
6.2. Extended HKMK
In the above HKMK system, if an LBS provider records all the LBS
requests received, then if a vehicle is revoked, an LBS provider can link the
previous LBS requests of the revoked vehicle by the testing in the revocation stage. In other words, the privacy of the revoked vehicle is violated.
To alleviate this problem, here we propose the extended HKMK technology.
In the extended HKMK, the concept of time intervals is adopted. Each
24

vehicle has T revocation tokens corresponding to T time intervals, respectively. When a vehicle is revoked at interval i, signatures generated by the
vehicle before interval i remain unlinkable. Therefore, the extended HKMK
effectively protects the privacy of the vehicles in the system. The concrete
system is proposed below.
[Root KGC Setup]
1. Choose three cyclic multiplicative groups G1 , G2 and GT of the same
order q, so that there exists a bilinear map ê : G1 × G2 → GT , where
G1 is generated by g1 and G2 is generated by g2 .
2. Choose u0 ∈ G1 ; u11 , ..., u1T ∈ G2 .
3. Compute Y1 = ê(u0 , g2 ), Y21 = ê(g1 , u11 ), ..., Y2T = ê(g1 , u1T ), Y3 =
ê(g1 , g2 ).
4. Choose a symmetric-key encryption scheme EK (·)/DK (·) and the number of time intervals T .
5. Select cryptographic hash functions H0 (·) : {0, 1}∗ −→ G2 , H1 (·) :
{0, 1}∗ −→ Z∗q and H2 (·) : GT −→ {0, 1}λ .
6. Publish the system-wide parameters Ψ = (ê, q, G1 , G2 , GT , g1 , g2 , u0 ,
u11 , ..., u1T , H0 , H1 , H2 , Y1 , Y21 , ..., Y2T , Y3 , EK (·)/DK (·), T ). Ψ is assumed to be pre-loaded in each low-level KGC, vehicle, RSU and LBS
provider.
[Low-Level KGC Setup]
After seeing the system-wide parameters, a low-level KGC Kµ generates
its own parameters as follows:
1. Pick κµ ∈ Zq∗ as its identity enrolment key (IEK) and n member
enrolment keys (MEKs) ρµ1 , ..., ρµn ∈ Zq∗ .
ρ
κ
2. Compute u2µ = g1 µ and u3µi = g2 µi for 1 ≤ i ≤ n.
3. Compute Y0µi = ê(u0 , u3µi ), 1 ≤ i ≤ n.
4. Publish the parameters as Ωµ = (Kµ , u2µ , u3µ1 , ..., u3µn , Y0µ1 , ..., Y0µn ).
The low-level KGC Kµ also maintains n member lists ML1 , ..., MLn and
nT revocation lists RL1,1 , ..., RL1,T ; ...; RLn1 , ..., RLnT . To deal with the revocation problem more efficiently, similarly to our basic system, Kµ chooses
a threshold τ . If a vehicle Vν is compromised at interval l (we assume the
member key of Vν is issued by using the j-th MEK of Kµ , 1 ≤ j ≤ n) and the
number of tokens in RLjT is not greater than τ , Kµ first finds the revocation
tokens vl , ..., vT of Vν in MLj , then adds the revocation token vs to RLjs ,
l ≤ s ≤ T . Otherwise, Kµ updates its j-th MEK, the corresponding public
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key u3µj and Y0µj , and re-issues member keys for all the vehicles in the j-th
sub-group.
[Registration]
Before a vehicle, an LBS provider or an RSU joins a VANET, it registers
with the KGC. The KGC generates a secret key or a member key for them
using the following algorithms.
RSUJoin: This algorithm is used to generate the secret key for an RSU.
Suppose that the identity of an RSU Ri is IDRi and Ri will be enrolled
by the low-level KGC whose IEK is κµ ∈ Zq∗ . The low-level KGC computes
SRi = H0 (IDRi )κµ .
ServiceJoin: This algorithm is used to generate the secret key for an LBS
provider. Suppose that the identity of an LBS provider is IDLi and Li will
be enrolled by the low-level KGC whose IEK is κµ ∈ Zq∗ . The low-level KGC
computes SLi = H0 (IDLi )κµ .
VehicleJoin: This algorithm is used to generate the member keys for a vehicle. The low-level KGC maintains n member lists of tuples (IDV , w, x, v1 , ..., vT ).
When a vehicle wants to join the system, the low-level KGC whose MEKs
are ρµ1 , ..., ρµn ∈ Zq∗ accepts a vehicle’s identity IDVi and generates the
member key as follows:
1. Select xi ∈ Z∗q .
1/(ρ

+x )

2. Randomly select a MEK ρµj , compute wi = g1 µj i and set (wi , xi )
as the member key of Vi , where 1 ≤ j ≤ n.
3. Add (IDVi , wi , xi , vi1 , ..., viT ) to MLj , where vil = ux1li , 1 ≤ l ≤ T , is
the revocation token of Vi .
[LBS Protocol]
This stage is similar to that in Section 4. The LBS protocol consists of
the following three steps.
Step 1: The first step is the vehicle-to-RSU communication. Suppose
that Vi with member key (wi , xi ) wants to access the LBS provider Lj who
is enrolled by the low-level KGC Kµ and its nearby RSU is Rk who is enrolled
by the low-level KGC Kν . Vi is enrolled by the low-level KGC Kϑ using its
l-th MEK. Assume the current interval is θ. Vi does the following:
1. Choose s ∈ Z∗q and compute C1 = g1s , SK1 = H2 (ê(us2µ , H0 (IDLj ))),
where SK1 will be the key of the symmetric-key encryption scheme
EK (·)/DK (·).
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1. Randomly select α, β, γ ∈ Z∗q and compute δ = xi α, ζ =
xi β, η = xi γ.
η
2. Compute t1 = wi uα0 , t2 = g1α uβ0 , T3θ = Y2θ
and t4 = g1γ .
3. Select rα , rβ , rγ , rxi , rδ , rζ , rη ∈ Z∗q at random.
4. Compute
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5. Compute c = H1 (Ψ, Kϑ , l, θ, m0 , t1 , t2 , T3θ , t4 , R1 , ..., R6 ).
6. Compute sα = rα + cα, sβ = rβ + cβ, sγ = rγ + cγ, sxi =
rxi + cxi , sδ = rδ + cδ, sζ = rζ + cζ and sη = rη + cη.
7. Output
the
group
signature
Sig
=
(Kϑ , l, θ, t1 , t2 , T3θ , t4 , c, sα , sβ , sγ , sxi , sδ , sζ , sη ).
Figure 8: The group signature generation algorithm SigGen2

2. Set m1 = Des||Add||T P ||Sig, and compute C2 = ESK1 (m1 ), where
Sig is the signature on m0 = Des||Add||T P which is generated using
the SigGen2 algorithm in Figure 8.
3. Choose t ∈ Z∗q and compute C3 = g1t , SK2 = H2 (ê(ut2ν , H0 (IDRk ))).
4. Set cipher1 = C1 ||C2 , m2 = T P ||IDLj ||cipher1 , and compute C4 =
ESK2 (m2 ).
5. Send cipher2 = (C3 ||C4 ) to Rk .
Step 2: When Rk receives cipher2 = (C3 , C4 ), it does the following:
1. Compute SK2 = H2 (ê(C3 , SRk )).
2. Compute m2 = T P ||IDLj ||cipher1 = DSK2 (C4 ).
3. Check T P to decide whether the request is fresh. If it is, send cipher1 =
(C1 , C2 ) to Lj ; otherwise abort.
Step 3: When Lj receives cipher1 = (C1 , C2 ), it does the following:
1. Compute SK1 = H2 (ê(C1 , SLj )).
2. Compute m1 = Des||Add||T P ||Sig = DSK1 (C2 ). If T P is fresh, go to
next step; otherwise, abort.
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2. Check c = H1 (Ψ, Kϑ , l, θ, m0 , t1 , t2 , T3 , t4 , R1 , ..., R6 ).
3. Output valid if the signature passes the above check.
Figure 9: The group signature verification algorithm SigVer2

3. Extract Sig = (Kϑ , l, θ, t1 , t2 , T3θ , t4 , c, sα , sβ , sγ , sxi , sδ , sζ , sη ).
4. Check whether Sig is a valid group signature on Des||Add||T P using
the SigVer2 algorithm in Figure 9. If the signature is valid, provide
the service to Add according to Des.
[Revocation]
To tackle the revocation problem, when a vehicle Vi who is enrolled by
the low-level KGC Kϑ using its l-th MEK is compromised at time interval
θ, Kϑ finds the corresponding (IDVi , wi , xi , vi1 , ..., viT ) on MLl , and then
adds the revocation token viπ to RLlπ , for l ≤ π ≤ T . To detect whether
a group signature Sig = (Kϑ , l, θ, t1 , t2 , T3θ , t4 , c, sα , sβ , sγ , sxi , sδ , sζ , sη ) is
?

generated by a revoked vehicle, the LBS provider checks T3θ = e(t4 , vjθ ) for
all vjθ ∈ RLlθ . If none of the equations holds, it means that the vehicle is not
revoked. We note that the techniques used in Section 5.3 are also applicable
here to speed up the revocation checking. When there are too many revoked
vehicles in RLlT , we may allow Kϑ to choose a threshold τ ; and when the
number of revoked vehicles in RLlT is greater than τ , Kϑ updates its l-MEK
and corresponding public key, and re-issues member keys for all the vehicles
in its group.
[Trace]
Let Sig = (Kϑ , l, θ, t1 , t2 , T3θ , t4 , c, sα , sβ , sγ , sxi , sδ , sζ , sη ) be a valid group
?

signature. To trace a vehicle, the low-level KGC Kϑ checks T3θ = e(t4 , viθ )
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for the tuple (IDVi , wi , xi , vi1 , ..., vi1 ) on MLl . If this equation holds, Kϑ
outputs IDVi .
7. Conclusion
In this paper, we have proposed a new location based service protocol
that efficiently addresses the security and conditional privacy challenges inherent to offering LBSs in VANETs. In our system, both RSUs and LBS
providers are identity-based, and a vehicle only needs a member key. With
its member key, a vehicle can generate verifier-local revocation group signatures. Those signatures can be validated by the LBS providers without
violating the privacy of the vehicles. Furthermore, if an LBS request is
found to be false, the key generation center can determine the identity of
the vehicle. Our analysis shows that our scheme is a practical one.
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