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Abstract
Key agreement (KA) allows two or more users to negotiate a secret session key
among them over an open network. Authenticated key agreement (AKA) is a KA
protocol enhanced to prevent active attacks. AKA can be achieved using a public
key infrastructure (PKI) or identity-based cryptography. However, the former suffers
from a heavy certificate management burden while the latter is subject to the socalled key escrow problem. Recently, certificateless cryptography was introduced to
mitigate these limitations. In this paper, we first propose a security model for AKA
protocols using certificateless cryptography. Following this model, we then propose
a simulatable certificateless two-party AKA protocol. Security is proven under the
standard computational Diffie-Hellman (CDH) and bilinear Diffie-Hellman (BDH)
assumptions. Our protocol is efficient and practical, because it requires only one
pairing operation and five multiplications by each party.
Keywords: Information security, Protocol design, Certificateless cryptography, Authenticated key agreement, Provable security.
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Introduction

Key agreement (KA) is one of the fundamental cryptographic primitives. It
allows two or more parties to establish a secret key over open networks; each
party can encrypt any message such that only the parties sharing the secret
session key can decrypt the message. This kind of plain KA protocols [11,28]
are only secure against passive adversaries who limit themselves to eavesdropping communications between parties. In the real world, the adversary may
mount more powerful attacks, e.g., by impersonating one party to communicate with another party. The notion of authenticated key agreement (AKA)
[9,23,25] has been proposed to defeat such active adversaries. AKA protocols
can be realized using a public-key infrastructure (PKI) or identity-based (IDbased) cryptography. However, PKI-based systems suffer from a heavy certificate management burden while ID-based cryptographic systems require all
participants to fully trust an authority. The latter is a very strong assumption,
hard to meet in practice, especially over open networks. This paper focuses
on AKA protocols which do not suffer from such limitations. In particular, we
investigate two-party AKA protocols based on certificateless cryptography.

1.1

Related Work

The first two-party KA protocol in the literature is the Diffie-Hellman protocol [11]. However, the basic Diffie-Hellman protocol does not authenticate
the two communicating entities and it is insecure against active attacks, e.g.,
the man-in-the-middle attack in which an adversary talks to both participants
and impersonates one participant in front of the other participant. The notion of authenticated KA aims at ensuring security versus active adversaries
who may impersonate one party to cheat another party during the execution
of KA protocols. A number of KA protocols [5,9,18,23,25,29] have been proposed to achieve security against active attacks, an essential feature of secure
communications in the real world.
The security of KA protocols has to be formally proven before they are deployed. The first work on formal security of KA protocols is due to Bellare
and Rogaway [2]. Their model was further investigated by Blake-Wilson et
al. [5] and Bellare et al. [4]. Although these models are generally accepted to
formalize the security of KA protocols, few key agreement protocols can be
proven secure in these models. The main obstacle in proofs is that, without
knowledge of the private key owned by the participants or the ability to solve
the underlying hard problems, it is hard for the simulator to answer the reveal
query which captures the known-key security property (see Section 2.2).
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Several proposals have been presented to deal with the key reveal query. In
[10], Cheng et al. introduced the concept of coin queries, which are used to
force the adversary to reveal her ephemeral secret and hence make it possible
for the simulator to deal with the reveal query. However, the possibility of an
adversary breaking a protocol without knowing the ephemeral secret is not
modeled. Another approach was proposed by Kudla and Paterson [15]. Their
approach relies on Gap assumptions [20] which assume that it is still difficult
to solve the computational version of some hard problems, even with the help
of a corresponding decisional oracle. However, it is unknown whether such
an oracle is available for many hard problems used to build KA protocols.
Recently, Chen et al. [8] presented a new approach referred to as built-in
decision function to deal with the key reveal query. This approach is employed
to convert a hard decisional problem into an easy decisional one.
AKA protocols can be realized in the PKI- or ID-based cryptographic setting. In the PKI setting, each user has a public key and a partially trusted
certificate authority signs it and generates a certificate to bind the user to
her public key. Then any two users can authenticate their communication
in an explicit or implicit way when they run the KA protocol. To validate
the established session key, each party needs to verify the certificate of the
other party. It is a heavy burden to generate, deliver, maintain, and verify
certificates in open networks. An alternative is to realize AKA protocols in
an ID-based cryptographic setting [6,19,21]. In this scenario, a fully trusted
authority called Private Key Generator (PKG) generates a private key for
each user in the system taking as input the user’s identity. The user’s identity
serves as the public key of the user. Henceforth, AKA protocols are realized
similarly to those in the PKI setting. In this way, the system eliminates the
certificate management burden but suffers from the key-escrow problem, because all parties must fully trust PKG. Some ID-based AKA protocols [9,18]
claim that they are free from session key escrow in the sense that PKG cannot
recover the agreed session key. One may observe that this is not entirely true,
since PKG knows each entity’s private key and a malicious PKG can always
launch a man-in-the-middle attack to obtain the secret session key.
AKA protocols can also be implemented in the certificateless cryptographic
setting. Certificateless cryptography (CLC) [1,7,12,13,14,24,30] was recently
introduced to circumvent the key escrow problem inherent to ID-based cryptography and the certificate management burden in traditional PKI-based
cryptosystems. In CLC, a partially trusted authority called Key Generation
Center (KGC) helps to generate the private key for each user but cannot access
the full private key of any user. Hence, CLC avoids the key escrow problem.
The public key of a user is computed from KGC’s public parameters and a
secret value chosen by the user. Hence, CLC does not need an additional certificate to bind the user to her public key. Several certificateless two-party
AKA protocols [1,16,17,22,26,27] have been presented. Nevertheless, none of
3

them has been proven secure with a formal proof. As for efficiency, most of
the existing protocols suffer from heavy pairing computation during the session key establishment phase. Thus, to really take advantage of certificateless
cryptography, it is essential to build certificateless two-party AKA protocols
which are provably secure and efficient.

1.2

Contributions

By integrating certificateless cryptography and KA protocols, this paper investigates provably secure and efficient certificateless AKA protocols to facilitate
their application. We define a formal security model for certificateless AKA
protocols and we propose a novel implementation based on bilinear pairings.
Our proposal is equipped with the following useful properties:
• Key escrow avoidance. Our protocol is free from the long-term authentication key escrow problem. This is due to the fact that, in our proposal, the
KGC does not know the private key serving as the long-term authentication
key of each participant. Our protocol is also free from the session key escrow
problem in the sense that a malicious KGC can impersonate neither party
to launch the man-in-the middle attack if she does not replace the users’
public keys, unlike previous AKA proposals based on ID-based cryptography. In fact, the proposed protocol achieves a trust level similar to the one
of AKA protocols in the traditional PKI setting but it does not suffer from
the certificate management burden.
• Provable security. Security depends only on some standard assumptions, i.e.,
the bilinear Diffie-Hellman (BDH) and the computational Diffie-Hellman
(CDH) assumptions. Furthermore, in our protocol, the adversary is allowed
to ask key reveal queries without employing any artificial oracles or additional non-standard assumptions (e.g., the Gap assumption) as in previous
protocols.
• Efficiency. Our protocol offers strong security without sacrificing efficiency.
Indeed, the proposed protocol is efficient in terms of number of rounds,
communication, and computation. In particular, to establish a session key,
each entity is required to execute only one pairing operation and five multiplications.
The rest of the paper is organized as follows. Section 2 defines the security
model for certificateless two-party AKA protocols. We propose our simulatable
certificateless two-party AKA protocol in Section 3. In Section 4, the protocol
is formally analyzed under the standard BDH and CDH assumptions. Section 5
concludes the paper.
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2

Modeling Certificateless Two-Party AKA Protocols

Before modeling certificateless two-party AKA protocols, we first review the
adversaries in CLC. A certificateless two-party AKA protocol should resist the
attacks from two types of adversaries known as ‘Type I adversary’ and ‘Type
II adversary’.
• Type I Adversary AI : This adversary models an adversary who does not
know the master-key of KGC, but who has the ability to replace the public
key of any entity with a value of her choice.
• Type II Adversary AII : This adversary models a malicious KGC who knows
the master-key, but who cannot replace the target user’s public key.
Note that our definitions of Type I and II Adversaries are stronger than those
in [1]. In fact, the adversaries in our definitions have a power similar to the
“super adversaries” defined in [14], which are the most powerful adversaries
considered in the CLC literature.

2.1

Algorithms of a Certificateless Two-Party AKA Protocol

A certificateless two-party AKA protocol consists of six polynomial-time algorithms: Setup, Partial-Private-Key-Extract, Set-Secret-Value, Set-Private-Key,
Set-Public-Key and Key-Agreement. These algorithms are defined as follows.
• Setup: This algorithm is run by KGC. It takes as input a security parameter
` and returns a master-key and a list of system parameters params.
• Partial-Private-Key-Extract: This algorithm is also run by KGC. It takes as
input the parameter list params, master-key and an entity’s identity IDi , to
produce the entity’s partial private key Di .
• Set-Secret-Value: This algorithm takes as input a parameter list params and
an entity’s identity IDi to produce the entity’s secret value xi .
• Set-Private-Key: This algorithm takes as input a parameter list params, an
entity’s identity IDi , a partial private key Di and a secret value xi to produce
a private key Si for this entity.
• Set-Public-Key: This algorithm takes as input a parameter list params, an
entity’s identity IDi and secret value xi to produce a public key Pi for the
entity.
• Key-Agreement: This is a probabilistic polynomial-time interactive algorithm
which involves two entities A and B. The inputs are the system parameters
params for both A and B, plus (SA , IDA , PA ) for A, and (SB , IDB , PB ) for
B. Here, SA , SB are the respective private keys of A and B; IDA is the
identity of A and IDB is the identity of B; PA , PB are the public keys of
A and B, respectively. Eventually, if the protocol does not fail, A and B
5

obtain a secret session key KAB = KBA = K.

2.2

Security Definitions

Before formally defining the security of certificateless two-party AKA protocols, we first informally discuss the relevant security requirements to give an
intuition. The most important requirement in AKA protocols is key secrecy,
which means that any (active or passive) attacker cannot learn any information about the negotiated session key between the two designated parties in
the protocol. Besides the key secrecy required by AKA protocols, the following
security properties are also useful in practice.
• Known-key security: If the protocol does not fail, both parties will share the
same secret session key and, if some session keys were leaked, this should
not compromise the key secrecy of any other session key.
• Unknown key-share: If A thinks she is sharing a key with an entity B, then
it should not happen that A is actually sharing that key with another entity
C, where C 6= B.
• Key-compromise impersonation: The compromise of A’s private key will
allow an adversary to impersonate A, but it should not allow the adversary
to establish a session key with A by masquerading as a different entity B.
• Forward secrecy: If the private keys of A and B are compromised, the secrecy
of previously established session keys by those entities is not compromised;
this is sometimes also called perfect forward secrecy. A weaker notion is
partial forward secrecy: the compromise of either A’s private key or B’s
private key does not endanger the secrecy of previously established session
keys.
• Key control : Neither entity should be able to force the session key to a
preselected value.
Motivated by the security model of Chen et al. [8] derived from [2,4,5], we
present a security model for AKA protocols in the setting of CLC. The model
is defined by the following game between a challenger CH and an adversary
A ∈ {AI , AII }. The adversary controls the communications from and to the
protocol participants. Each participant i has an identity IDi . The adversary’s
behavior is modeled by a number of oracles maintained by CH. We use the orQ
acle si,j to represent the s-th instance of participant i and partner participant
j in a session.
At the beginning of the game, CH runs the Setup algorithm, takes as input
a security parameter ` to obtain the master-key and the system parameter
list params. If A is a Type I adversary AI , CH sends params to A and keeps
the master-key secret; otherwise, A is a Type II adversary AII , and CH sends
6

params with master-key to A.
A is modeled by a probabilistic polynomial-time Turing Machine. All communications go through the adversary A. Participants only respond to the queries
by A and do not communicate directly among themselves. A can relay, modify, delay, interleave or delete all the message flows in the system. Note that
A can act as a benign adversary, which means that A is deterministic and
Q
Q
restricts her action to choosing a pair of oracles ni,j and tj,i and then faithfully conveying each message flow from one oracle to the other. Furthermore,
A may ask a polynomially bounded number of the following queries, including
one Test query defined as follows:
• Create(IDi ): This allows A to ask CH to set up a new participant i with
identity IDi . On receiving such a query, CH generates the public/private
key pair for i.
• Public-Key(IDi ): A can request the public key of a participant i whose
identity is IDi . To respond, CH outputs the public key Pi of participant i.
• Partial-Private-Key(IDi ): A can request the partial private key of a participant i whose identity is IDi . To respond, CH outputs the partial private
key Di of participant i.
• Corrupt(IDi ): A can request the private key of a participant i whose identity
is IDi . To respond, CH outputs the private key Si of participant i.
• Public-Key-Replacement(IDi , Pi0 ): For a participant i whose identity is IDi ,
A can choose a new public key Pi0 and then set Pi0 as the new public key of
this participant. CH will record these replacements which will be used later.
Q
• Send( ni,j , M ): A can send a message M of her choice to an oracle, say
Qn
i,j , in which case participant i assumes that the message has been sent
by participant j. A may also make a special Send query with M = λ to an
Q
oracle ni,j , which instructs i to initiate a protocol run with j. An oracle is
an initiator oracle if the first message it has received is λ. If an oracle does
not receive a message λ as its first message, then it is a responder oracle.
Q
• Reveal( ni,j ): A can ask a particular oracle to reveal the session key (if any)
it currently holds to A.
Q
Q
• Test( TI,J ): At some point, A may choose one of the oracles, say TI,J , to ask
a single Test query. This oracle must be fresh (see Definition 2). To answer
the query, the oracle flips a fair coin b ∈ {0, 1}, and returns the session
Q
key held by TI,J if b = 0, or a random sample from the distribution of the
session key if b = 1.
An oracle

Qn

i,j

will be in one of the following states:

• Accepted: This oracle is in the state Accepted if it has accepted the request
to establish a session key.
• Rejected: This oracle is in the state Rejected if it has rejected the request
to establish a session key and has aborted the protocol.
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• State *: This oracle is in the state * if it has not made any decision to accept
or reject.
• Opened: This oracle is in the state Opened if it has answered a Reveal query.
Definition 1 (Matching conversation) Let the session ID be the concateQ
Q
nation of the messages in a session. Two oracles ni,j and tj,i are said to have
a matching conversation with each other if they have the same session ID.
Definition 2 (Fresh oracle) An oracle ni,j is fresh if (1) ni,j is in the state
Q
Accepted; (2) ni,j is not in the state Opened; (3) party j 6= i is not corrupted;
Q
(4) there is no oracle tj,i in the state Opened having a matching conversation
Q
with ni,j ; (5) if A is a Type I adversary, A has never requested the partial
private key of participant j; and, if A is a Type II adversary, A has never
replaced the public key of participant j.
Q

Q

Note that this definition allows the participant i to be corrupted, and thus
can be used to address the key-compromise impersonation property as well as
the partial forward secrecy property.
After a Test query, the adversary can continue to query the oracles except
Q
Q
that it cannot make a Reveal query to the test oracle TI,J or to tJ,I who
Q
has a matching conversation with TI,J (if it exists), and it cannot corrupt
participant J. In addition, if A is a Type I adversary, A cannot request the
partial private key of the participant J; and if A is a Type II adversary, A
cannot replace the public key of the participant J. At the end of the game, A
must output a guess bit b0 . A wins if and only if b0 = b. A’s advantage to win
the above game, denoted by AdvantageA (k), is defined as:
AdvantageA (k) = | Pr[b0 = b] − 1/2|.
Definition 3 A certificateless two-party AKA protocol is said to be secure if:
(1) In the presence of a benign adversary on ni,j and tj,i , both oracles always
agree on the same session key, and this key is distributed uniformly at
random;
(2) For any adversary, AdvantageA (k) is negligible.
Q

Q

Similarly to [9], if a certificateless two-party AKA protocol is secure under Definition 3, it achieves implicit mutual key authentication and the following general security properties: known-key security, key-compromise impersonation,
unknown key-share and partial forward secrecy. The key control property can
be easily achieved and we do not elaborate on it here.
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3

An Efficient Certificateless Two-party AKA Protocol

Our protocol is implemented in bilinear pairings which have been extensively
exploited to devise efficient cryptosystems [6,28]. We briefly review the basic
notions of bilinear pairings. Let G1 be an additive group of prime order q and
G2 be a multiplicative group of the same order. A mapping e : G1 ×G1 −→ G2
is called a bilinear map if it satisfies the following properties:
(1) Bilinearity: e(aP, bQ) = e(P, Q)ab for all P, Q ∈ G1 , a, b ∈ Zq∗ .
(2) Non-degeneracy: There exists P, Q ∈ G1 such that e(P, Q) 6= 1.
(3) Computability: There exists an efficient algorithm to compute e(P, Q) for
any P, Q ∈ G1 .

3.1

Protocol Description

Motivated by [15,29], we construct a secure certificateless two-party AKA
protocol as follows.
• Setup: On input a security parameter `, this algorithm runs as follows.
(1) Select a cyclic additive group G1 of prime order q, a cyclic multiplicative
group G2 of the same order, a generator P of G1 , and a bilinear map
e : G1 × G1 −→ G2 .
(2) Choose a random master-key s ∈ Zq∗ and set P0 = sP ;
2
(3) Choose cryptographic hash functions H1 : {0, 1}∗ −→ G1 , H2 : {0, 1}∗ ×
G31 × G2 × G41 −→ {0, 1}l .
The system parameters are params=(G1 , G2 , e, P, P0 , H1 , H2 , l). The masterkey is s ∈ Zq∗ .
• Partial-Private-Key-Extract: This algorithm takes as input params, the masterkey s and an entity’s identity IDi ∈ {0, 1}∗ , and generates the partial private
key for the entity as follows.
(1) Compute Qi = H(IDi ).
(2) Output the partial private key Di = sQi .
• Set-Secret-Value: This algorithm takes as input params, an entity’s identity
IDi , and a random value xi ∈ Zq∗ . It outputs xi as the entity’s secret value.
• Set-Private-Key: This algorithm takes as input params, an entity’s identity
IDi , the entity’s partial private key Di and the entity’s secret value xi ∈ Zq∗ .
The output of the algorithm is the private key Si = (xi , Di ).
• Set-Public-Key: This algorithm takes as input params, an entity’s identity
IDi , and the entity’s secret value xi ∈ Zq∗ to produce the entity’s public key
Pi = x i P .
• Key-Agreement: Assume that an entity A with identity IDA has private key
SA = (xA , DA ) and public key PA = xA P , an entity B with identity IDB
9

has private key SB = (xB , DB ) and public key PB = xB P . A and B run the
protocol as follows:
(1) A randomly chooses rA ∈ Zq∗ , computes RA = rA P and sends (IDA , PA , RA )
to B.
(2) When B receives (IDA , PA , RA ) from A, she selects rB ∈ Zq∗ at random,
computes RB = rB P , and sends (IDB , PB , RB ) to A. Finally, B computes
the session key KBA = H2 (IDA , IDB , RA , RB , rB RA , e(RA + QA , rB P0 +
DB ), PA , PB , xB RA , rB PA ), where QA = H(IDA ).
(3) When A receives (IDB , PB , RB ) from B, he computes the session key
KAB = H2 (IDA , IDB , RA , RB , rA RB , e(RB +QB , rA P0 +DA ), PA , PB , rA PB ,
xA RB ), where QB = H(IDB ).
In such a protocol run, the session ID of the protocol instance is
IDA ||IDB ||PA ||PB ||RA ||RB .
We briefly check the correctness of the protocol. Since
e(RA + QA , rB P0 + DB ) = e(RA + QA , rB P + QB )s
= e(sRA + sQA , rB P + QB )
= e(rA P0 + DA , RB + QB )
= e(RB + QB , rA P0 + DA ),
it is easy too see KAB = KBA holds. Hence, the correctness of the protocol
holds.

4

Security Analysis

The security of our protocol relies on the standard CDH and BDH assumptions, which are briefly reviewed in the sequel.
Computational Diffie-Hellman (CDH) Problem in G1 : Given a generator P of G1 and (aP, bP ) for unknown a, b ∈ Zq∗ , compute abP . The CDH
assumption states that the probability of any polynomial-time algorithm to
solve the CDH problem is negligible.
Bilinear Diffie-Hellman (BDH) Problem: Given a tuple (P, aP, bP, cP ) ∈
G1 for random unknown a, b, c ∈ Zq∗ , compute e(P, P )abc . The BDH assumption states that the probability of any polynomial-time algorithm to solve the
BDH problem is negligible.
Assuming that the CDH and BDH problems are hard, we now prove the
security of the above key agreement protocol according to Definition 3.
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Lemma 1 In the presence of a benign adversary on ni,j and tj,i , both oracles
always agree on the same session key as if there was no adversary, and this
key is distributed uniformly at random.
Q

Q

Proof. Suppose that the two participants i and j follow the protocol and A is
benign. In this case, both oracles receive correctly formatted messages looking
exactly as originally sent by the other oracle; hence, they will agree on the
same session key. Since ri and rj are randomly selected by participants i and
j, respectively, the session key can be considered as the output of the hash
function H2 on a random input. Based on the properties of cryptographic hash
functions, the session key is uniformly distributed over {0, 1}l .
2
Lemma 2 Under the assumption that the BDH problem is intractable, the advantage of a Type I adversary against our certificateless two-party AKA protocol is negligible in the random oracle model [3]. Specifically, suppose that, in
the attack, a Type I adversary A, who makes at most qH2 times H2 queries and
creates at most qc participants, wins the game with advantage AdvantageA (k).
Then there exists an algorithm CH to solve the BDH problem with advantage
1
AdvantageA (k), where qs is the maximal number of sessions each parqc2 ·qs ·qH2
ticipant may be involved in.
Proof. Suppose that there exists a Type I adversary A who can win the game
defined in Section 2 with a non-negligible advantage AdvantageA (k) in polynomial time t. Then we show that there is an algorithm CH that solves the
BDH problem with a non-negligible probability. Suppose that CH is given an
arbitrary input (P, aP, bP, cP ) of the BDH problem. We show how CH can
use A to solve the BDH problem, i.e. to compute e(P, P )abc .
All queries by the adversary A now pass through CH. CH sets P0 = aP and
selects the system parameters params=(G1 , G2 , e, P, P0 , H1 , H2 , l). params is
sent to A. In this way, the game is initialized.
H1 query: CH maintains an initially empty list H1 which contains tuples of the
form (IDi , di , Qi ). Suppose A can query H1 for at most qH1 times. CH chooses
distinct I, J ∈ [1, qH1 ]. On receiving a query H1 (IDi ), the same answer from
the list H1 will be given if the request has been asked before. If IDi 6= IDJ ,
CH picks a random di ∈ Zq∗ and computes Qi = di P ; while IDi = IDJ , CH
sets di = null, Qi = bP . In both cases, CH returns Qi as the answer and adds
(IDi , di , Qi ) to H1 .
Create(IDi ): CH maintains an initially empty list C consisting of tuples of
the form (IDi , Di , xi , Pi ). For simplicity, we assume that all the Create queries
are distinct. On receiving a Create query on IDi , CH first makes an H1 query
H1 (IDi ) to obtain a tuple (IDi , di , Qi ), then does as follows.
11

• If IDi 6= IDJ , choose a random xi ∈ Zq∗ , and compute the public key
Pi = xi P and the partial private key Di = di P0 . The tuple (IDi , Di , xi , Pi )
is added to C.
• If IDi = IDJ , choose a random xi ∈ Zq∗ , set Pi = xi P , set Di = null, then
add (IDi , Di , xi , Pi ) to C.
Without loss of generality, we assume that, before asking the following queries,
A has already asked some Create queries on the related identities.
H2 query: Suppose A can query H2 for at most qH2 times. CH maintains a
list H2 which contains tuples of the form (IDia , IDib , Ria , Rib , Xi , yi , Pia , Pib , Yi ,
Zi , hi ). On receiving a query H2 (IDia , IDib , Ria , Rib , Xi , yi , Pia , Pib , Yi , Zi ), the
same answer from the list H2 will be given if the request has been asked
before. Otherwise, CH does as follows.
n
n
n
n
, Mi,j
, Mj,i
, Pin , Pjn , SKi,j
) on S (maintained
• If there exists a tuple ( ni,j , ri,j
in the Send query below) such that IDi 6= IDJ and
Q
n
n
, Rib = Mj,i
, Xi =
· ni,j is an initiator, IDia = IDi , IDib = IDj , Ria = Mi,j
n
n
n
n
a
n
b
n
n
ri,j Mj,i , yi = e(Mj,i + Qj , ri,j P0 + Di ), Pi = Pi , Pi = Pj , Yi = ri,j
Pjn ,
n
n
n
e(Zi , P ) = e(Pi , Mj,i ), SKi,j 6= null (where Di is the partial private key
of the participant whose identity is IDi ), or
Q
n
n
, Xi =
, Rib = Mi,j
· ni,j is a responder, IDia = IDj , IDib = IDi , Ria = Mj,i
n
b
n
a
n
n
n
n
ri,j Mj,i , yi = e(Mj,i + Qj , ri,j P0 + Di ), Pi = Pj , Pi = Pi , e(Yi , P ) =
n
n
n
e(Pin , Mj,i
), Zi = ri,j
Pjn , SKi,j
6= null,
n
a
b
set hi = SKi,j , add (IDi , IDi , Ria , Rib , Xi , yi , Pia , Pib , Yi , Zi , hi ) to H2 and
return hi as the answer.
Q
n
n
n
n
) on S such that
, Pin , Pjn , SKi,j
, Mj,i
, Mi,j
• Else if there exists a tuple ( ni,j , ri,j
IDi = IDJ and
Q
n
n
,
, Rib = Mj,i
· ni,j is an initiator and IDia = IDi , IDib = IDj , Ria = Mi,j
n
n
a
n
b
n
n
n
e(Xi , P ) = e(Mi,j , Mj,i ), Pi = Pi , Pi = Pj , e(Yi , P ) = e(Mi,j , Pj ),
n
n
e(Zi , P ) = e(Pin , Mj,i
), SKi,j
6= null,
Qn
n
, Rib =
· or i,j is a responder and IDia = IDj , IDib = IDi , Ria = Mj,i
n
b
n
n
n
n
n
a
n
),
Mi,j , e(Xi , P ) = e(Mi,j , Mj,i ), Pi = Pj , Pi = Pi , e(Yi , P ) = e(Pi , Mj,i
n
n
n
e(Zi , P ) = e(Mi,j , Pj ), SKi,j 6= null,
compute

Q

n
n
+ dj P, aMi,j
+ Di )
yin = e(Mj,i
1
n
= e( n Xi + dj P, ri,j
aaP + abP )
ri,j a
1
n
= e(Xi , aP + n bP )e(dj aP, ri,j
aP + bP )
ri,j

(where dj can be found in H1 of the form (IDj , dj , Qj )). If yin = yi , set hi =
n
SKi,j
, return hi as the answer and add (IDia , IDib , Ria , Rib , Xi , yi , Pia , Pib , Yi , Zi , hi )
to H2 . Otherwise, randomly choose hi ∈ {0, 1}l , return hi as the answer and
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add (IDia , IDib , Ria , Rib , Xi , yi , Pia , Pib , Yi , Zi , hi ) to H2 .
• Else, randomly choose hi ∈ {0, 1}l , return hi as the answer and add (IDia , IDib ,
Ria , Rib , Xi , yi , Pia , Pib , Yi , Zi , hi ) to H2 .
Public-Key(IDi ): On receiving this query, CH first searches for a tuple (IDi , Di ,
xi , Pi ) in C which is indexed by IDi , then returns Pi as the answer.
Partial-Private-Key(IDi ): Whenever CH receives this query, if IDi = IDJ , CH
aborts (Event 1); else, CH searches for a tuple (IDi , Di , xi , Pi ) in C which is
indexed by IDi and returns Di as the answer.
Corrupt(IDi ): Whenever CH receives this query, if IDi = IDJ , CH aborts
(Event 2); else, CH searches for a tuple (IDi , Di , xi , Pi ) in C which is indexed
by IDi and if xi = null, CH returns null; otherwise, CH returns (xi , Di ) as
the answer.
Public-Key-Replacement(IDi , Pi0 ): On receiving this query, CH searches for a
tuple (IDi , Di , xi , Pi ) in C which is indexed by IDi , then updates Pi to Pi0
and sets xi = null.
Send( ni,j , M ): CH maintains an initially empty list S consisting of tuples
Q
n
n
n
n
n
is the
), which means that Mj,i
, Pin , Pjn , SKi,j
, Mj,i
, Mi,j
of the form ( ni,j , ri,j
Qn
n
incoming message, Pj is the public key of the participant j that i,j received,
n
n
are defined below.
, Mi,j
Pin is the current public key owned by participant i; ri,j
Qn
n
On receiving a query Send( i,j , M ) (if M 6= λ, CH sets Mj,i = M ; otherwise,
Q
at the end of the protocol, a message will be returned; if ni,j is in Accepted,
n
), the same answer from the list S will
then CH sets this message to be Mj,i
be given if the query has been asked before; if the query has not been asked,
CH does as follows:
Q

n
n
n
= ri,j
= null, set Mi,j
= cP ,
• If n = T , IDi = IDI and IDj = IDJ , set SKi,j
Qn
n
n
n
n
n
n
n
return Mi,j as the answer and add ( i,j , ri,j , Mi,j , Mj,i , Pi , Pj , SKi,j ) to S.
n
n
n
• Else, if IDi 6= IDJ , choose random ri,j
∈ Zq∗ , compute Mi,j
= ri,j
P , return
Q
n
n
n
n
n
n
Mi,j as the answer, set SKi,j = null and add ( i,j , ri,j , Mi,j , Mj,i , Pin , Pjn ,
n
SKi,j
) to S.
n
n
n
n
• Else, choose a random ri,j
∈ Zq∗ , compute Mi,j
= ri,j
P0 , return Mi,j
as
Qn
n
n
n
n
n
n
n
answer, set SKi,j = null, and add ( i,j , ri,j , Mi,j , Mj,i , Pi , Pj , SKi,j ) to S.

Reveal( ni,j ): On receiving a query Reveal( ni,j ), CH first calls Send( ni,j , M ),
Q
n
n
n
n
then looks up the list S for a tuple ( ni,j , ri,j
, Mi,j
, Mj,i
, Pin , Pjn , SKi,j
). If
n
n
SKi,j 6= null, CH returns SKi,j as the answer. Otherwise, CH searches for
a tuple (IDi , Di , xi , Pi ) which is indexed by IDi in C and does as follows.
Q

Q

• Abort if n = T , IDi = IDI and IDj = IDJ , or
13

Q

Qn

i,j

is the oracle who has a

matching conversation with TI,J (Event 3).
• Else if IDi 6= IDJ
Q
· If ni,j is an initiator and there is a tuple (IDia , IDib , Ria , Rib , Xi , yi , Pia , Pib , Yi ,
n
n
Zi , hi ) in H2 such that IDi = IDia , IDj = IDib , Mi,j
= Ria , Mj,i
= Rib ,
n
n
n
n
n
a
n
b
n
n
ri,j Mj,i = Xi , e(Mj,i +Qj , ri,j P0 +Di ) = yi , Pi = Pi , Pj = Pi , ri,j Pj = Yi ,
n
n
n
as the answer.
= hi and return SKi,j
) = e(Zi , P ), set SKi,j
e(Pin , Mj,i
Qn
b
a
· Else if i,j is a responder and there is a tuple (IDi , IDi , Ria , Rib , Xi , yi , Pia ,
n
n
= Ria , Mi,j
=
Pib , Yi , Zi , hi ) in H2 such that IDj = IDia , IDi = IDib , Mj,i
b
n
n
n
n
n
a
n
b
Ri , ri,j Mj,i = Xi , e(Mj,i + Qj , ri,j P0 + Di ) = yi , Pj = Pi , Pi = Pi , e(Pin ,
n
n
n
n
Mj,i
) = e(Yi , P ), ri,j
Pjn = Zi , set SKi,j
= hi and return SKi,j
as the
answer.
n
n
as the an∈ {0, 1}l and return SKi,j
· Otherwise, randomly sample SKi,j
swer.
• Else (IDi = IDJ )
Q
· If ni,j is an initiator and there exists a tuple (IDia , IDib , Ria , Rib , Xi , yi , Pia ,
n
n
Pib , Yi , Zi , hi ) in H2 such that IDi = IDia , IDj = IDib , Mi,j
= Ria , Mj,i
=
n
n
b
n
a
n
n
n
b
Ri , e(Mi,j , Mj,i ) = e(Xi , P ), Pi = Pi , Pj = Pi , e(Mi,j , Pj ) = e(Yi , P ),
n
) = e(Zi , P ), compute yin as follows:
e(Pin , Mj,i
Q

n
n
yin = e(Mj,i
+ dj P, aMi,j
+ Di )
1
n
= e( n Xi + dj P, ri,j
aaP + abP )
ri,j a
1
n
= e(Xi , aP + n bP )e(dj aP, ri,j
aP + bP )
ri,j
n
n
If yin = yi , set SKi,j
= hi and return SKi,j
as the answer. Otherwise,
n
l
n
randomly sample SKi,j ∈ {0, 1} and return SKi,j
as the answer.
Qn
· Else if i,j is a responder and there exists a tuple (IDia , IDib , Ria , Rib , Xi , yi ,
n
n
=
= Ria , Mi,j
Pia , Pib , Yi , Zi , hi ) in H2 such that IDj = IDia , IDi = IDib , Mj,i
n
n
b
n
a
n
n
b
n
Ri , e(Mi,j , Mj,i ) = e(Xi , P ), Pj = Pi , Pi = Pi , e(Pi , Mj,i ) = e(Yi , P ),
n
e(Rib , Pia ) = e(Zi , P ), set yin = e(Xi , aP + rn1 bP )e(dj aP, ri,j
aP + bP ).
i,j
n
n
n
If yi = yi , set SKi,j = hi and return SKi,j as the answer. Otherwise,
n
n
randomly sample SKi,j
∈ {0, 1}l , return SKi,j
as the answer.

Test( TI,J ): At some point, A will ask a Test query on some oracle. If A does
Q
not choose one of the oracles TI,J to ask the Test query, then CH aborts (Event
4). Otherwise, CH simply outputs a random value ω in {0, 1}l .
Q

Once A finishes her queries and returns her guess bit (there must be a tuple
Q
Q
T
T
( TI,J , null, cP, MJ,I
, PIT , PJT , SKI,J
) in S), CH proceeds as follows. If TI,J is an
initiator oracle and there is a tuple (IDia , IDib , Ria , Rib , Xi , yi , Pia , Pib , Yi , Zi , hi )
Q
n
in H2 such that Ria = cP, Rib = Mj,i
or TI,J is a responder and there is a tuple
n
in H2 such that Rib = cP, Ria = Mj,i
(if M is the received message, then it
n
holds that M = Mj,i ), CH checks whether e(Ria , Rib ) = e(Xi , P ) holds. If no
such tuple exists, CH aborts (Event 5). Otherwise, CH computes
14

yin = e(M + QJ , cP0 + DI )
= e(M + bP, acP + lI aP )
= e(P, P )abc e(bP, lI aP )e(M, acP + lI aP )
= e(P, P )abc e(bP, lI aP )e(Xi , aP )e(lI M, aP )
= e(P, P )abc · u
Algorithm CH randomly chooses yi from H2 and returns yi /u as the response
to the BDH challenge.
Claim 1 If CH does not abort the above game, A cannot find any inconsistency between the simulation and the real world.
Proof. The simulations of all the random oracles are valid and the messages
of the oracles are uniformly distributed in the message space. The simulator
makes use of the programmability of random oracle H2 and the bilinearity
of the pairing to instantiate a Decisional Diffie-Hellman (DDH) oracle and
keep the consistency with responses to the H2 queries and the Reveal queries.
Hence, A cannot notice any difference with the real world.
2
Claim 2 Let Event 6 be that κ = e(M + QJ , cP0 + DI ) was not queried on
H2 . Then Pr[Event 5 ∧ Event 6] ≥ AdvantageA (k).
Proof. Because H2 is a random oracle, if Event 5 or Event 6 happens, A can
only win the game in two ways:
T
T
has not
or not, if SKI,J
• Case 1: A randomly guesses whether ω is SKI,J
been decided yet.
Q
• Case 2: A knows that it has revealed an oracle ni,j which has the same
Q
session key as the challenge oracle TI,J .

Note here that Event 5 or Event 6 could happen in Case 2 in general. This
is because we make use of the programmability of random oracle H2 and CH
may have responded to the Reveal query without knowing the corresponding
κ in the simulation. Since the random oracle should respond uniquely to each
query in the simulation, the adversary can surely win the game if it knows the
session key, even if it was not generated by a query to the random oracle H2 .
One may notice that the identifiers and the transcript are used as the inputs
Q
Q
of H2 to generate the session key. Hence, ni,j and TI,J obtain the same session
Q
key with probability greater than 1/2` only if ni,j is either the chosen fresh
QT
Qm
Q
oracle I,J or an oracle J,I which has the same transcript of TI,J for some m.
According to the rules of the game, A is allowed to reveal neither oracle. That
is, neither the fresh test oracle nor the oracle with matching conversation
should be revealed. Since the identifiers and the transcript are part of the
input of H2 , in this protocol, Case 2 happens with probability at most 1/2` .
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It follows that
Pr[A wins|Event 5 ∨ Event 6] = 1/2
Hence, we have
AdvantageA (k) + 1/2 = Pr[A wins]
= Pr[A wins|Event 5 ∨ Event 6] Pr[Event 5 ∨ Event 6]
+ Pr[A wins|Event 5 ∨ Event 6] Pr[Event 5 ∨ Event 6]
≤ 1/2 + Pr[Event 5 ∨ Event 6]
= 1/2 + Pr[Event 5 ∧ Event 6]
2

The claim follows.

Let Event 7 be that, in the attack, adversary A indeed chose oracle TI,J as
the challenge oracle. It is clear that Events 1, 2, 3, 4 will not happen if Event
7 happens and vice versa. Therefore,
Q

Pr[Event 1 ∨ Event 2∨Event 3 ∨ Event 4] = Pr[Event 7] ≥

1
qc2 · qs

Let Event 8 be that A did not abort in the game, and Event 9 be that CH
found the correct yi . Accordingly, we have
Pr[CH wins] = Pr[Event 8 ∧ Event 6 ∧ Event 9]
= Pr[Event 7 ∧ Event 5 ∧ Event 6 ∧ Event 9]
1
≥ 2
Pr[Event 5 ∧ Event 6]
qc · qs · qH 2
1
AdvantageA (k).
≥ 2
qc · qs · qH 2
2
Lemma 3 The advantage of a Type II adversary against our certificateless
two-party AKA protocol is negligible in the random oracle model assuming that
the CDH problem is hard. Specifically, suppose that, in the attack, a Type II adversary A, which makes at most qH2 H2 queries and creates at most qc participants, wins the game with advantage AdvantageA (k). Then there exists an algorithm CH to solve the CDH problem with advantage q2 ·qs1·qH AdvantageA (k),
c
2
where qs is the maximal number of sessions each participant may be involved
in.
Proof. Suppose that there exists a Type II adversary A who can win the
game defined in Section 2 with a non-negligible advantage AdvantageA (k) in
polynomial time t. Then we show that there is an algorithm CH that solves
16

the CDH problem with non-negligible probability. Suppose CH is given an
arbitrary input (P, aP, bP ) of the CDH problem. We show how CH can use A
to solve the CDH problem, i.e. to compute abP .
All queries of the adversary A now pass through CH. CH chooses master-key
s ∈ Zq∗ and computes P0 = sP . CH sets the system parameter as params=(G1 ,
G2 , e, P, P0 , H1 , H2 , l). params and s are sent to A. In this way, the game is
initialized.
H1 query: CH maintains an initially empty list H1 which contains tuples of
the form (IDi , Qi ). Suppose A can make at most qH1 times H1 queries. CH
chooses I, J ∈ [1, qH1 ] at random. On receiving a query H1 (IDi ), the same
answer from the list H1 will be given if the request has been asked before.
Otherwise, CH picks a random Qi ∈ G∗1 , returns Qi as the answer and adds
(IDi , Qi ) to H1 .
H2 query: Suppose A can make at most qH2 times H2 queries. CH maintains an initially empty list H2 which contains tuples of the form (IDia , IDib ,
Ria , Rib , Xi , yi , Pia , Pib , Yi , Zi , hi ). On receiving a query H2 (IDia , IDib , Ria , Rib , Xi ,
yi , Pia , Pib , Yi , Zi ), the same answer from the list H2 will be given if the request
has been asked before. Otherwise, CH does as follows.
n
n
n
n
) in S such that
, Pin , Pjn , SKi,j
, Mj,i
, Mi,j
• If there exists a tuple ( ni,j , ri,j
Qn
a
b
a
n
n
, Rib = Mj,i
,
· i,j is an initiator and IDi = IDi , IDi = IDj , Ri = Mi,j
n
n
n
n
a
n
b
Xi = ri,j Mj,i , yi = e(Mj,i + Qj , sMi,j + sH1 (IDi )), Pi = Pi , Pi = Pjn ,
n
n
Yi = ri,j
Pjn , e(Zi , P ) = e(Pia , Rib ), SKi,j
6= null, or
Qn
n
n
a
,
, Rib = Mi,j
· i,j is a responder and IDi = IDj , IDib = IDi , Ria = Mj,i
b
n
a
n
n
n
n
Xi = ri,j Mj,i , yi = e(Mj,i + Qj , sMi,j + sH1 (IDi )), Pi = Pj , Pi =
n
n
6= null,
Pjn , SKi,j
Pin , e(Yi , P ) = e(Pib , Ria ), Zi = ri,j
n
a
b
a
b
set hi = SKi,j , add (IDi , IDi , Ri , Ri , Xi , yi , Pia , Pib , Yi , Zi , hi ) to H2 and
return hi as the answer.
• Else, randomly choose hi ∈ {0, 1}l , return hi as the answer and add (IDia , IDib ,
Ria , Rib , Xi , yi , Pia , Pib , Yi , Zi , hi ) to H2 .

Q

Create(IDi ): Without loss of generality, we assume that all Create queries are
distinct. CH maintains an initially empty list C of the form (IDi , xi , Pi ). On
receiving a Create query on IDi , CH does as follows.
• If IDi 6= IDJ , choose a random xi ∈ Zq∗ , compute the public key Pi = xi P ,
and add (IDi , xi , Pi ) to C.
• Else if IDi = IDJ , set Pi = aP and add (IDi , null, Pi ) to C.
Without loss of generality, we assume that, before making the following queries,
A has already made Create queries on some related identities.
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Public-Key(IDi ): On receiving this query, CH first searches for a tuple (IDi , xi ,
Pi ) in C which is indexed by IDi , and then returns Pi as the answer.
Corrupt(IDi ): On receiving this query, CH searches for a tuple (IDi , xi , Pi ) in
C which is indexed by IDi . If IDi = IDJ , CH aborts (Event 1); otherwise,
CH returns (xi , Di = sH1 (IDi )) as the answer.
Public-Key-Replacement(IDi , Pi0 ): On receiving this query, if IDi = IDJ , CH
aborts (Event 2); otherwise, CH searches for a tuple (IDi , xi , Pi ) in C which
is indexed by IDi , then updates Pi to Pi0 and sets xi = null.
Send( ni,j , M ): CH maintains an initially empty list S which contains tuples
Q
Q
n
n
n
n
, Mi,j
, Mj,i
, Pin , Pjn , SKi,j
). On receiving query Send( ni,j , M ) (if M 6=
( ni,j , ri,j
n
λ, CH sets Mj,i
= M ; otherwise, at the end of the protocol, a message will
Q
n
), CH
be returned; if ni,j is in Accepted, then CH sets this message to be Mj,i
does as follows
Q

n
n
n
• If n = T , IDi = IDI and IDj = IDJ , set SKi,j
= ri,j
= null, Mi,j
= bP ,
Q
n
n
n
n
n
n
n
n
return Mi,j as the answer and add ( i,j , ri,j , Mi,j , Mj,i , Pi , Pj , SKi,j ) to S.
n
n
n
n
as
P , return Mi,j
= ri,j
∈ Zq∗ , compute Mi,j
• Otherwise, choose a random ri,j
Q
n
n
n
n
n
n
n
n
answer, set SKi,j = null and add ( i,j , ri,j , Mi,j , Mj,i , Pi , Pj , SKi,j ) to S.

Reveal( ni,j ): On receiving this query, CH looks up the list S for a tuple
Q
n
n
n
n
n
n
, Mi,j
, Mj,i
, Pin , Pjn , SKi,j
). If SKi,j
6= null, CH returns SKi,j
as the
( ni,j , ri,j
answer. Otherwise, CH does as follows.
Q

• Abort if n = T , IDi = IDI and IDj = IDJ , or ni,j is the oracle who has a
Q
matching conversation with TI,J (Event 3).
• Else if there exists a tuple (IDia , IDib , Ria , Rib , Xi , yi , Pia , Pib , Yi , Zi , hi ) in H2
such that
Q
n
n
= Rib ,
= Ria , Mj,i
· ni,j is an initiator and IDi = IDia , IDj = IDib , Mi,j
n
n
n
a
n
n
n
ri,j Mj,i = Xi , e(Mj,i + Qj , sMi,j + sH1 (IDi )) = yi , Pi = Pi , Pj = Pib ,
rn P n = Yi , e(Pia , Rib ) = e(Zi , P ), or
Qi,jn j
n
n
· i,j is a responder and IDj = IDia , IDi = IDib , Mj,i
= Ria , Mi,j
= Rib ,
n
n
n
n
n
a
n
ri,j Mj,i = Xi , e(Mj,i + Qj , sMi,j + sH1 (IDi )) = yi , Pj = Pi , Pi = Pib ,
n
e(Pib , Ria ) = e(Yi , P ), ri,j
Pjn = Zi ,
n
n
set SKi,j = hi and return SKi,j
as the answer.
n
n
• Else, randomly sample SKi,j ∈ {0, 1}l and return SKi,j
as the answer.
Q

Test( TI,J ): At some point, A will ask a Test query to some oracle. If A does
Q
not choose one of the oracles TI,J to ask the test query, then CH aborts (Event
Q
4). Else if A does pick TI,J for the Test query, CH simply outputs a random
value in {0, 1}l .
Q
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Once A finishes the queries and returns her guess bit (a tuple ( TI,J , null, cP,
T
T
) must be in S), CH proceeds as follows. For every tuple
, PIT , PJT , SKI,J
MJ,I
Q
in H2 which is indexed by (Ria , Rib , Pia , Pib , Yib , Zi ), if TI,J is an initiator oracle
and there is a tuple in H2 such that Pib = aP, Ria = bP , CH randomly chooses
Y from H2 and returns Yj as the response to the CDH challenge; otherwise
QjT
a
b
I,J is a responder and there is a tuple in H2 such that Pi = aP, Ri = bP ,
so CH randomly chooses Zj from H2 and returns Zj as the response to the
CDH challenge. If there exists no such tuple in H2 , CH aborts (Event 5).
Q

Claim 3 If CH does not abort the game, A cannot find any inconsistency
between the simulation and the real world.
Proof. The simulations of all the random oracles are valid and the messages of
the oracles are uniformly distributed in the message space. So the adversary
cannot notice any difference with the real world.
2
Claim 4 Let Even 6 be that abP was not queried on H2 . Then Pr[Event 5 ∧
Event 6] ≥ AdvantageA (k).
Proof. The analysis is similar to that of Claim 2. We omit it here to avoid
repetition.
2
Let Event 7 be the event that, in the attack, adversary A chooses oracle TI,J
as the challenger oracle. It is clear that Events 1, 2, 3, 4 will not happen if
Event 7 happens and vice versa. Therefore,
Q

Pr[Event 1 ∨ Event 2∨Event 3 ∨ Event 4] = Pr[Event 7] ≥

qc2

1
· qs

Let Event 8 be the event that A does not abort in the game, and Event 9
be the event that CH found the correct solution abP of the CDH problem.
Accordingly, we have
Pr[CH wins] = Pr[Event 8 ∧ Event 6 ∧ Event 9]
= Pr[Event 7 ∧ Event 5 ∧ Event 6 ∧ Event 9]
1
≥ 2
Pr[Event 5 ∧ Event 6]
qc · qs · qH 2
1
≥ 2
AdvantageA (k).
qc · qs · qH 2
2
Theorem 1 Our protocol is a secure certificateless two-party AKA protocol.
Proof. The theorem follows directly from Lemmas 1, 2 and 3.
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2

Theorem 2 Our protocol has the perfect forward secrecy property if the CDH
problem in G1 is hard.
Proof. Suppose that A and B established a session key K using our certificateless two-party AKA protocol, and later, their private keys SA and SB were
compromised. Let rA and rB be the secret random numbers used by A and
B, respectively, during the establishment of their session key. It is easy to see
that, to compute the established session key K, the adversary who owns SA ,
SB , RA = rA P and RB = rB P for unknown rA , rB must know the value of
rA rB P . However, to compute the value of rA rB P without the knowledge of
either rA or rB , the adversary must have the ability to solve the CDH problem
in G1 . Under the CDH assumption, this probability is negligible. Hence, our
protocol has the perfect forward secrecy property.
2

5

Conclusion

Certificateless two-party AKA protocols are important tools to secure communications over open networks. We have presented a formal definition of
the security model for two-party AKA protocols in the certificateless cryptographic setting. Following this definition, we have instantiated an efficient certificateless two-party AKA protocol. The proposed protocol has been proven
secure under some well-studied assumptions. Our scheme is also efficient and
practical, because each party needs only one pairing operation and five multiplications to negotiate a session key.
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