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Vehicle-to-Vehicle Communications
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Abstract—Vehicular ad hoc networks (VANETs) are being
designed to improve traffic safety and efficiency. To meet this
goal, the messages disseminated in VANETs must be trustworthy.
We propose a privacy-preserving system which guarantees message trustworthiness in vehicle-to-vehicle (V2V) communications.
Vehicle privacy is provided as long as a vehicle does not attempt
to endorse the same message more than once. In spite of a
message having been validly endorsed, if it is later found to be
false, the system offers the possibility of a posteriori tracing the
message generator and its endorsers. Our proposal demonstrates
a number of distinctive features. The system is equipped with
both a priori and a posteriori countermeasures. The threshold
used for a priori endorsement can adaptively change according
to the message urgency and traffic context, rather than being
preset in the system design stage as in existing schemes. The
verification of authenticated V2V messages is accelerated by
batch message processing techniques. Simulation results illustrate
that the system maintains its performance under various traffic
conditions.
Index Terms—Vehicular communication, information security,
network security, group signature, protocol design.

I. I NTRODUCTION

W

ITH computer networks spreading into a variety of
new environments, vehicle-to-vehicle (V2V) communications can be expected to be available by 2011 [1]. The
IEEE 802.11p task group is working on the Dedicated Short
Range Communications (DSRC) standard to support wireless
communications for vehicles and the roadside infrastructure
[2]. Car manufacturers and telecommunication industries gear
up to equip each car with On-Board Units (OBUs) that allow
vehicles to communicate with each other, as well as to supply
Roadside Units (RSUs). The OBUs and RSUs form a vehicular
ad hoc network (VANET), by which vehicles can disseminate
messages to other vehicles in their vicinity. This mechanism
can be exploited to improve safety, traffic efficiency, driver
assistance, and transportation regulation. However, malicious
vehicles can also leverage this mechanism for sending fraudulent messages for their own profit or just to jeopardize the
traffic system. Hence, it is essential to design a system to
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ensure that the transmission comes from a trusted source and
has not been tampered with.
Driving privacy or vehicle anonymity is another critical
concern in VANETs. As noted in [3], a lot can be inferred
on the driver’s privacy if the whereabouts and the driving
pattern of a car can be tracked. It is possible for attackers to
trace vehicles by using cameras or physical tracking. But such
physical attacks can only trace specific targets and are much
more expensive than attacks based on monitoring vehicular
communications. Hence, attention is devoted to guaranteeing
privacy against the latter attacks. Also, anonymity can potentially degrade the trustworthiness of V2V communications
because the generators of messages are indistinguishable and
cannot be identified for liability. Therefore, trustworthiness,
safety and privacy of V2V communications need to be well
balanced.
A conventional transportation regulation system (without
VANETs) may involve vehicle manufacturers, a transportation
regulation office, the traffic police and judges. As commonly
suggested [4], [5], it is reasonable to assume that those conventional entities have their corresponding electronic counterparts
in a VANET. Such centralized authorities can be responsible
for enrolling legit vehicles, validating their identities and
issuing electronic certificates to vehicles. They will take care
of regular (e.g., annual) health checks of vehicles, collecting
vehicular communications, reconstructing accidents, tracing
drivers, optimizing traffic and relieving congestions. Furthermore, these administration units make centralized security infrastructures such as public key infrastructures (PKI) usable in
VANETs. Unlike the nodes of other types of MANETs which
are limited in power and computation, the computation devices
embedded in vehicles can be expected to have substantial
computational capacity, storage space and power supply. These
operational features of VANETs comprise of the physical basis
on which indispensable yet better security can be provided in
VANETs.
A. Related work
VANETs can improve traffic safety only if the messages sent
by vehicles are trustworthy. Dealing with fraudulent messages
is a thorny issue for safety engineers due to the self-organized
operation of VANETs. The situation is further deteriorated by
the privacy requirements, since the message generators, i.e.
the vehicles, are anonymous and cannot be identified when
acting maliciously. A number of schemes have been proposed
to reduce fraudulent messages; such proposals fall into two
classes, namely a posteriori and a priori.
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With a posteriori countermeasures, punitive action will
be taken against vehicles who have been proven to have
originated fraudulent messages. Cryptographic authentication
technologies have been extensively exploited to offer a posteriori countermeasures. Some proposals use regular digital
signatures [6], [7], [8] to enable tracing malicious vehicles.
To make this approach work, a public key infrastructure
(PKI) is suggested in VANETs [9], [10]. When multiple
vehicles observe the same driving environment, to endorse
the generated message they need to authenticate the same
or a similar message. This raises the issue of authentication
of aggregated data. In [11], the authors propose ways to
authenticate identical messages. Another way to deal with
authentication of aggregated data is suggested in [12]. This
proposal can handle messages that are similar but not identical,
and expects nodes receiving multiple messages with similar
information to summarize the information in them using only
syntactic aggregation.
A critical issue posed by vehicular message authentication
is driver’s privacy. Since the public keys used to verify the authenticated messages are linked to specific users, attackers can
trace vehicles by observing vehicular communications. Hence,
mechanisms must be adopted to guarantee vehicle/driver privacy when vehicles authenticate messages. Along this research
line, there are two main approaches: pseudonymous mechanisms and group signatures. In a pseudonymous mechanism,
the certificate authorities produce multiple pseudonyms for
each vehicle so that attackers cannot trace the vehicles producing signatures in different periods under different pseudonyms,
except if the certificate authorities open the identities of the
vehicles. The IEEE 1609.2 Draft Standard [13] proposes the
distribution of short-lived certificates to enable vehicle privacy.
In [14], the authors propose to use a set of anonymous
keys that change frequently (say every couple of minutes)
depending on the driving speed. Each key can be used only
once and it expires after its usage; only one key can be
used at a time. The authors of [15] propose to use a silent
period in order to hamper linkability between pseudonyms, or
alternatively to create groups of vehicles and restrict vehicles
in one group from hearing messages of other groups.
This conditional anonymity of pseudonymous authentication
will help determining the liability of drivers in the case of
accidents. The downside of this approach is the necessity
for generation, delivery, storage, and verification of numerous
certificates for all the keys. To mitigate this heavy overhead, [16] presents an approach to enable vehicle OBUs
to generate their own pseudonyms without interacting with
the certificate authority. The mechanism is realized with the
help of group signatures. In [4] a novel group signaturebased security framework is proposed which relies on tamperresistant devices (requiring password access) for preventing
adversarial attacks on vehicular networks. However, they provide no concrete instantiation or experiment analysis. In [5],
the authors propose a security and privacy preserving protocol
for VANETs by integrating the techniques of group signatures
and identity-based signatures. With their approach, the heavy
load of pseudonym management can be eliminated, which
makes their scheme very efficient.
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A priori countermeasures attempt to prevent the generation
of fraudulent messages. VANETs can improve traffic safety
and efficiency only if vehicular messages are correct. The
application of information-theoretic measures to anomaly detection was previously studied in the literature [17], [18],
[19], but mainly in the context of the wired Internet. Most
notably, [19] successfully applied the notion of relative entropy
(also known as the Kullback-Leibler distance) to measure
the similarity between two datasets. A general proposal that
handles both detection and correction of malicious data is
given in [20], by assuming that the simplest explanation
of some inconsistency in the received information is most
probably the correct one.
Observing the heavy overhead incurred by the above protocols to correct erroneous messages, some new proposals
suggest more efficient threshold mechanisms [21], [22], [23]
to achieve a similar goal; a message is trusted only if it
was endorsed by a number of vehicles in the vicinity. This
approach is based on the assumption that most users are
honest and will not endorse any message containing false data.
Another implicit assumption is the common sense that, the
more people endorse a message, the more trustworthy it is.
Among these schemes, the proposals in [23] may be the most
efficient while enabling anonymity of message originators by
exploiting secret sharing techniques. But their scheme does
not provide anonymity revocability, which may not suit some
applications in which anonymity must be revoked “for the
prevention, investigation, detection and prosecution of serious
criminal offences”[24].
We observe that neither a posteriori nor a priori countermeasures are by their own sufficient to secure VANETs.
By taking strict punitive action, a posteriori countermeasures
can exclude some rational attackers but they are ineffective
against irrational attackers such as terrorists. Even for rational attackers, damage has already occurred when punitive
action is taken. As for a priori countermeasures, although
the underlying assumption that there is a majority of honest
vehicles in VANETs generally holds, it cannot be excluded
that a number of malicious vehicles (e.g., controlled by a
criminal organization) greater than or equal to the threshold
are present in specific locations. Furthermore, for convenience
in implementation, existing schemes use an even stronger
assumption that the number of honest vehicles in all cases
should be at least a preset threshold. But such a universally
valid threshold does not exist in practice. Indeed, the threshold
should somehow take the traffic density and the message
scope into account: a low density of vehicles calls for a lower
threshold, whereas a high density and a message relevant to
the whole traffic of a city requires a sufficiently high threshold.
The situation is aggravated by the anonymity technologies
used in some proposals. A system preserves anonymity when it
does not require the identity of its users to be disclosed. Without anonymity, attackers can trace all the vehicles by monitoring the communication in VANETs. However, anonymity can
also weaken a posteriori and a priori countermeasures. Indeed,
due to anonymity attackers can send fraudulent messages without fear of being caught and, as a result, no punitive action can
be taken against them. Furthermore, some proposals provide
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strong anonymity, i.e. unlinkability. Unlinkability implies that
a verifier cannot distinguish whether two signatures come from
the same vehicle or two vehicles. This feature may enable
malicious vehicles to weaken a priori countermeasures by
mounting the so-called Sybil attack: a vehicle generates a
fraudulent message and then endorses the message by computing on it as many signatures as required by the threshold in use;
since signatures are unlinkable, no one can find out that all of
them come from the same vehicle. These observations present
the challenging issue of balancing trustworthiness, safety and
privacy in VANET V2V communications.
B. Our contribution
Bearing in mind that enhancing safety and traffic efficiency
is one of the main thrusts behind VANETs, we propose an
efficient system to balance public safety and vehicle privacy.
To this end, we present a new primitive called messagelinkable group signature (MLGS), in which a vehicle stays
anonymous if it produces one signature on each message.
However, if it produces two signatures on one message, then
the attacker will be found by a trusted authority, which effectively thwarts the Sybil attack in a privacy-preserving system.
This novel technology also enables us to realize a thresholdadaptive authentication in which the threshold can adaptively
change in light of the message context. In [25], we presented
a general framework by using the above ideas but no concrete
scheme was implemented. In this paper, we implement a
new scheme which is efficient in both communication and
computation. Experiments also demonstrate that the proposal
can achieve high resilience to threats against trustworthiness of
V2V communications and vehicle privacy without introducing
any significant performance penalty.
Compared to previous privacy-preserving proposals for
secure vehicular communications, our proposal illustrates a
number of unique features. (i) Both a priori and a posteriori
countermeasures are resorted to in order to thwart attackers. To the best of our knowledge, ours is the first system
equipped with both types of countermeasures. In our scheme,
vehicles only trust the messages endorsed by a number of
anonymous vehicles greater than or equal to a threshold; and
the anonymous vehicles endorsing cheating messages can later
be traced. When a vehicle receives multiple signatures on
the same message, it can distinguish by itself whether the
message was signed by the same cheating vehicle multiple
times or by multiple honest vehicles. Although a trusted
authority is required to trace the cheating vehicle, the trusted
authority does not need to be always online because the
receiving vehicle needs to contact the trusted authority only if
some judicial procedure is invoked. (ii) The threshold in our
proposal can change according to the traffic context, unlike
most previous schemes in which the threshold has to be preset
during the stage of system design. This feature enables our
proposal to be deployed in complicated traffic settings. We
also note that a recent proposal in [26] allows the threshold
to be changed in different scenarios. (iii) Finally, a provably
secure batch verification method is presented to accelerate
the validation of messages, which has been a bottleneck in
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previous schemes. With the new verification method, a batch
of messages can be verified as if they were a single one.
The provable security guarantees that our batch verification
approach will not degrade the security of the system even if a
very large number of messages are verified in a single batch.
Since vehicles are suggested to periodically send messages
over a single hop every 300ms [10], vehicles may receive a
large number of messages to be validated in a very short time
interval. Hence, our fast verification approach is critical to
make authentication implementable in VANETs.
The remainder of the paper is organized as follows. Section II outlines a general security framework of VANETs. The
proposed scheme is detailed in Section III. Techniques to speed
up message verification are presented in Section IV. Simulations are reported in Section V to evaluate the performance of
the scheme, followed by a conclusion in Section VI.

II. A

NEW SECURITY FRAMEWORK FOR

VANET S

A. Security requirements
Since the main security threats in VANETs are violations
of public safety and vehicle privacy, an attacker is defined to
be an entity who wants to successfully cheat honest vehicles
by diffusing false information, or compromise the privacy
of honest vehicles by monitoring the communications in
VANETs. Accordingly, in order to obtain an implementable
system to enhance the trustworthiness in privacy-preserving
V2V communications, we consider the following three types
of security requirements:
Threshold authentication. A message is viewed as trustworthy only after it has been endorsed by at least t vehicles,
where t is a threshold. The threshold mechanism is an a priori
countermeasure that improves the confidence of other vehicles
in a message. In itself, the threshold does not stop malicious
behaviors, but makes them more difficult to materialize. Also,
the authentication may provide arguments if such behaviors
occur and must later be judged.
Anonymity. There is anonymity if, by monitoring the
communication in a VANET, message originators cannot be
identified, except perhaps by designated parties. The goal is
to protect the privacy of vehicles. Since message authentication
requires knowledge of a public identity such as a public key or
the licence plate, if no anonymity mechanism was provided,
an attacker could easily trace any vehicle by monitoring the
VANET communication. This would be undesirable for the
drivers and the anonymity mechanism is intended to disable
this type of attacks.
Revocability. Revocability means that, if necessary, designated parties can identify the originator and the endorsers of
any doubtable message. The goal here is to balance personal
privacy and public safety. If anonymity is realized without
any revocability mechanism, an attacker can anonymously
broadcast authenticated wrong messages to fool other vehicles
without fear of being caught, which may seriously compromise
public safety. The revocability mechanism is an a posteriori
countermeasure intended to fight this impunity situation.
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B. A framework based on message-linkable group signatures
Group signatures have been investigated for many
years [27]. In a group signature scheme, each group member
can anonymously sign messages on behalf of the group, and a
group manager can open the identity of the author of any group
signature if necessary. Group signatures are useful for securing
VANETs but they may be subject to the Sybil attack because
of unlinkability. Linkable group signature [28] is a variant of
group signatures. In a linkable group signature, it is easy to
distinguish the group signatures produced by the same signer,
even though the signer is anonymous. Linkable group signatures can thwart the Sybil attack but are not compatible with
vehicle privacy due to the linkability of signer identities, i.e.
the various message endorsements signed by a certain vehicle
can be linked. To fill this gap, we explore a more elegant notion
of linkability in group signatures and present a new primitive
referred to as message-linkable group signatures, in which,
given two signatures on the same message, one can easily
decide whether the two signatures are anonymously generated
by the same group member or not.
Definition 1. (Message-linkable group signature) A
message-linkable signature (MLGS) is an interactive protocol
between a register manager, a tracing manager, a set of group
members and a set of verifiers. It consists of the following
polynomial-time algorithms:
• Setup: On input a security parameter λ, this algorithm
outputs the public system parameter denoted by π, including a description of the system.
• KGen: On input the system parameter π, this algorithm
outputs the public-private key pairs of the register manager, the tracing manager and group members.
• Join: It is an interactive protocol between group members, the register manager and the tracing manager. The
outputs of a group member, the register manager and the
tracing manager are, respectively, a group certificate, a
list of registered group members, and some secret tracing
information to trace group signatures.
• GSign: On input the system parameter π, a message m,
a private group member key and the corresponding group
certificate, this algorithm outputs a group signature σ of
m.
• GVerify: On input the system parameter π, a message
m, a signature σ and the public key of the register
manager, this algorithm outputs a bit 1 or 0 to represent
that σ is valid or not.
• GTrace: On input the system parameter π, a message
m, a valid group signature σ and the secret tracing
information, the tracing manager outputs the identity of
the author of σ.
A secure MLGS scheme must be correct, unforgeable,
anonymous, traceable and message-linkable. These properties
are defined as follows:
• Correctness. It states that GVerify always outputs
1 if all parties honestly follow the MLGS scheme.
• Unforgeability. It states that any polynomial-time
user who has not registered to the group has only a negligible probability of producing a valid group signature.
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Anonymity. An MLGS scheme is anonymous if, given
a valid message-signature pair from one of two group
members, any polynomial-time attacker has only probability 0.5 + ε of guessing the correct originator of the
message-signature pair, where ε is negligible.
• Traceability. An MLGS scheme is traceable if any
polynomial-time attacker has only a negligible probability
of producing a valid group signature such that the output
of GTrace is not the identity of the group signature
originator.
• Message-linkability. An MLGS scheme is
message-linkable if there exists a polynomial-time algorithm which, on input a message m and valid group
signatures σ1 and σ2 on m, outputs a bit 1 or 0 to
represent whether σ1 and σ2 generated by the same author
or not.
Based on MLGS, we propose a general framework
for threshold authentication with revocable anonymity in
VANETs. In this framework, each vehicle registers to a vehicle
administration office serving as a group registration manager.
When t vehicles wish to endorse some message, they can
independently generate an MLGS signature on that message.
A verifying vehicle trusts the message after validating t MLGS
signatures on it. If later the message is found to be incorrect,
the police office and judges together can trace the t cheating
signers.
From the security properties of MLGS schemes, it is clear
that the above framework satisfies the required properties of
threshold-variable authentication, anonymity and revocability
in VANETs. If t − 1 vehicles produce t signatures on the
same message, then there exists a group member who has
been involved in generating at least two signatures. Such an
impersonation can be easily identified since the MLGS scheme
is message-linkable.
•

III. T HRESHOLD V2V AUTHENTICATION

PROTOCOL

We propose a protocol to promote the trustworthiness of
privacy-preserving vehicle-generated messages. Underlying is
an efficient MLGS scheme which is constructed in a modular
way.
A. Computational assumptions
Our scheme is realized in bilinear pairing groups [29], [30].
Let PGen be an algorithm which, on input a security parameter
1λ , outputs a tuple Υ = (p, G1 , G2 , G3 , g1 , g2 , e), where finite
cyclic groups G1 = hg1 i and G2 = hg2 i have the same prime
order p, and e : G1 × G2 → G3 is an efficient non-degenerate
bilinear map such that e(g1 , g2 ) 6= 1 and for all h1 ∈ G1 , h2 ∈
G2 and u, v ∈ Z, e(hu1 , hv2 ) = e(h1 , h2 )uv .
Our scheme relies on several well-studied computational assumptions, i.e., the Decisional Diffie-Hellman (DDH) assumption and the Diffie-Hellman Knowledge (DHK) assumption
[31]. Let p be a λ-bit prime, G a finite cyclic group of prime
order p and g the generator of G. Those two assumptions are
briefly reviewed next.
Definition 2. (Decisional Diffie-Hellman (DDH) Assumption) Given (g, g a , g b , g c ) ∈ G4 where a, b, c ∈ Z∗p , for
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System architecture

any probabilistic polynomial-time (PPT) adversary A, the
probability of determining whether c = ab is negligibly away
from 21 .
With a proper implementation, the DDH holds in G1
(see [30]).
Definition 3. (Diffie-Hellman Knowledge (DHK) Assumption [31]) Given (g, g x ) ∈ G2 for randomly chosen
x ∈ Z∗p , any PPT adversary A has only negligible probability
of creating a Diffie-Hellman tuple (g, g x , g r , g xr ) without
knowing r.
We will exploit the DHK assumption in pairing groups Υ.
That is, given that g1 ∈ G1 , (g2 , g2x ) ∈ G22 where x ∈ Z∗p is
randomly chosen, any PPT adversary A has only negligible
probability to create an accompanied Diffie-Hellman tuple
(g2 , g2x , g1r , g1xr ) without knowing r.
B. System architecture
The system consists of four parties, i.e. the vehicles, the
vehicle manufacturer, the registration manager, and the group
tracing manager. They are denoted by V, VM, RM, T M,
respectively. When a vehicle is sold, VM and V sign a contract
to clarify that the ownership of vehicle has been legally
transferred. With the signed contract, the vehicle can register
to RM to become a legal group member. During registration,
some tracing information will be securely sent to T M so
that T M can trace the vehicle if it later behaves maliciously.
RM can be implemented by transportation companies for
commercial vehicles or by vehicle management agencies for
private cars. T M can be implemented by police offices. The
trust assumptions among the parties are similar to those in the
real world. We assume that VM, RM, T M behave honestly
and are semi-trusted: they are not allowed access to the private
keys of vehicles. The vehicles might be malicious but rational
in the sense that they will attack the system for their own
benefit only if they do not expect to be caught. The system
architecture is illustrated in Figure 1.

A: A Probabilistic Polynomial-Time (PPT) attacker
π: The set of public system parameters
Gi (i = 1, 2, 3): Finite cyclic group of prime order p
gi : a random generator of Gi
U2 , h2 ∈ G2 : Public system parameters
φ: An isomorphism from G2 to G1
U1 = φ(U2 ): Public system parameter
h1 = φ(h2 ): Public system parameter
H1 (): A cryptographic hash function from {0, 1}∗ to G1
RM: The registration manager
H(): A cryptographic hash function from {0, 1}∗ to Zp
(A, Z): The public-private key pair of RM
VM: The vehicle manufacturer
T M: The tracing manufacturer
V: A vehicle
(Y, y): The public-private key pair of V
KV = (K1 , K2 ): The group certificate of V
T = g2y : The tracing information of V
m: A message
σ: A signature on message m
M = (m, σ): A message appended with a signature
σi : The i-th component of σ
N : The number of signatures on n messages
n: The number of messages in a batch

C. System setup
The involved semi-trusted parties can set up the system as specified below. No private input is required during the generation of the system parameters. Let Υ =
(p, G1 , G2 , G3 , g1 , g2 , e) ← PGen(1λ ) be generated as above,
where the DDH and DHK assumptions hold in G1 . Assume
that φ is a computable isomorphism from G2 to G1 such that
φ(g2 ) = g1 . Let h2 , U2 be randomly chosen from G2 [30]. The
system parameters are π = hp, G1 , G2 , G3 , g1 , g2 , e; h2 , h1 ;
U2 , U1 ; H1 , Hi. The system parameters can be embedded
into OBUs. In such a way, the system is initialized. Table
I summarizes the notations used hereafter in the paper.
D. Key generation
RM randomly selects Z from G1 and computes A =
e(Z, g2 ). The public-private key pair of RM is (A, Z), where
the public key is available to all entities while the private key is
known only to RM. Also, T M generates a public/secret key
pair to receive escrowed identities of vehicles. Each vehicle
generates its public key Y = U1y for a random value y ∈ Z∗p .
The vehicle’s secret key is y. A vehicle generates a new key
pair when ownership changes. The generated public key must
be signed by the previous owner or the vehicle manufacturer
when selling the vehicle. For simplicity, we assume in the
sequel that the vehicle has just been sold by its manufacturer.
E. Vehicle registration
To register to a VANET, a vehicle V contacts RM and T M
using a confidential channel and goes through the following
steps:
1) A vehicle first contacts the tracing manager via a confidential channel to show that the vehicle has been legitimately obtained. It also sends some trapdoor information
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of its public key such that the tracing manager can
trace the vehicle later if necessary. Then the tracing
manager issues a signature for the vehicle to convince
the registration manager that the vehicle’s identity has
been successfully escrowed. To this end, the vehicle V
computes T = g2y and sends (Y, T ) to T M as well as
the signature by VM on Y . T M checks that:
(1) the signature by VM on Y is valid to guarantee that
the vehicle has been legitimately obtained;
(2) e(Y, g2 ) = e(U1 , T ) to guarantee that the vehicle can
be traced if maliciously behaving.
If both checks hold, T M generates a signature on Y and
sends it to V. T M saves (Y, T ) and the signature by
VM on Y into its local database. After this procedure,
the legal authorities serving as a group tracing manager
have gathered evidences on the vehicle ownership transfer chains and tracing information T .
2) After escrowing its identity, the vehicle V registers to
the registration manager with its public key and the
signature of its public key by the tracing manager. If
V registers successfully, then it will receive a signature
on its public key from the registration manager. This
signature serves as a group certificate and V can use
this certificate and its private key to generate signatures
on any message. The detailed registration procedure is
as follows.
(i)V submits Y and the signature by T M to RM. V
runs with RM a zero-knowledge proof protocol denoted
by ZK{y|Y = U1y } ([32]) to prove that V knows secret
y such that Y = U1y without leaking information of
y. Then RM checks that the signatures by T M and
ZK{y|Y = U1y } are valid. This is to guarantee that V
has successfully escrowed its public key Y to the tracing
manager and is the owner of Y . If both checks hold,
RM generates a signature on Y by randomly choosing
k ← Z∗p and computing: K1 = g1k , K2 = Z(h1 Y )−k .
(ii) RM returns KV = (K1 , K2 ) to V. V computes K1y
and checks that e(K2 , g2 )e(K1 , h2 )e(K1y , U2 ) = A to
validate the signature. If the check holds, V successfully
registers to the VANET and can use KV as a group
certificate, and its secret key to sign any message.
F. Anonymous threshold authentication
A vehicle-generated message consists of six fields: (Message ID; Payload; Timestamp; TTL; Group ID; Signature).
Message ID defines the message type, and the payload field
may include the information on the vehicle’s position, direction, speed, traffic events, event time and so on. According
to [2], the payload of a message is 100 bytes. A timestamp
specifies the signature generation time, which is used to
prevent replay attacks. It also ensures that an honest vehicle
can report the same traffic situation at different times without
being accused of multiple signatures on the same message.
The TTL field is Time To Live and determines how long the
message is allowed to remain in the VANET. Group ID is used
to identify which group the vehicle belongs to. The signature
field is the vehicle’s signature on the first five fields. We denote
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TABLE II
F ORMAT OF VEHICLE - GENERATED MESSAGES ( LENGTH IN BYTES )
Message ID
2

Payload
100

Timestamp
4

TTL
1

Group ID
2

Signature
128

the first five fields by m and the whole six fields by M .The
timestamp and TTL fields imply that the system requires a time
synchronization. Since VANETs are assumed to be deployed
with centralized authorities, it is not difficult to realize time
synchronization. Table II specifies the suggested length for
each field.
Slightly unlike the message format suggested in [5], we
additionally require the TTL field to be signed. If the TTL
field is not signed, a malicious vehicle can revive an outdated
message and mount a corpse attack by merely modifying the
TTL field of ever valid messages1 . Hence, it is preferable to
let the TTL field be signed to improve security.
To endorse a message m ∈ Z∗p , V generates a message
linkable group signature on the message and then send them to
other vehicles. The group signature consists of three parts. The
first part is a randomization of the group certificate to show
that the signer is a group member while keeping the signer
anonymous. The second part is a randomization of the group
member’s public key and a message-link identifier. For the
same message, V can only produce one message-link identifier.
The last part is a regular signature signed with the secret key
hidden in the randomized member public key and the messagelink identifier. Vehicles from different groups can endorse
the same message. Since different vehicles can endorse the
same message independently, the system performance will
be affected in the case that vehicles from different groups
endorse the same message. The signing procedure consists of
the following computations:
Randomize the group certificate. Randomly select s ← Z∗p .
Compute σ1 = K1 g1s , σ2 = K2 (h1 Y )−s .
Randomize the member public key. Compute σ3 = σ1y . Note
that y is V’s secret key.
Produce the message-link identifier. Compute σ4 =
H1 (m)y . Note that V can only generate one identifier for the
same message.
Generate signature using the secret member key. With this
procedure, the signer, i.e., the endorsing vehicle, proves the
knowledge of y hidden in σ3 = σ1y and σ4 = H1 (m)y . It is
the standard transformation [32] from a zero-knowledge proof
to a signature under one-time public key (σ3 , σ4 ). It consists
of the following computations by the signer:
1. Randomly select r ← Z∗p .
2. Compute commitments R1 = H1 (m)r and R2 = σ1r .
3. Obtain challenge σ5 from the above values: σ5 =
H(m||σ1 ||σ2 ||σ3 ||σ4 ||R1 ||R2 ).
4. Answer the challenge with σ6 = r − σ5 y mod p.
Output group signature. Output σ = (σ1 , · · · , σ6 ) as a group
signature of m.
Formulate message. Form the vehicle-generated message
according to the format specified in Table II and broadcast
1 It is clear from the context when a message means either the first five
fields or all the six fields. We do not stress it hereafter.
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TABLE III
P ERFORMANCE COMPARISON SUMMARY

it to vehicles in the vicinity.
G. Verification
When receiving a message, a vehicle discards the obsolete
messages by checking the TTL field. The verifying vehicle
also discards messages containing a value of σ4 which has
appeared in previous messages (as explained above, the repetition of σ4 indicates that the same message is being signed
more than once by the same anonymous signer). After a
vehicle receives t non-discarded group signatures σ on the
same message m, it does the following for each signature:
• Check e(σ2 , g2 )e(σ1 , h2 )e(σ3 , U2 ) = A in order to
validate the group certificate in a blind manner. This
procedure uses the group manager’s public key A and
system parameters g2 , h2 , U2 to verify that (σ1 , σ2 ) is a
signature on the vehicle’s randomized public key σ3 .
σ σ
σ σ
• Check σ5 = H(m||σ1 ||σ2 ||σ3 ||σ4 ||H1 (m) 6 σ4 5 ||σ1 6 σ3 5 )
to validate the signature. This verification convinces the
verifier with the standard arguments that the vehicle V
knows a secret value y satisfying both σ3 = σ1y and
σ4 = H1 (m)y .
If both checks hold for all t signatures, the vehicle considers
the message to be valid. If any verification fails, the vehicle
discards the message as invalid (non-authenticated). Note that
the threshold t can adaptively be changed according to the type
of message. For instance, if the message is an alert about an
emergency braking by the vehicle ahead, the threshold can be
set as low as 1. However, if the message is an announcement
which will affect many vehicles, the threshold can be set
appropriately high to improve the trustworthiness, by taking
also into account the vehicle density in the vicinity of the
message source.
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Ours
[5]

Message size
237 Bytes
301 Bytes

Sign
6 Exps
9 Exps + 1 Pairing

Verify
1 Pairing + 6 Exps
1 Pairing + 6 Exps

To provide a typical security level of 280 , we can set p
a 170-bit long prime and then the element in G1 is 171
bits long [30], and Lsig = 128 bytes. Thus, from Table II,
LM = 2 + 100 + 4 + 1 + 2 + 128 = 237 bytes. As for
computation, the signing procedure in our protocol requires six
exponentiations, and the verification needs one pairing. Here,
we do not distinguish a multi-base exponentiation (pairing)
from a single-base exponentiation (pairing) as they take similar
time [34]. Table III summarizes the comparison between
our scheme and the up-to-date scheme [5] for t = 1 as
their scheme does not support a threshold mechanism. From
Table III, our proposal is comparable to [5] in this case.
J. Security analysis
The properties of message-linkable group signatures allow
any t vehicles to distributively endorse any message without
leaking their identities. The threshold t can change according
to the message and traffic context. Any verifier can check
whether a message is endorsed by t or more vehicles. A
vehicle endorsing the same message more than once can also
be detected; the tracing manager can revoke an anonymous
vehicle endorsing a message which later turns out to be
incorrect. To meet the above secure requirements, we show
that the underlying MLGS scheme is correct, unforgeable,
anonymous, traceable and message-linkable. These properties
are analyzed as follows. The proofs of Claims 1, 2 and 3 are
given in the Appendix.

H. Trace doubtable messages

Claim 1. The above scheme is correct.

If a vehicle produced a group signature σ on the message
m and this message was found fraudulent, a membership
tracing operation is started to determine the real identity of
the signature originator. The tracing manager first checks the
validity of the signature σ on m, and then looks up its local
database to find (T, Y ) such that e(σ3 , g2 ) = e(σ1 , T ). If
a match is found, then T M outputs Y as the identity of
the original signer. Otherwise, it outputs an error message.
According to [33], a pairing computation takes about 3.6 ms
and it takes about one hour to trace a malicious vehicle in
a group of up to one million vehicles. Such a tracing time
is bearable and can be accelerated by tracing in parallel or
dividing the vehicles in multiple groups, noting also that the
tracing procedure will be seldom invoked in practice.

This claim implies that the messages generated by vehicles
honestly following the protocol will always be accepted.
Hence, these messages can be used to guide other vehicles
and potentially improve traffic safety and efficiency.

I. Performance analysis
The factors that dominate performance for securing vehicular messages are the message length, as well as the overhead
of message generation and verification. The length of vehiclegenerated messages can be expressed as LM = Lm−ID +
Lp−load + Lt−stamp + LT T L + Lg−ID + Lsig .

Claim 2. An attacker cannot forge a message to cheat honest
vehicles.
Unforgeability guarantees that, if a vehicle does not register
to the VANET, it cannot generate messages accepted by other
vehicles, even if the cheating vehicle is allowed to access valid
messages over the VANET. If a message passes the verification
procedure, it must be an intact fresh message generated by a
registered vehicle. This implies that the attacker cannot cheat
other vehicles by forging a new valid message or by modifying
an existing valid message or by replaying a once valid but now
expired message.
Claim 3. The originators of valid messages are anonymous.
This property means that an attacker cannot distinguish messages from the various vehicles in a VANET. More specifically,
given one valid message and two vehicles in a VANET, an
attacker cannot decide the originator of the message with a
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probability non-negligibly greater than 1/2. Hence an attacker
cannot trace the vehicles by monitoring the communication in
the VANET and the identity privacy of vehicles is protected.
Claim 4. The trusted third party (i.e., the tracing manager)
can trace the anonymous generator of any valid message, and
any honest vehicle can detect a message authenticated twice
by the same vehicle.
Proof: Due to the unforgeability of the above group
signature, the part of signature under one-time public key
shows σ3 = σ1y and σ4 = H1 (m)y , where y is the secret
key of some group member (if y was not the secret key
of any member, this would indicate a successful forgery
and contradict the unforgeability). Hence, with the tracing
information T = g2y , the tracing manager can trace the signer
by checking that e(σ3 , g2 ) = e(σ1 , T ) (see Section III-H
above). This property enables the legal authorities to identify
and trace malicious messages, which is a deterrent for cheating
vehicles. If the same signer signs the same message twice, then
the two signatures share the same component σ4 = H1 (m)y .
Hence, the signer can trivially be linked by comparing two
signatures of the same message.
This fact guarantees that cheating vehicles can always be
identified. If a cheating vehicle endorses a wrong message,
it can be traced by a third party. If a vehicle tends to cheat
other vehicles by endorsing the same message more than once
with multiple signatures, then other vehicles can easily link the
multiple signatures to the same vehicle. This kind of messages
can be either simply discarded or sent to the third party to trace
the cheating vehicle. Hence, the Sybil attack can be avoided
in our privacy-preserving scheme.
IV. S PEED UP

MESSAGE VERIFICATION IN

VANET S

Although our scheme is very efficient in both communication and computation, it is very important to further speed up
message verification because each vehicle periodically receives
a large number of messages for verification.
A. Batch verification lemma
In what follows, we explore some new techniques derived
from [35] to enable batch verification of messages in our
authentication protocol.
Lemma 1 (Batch verification lemma). To verify the following
exponentiation equations for i = 1, · · · , n,
gixi hyi i = 1

(1)

where xi , yi ∈ Z∗p are known, and gi , hi are two elements of
a finite cyclic group G of prime order p, we randomly pick a
vector ∆ = (r1 , · · · , rn ) for ri ∈ {0, 1}l and verify that
n
Y

giri xi hri i yi = 1.

(2)

i=1

We accept Equations (1) if Equation (2) holds. Then a batch
{(gi , hi )|i = 1, · · · , n} will be always accepted if it is valid
while an invalid batch will be accepted with probability at
most 2−l .
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The above lemma can be naturally extended to batch verifications of bilinear equations. In this case, we only need
to additionally note that 1 = e(g1 , g2 )a e(h1 , g2 )b can be
equivalently rewritten as 1 = e(g1a hb1 , g2 ) to save computation
due to the bilinearity and the fact that exponentiations in G1
are more efficient than those in G3 .
B. Batch signature verification
For the sake of better understanding of the following fast
verification method, we slightly modify the signing procedure
by adding R1 = H1 (m)r and R2 = σ1r to the signature (see
Section III-F). That is, the resulting group signature is now
σ = (σ1 , · · · , σ6 , R1 , R2 ). Clearly, this modification does not
affect any security property of the group signature because
R1 and R2 can be reconstructed from σ1 , σ3 , σ4 , σ5 , σ6 (see
the following verification equations in (4)). We equivalently
rewrite the verification equations as follows:
e(σ2 , g2 )e(σ1 , h2 )e(σ3 , U2 ) = A.

(3)

R2 = σ1σ6 σ3σ5 , R1 = H1 (m)σ6 σ4σ5 .

(4)

σ5 = H(m||σ1 ||σ2 ||σ3 ||σ4 ||R1 ||R2 ).

(5)

The dominant overhead in the verification of the VANET
messages is due to group signature verification. Observe
that a multi-base pairing computation (resp. multi-base exponentiation) has almost the same overhead as a single-base
pairing (resp. single-base exponentiation) [34]. A potentially
fast verification method is to verify the signatures in batch
rather than to verify them one by one. This is possible because
each vehicle periodically receives a large number of messages
to be verified.
Now we move to the batch signature verification algorithm.
Let (S1 , · · · , SN ) be the N group signatures to be verified
for n distinct messages {m′1 , · · · , m′n }, where N ≥ n. To
simplify notation, let {m′1 , · · · , m′n } = {m1 , · · · , mN }. Since
N ≥ n, it is possible that mi = mj for i 6= j. Without loss
of generality, we assume that the message mj has signature
Sj . As said above Sj = (σj,1 , · · · , σj,6 , Rj,1 , Rj,2 ). The
signatures can come from different groups and be under group
public keys A1 , · · · , AN where Ai = Aj is also possible for
i 6= j.
Suppose that l is a positive integer. To verify the N signatures simultaneously, by exploiting Lemma 1, we randomly
select aj , bj , cj ∈ {0, 1}l and check that
e(

N
Y

a

σj,2j , g2 )e(

j=1

1=

N
Y

N
Y

j=1

−b

−c

a

σj,1j , h2 )e(

N
Y

a

σj,3j , U2 ) =

j=1

N
Y

a

Aj j . (6)

j=1

b σ

c σ

c σ

j j,5
j j,6
j j,5
Rj,1j Rj,2 j H1 (mj )bj σj,6 σj,4
σj,1
σj,3
.

(7)

j=1

σj,5 = H(mj ||σj,1 ||σj,2 ||σj,3 ||σj,4 ||Rj,1 ||Rj,2 )(1 ≤ j ≤ N ).
(8)
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If all checks hold, the batch of messages are accepted; otherwise, they are rejected. Note that although we allow messages
from different groups to be processed in the same batch, we
assume that these groups share the public system parameters
π (See Section III-C). If the system parameters are different,
the batch verification can also be similarly employed but this
is much less efficient. Hence, we suggest that different groups
share the same system parameters, which will also simplify
the system deployment. For the soundness of the above batch
verifications, we state the following claim.
Claim 5. In the above batch verification, a valid batch will
always be accepted while an invalid batch will be accepted
with probability at most 2−2l .
Proof: By exploiting Lemma 1, the verification (7) holds
with probability at most 2−l if equations (4) are invalid.
Similarly, the verification (6) also holds with probability at
most 2−l if equations (3) are invalid. These two verifications
are independent and the verification (8) does not use batch
techniques. Hence, the proposed batch verification accepts an
invalid batch with probability at most 2−l · 2−l = 2−2l .
The probability of accepting an invalid batch can be made
negligible by properly setting parameter l. For instance, setting
l = 32 yields a probability of accepting an invalid batch as
low as 2−64 , which is affordable for most applications. We
also notice that, if there is one invalid message, then the
n messages in the batch will be rejected. For an individual
message, the rejection probability under the batch approach
is 1 − ρn , where ρ is the probability that a message is valid;
this is certainly higher than the rejection probability 1 − ρ of
individual verification, but we next argue that such an increase
of the rejection probability is not a serious toll. In practice,
there are only very few invalid messages due to the assumption
of an honest vehicle majority in VANETs. Furthermore, the
invalid signatures can be efficiently identified using a binary
search method [36], [37] on a batch rejected as invalid. As
shown in [38], batch verification is preferable to the naive
individual verification even if bad signatures must later be
searched and the proportion of bad signatures exceeds 10%
of the total batch size.
We grossly compare the overheads of individual message
verification with batch techniques for normal messages. For N
messages, without using the batch approach, we need N multibase pairing computations, 2N multi-base exponentiations and
N hashes. However, in the above batch verification of N
messages, we need only one multi-base pairing computation,
five multi-base exponentiations and N hashes. According to
state-of-the-art experimental results in [38], a typical pairing
takes tens of times longer than one exponentiation in G1 ,
and compared to an exponentiation, the overhead of hash
computation is negligible. Hence, the batch approach offers
about an N -fold cost reduction. Note that the heavy overhead
of message verifications is the main obstacle hindering the use
of cryptographic protocols in VANETs. The above batch approach significantly alleviates the message verification burden
and makes our scheme very practical for securing VANETs.
This approach is especially useful for message verifications
when the vehicular density is high.
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C. Batch message processing
We next sketch a batch message-processing procedure by
invoking a batch signature verification algorithm. Let n distinct
messages {m′1 , · · · , m′n } be newly received for verification
during period τ , and let ti be the threshold for message m′i .
Each message is appended a number of group signatures.
Without loss of generality, we assume that group signatures
for each message come from different vehicles because the
group signatures from the same vehicle can be identified due to
the message-linkability feature. The batch message-processing
procedure is as follows.
• If the TTL of mi has expired, then the message and
its signatures are discarded and the processing of the
message is viewed as finished.
• If the number of group signatures for mi is greater than ti
and the TTL has not yet expired, then ti of the signatures
will be randomly chosen for batch verification.
– If the signatures do not pass the verification, then the
message and all of its signatures are discarded.
– If the signatures pass the verification, then the message is accepted and the processing of the message
is viewed as finished. If necessary, a copy of the
message and the ti group signatures is sent to neighboring vehicles.
• If the number of group signatures of mi is smaller than ti
and the TTL has not yet expired, then all the signatures
will be chosen for batch verification.
– If the signatures do not pass the verification, then the
message and all of its signatures are discarded.
– If the signatures pass the verification, then the message and the signatures are kept. If necessary, a copy
of them is sent to neighboring vehicles.
– Count the number of group signatures for mi which
passed the verification in the current period and the
previous rounds. If the sum is ≥ ti , then the message
is accepted and the processing of mi is viewed as
finished. Else wait for more group signatures for the
message and verify them in the next period.
From the above batch message processing, the verifying
vehicle trusts message mi if it receives at least ti valid group
signatures for mi before mi expires. Then the processing of
the message is viewed as finished. Although the verifying
vehicle will not trust message mi if it has not be able to select
ti or more valid group signatures of mi when mi expires, the
processing of mi is also finished.
V. S IMULATION
In this section, we report the results of simulations conducted to evaluate the efficiency, effectiveness and applicability of the proposed scheme with batch message processing.
Another goal of the simulation is to see the relationship
between performance and the traffic conditions, the threshold
as well as the batch verification period.
A. Simulation set-up
The network simulator ns-2 [39] was used. The VANET
scenario was built using the scenario generator presented in
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B. Performance metrics

Fig. 2.

Road scenario in simulation

[40]. The vehicles were randomly generated and their average
speed was 56 km/h which is typical in urban areas2 . The
communication range is from 10m to 300m. The road network
considered covers an area of 2.4 × 2.4 km2 and is shown in
Figure 2. The channel bandwidth bound is 6M b/s and the
package size is 237 bytes. The TTL of messages is set to
20s and the duration of each experiment is 200s. TTL=20
is an experimental value to test the performance when the
requirement to process messages is almost real-time. The delay
introduced by cryptographic operations is considered in the ns2 simulation through the measurement of the cryptographic
library MIRACL [33]. Experiments were performed on a
Pentium 4 personal computer with 2GHz CPU, 1GB RAM,
and Windows XP operating system.
With the cryptographic library MIRACL [33] in the above
PC environment, the time to generate a group signature is
about 0.5ms and a group signature verification takes about
5ms. Hence, in the simulation, we let the batch verification
period range from 10ms to 60ms. Note that this period must be
long enough to conduct a run of the batch message processing
procedure and the message generation procedure. Since the
speed of cryptographic algorithms is highly dependent on
the hardware in use and there are no related specifications
in existing VANET standards, as [5], we assume a PC-like
computational environment and the simulations concerning
performance are merely indicative. However, this assumed
environment does not seem to significantly deviate from the
on-board computational environment expectable in a vehicle
(PCs are affordable and adequate as on-board computers).
2 Experiments were also performed at different average speeds varying from
40 to 120km/h and we obtained similar results in the experiments. We observe
that this is due to the fact that even for the highest relative speed 240km/h, the
connection time between two vehicles is at least 4 seconds. This connection
duration is much longer than the time of 0.3ms needed to transmit a V2V
message of 237Bytes via a channel of 6M bp/s. This implies that the vehicle
speed has little impact on the system performance. Hence, to highlight the
main factors affecting the system performance, we only include the simulation
results at the typical speed in urban areas.

The performance metrics considered are the average message validation probability Pmsg , the average message delay
Dmsg and the average message loss ratio Lmsg . The message
validation probability Pmsg is the probability that a valid
message mi is endorsed by at least the required threshold ti
of vehicles. The average message delay Dmsg is the average
time latency for a message to be processed (but the processing
might be unfinished, see Section IV about batch message
processing) after it has been sent from one vehicle to another
one within a one-hop communication range. Dmsg must be
smaller than the maximum allowable end-to-end transmission
delay [24] because some messages (e.g. related to a serious
traffic jam) need to be forwarded to other vehicles. The average
message loss ratio Lmsg is the average possibility that a
message cannot be processed before it expires. These metrics
measures the effectiveness of the system, and depend on the
vehicle density (vehicles/km2), the threshold t and the batch
verification period τ .
Let vi be the number of vehicles which receive ≥ ti group
signatures on mi from different vehicles before mi expires. Let
Vi be the total number of vehicles processing mi (those who
have received mi for validation). For n messages, thePaverage
n
message validation probability Pmsg is Pmsg = n1 i=1 Vvii .
The above probability is computed for different thresholds and
vehicle densities.
The average message delay Dmsg is defined as follows:
P
PMℓ→ ℓ→
P Kℓ
ℓ→
m
mk
(Tsgn + K1ℓ k=1
(Ttrnsmsn
+
Dmsg = L1D ℓ∈D ( M1ℓ
m=1
→
P⌈MAD/τ ⌉
jPm,j τ ))) where D is the sample district (area)
j=1
in the simulation, LD is the number of vehicles in D, Mℓ→ is
the number of messages sent by vehicle ℓ, Kℓ is the number
of vehicles within a one-hop communication range of vehicle
ℓ→
m
ℓ, Tsgn
is the time taken by vehicle ℓ for signing message
ℓ→
mk
m, Ttrnsmsn
is the time taken to transmit message m from
vehicle ℓ to vehicle k, τ is the period taken to do a batch
verification and M AD is the maximum allowable delay for
end-to-end message transmission. According to [24], M AD
v
is 100ms. Pm,j = Vm,j
, where Vm is the total number of
m
vehicles processing m among the Kℓ vehicles, and vm,j is the
number of vehicles processing m in the interval
P((j − 1)τ, jτ ]
for jτ ≤ M AD. Clearly, we have that Vm =
vm,j .
The average message loss ratio reflects the applicability of
the scheme. The average message loss ratio Lmsg is defined
ℓ
PLD Mconsumed
ℓ
by Lmsg = 1 − L1D ℓ=1
where Mconsumed
is the
Kℓ

P

k=1

Mk→ℓ

number of messages consumed by vehicle ℓ in the application
layer, Mk→ℓ is the number of messages that have been sent to
vehicle ℓ in the MAC layer. A message will be lost if it cannot
reach its destination or the queue is full (e.g. due to a message
arrival rate higher than the message processing rate). When
computing the message loss ratio, we should notice that, if the
t signatures of message m have been verified, the processing of
all copies of m is viewed as finished, even the newly arriving
copies of m (see Section IV about batch message processing).
The message loss ratio is computed for different verification
periods and vehicle densities.
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Impact of authentication on message verification rate

C. Simulation analysis
Figure 3 shows the average probability Pmsg of a message
being validated by vehicles for a fixed TTL of 20 seconds,
several values of threshold t and vehicle density d expressed
in vehicles/km2. This verification probability indicates the
availability offered by the protocol. A higher verification
probability implies that most vehicle-generated messages can
get verified and then be used to guide other vehicles in making
decisions. The threshold t indicates the trustworthiness of messages. A higher threshold means that more vehicles observe
the same situation and agree with the message; hence, more
confidence is gained in the trustworthiness of the message
after validating it with the verification procedure. We also
observe that the message verification probability may grow
with the TTL of a message because a longer TTL implies that
vehicles in the vicinity have more time to wait for enough
endorsed copies of the message. However, since the TTL
is determined by message types and cannot be adjusted, for
simplicity we used a fixed and short (near real-time) TTL=20
in our experiments.
From Figure 3, the results of the experiment show that the
average verification probability of messages depends on the
threshold and the vehicle density. For a given threshold, the
verification probability grows almost linearly with the vehicle
densities. We observe that this is natural because, with more
vehicles in the area, a vehicle may receive more endorsed
copies of the same message up to the required threshold. If
the vehicle density is fixed, then the verification probability
degrades as the threshold grows. This is reasonable because,
if the threshold is high, it is possible that some vehicles cannot
receive enough endorsed copies before the message expires.
The experiment shows that, by adjusting the threshold for
different vehicle densities, we can achieve a stable message
verification probability, which should yield good availability
of the proposed protocol for different traffic conditions. This
feature allows adaptively changeable threshold for message
authentications in VANETs.
Another important factor that determines the performance
of the security protocol is the latency introduced by verifying
the received copies of the message endorsed by other vehicles.

Fig. 4.

Impact of authentication on message delay

The latency is measured by average message delay Dmsg
and computed for different batch verification periods τ and
traffic conditions but fixed threshold t = 5 and message
life time T T L = 20s. Clearly, a lower latency implies that
it takes vehicles less time to respond to the reported traffic
environment changes. As a result, the corresponding VANET
improves traffic efficiency and reduces traffic accident.
The simulation results are given in Figure 4. It can be
seen that, given a fixed batch verification period, the average
message delay increases as the vehicle density grows and
reaches the maximum value when the vehicle density is
between 17 vehicles/km2 and 24 vehicles/km2. After that,
the average message delay dose not grow any more, although
vehicles received increasing messages to be verified. This
feature implies that our protocol is applicable for various traffic
conditions and its performance does not seriously degrade in
case of high density of vehicles. We observe that this feature
is due to the proposed batch message processing method
which allows to verify a batch of messages as a single one.
Furthermore, with the increase of the vehicle density, it takes
less time for vehicles to wait for copies of a message up to
the threshold.
The average message delay is also affected by the batch
verification period. As illustrated in Figure 4, for a fixed
vehicle density, the average message delay increase as the
batch verification period increase. This is rational because
vehicles can only perform the verification procedure after the
last verification period is over. A longer verification period
implies that each vehicle spends more time on waiting for the
next verification period. Hence, the shorter verification period
yields less average message delay. However, the shortest
verification period has to be at least as long as the time for a
vehicle to perform a batch verification.
Finally, we evaluate the average message loss ratio Lmsg
of the proposed protocol. The simulation results are given
in Figure 5. The average message loss ratio indicates the
applicability of the protocol. If the loss ratio is too high, then
most reported messages cannot be exploited by other vehicles
to improve traffic efficiency and safety, even though these
messages may be true and endorsed by many vehicles.
From Figure 5, it is notable that the average message loss
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ratio does not always increase as the vehicle density increases.
In the normal vehicle density of 14 to 32 vehicles/km2, the
message loss ratio is about 20%. If the vehicles are too sparse
or dense, then the message loss ratio can be as high as 50%.
However, if the vehicles are very sparse, then vehicles may
have better driving conditions (e.g. few vehicles in the road)
and the loss of messages will not affect the driving efficiency
or safety seriously, just like in a good driving environment
without a VANET. For a heavy traffic load, it is also acceptable
if a large number of messages are lost because most of the
messages are repeatedly sent by vehicles.
It can also be seen that the average message loss ratio
does not vary a lot with the decrease of the batch verification
period. This demonstrates robustness of the proposed protocol
to different batch verification strategies. This stability allows
us to optimize the performance of our authentication protocol
by setting the batch verification period as short as possible
without degrading the applicability of the protocol.
VI. C ONCLUSIONS
In this paper, we proposed a new efficient system for
balancing public safety and vehicle privacy in VANETs. Both
a priori and a posteriori countermeasures are used to thwart
attackers. We achieve this goal by drawing on the novel
technology of message-linkable group signatures (MLGS). We
realized a context-aware threshold authentication scheme for
V2V communications in which the threshold can adaptively
change in light of the context of messages, rather than having
to be preset during the system design stage. Furthermore, a
fast batch verification method is presented to speed up the
validation of authenticated messages. Such a batch verification
approach is critical to make authentications implementable
in VANETs, since vehicles in those networks periodically
receive a large number of messages to be validated. Extensive simulation has been conducted to evaluate the average
message verification probability, latency and message loss
ratio of our protocol. The experiments demonstrates that our
scheme can achieve stable message verification probability by
setting different thresholds for different traffic conditions. The
experiments also illustrate that our scheme can achieve quite
low latency and message loss ratio. These features leads to

Proof: We show that any message generated by following
the protocol will be accepted by the verification procedure.
From the vehicle registration procedure in Section III-E, we
have that K1 = g1k , K2 = Z(h1 Y )−k . From the message generation procedure in Section III-F, we have that σ1 = K1 g1s ,
σ2 = K2 (h1 Y )−s , σ3 = σ1y . If we set k ′ = k + s, it follows
′
′
that σ1 = g1k+s = g1k , σ2 = Z(h1 Y )−(k+s) = Z(h1 Y )−k .
Since g1 is a generator of G1 , there exist some unknown
values α, β ∈ Z∗p such that h1 = g1α , U1 = g1β . Note
that φ is an isomorphism from G2 to G1 and φ(g2 ) = g1 ,
φ(h2 ) = h1 , φ(U2 ) = U1 . So it follows that h2 = g2α and
U2 = g2β . Thus we have that e(σ2 , g2 )e(σ1 , h2 )e(σ3 , U2 ) =
−(α+yβ)k′
(α+yβ)k′
Ae(g1
, g2 )e(g1
, g2 ) = A. Hence, the first
equation in Section III-G holds.
From Section III-F, we have that R1 = H1 (m)r , R2 = σ1r ,
σ4 = H1 (m)y and σ6 = r − σ5 y mod p. It follows that
R1 = H1 (m)σ6 +σ5 y = H1 (m)σ6 σ4σ5 ,

(9)

R2 = σ1σ6 +σ5 y = σ1σ6 (H1 (m)y )σ5 = σ1σ6 σ3σ5 .

(10)

Also according to Section III-F, we have
σ5 = H(m||σ1 ||σ2 ||σ3 ||σ4 ||R1 ||R2 ).

(11)

By replacing R1 and R2 in Expression (11) with Expressions
(9) and (10), respectively, we further have that
σ5 = H(m||σ1 ||σ2 ||σ3 ||σ4 ||H1 (m)σ6 σ4σ5 ||σ1σ6 σ3σ5 ).
Hence, the second equation in Section III-G holds.
So far, we have shown that both verifications hold if the
message has been generated by following the protocol. Hence,
the scheme is correct.
B. Proof of Claim 2
Proof: We will show that if an attacker could efficiently
forge a valid group signature in our proposal, then the DHK
assumption in G1 of pairing groups Υ would be broken by
invoking the attacker as a black box. Hence, if the DHK
assumption holds in pairing groups, then such an attacker
forging valid vehicle messages cannot exist and the above
authentication scheme is unforgeable. We next go into the
details.
Assume that there exists an attacker A who controls a
number of legal vehicles and can forge a message that is
accepted by other vehicles without the controlled vehicles
being traceable, given that the attacker can request the public
system parameters of the scheme and a polynomial number of
valid vehicle-generated messages.
To answer the queries from the attacker, we run the DHK
challenger in pairing groups Υ = (p, G1 , G2 , G3 , g1 , g2 , e) ←
PGen(1λ ) where the DDH and DHK assumptions hold (see
Section III-A) and let φ be a computable isomorphism from
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G2 to G1 such that φ(g2 ) = g1 . Then we obtain a DHK
challenge (g2 , h2 ) = (g2 , g2α ) ∈ G22 where α ∈ Z∗p is unknown
by us. We compute (g1 , h1 ) where h1 = φ(h2 ). Note that
we do not know the value α ∈ Z∗p such that h1 = g α . Let
h2 , U2 be randomly chosen from G2 . Hence, φ(h2 ) = h1 ,
φ(U2 ) = U1 can be efficiently computed. We randomly choose
two hash fuctions H1 (·) : {0, 1}∗ → G1 and H(·) : {0, 1}∗ →
Zp which will be modeled as random oracles. That is, the
outputs of H(·) and H1 (·) are set as random values and the
attacker has to query the oracles of both functions to compute
their outputs. The simulation of hash functions is standard
for signatures as in [41]. Then we obtain system parameters
π = hp, G1 , G2 , G3 , g1 , g2 , e; h2 , h1 ; U2 , U1 ; H1 , Hi.
When the attacker A requires the system parameters of
the scheme, we forward π to the attacker. When the attacker
requires RM’s public key A, we generate A as in the real
scheme and send it to A. When the attacker requests a group
certificate with Y and the signature of Y from T M, we run
a zero-knowledge proof ZK{y|Y = g1y } with the attacker.
From the Forking Lemma in [41], we can efficiently extract
y by invoking A twice. Since we know RM’s secret key Z
to satisfy e(Z, g2 ) = A and we know the secret keys of the
registered public keys, we can generate group certificates and
answer the attacker with valid messages as in the real scheme.
At some point, the attacker A forges a valid vehiclegenerated message which contains a group signature σ =
(σ1 , · · · , σ6 ) on the first five fields of the message,
where e(σ2 , g2 ) = e(σ1 , T ) does not hold for any registered T . Since the forged message is valid, the verification equations e(σ2 , g2 ) = Ae(σ1 , h2 )e(σ3 , g2 ), σ5 =
H(m||σ1 ||σ2 ||σ3 ||σ4 ||H1 (m)σ6 σ4σ5 ||σ1σ6 σ3σ5 ) hold. Note that
the second equation implies that (σ1 , σ3 , σ4 , σ5 , σ6 ) is a
signature on message m under one-time public key (σ3 =
′
′
σ1y , σ4 = H1 (m)y ). Again from the Forking Lemma in
[41], we can efficiently extract y ′ by invoking
A twice.
′
Hence, we obtain that e(σ2 , g2 )e(σ1 , h2 )e(σ1y , U2 ) = A,
′
e(σ2 , g2 ) = Ae(σ1−1 , h2 )e(σ1−y , U2 ).
Since g1 , h1 are generators of G1 , there exists α, k ′ ∈ Z∗p
′
satisfying σ1 = g1k and h1 = g1α , where α, k ′ are unknown
to us since h1 comes from the DHK challenger and A is a
black box. Note that φ(h2 ) = h1 , φ(g2 ) = g1 φ(U2 ) = U1
for the isomorphism φ. We have h2 = g2α and U2 = g2u . It
′
′
′
follows that e(σ2 , g2 ) = e(Z, g2 )e(g1−k , g2α )e((g1k )−y , g2u ) =
′
′
′
′
−uy ′
e(Z, g2 )e((g1α )−k , g2 )e((g1uy )−k , g2 ) = e(Zh−k
, g2 ).
1 ′ σ1
′
′
−uy
Hence, we have that σ1 = g1k , σ2 = Zh−k
σ
.
1
1
Since we can extract y ′ by running A, we obtain σ2′ =
′
′
σ2 σ1uy = Zh1−k where k ′ is unknown to us. Note that
(σ1 , σ2′ ) is an ElGamal ciphertext of Z under the public key
′
′
h1 . Hence, (g1 , h1 , σ1 , Z/σ2′ ) = (g1 , h1 , g1k , hk1 ) is a Diffie′
Hellman tuple, where k is unknown to us. This implies that
(g2 , h2 , σ1 , Z/σ2′ ) is an accompanied Diffie-Hellman tuple and
we can use it to answer the DHK challenge. This contradicts
the DHK assumption in G1 .
C. Proof of Claim 3
Proof: We prove that if there is an attacker A which
can successfully break the anonymity of the scheme, given
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that the attacker can request the public system parameters of
the scheme, RM’s public key, T M’s public key, the vehicle
public keys, and group signatures under the public keys of
registered vehicles, then we can convert this attacker into an
efficient algorithm to break the DDH assumption in G1 . This
is impossible if the DDH assumption holds.
We are given a DDH challenge (g, h, g y , hz ) =
(g1 , h1 , g1y , hz1 ) in G1 of pairing groups Υ = (p, G1 , G2 ,
G3 , g1 , g2 , e) ← PGen(1λ ) explained in Section III-A and
let φ be a computable isomorphism from G2 to G1 such
that φ(g2 ) = g1 . Let h2 , U2 be randomly chosen from G2 .
Hence, φ(h2 ) = h1 , φ(U2 ) = U1 can be efficiently computed.
We randomly choose two hash fuctions H1 (·) : {0, 1}∗ →
G1 and H(·) : {0, 1}∗ → Zp which will be modeled
as random oracles. Then we obtain system parameters are
π = hp, G1 , G2 , G3 , g1 , g2 , e; h2 , h1 ; U2 , U1 ; H1 , Hi.
We are also required to answer the attacker’s queries for the
system parameters, RM’s public key, T M’s public key, and
vehicle public keys, and group signatures under the public keys
of registered vehicles. We will give the attacker one challenge
group signature. The attacker has to answer which vehicle’s
public key has been used to generate the group signature.
Finally, we will use the attacker’s guess bit to answer whether
z = y. We next go into the details.
When the attacker A requires the system parameters of
the scheme, we forward π to the attacker. When the attacker
requires RM’s public key A, we generate it as in the real
scheme and send it to A. When the attacker requires T M’s
public key, we randomly choose an element in that public key
space and send it to the attacker. Finally, we randomly select
′
b ∈ {0, 1}, y ′ ∈ Z∗p and set Yb = (g y )u and Yb⊕1 = U1y as
the public keys of the two vehicles. Note that we do not know
y.
The hash functions are modeled as random oracle models.
Without loss of generality, we assume that the attacker queries
H1 with different messages at most qH1 times. To simulate H1 ,
we randomly choose 1 ≤ i∗ ≤ qH1 . For the i-th (i 6= i∗ ) query
mi ∈ {0, 1}∗, we randomly select αmi ∈ Z∗p and set h1 (mi ) =
g αmi . For the i∗ -th query mi∗ ∈ {0, 1}∗ , we randomly select
αmi∗ ∈ Z∗p and set H1 (mi∗ ) = hαmi∗ . We maintain a table
to record (i, mi , αmi , H1 (mi )) for consistence.
When the attacker requests a group signature on m which
can be traced to Yb , we declare failure if m = mi∗ . This bad
event happens with probability qH1 . If the attacker requests a
1
group signature on m which can be traced to Yb but m 6= mi∗ ,
we randomly select a ∈ Z∗p and compute σ1 = g1a , σ2 =
α /u
Z(h1 Yb )−a , σ3 = Y0a = σ1a , σ4 = Yb m = H1 (m)y .
We compute σ5 and σ6 with the standard simulation technique for signatures [41]. This simulation does not need
knowledge of y (which we do not have). If the attacker
requests a group signature on m which can be traced to Yb⊕1 ,
we can compute it as in the real scheme since we know the
corresponding secret keys. Hence, if m 6= mi∗ , we can always
answer the attacker with valid group signatures.
At some point, the attacker requests a challenge group
signature on a message m∗ . If m∗ 6= mi∗ , we declare failure.
This bad event happens with probability 1 − qH1 . Else we
1
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produce the challenge signature by computing σ1∗ = h, σ2∗ =
Zh−δ (hz )−1 , σ3∗ = hz , σ4∗ = σ3αm∗ = H1 (m∗ )z . Again, we
compute σ5∗ and σ6∗ with a standard simulation technique
[41] of signatures. It is straightforward to verify that the
challenge signature satisfies the two verification equations in
Section III-G and is a valid group signature. Let the attacker’s
guess bit be b′ . Note that the challenge group signature will be
traced to Yb if and only if y = z. Hence we claim that y = z
if and only if b′ = b. If the attacker has success probability
1
1
1
1
2 + ε, then we have success probability 2 + qH1 (1 − qH1 )ε.
1
1
If ε is non-negligible, then qH (1 − qH )ε is non-negligible
1
1
(since qH1 is a polynomial in λ), which contradicts the DDH
assumption in G1 . Hence ε is negligible and this completes
the proof.
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