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Abstract
Checking remote data possession is of crucial importance in public cloud storage. It enables the users to check that
their outsourced data have been kept intact without downloading the original data. The existing remote data possession
checking (RDPC) protocols have been designed in the PKI (public key infrastructure) setting. The cloud server has to
validate the users’ certificates before storing the data uploaded by the users in order to prevent spam. This incurs
considerable costs since numerous users may frequently upload data to the cloud server. This paper addresses this
problem with a new model of identity-based RDPC (ID-RDPC) protocols. We present the first ID-RDPC protocol proven
to be secure assuming the hardness of the standard computational Diffie-Hellman (CDH) problem. In addition to the
structural advantage of elimination of certificate management and verification, our ID-RDPC protocol also outperforms
existing RDPC protocols in the PKI setting in terms of computation and communication.
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I NTRODUCTION

Advances in networking and computing technologies have prompted many organizations to
outsource their storage needs on demand. This new economic and computing paradigm is
commonly referred to as cloud storage. It brings appealing benefits including relief of the
burden for storage management, universal data access with independent geographical locations,
and avoidance of capital expenditure on hardware, software, and personnel maintenances, etc.
However, there are barriers that hinder migration to the cloud. One of the main barriers is that,
due to lack of physical control over the outsourced data, a cloud user may worry about whether
her data are kept as expected. If the cloud user is a company, apart from the risk of remote
malicious attacks on the cloud, the traditional concerns posed by malicious company insiders
are now supplemented by the even more hazardous threat of malicious outsiders who are given
the power of insiders. A recent EU bill forces companies migrating to the cloud to be liable for
any data corruption or privacy breach into which their cloud service provider (CSP) may incur,
even when they do not retain control over their data. Convincing cloud users that their data are
intact is especially vital when users are companies. Remote data possession checking (RDPC) is
a primitive designed to address this issue.

1.1 Related work
RDPC allows a client that has stored data at a public cloud server (PCS) to verify that the
server possesses the original data without retrieving it. The model generates probabilistic
proofs of possession by sampling random sets of blocks from the server, which drastically
reduces I/O costs. The client maintains a constant amount of metadata to verify the proof.
The challenge/response protocol transmits a small, constant amount of data, which minimizes
network communication. In order to achieve secure RDPC implementations, Ateniese et al.
proposed a provable data possession (PDP) paradigm [1] and designed two provably-secure PDP
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schemes based on the difficulty of large integer factoring. They refined the original paradigm
and proposed a dynamic PDP scheme in [2] but their proposal does not support the insert
operation. In order to solve this problem, Erway et al. proposed a full-dynamic PDP scheme by
employing an authenticated flip table [3].
Following Ateniese et al.’s pioneering work, researchers devoted great efforts to RDPC with
extended models and new protocols [4], [5], [6], [7], [8], [9], [10], [11], [12]. One of the variations
is the proof of retrievability (POR), in which a data storage server cannot only prove to a verifier
that he is actually storing all of a client’s data, but also it can prove that the users can retrieve
them at any time. This is stronger than the regular PDP notion. Shacham presented the first POR
schemes [15] with provable security. The state of the art can be found in [16], [17], [18], [19]
but few POR protocols are more efficient than their PDP counterparts. The challenge is to build
POR systems that are both efficient and provably secure [14]. Note that one of benefits of cloud
storage is to enable universal data access with independent geographical locations. This implies
that the end devices may be mobile and limited in computation and storage. Regular RDPC
protocols are more suitable for cloud users equipped with mobile end devices. Our ID-RDPC
architecture and protocol are based on the PDP model.
1.2 Motivation and contribution
This paper focuses on RDPC in company-oriented cloud storage. Consider a scenario in which
a company purchases the cloud storage service. Only the staff members of the company are
allowed to upload data to the PCS and may check the integrity of their data with mobile devices.
PCS has to be convinced that the data (and their tags) to be uploaded come from the staff of the
company, although this step is usually omitted in the existing models. The metadata or the tags
are indeed signatures of the original data. Note that the existing RDPC protocols are designed
in the PKI setting. PCS needs to validate the tags and the appended public key certificate of
the users. The validation of the legit uploads incurs considerable overheads since the staff may
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frequently upload data to PCS. This burden can only be partially mitigated by letting PCS cache
the verified certificates. Indeed, caching cannot be used for certificates revoked before their
expiration, for employees who leave the company, for newly recruited employees, etc. In addition
to the heavy certificate verification, the system suffers from complicated certificate management:
certificates generation, delivery, revocation, renewal, etc.

In order to solve the above problem, we investigate a new RDPC model incorporating identitybased cryptography, i.e., the ID-RDPC model. Our contribution is twofold:

•

First, we formalize the ID-RDPC model. In this model, a trusted private key generator
(PKG) generates the system public key and the master secret key. The PKG also generates
private keys for the clients, i.e., the staff members of the company, by taking as input the
staff members’ identities and the PKG’s master secret key. With a private key, the client can
generate the tags of the data to be uploaded. Upon receiving a request of a data possession
proof, the PCS can generate the proof without verifying any certificate but simply checking
that the corresponding system public key is from a company allowed to use the service.
Finally, the client can verify whether the PCS-generated proof is valid.

•

Second, we realize the first ID-RDPC protocol. The main challenge to design the ID-RDPC
protocol is that it requires the client to generate aggregatable ID-based signatures like tags
without applying the hash-and-sign paradigm to the original data. We address this with a
variation of the well-known Schnorr signature. The instantiated ID-RDPC protocol is shown
to be secure by assuming the hardness of the Computational Diffie-Hellman problem. In
addition to the structural advantage of eliminating certificate management and verification,
our ID-RDPC protocol is more efficient than the existing RDPC protocols in the PKI setting
in terms of computation and communication.
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Fig. 1. The System Model of ID-RDPC

1.3 Paper Organization
The rest of this paper is organized as follows. Section 2 formalizes the ID-RDPC model. Section 3
presents our ID-RDPC protocol. Section 4 evaluates the protocol performance. Section 5 analyzes
the protocol security. Finally, Section 6 concludes the paper.

2

M ODELING ID-RDPC

The ID-RDPC system model and its security definition are given in this section. An ID-RDPC
protocol comprises three different entities, as illustrated in Figure 1. They can be identified as
follows:
1) PKG (Private Key Generator). Entity, trusted by the clients and the PCSs, that generates the
public parameters Params, the master public key mpk, the master secret key msk and the
private key of the Client defined below.
2) Client. Entity which has massive data to be stored on the public cloud for maintenance
and computation. Clients can be either individual consumers or group consumers, e.g., the
departments of the company in the motivated scenario.
3) Cloud Server. Entity, managed by the cloud service provider, that has significant storage
space and computational resources to maintain the clients’ data.

6

In the cloud paradigm, by putting the large data files on the remote cloud servers, the clients
can be relieved of the burden of storage and computation. As the clients no longer possess their
data locally, it is of critical importance for them to ensure that their data are being correctly
stored and maintained. That is, clients should be equipped with certain security means so that
they can periodically verify the correctness of the remote data even without the existence of
local copies.
We next formally define an ID-RDPC scheme. We then give a security definition to capture
its security requirements.
Definition 1 (ID-RDPC): An ID-RDPC protocol is a collection of five polynomial time algorithms (Setup, Extract, TagGen, GenProof, CheckProof) running as follows:
1) (params, mpk, msk) ← Setup(1k ) is the parameter-generation algorithm. It takes as input the
security parameter k and outputs the system public parameters params, the master public
key mpk and the master secret key msk.
2) (pkID , skID ) ← Extract(1k , params, mpk, msk, ID) is a probabilistic key-extraction algorithm
that is run by PKG to extract the client’s private key. It takes as inputs the public parameters
params, the master public key mpk, the master secret key msk, and the identity ID of a
client. Extract(·) outputs the private key skID corresponding to the client with identity ID.
3) Tm ← TagGen(skID , m) is an algorithm that is run by the client ID to generate the verification
metadata. It takes as input a secret key skID and a file block m, and returns the verification
tag Tm .
4) V ← GenProof(params, F, chal, Σ, ID) is run by the PCS in order to generate a proof of
data possession. It takes as inputs the public parameter params, the client’s identity ID,
an ordered collection F of blocks, a challenge chal and an ordered collection Σ of the
verification tag corresponding to the blocks in F . It returns a proof of data possession V
for the blocks in F that are determined by the challenge chal.
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5) {“success”, “f ailure”} ← CheckProof(mpk, skID , chal, V ) is run by the client in order to
validate a proof of data possession. It takes as inputs the master public key mpk, the master
secret key sk, a challenge chal and a proof of data possession V . It returns “success” or
“failure”, representing that V is a correct proof or not.
In the CheckProof phase, if the private key skID is necessary, the ID-RDPC protocol is called
private ID-RDPC. The ID-RDPC we propose in this paper belongs to this type.
In addition to communication and computation overheads as low as possible, an ID-RDPC
protocol should satisfy the following requirements:
1) The verifier should not be required to keep an entire copy of the file(s) to be checked. It
would be impractical for a verifier to replicate the content of all provers to be verified.
Storing a reduced-size digest of the data at the verifier should be sufficient for verification
of the PCS-generated proof.
2) The protocol has to stay secure even if the prover is malicious. A malicious prover is
interested in proving knowledge of some data that she does not entirely know; security
means that such a prover will fail in convincing the verifier.
3) It ought to be possible to run the verification an unlimited number of times.
To capture the above security requirements, we define the security of an ID-RDPC protocol
as follows.
Definition 2 (Unforgeability): A ID-RDPC protocol is secure if for any (probabilistic polynomial)
adversary A the probability that A wins the ID-RDPC game on a set of file blocks is negligible.
The ID-RDPC game between the adversary A and the challenger C can be depicted as follows:
1) Setup: The challenger runs (params, mpk, msk) ← KeyGen(1k ), sends (params, mpk) to the
adversary A and keeps confidential the master secret key msk.
2) First-Phase Queries: The adversary A adaptively makes a number of different queries to
the challenger C. Each query can be one of the following:
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•

Extract queries. The adversary can ask for the private key of any identity ID. The
challenger obtains the private key skID by running Extract(params, mpk, ID) and
forwards skID to the adversary. Denote the extracted identity set by S1 .

•

Hash queries. The adversary makes hash function queries adaptively. The challenger
responds with the hash values to the adversary.

•

Tag queries. The adversary makes block-tag pair queries adaptively. For a query m
received from the adversary, the challenger computes the tag Tm ← TagGen(skID , m)
and sends it back to the adversary. Without loss of generality, let {(mi , Ti ) : i ∈ I1 } be
the set of queried block-tag pairs.

3) Challenge: The challenger generates a challenge chal which defines a ordered collection
{ID∗ , i1 , i2 , · · · , ic }, where ID∗ ̸∈ S1 is the identity of a non-corrupted client, {i1 , i2 , · · · , ic } *
I1 , and c is an positive integer. The adversary is required to provide a proof of data
possession checking for the blocks mi1 , · · · , mic .
4) Second-Phase Queries: Similar to the First-Phase Queries. Suppose that the Extract query
identity set is S2 and {(mi , Ti ) : i ∈ I2 } is the set of queried block-tag pairs in this second
phase. The restriction is that {i1 , i2 , · · ·, ic } * I1 ∪ I2 and ID∗ ̸∈ S1 ∪ S2 .
5) Forge: The adversary A computes a proof of data possession checking V for the blocks
indicated by chal and returns V.
We say that the adversary wins in the ID-RDPC game if CheckProof(pkID∗ , skID∗ , chal, V ) =
“success”.
Definition 2 states that, for the challenged blocks, an untrusted PCS cannot produce a proof
of data possession if the blocks have been modified or deleted. This is not sufficient for the
ID-RDPC protocol because the definition does not state clearly the status of the blocks that are
not challenged. In practice, a secure RDPC protocol also needs to guarantee that after validating
the PCS-generated proof, a client can be convinced that all of his outsourced data have been
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kept intact with a high probability. This observation gives the following security definition.
Definition 3 ((ρ, δ) security): An ID-RDPC protocol is (ρ, δ) secure if, given a fraction ρ of PCScorrupted blocks, the probability that the corrupted blocks are detected is at least δ.

3

P ROPOSED ID-RDPC P ROTOCOL

In this section, we present an efficient ID-RDPC protocol. The proposal is built based on bilinear
pairings, which are briefly reviewed below.

3.1 Bilinear pairings
Let G1 and G2 be two cyclic multiplicative groups with the same prime order q, i.e., |G1 | = |G2 | = q.
Let e : G1 × G1 → G2 be a bilinear map [22], which satisfies the following properties:
1) Bilinearity: ∀g1 , g2 , g3 ∈ G1 and a, b ∈ Zq ,
e(g1 , g2 g3 ) = e(g2 g3 , g1 ) = e(g2 , g1 )e(g3 , g1 )
e(g1 a , g2 b ) = e(g1 , g2 )ab
2) Non-degeneracy: ∃g4 , g5 ∈ G1 such that e(g4 , g5 ) ̸= 1G2 .
3) Computability: ∀g6 , g7 ∈ G1 , there is an efficient algorithm to calculate e(g6 , g7 ).
Such a bilinear map e can be constructed with the modified Weil [20] or Tate pairings [21]
on elliptic curves. Our ID-RDPC scheme is constructed on the gap Diffie-Hellman group, where
the computational Diffie-Hellman (CDH) problem is hard while the decisional Diffie-Hellman
(DDH) problem is easy.
Definition 4 (Gap Diffie-Hellman (GDH) Group): Let g be a generator of G1 . Given g, g a , g b , g c ∈
G1 and unknown a, b, c ∈ Zq∗ , an efficient algorithm exists to determine whether ab = c mod q
holds by verifying ê(g a , g b ) = ê(g, g)c in polynomial time (DDH problem), while no efficient
algorithm exists to compute g ab ∈ G1 with non-negligible probability within polynomial time
(CDH problem). A group G1 is a (t, ϵ)-GDH group if the DDH problem can be efficiently solved,
while no algorithm (t, ϵ)-breaks the CDH problem.
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Fig. 2. ID-RDPC Architecture

3.2 ID-RDPC protocol construction
This protocol comprises the procedures Setup, Extract, TagGen, CheckTag, GenProof and
CheckProof. The protocol architecture is depicted in Figure 2. The figure can be described as
follows: 1. PKG creates the private key for the client in Extract. 2. The client generates the blocktag pairs and uploads them to PCS. 3. The verifier (who can be the client herself) sends the
challenge to PCS. 4. PCS creates the possession proof. 5. PCS sends the possession proof to the
verifier. 6. The verifier checks the possession proof.
Suppose that the number of stored message blocks is n. We describe below the procedures of
the ID-RDPC scheme.
•

Setup: PKG chooses a random number x ∈ Zq∗ and sets Y = g x , where g is a generator
of the group G1 . PKG chooses a random element u ∈ G1∗ . Define two cryptographic hash
functions: H : {0, 1}∗ → Zq∗ , h : Zq∗ → G1∗ . Let f be a pseudo-random function and let π be a
pseudo-random permutation:
f : Zq∗ × {1, 2, · · · , n} → Zq∗
π : Zq∗ × {1, 2, · · · , n} → {1, 2, · · · , n}
PKG publishes {G1 , G2 , e, q, g, Y, u, H, h, f, π} and keeps x as the master key.
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•

Extract. A client submits his identity ID to PKG. PKG picks r ∈ Zq∗ and computes
R = gr ,

σ = r + xH(ID, R) mod q

PKG sends the private key skID = (R, σ) to the client by a secure channel. The client can
?

verify the correctness of the received private key by checking whether g σ = R·Y H(ID,R) holds.
If the previous equality holds, the client accepts this private key; otherwise, she rejects it.
•

TagGen(skID , F, i): We assume that the client generates the tags sequentially according to
the counter i. That is, the client generates a tag for a message block m2 after m1 , which
implies that the client maintains the latest value of the counter i. For mi , the client performs
the TagGen procedure as follows:
1) Compute Ti = (h(i)umi )σ .
2) Output Ti and send (mi , Ti ) to the PCS.

•

GenProof(mpk, F = (m1 , m2 , · · · , mn ), chal, Σ = (Tm1 , · · · , Tmn )): In this phase, the verifier
(who can be the client herself) queries the PCS for a proof of data possession of c file blocks
whose indices are randomly chosen using a pseudo-random permutation keyed with a
fresh randomly-chosen key for each challenge. The number k1 ∈ Zq∗ is the random key of
the pseudo-random permutation π. Also, k2 ∈ Zq∗ is the random key of the pseudo-random
function f . Let chal = (c, k1 , k2 ). Then, the PCS does:
1) For 1 ≤ j ≤ c, compute the indices and coefficients of the blocks for which the proof
is generated: ij = πk1 (j), aj = fk2 (j). In this step, the challenge chal defines an ordered
set {c, i1 , · · · , ic , a1 , · · · , ac }.
2) Compute T =

∏c
j=1

a

Tijj , m̂ =

∑c
j=1

aj mij .

3) Output V = (T, m̂) and send V to the client as the response to the chal query.
•

CheckProof(mpk, skID , chal, V ): Upon receiving the response V from the PCS, the verifier
(who can be the client herself) does:

12

1) Check the equation
?

e(T, g) = e(

c
∏

h(πk1 (i))fk2 (i) um̂ , R · Y H(ID,R) ).

i=1

2) If the previous equation holds, output “success”. Otherwise output “failure”.
An ID-RDPC protocol must be workable and correct. That is, if the PKG, the Client and the
PCS are honest and follow the specified procedures, the response V can pass the CheckP roof
phase. The correctness of our ID-RDPC protocol follows from a direct verification:
∏
a
e(T, g) = e( cj=1 Tijj , g)
∏
= e( cj=1 (h(ij )umij )σaj , g)
∏
= e( cj=1 (h(ij )umij )aj , g σ )
∑c
∏
= e( cj=1 h(ij )aj u j=1 aj mij , R · Y H(ID,R) )

∏
= e( cj=1 h(πk1 (j))fk2 (j) um̂ , R · Y H(ID,R) )

4

P ERFORMANCE A NALYSIS

We analyze the performance of our proposed ID-RDPC protocol. Comparisons with up-to-date
RDPC protocols (in the PKI setting) show that our protocol outperforms them in terms of
computational and communication overheads. Note also that, unlike the existing protocols in
the PKI setting, our protocol does not suffer from resource-consuming certificate management
and verification.
Computation: In our ID-RDPC protocol, suppose that there exist n message blocks. In the TagGen
phase, the client needs to do 2n exponentiations and n multiplications on G1 . In the GenProof and
CheckProof phases, the client needs to do 2 pairings, c+1 exponentiations and c+1 multiplications
on G1 . At the PCS’s side, the cloud server needs to do c exponentiations and c − 1 multiplications
on G1 . The exponentiation and scalar multiplication operations are more efficient than pairing
and usually consume much less time [26] than the pairing map. Other operations like hashing
and permutation are omitted since they just contribute little computation cost, compared with
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TABLE 1
Comparison of communication overheads (bits)
Schemes

Query

Response

Storage

ID-based

[1]

∗
4ZN
(4096)

∗
2ZN
(2048)

O(1)

No

[4]

∗
2ZN
(2048)

∗
1ZN
(1024)

O(n)

No

Ours

3Zq∗ (480)

1G1 +1Zq∗ (480)

O(1)

Yes

a bilinear map, an exponentiation or a scalar multiplication. Based on the test presented in [23],
[24], [25], a Tate pairing operation consumes about 10 ms on a PIII 3.0 GHz platform, 30 ms
on a Pentium D 3.0 GHz platform and 170 ms on an iMote2 sensor working at 416 MHz. The
underlying field of the elliptic curve is based on a 512-bit prime k, which achieves a security
level similar to a 1024-bit RSA. Our proposed RDPC protocol is more efficient than the RSAbased RDPC schemes [1], [2], [3], [4] in terms of computational overhead. This seems desirable
in the motivated scenario in which the clients may be implemented in mobile devices having
limited computation power.
Communication: The U.S. National Bureau of Standards and ANSI X9 have determined the
shortest key length requirements: 1024 bits for RSA and DSA, 160 bits for ECC [28]. According
to the standards, we analyze the communication overhead of our scheme, which mainly comes
from the ID-RDPC queries and responses. In an ID-RDPC query, the client needs to send 3
elements in Zq∗ to PCS. In an ID-RDPC response, the PCS needs to respond with 1 element in G1
and 1 element in Zq∗ to the client. The total communication is about 3*160+160+320=960 bits. This
amount of communication is perfectly affordable with current communication technologies; for
example, Ateniese et al.’s scheme uses as many as 6*1024=6144 bits [1]. In Table 1, we compare
the communication overheads of our ID-RDPC protocol, Ateniese et al.’s scheme and Sebé et
al.’s scheme [4]. Our ID-RDPC scheme is the most efficient one in terms of communication.
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5

S ECURITY A NALYSIS

The security of the above ID-RDPC protocol is guaranteed by the following results.
Lemma 1: Suppose A is a (T, ϵ, Q1 , Q2 , Qe , QT )-forger against our T agGen protocol, i.e., A can
forge a valid tag with probability ϵ within time T , where the groups G1 and G2 have prime order
q. Then the CDH problem can be solved in G1 with probability ϵ′ and within time T ′ satisfying
ϵ′ ≥

1
9

and
T′ ≤

23(Q1 + Q2 )(T + Texp (2Qe + 4QT + 2Q1 + Q2 ))
µδ(1 − µ)Qe +QT (1 − δ)Q2 ϵ

where Texp denotes the time needed to perform a modular exponentiation in G1 , µ and δ denote
two real numbers from the interval (0, 1), and Qe , Q1 , Q2 , QT denote the number of queries to
the Extract, H, h and Tag oracles, respectively.
Proof: Suppose that the set of stored index-message pairs is {(1, m1 ), (2, m2 ), · · ·, (n, mn )}.
We construct a probabilistic polynomial time Turing machine F which uses the attacker A as a
sub-routine in order to solve a given instance of the CDH problem. Therefore, F will simulate
the environment of A.
Assuming the public data (q, G1 , G2 , e, g, g a , g b ) were given to F, the goal of F is to compute
the value g ab . First, F defines Y = g a as the system public key and maintains three tables Tab1 ,
Tab2 and Tab3 , which are initialized empty. Then F picks µ and δ from the interval (0, 1), and
answers all the queries that A makes.
Extract-Oracle. A makes an Extract query on the identity IDi to F. Then, F picks a bit ci ∈ {0, 1}
satisfying the distribution Pr[ci = 0] = µ, Pr[ci = 1] = 1 − µ. According to the random value ci ,
F proceeds as follows:
1) If ci = 0, then F picks σi , h1i ∈ Zq independently and at random. F computes Ri =
g σi · Y −h1i . Then, F stores the tuple (IDi , Ri , h1i ) in the table Tab1 , and stores the tuple
(ci , IDi , Ri , h1i , σi ) in the table Tab3 .
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2) If ci = 1, then F picks Ri , h1i ∈ Zq independently and at random. Then, F stores the tuple
(IDi , Ri , h1i ) in the table Tab1 , and stores the tuple (ci , IDi , Ri , h1i , σi ) in the table Tab3 ,
where σi = ⊥ meaning that this value is unknown by F.
H-Oracle. When A makes a query (IDj , Rj ) to H, F looks for (IDj , Rj ) in the table Tab1 . If it
exists, then F answers the stored value h1j . Otherwise, F picks at random h1j ∈ Zq and sends
it to A. Then, it stores the new tuple (IDj , Rj , h1j ) in Tab1 .
h-Oracle. When A queries the random oracle h at an index i, algorithm F responds as follows:
1) If the query i already appears in the h-list (i, zi , bi , di ) and 1 ≤ i ≤ n then algorithm F
responds with h(i) = zi u−mi ;
2) Otherwise, F generates a random coin di ∈ {0, 1} satisfying the distribution Pr[di = 0] =
1
,
qs +1

Pr[di = 1] = 1 −

1
.
qs +1

3) Algorithm F picks a random bi ∈ Zq∗ . If di = 1, F computes zi = g bi . If di = 0, F computes
zi = (g b )bi .
4) Algorithm F adds the tuple (i, zi , bi , di ) to the h-list and responds to A by setting h(i) =
zi u−mi .
TagGen-Oracle. Let (i, mi ) be a tag query issued by A. Algorithm F responds to this query as
follows:
1) Algorithm F runs the above algorithm for responding to h-list to obtain h(i). Let (i, zi , bi , ci )
be the corresponding tuple in table Tab2 . If di = 0, then F reports failure and terminates.
2) When di = 1, define σi = (g a )bi . Observe that Ti = (g a )bi = (g bi )a = (h(i)umi )a under the
public parameters (g a , u). Then, F gives Ti to A.
Output. Eventually algorithm A produces a index-message pair (j, mj ) such that no tag query
was issued for (j, mj ). If there is no tuple on the h-list containing j, then F issues a query itself
for h(j) to ensure that such a tuple exists. We assume Tj is a valid tag on mj under the given
public key. Next, algorithm F finds the tuple (j, zj , bj , dj ) on the h-list. If dj = 1 then F reports
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failure and terminates. Otherwise (dj = 0), (Tj , mj ) satisfies the following checking equation
e(Tj , g) = e(h(j)umj , R · Y H(ID,R) )
Making use of the oracle-replay technique [27], F can obtain another tag (T̂j , mj ) by using a
different hash function Ĥ, ĥ. Then, F can get
e(T̂j , g) = e(ĥ(j)umj , R · Y Ĥ(ID,R) )
According to the simulation, F knows the corresponding bj , b̂j that satisfy h(j) = (g b )bj u−mj ,
ĥ(j) = (g b )b̂j u−mj . Thus, F can get
e(Tj , g) = e((g b )bj , R · Y H(ID,R) )
e(T̂j , g) = e((g b )b̂j , R · Y Ĥ(ID,R) )
From the above, F can get
−bj

e(Tj T̂j

b̂j

, g) = e((g b )bj , Y H(ID,R)−Ĥ(ID,R) )

and finally obtain

g

ab

−bj
b̂j

= (Tj T̂j

1

) bj (H(ID,R)−Ĥ(ID,R))

Probability analysis. In order to make A forge a valid tag, F must perfectly simulate the attack
environment, i.e., F cannot fail to answer A’s queries. According to the simulation process, we
know that the probability not to fail is P1 = µδ(1 − µ)Qe (1 − δ)Q2 . Thus, the attacker A can forge
a valid tag with probability
ϵ̂ ≥ µδ(1 − µ)Qe +QT (1 − δ)Q2 ϵ
within the time T̂ ≤ T + Texp (2Qe + 4QT + 2Q1 + Q2 ). We use the oracle replay technique
that was previously formalized [27]. A can get two different tags on the same message
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and randomness with the probability ϵ′ ≥

1
9

within time T ′ ≤ 23(Q1 + Q2 )T̂ ϵ̂−1 , i.e., T ′ ≤

23(Q1 +Q2 )(T +Texp (2Qe +4QT +2Q1 +Q2 ))
.
µδ(1−µ)Qe +QT (1−δ)Q2 ϵ

Since the CDH problem is known to be difficult, Lemma 1 above implies the following
corollary.
Corollary 1 (Single-tag existential unforgeability): A single tag is existentially unforgeable if the
CDH problem in G1 is hard.
Lemma 2: Based on the unforgeability of a single tag (Corollary 1), the grouped message-tag
pair (m̂, T ) can be forged only with negligible probability.
Proof: We will prove this theorem by contradiction. Suppose the forged message-tag pair
(m̂, T ) can pass the client’s possession checking, i.e.,
e(T, g)
∏
∏
a
= e( cj=1 h(πk1 (j))um̂ , R · Y H(ID,R) )e( cj=1 Tijj , g)
∑c
∏
= e( cj=1 [h(ij )aj ]u j=1 aj mij , R · Y H(ID,R) )

where aj = fk2 (j) are random numbers, 1 ≤ j ≤ c. Then,
∏c
j=1

e(Tij , g)aj =

∏c
j=1

e(h(ij )umij , R · Y H(ID,R) )aj

Suppose that the generator of G2 is d, and
e(Tij , g) = dxj , e(h(ij )umij , R · Y H(ID,R) ) = dyj
then we can get
d

∑c
j=1

aj xj

∑c

=d

j=1

aj yj

,

c
∑
j=1

aj xj =

c
∑
j=1

aj yj ,

c
∑

aj (xj − yj ) = 0

j=1

According to Corollary 1, a single tag is existential unforgeable. So, there exist at least two
different indices j such that xj ̸= yj . Suppose there are s ≤ c pairs (xj , yj ) such that xj ̸= yj .
Then, there exist q s−1 tuples (a1 , a2 , · · · , ac ) satisfying the above equation. As (a1 , a2 , · · · , ac ) is
a random vector, the probability that the tuple satisfies the above equation is not greater than
q s−1 /q c ≤ q c−1 /q c = q −1 . This probability is negligible.
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Lemma 3: Assume some block-tag pair (ml , Tl ) is modified and PCS substitutes another valid
block-tag pair (ml̂ , Tl̂ ) for (ml , Tl ). If PCS forges a response (T, m̂) using the substituted block-tag,
this response passes CheckProof only with negligible probability.
Proof: Without loss of generality, we assume that the client sends the challenge chal =
(c, k1 , k2 ), where l ∈ {1, 2, · · · , c}, ˆl ∈
̸ {1, 2, · · · , c}.
Since the block-tag pair (ml , Tl ) is modified, the public cloud server may substitute another
valid block-tag pair (ml̂ , Tl̂ ) for (ml , Tl ). Then,
T =

∏c

a

j=1,j̸=l

Tijj Tmali ,

m̂ =

∑c
j=1,j̸=l

l̂

aj mij + al mil̂

where ai = fk2 (i) is random number, 1 ≤ i ≤ c.
If the forged response passed the checking, then
∏
e(T, g) = e( cj=1 h(πk1 (j))um̂ , R · Y H(ID,R) )
i.e.,
∑c
∏
∏
a
a m +a m
e( cj=1,j̸=l Tijj Tmali , g) = e( cj=1,j̸=l [h(ij )aj ]u j=1,j̸=l j ij l il̂ , R · Y H(ID,R) )
l̂

Since the other block-tag pair is valid, we can get
e(Tmali , g) = e(h(il )al u

al mi

l̂

l̂

, R · Y H(ID,R) )

According to the tag generation process, we know that
e(h(il̂ )al u

al mi

l̂

, R · Y H(ID,R) ) = e(h(il )al u

al mi

l̂

, R · Y H(ID,R) )

i.e.,
h(il̂ ) = h(il )
Since h is collision-free hash function, the probability of h(il̂ ) = h(il ) is 1q , i.e., it is negligible.

Corollary 1 states that an untrusted PCS cannot forge individual tags to cheat the client.
Lemma 2 implies that the untrusted PCS cannot aggregate fake tags to cheat the client. Lemma 3
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shows that the untrusted PCS cannot replace some tags to cheat the client. Hence, from the above
results, we have the following claim.
Theorem 1: The proposed ID-RDPC protocol is unforgeable in the random oracle model if the
CDH problem in G1 is hard.
Proof: Suppose that the set of stored index-message pairs is {(1, m1 ), (2, m2 ), · · ·, (n, mn )}.
Let F be a challenger and A be an adversary. If the public data (q, G1 , G2 , e, g, g a , g b ) was given
to F, the goal of F is to compute the value g ab . First, F defines Y = g a as the system public key
and maintains three tables Tab1 , Tab2 and Tab3 , which are initialized empty. Then, F answers
all the queries that A makes.
Extract-Oracle, H-Oracle, h-Oracle, TagGen-Oracle are the same as the corresponding procedures
in Lemma 1.
Given the challenge chal = (c, k1 , k2 ), suppose the forged message-tag pair (m̂, T ) can pass the
client’s possession checking, i.e.,
c
∏
e(T, g) = e( h(πk1 (j))um̂ , R · Y H(ID,R) )

(1)

j=1

where ai = fk2 (i) are random numbers, 1 ≤ i ≤ c.
According to Corollary 1 and Lemma 1, we know that if some queried block-tag is corrupted,
the verification formula (1) holds with negligible probability. Since the client does not store
message blocks and the corresponding tags, A has the ability to substitute valid block-tag pairs
for the corrupted block-tag pairs. According to Lemma 3, the substituted response can pass the
verification only with negligible probability, i.e., (1) holds with negligible probability.
Thus, in the random oracle, except with negligible probability no adversary can cause the
verifier to accept the challenged proof if the challenged message-tag pair is corrupted or deleted.

Theorem 2: The proposed ID-RDPC scheme is ( nt , 1 − ( n−t
)c )-secure. Specifically, suppose that
n
some PCS has stored n block-tag pairs ((m1 , T1 ), (m2 , T2 ), · · · , (mn , Tn )) and has modified t block-

20

The probability curves Px of detecting the modification

The probability Px of detecting the modification
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Fig. 3. Probability curve PX of detecting the modification of several blocks

tag pairs. If the challenge is chal = (c, k1 , k2 ), the probability PX of detecting the modification
satisfies:
1−(

n−t c
n−c+1−t c
) ≤ PX ≤ 1 − (
)
n
n−c+1

Proof: The proof of this theorem is similar to the proof of deletion detection [1]. Assume
that the PCS modifies t block-tag pairs out of the n block-tag pairs. Since chal = (c, k1 , k2 ), the
number of different blocks for which the client asks proof in a challenge is c. Let X be a discrete
random variable that is defined to be the number of blocks chosen by the client that match the
blocks deleted by the PCS. The probability that at least one of the blocks picked by the client
matches one of the blocks deleted by the PCS is denoted as PX . We have:
PX = P {X ≥ 1} = 1 − P {X = 0}
= 1−

n−tn−1−t
n−c+1−t
· ··· ·
n
n−1
n−c+1

Thus, we obtain
1−(

n−c+1−t c
n−t c
) ≤ PX ≤ 1 − (
)
n
n−c+1

This completes the proof of the theorem.
Figure 3 depicts the probability PX of detecting the modification of t blocks out of n as a
function of t and for two different values of the number c of challenged blocks.
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6

C ONCLUSION

This paper formalizes an ID-RDPC model suitable for company-oriented cloud storage. We
present the first ID-RDPC protocol proven secure under the assumption that the CDH problem
is hard. In addition to the structural advantage of elimination of certificate management and
verification, our ID-RDPC protocol also outperforms existing RDPC protocols in the PKI setting
in terms of computation and communication.
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