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a b s t r a c t
Threshold public-key encryption is a cryptographic primitive allowing decryption control
in group-oriented encryption applications. Existing TPKE schemes suffer from long ciphertexts with size linear in the number of authorized users or can only achieve non-adaptive
security, which is too weak to capture the capacity of the attackers in the real world. In this
paper, we propose an efﬁcient TPKE scheme with constant-size ciphertexts and adaptive
security. Security is proven under the decision Bilinear Difﬁe–Hellman Exponentiation
assumption in the standard model. Then we extend our basic construction with efﬁcient
trade-offs between the key size and the ciphertext size. Finally, we illustrate improvements
to transmit multiple secret session keys in one session with almost no extra cost.
Ó 2012 Elsevier Inc. All rights reserved.

1. Introduction
In many private data escrow applications, one cannot fully trust a single person to access the escrowed information but
possibly one can trust a group of individuals. A typical application is an electronic auction in which a set of bodies are trusted
to publish the ﬁnal outcome, but not to disclose any individual bid. A similar application occurs in electronic voting systems.
In this case, the trusted bodies publish the tally, but they do not disclose ballots to any individual. Other scenarios include
key-escrow and decryption procedures requiring an agreement of a number of trusted bodies. Further, to provide robustness,
the escrowed sensitive information should be accessible in case of emergency even if some individuals in the trusted group
are unavailable. Threshold public-key encryption (TPKE) is an important cryptographic primitive [10,15,19,28] to provide solutions to such applications. In TPKE, each of the n users holds a decryption key corresponding to a public key; one can encrypt
a message for an authorized subset of the users; the ciphertext can be decrypted only if at least t users in the authorized set
cooperate. Below this threshold, no information about the message is leaked, even if t  1 authorized users and all the users
outside the authorized set collude.
Current TPKE schemes either achieve only non-adaptive security or they suffer from long ciphertexts of size linear in the
number of authorized users. In the non-adaptive security notion, it is assumed that the attacker decides the set of users
whom she will attack before the system is initialized. Clearly, this notion is too weak to capture the capacity of the attacker
in the real world. In practice, it is more likely for an attacker to corrupt users after the system is deployed and the corruption
may be adaptive in the sense that the attacker may bribe the most valuable users based on the previous corruptions and the
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observation of the system operation, and then decide to attack the set of target users. As to performance, the linear-size
ciphertexts are an obstacle for applications with a potential large number of users, e.g., access control to sensitive databases
in a distributed environment. These limitations of existing TPKE schemes motivate the work in this paper.
1.1. Our contributions
In this paper, we investigate TPKE systems with adaptive security and short ciphertexts, which are essential features for
TPKE schemes to be securely and efﬁciently deployable in practice. In particular, our contribution can be summarized as
follows.
We ﬁrst present a modular design/proof paradigm to build TPKE systems with adaptive security. To this end, we introduce a useful security notion referred to as semi-adaptive security in TPKE systems and present a generic transformation
from a semi-adaptively secure TPKE scheme to an adaptively secure scheme. In the semi-adaptive security notion, the attacker commits to a set of users before the system is set up. The attacker can adaptively query the decryption keys of users
outside the committed set and at most t  1 queries for the decryption keys of users in the committed set. Then the attacker
can choose a target group which is a subset of the committed set for the challenge ciphertext. Clearly, a semi-adaptive attacker is weaker than an adaptive attacker, but it is stronger than a non-adaptive attacker because the subset of users in the
committed set to be attacked can be chosen adaptively by the attacker. By using the similar idea in [20], we bridge semiadaptive security and adaptive security with a generic conversion from any semi-adaptively secure TPKE scheme to an adaptively secure one. The only cost is doubling the ciphertext of the underlying semi-adaptively secure TPKE scheme.
Following the new paradigm, we propose a TPKE scheme with constant-size ciphertext and semi-adaptive security. Compared to the previous version of this work [29], we strictly prove the semi-adaptive security of the proposed TPKE scheme
under the decision Bilinear Difﬁe–Hellman Exponentiation (BDHE) assumption in the standard model (i.e., without using random oracles). Then by applying the proposed generic transformation, we obtain an adaptively secure TPKE scheme with
short ciphertexts. Our scheme allows users to join the system at any point. The sender can encrypt to a dynamically authorized set and the encryption validity is publicly veriﬁable. Our scheme also enjoys non-interactive decryption and the reconstruction of the message is very efﬁcient. These features seem desirable for applications of TPKE systems.
Finally, we suggest several variants to achieve better efﬁciency for implementation in different scenarios. We provide an
efﬁcient trade-off between ciphertext and key size, which yields the ﬁrst TPKE scheme with adaptive security and sublinear-size public/decryption keys and ciphertexts. Compared to the previous version of this work [29], a new extension enables
multiple session keys to be transmitted in a single session with almost no extra cost. Note that session key transmission is the
costliest operation in the motivated applications. This multiple session key transmission variant is very useful in practice.
1.2. Related work
For the purpose of controllable decryption, a number of notions have been proposed, such as threshold public-key encryption [15], identity-based threshold encryption/decryption [2,26], threshold public-key cryptosystem [10,37], threshold signcryption [39], threshold broadcast encryption [13], dynamic threshold encryption [19,28], and ad hoc threshold encryption
[14]. Unlike regular public-key cryptosystems, the common spirit of these notions is that decryption should be controllable
to some extent. That is, for a user to decrypt a ciphertext, the user must be in the authorized set and must cooperate with a
certain number of users in the same authorized set which is determined by the encrypter when encrypting the message.
There are also slight differences among these notions such as how to determine the threshold and whether it is changeable
for different encryption operations, whether a trusted party is employed to set up and maintain the system, whether each
user has an explicit public key and, if the user has any public key, whether it is a randomly generated string (like the public
key in a regular public-key cryptosystem) or some recognizable information (like a user’s identity in an identity-based cryptosystem) or a public key in certiﬁcateless cryptography [38]. Among these notions, the most common one is threshold public-key encryption in which a trusted party sets up the system with a threshold as a system parameter and allows users to
join the system by generating a decryption key for each of them; a sender can encrypt to a number (no less than the threshold) of authorized users chosen from the set of registered users, the ciphertext can be decrypted by subsets of users in the
authorized set whose size is greater than or equal to the threshold. This notion enables the trusted party and the sender to
jointly decide how a message is disclosed.
Although the notion of TPKE is conceptually clear and well-studied, its practical deployment and its security have not yet
been well addressed. The scheme due to Daza et al. [13] appears to be the ﬁrst one that has ciphertext of length less than
OðjRjÞ (i.e., OðjRj  tÞÞ, where jRj is the size of the authorized set. Note that t in practice is usually very small, while jRj might
be very large, up to n as the maximal number of the authorized users. The scheme has indeed linear-size ciphertext regarding
the receiver scale n. Recently, a scheme with constant-size ciphertext was presented by Delerablée and Pointcheval in [15].
However, as mentioned by the authors [15], their scheme has several limitations. Their proposal has an OðnÞ-size public key
and only achieves non-adaptive security which, as explained above, is too weak to capture the capacity of attackers in the
real world. Also, the security of their scheme relies on a new assumption. Indeed, their focus is to achieve dynamic TPKE
allowing short ciphertext and a threshold to be decided by the encrypter at each encryption time; they leave it as an open
problem to design a scheme with short ciphertext and adaptive security. Subsequent to but independent of our original work
[29], Libert and Yung [27] presented a TPKE scheme with similar properties and slightly shorter private keys.
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Several notions close to TPKE have been proposed in the literature. By setting the threshold to 1, a TPKE scheme becomes
indeed a broadcast encryption scheme [1,17]. In this scenario, a trusted dealer generates and privately distributes decryption
keys to n users; a sender can send a message to a dynamically chosen subset of receivers R # f1; . . . ; ng such that only the
users in R can decrypt the ciphertext. Fiat and Naor [17] were the ﬁrst to formally explore broadcast encryption. Further
improvements [21,23] reduced the decryption key size. Dodis and Fazio [16] extended the subtree difference method into
a public-key broadcast system for a small-size public key. Wallner et al. [33] and Wong [34] independently discovered
the logical-tree-hierarchy scheme for group multicast. The parameters of the original schemes were improved in further
work [9,11,31]. Boneh et al. [6] proposed two efﬁcient broadcast encryption schemes proven to be secure. Their basic scheme
has linear-size public keys but constant-size secret keys and ciphertexts. After a trade-off, they obtained a scheme with
pﬃﬃﬃ
Oð nÞ-size public keys, decryption keys, and ciphertexts. However, similarly to [15], they used a non-adaptive model of
security. Other contributions [7,8,20] focused on stronger adaptive security in the sense that the attacker can adaptively corrupt users, as considered in this paper. Attribute-based encryption [3] is also related to the threshold decryption capability in
TPKE systems, according to the number of common attributes owned by the recipient. Ciphertext-policy based encryption
[18] can be viewed as a generalization of all the above notions, since it allows the encrypter to specify a decryption policy
and only receivers meeting the policy can decrypt. However, no joint computation is required/possible for decryption. This is
different from the usual notion of threshold cryptography, where a pool of players are required to cooperate to accomplish
the decryption operation.
1.3. Paper organization
The rest of the paper is organized as follows. In Section 2, we review the deﬁnition of TPKE systems and present a generic
conversion from a TPKE with semi-adaptive security to one with adaptive security. Section 3 proposes a basic secure TPKE
scheme with small ciphertexts and semi-adaptive security. Variants are suggested in Section 4 with fully adaptive security
and sublinear-size public/decryption keys and ciphertexts. Section 4.4 presents improvements to transmit multiple session
keys in a single session, followed by a conclusion in Section 5.

2. Modeling public-key encryption systems
We review the model of TPKE systems and then formalize the security deﬁnitions in TPKE schemes motivated by Delerablée and Pointcheval [15]. We focus on standard TPKE systems where the threshold is determined by a trusted party that
we call the dealer in our deﬁnition. Compared to the deﬁnition in [15], our deﬁnition is simpliﬁed without requiring public
veriﬁability of the encryption and partial decryption procedures. We argue that, although this public veriﬁcation might be
useful, it can be achieved modularly by employing non-interactive (zero-)knowledge proofs, and for clarity, we do not
emphasize this property in the deﬁnition of TPKE as an atomic primitive. However, we are interested in providing the stronger adaptive security in TPKE systems, and, to this end, a transitional notion, i.e. semi-adaptive security, is deﬁned.
2.1. Deﬁnition of TPKE systems
We begin by formally deﬁning a TPKE system. Note that, for content distribution or any encryption of a long message, the
current standard technique is the KEM-DEM methodology [32], where a secret session key is generated and distributed with
public-key encryption, and then used with an appropriate symmetric cryptosystem to encrypt the content. Hence, for clarity,
we deﬁne TPKE as a key encapsulation mechanism. A TPKE system consists of the following polynomial-time algorithms:
Setup(1k). This algorithm is run by a trusted dealer to set up the system. It takes as input a security parameter k and it
outputs the global system parameters; the latter include n (the maximal size of a TPKE authorized receiver set) and t (the
threshold number of cooperating receivers for decryption). We denote the system parameters by p, which is a common
input to all the following procedures. However, we explicitly mention p only in the KeyGen procedure; in the other procedures it is omitted for simplicity.
KeyGen(p). This key generation algorithm is run by the dealer to generate the master public/secret key pair for the TPKE
system. It takes as input the system parameter p and it outputs hMPK, mski as the master public/secret key pair. MPK is
published and msk is kept secret by the dealer.
Join(msk, ID). This algorithm is run by a dealer to generate a decryption key for a user with identity ID. It takes as input the
master secret key msk and the identity ID of a new user who wants to join the system. It outputs the user’s keys
(UPK, udk), consisting of the user’s public key UPK for encryption, and the user’s decryption key udk for decryption. The
decryption key udk is privately given to the user, whereas UPK is widely distributed, with an authentic link to ID.
EncryptðMPK; RÞ. This algorithm is run by a sender to distribute a session key to the chosen users so that they can recover
the session key only if at least t of them cooperate. It takes as input a recipient set R # f1; . . . ; ng consisting of the identities (or the public keys) of the chosen users, and the TPKE master public key MPK. If jRj 6 n, it outputs a pair hHdr,ski,
where Hdr is called the header of the session key sk. Then hHdr; Ri is sent to users in R.
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ShareDecryptðR; ID; udk; Hdr; PKÞ. This algorithm allows each user in the receiver set to decrypt a share of the secret session key sk hidden in the header. It takes as input the receiver set R, an authorized user’s identity ID, the authorized user’s
decryption key udk, and a header Hdr. If the authorized user’s identity ID lies in the authorized set R and jRj 6 n, then the
algorithm outputs a share r of the secret session key sk.
CombineðMPK; R; S; Hdr; RÞ. It takes as input the master public key MPK, the authorized receiver set R, a subset S # R of t
authorized users, and a list R = (r1, . . . ,rt) of t decrypted session key shares. It outputs the session key sk or \ representing an error in reconstructing the session key.
2.2. Security deﬁnitions
We ﬁrst deﬁne the correctness of a TPKE scheme. It states that any t users in the authorized receiver set can decrypt a
valid header. Formally, it is deﬁned as follows.
Deﬁnition 1 (Correctness). A TPKE scheme is said to be correct if for all Rðt 6 jRj 6 nÞ, all A # RðjAj P tÞ;
ðMPK;mskÞ KeyGenðpÞ, ðUPK; udkÞ Joinðmsk; IDÞ for all identities ID; hHdr;ski EncryptðMPK;RÞ; R ¼ frjr
ðR;ID; udk;Hdr;PKÞ;ID 2 Ag, then CombineðMPK; R; S; Hdr; RÞ ¼ sk.

p

Setupð1k Þ,
ShareDecrypt

We concentrate on adaptive security against corrupted users. For simplicity, we deﬁne security against chosen-plaintext
attacks (CPA). However, our deﬁnition can readily be extended to capture chosen-ciphertext attacks.
As usual in a TPKE scheme, the attacker is allowed to see all the public data including the system parameters, each user’s
public key and the master public key. To capture adaptive security, the attacker is allowed to adaptively ask for the decryption keys of some users before choosing the set of users that it wishes to attack. Formally, adaptive security in a TPKE scheme
is deﬁned using the following game between an attacker A and a challenger CH. Both CH and A are given k as input.
Setup: The challenger runs Setup(1k) to obtain the system parameters. The challenger gives the public system parameters
to the attacker.
Corruption: The attacker A can access the public keys of the dealer and the users. A can adaptively request the decryption
keys of some users.
Challenge: At some point, the attacker speciﬁes a challenge set R with a constraint that the number of corrupted users in

R be at most t  1. The challenger sets hHdr ; sk0 i
EncryptðMPK; R Þ and sk1
K, where K is the session key space. It
⁄
sets b
{0, 1} and gives hHdr , skbi to the attacker A.
Guess: The attacker A outputs a guess bit b0 2 {0, 1} for b and wins the game if b = b0 .
We deﬁne A’s advantage in attacking the TPKE system with security parameter k as




1
TPKE
0
Adv A;n;t ð1k Þ ¼ Pr½b ¼ b   
2

Deﬁnition 2 (Adaptive security). We say that a TPKE scheme is adaptively secure if for every polynomial-time algorithm A
TPKE
we have that AdvA;n;t ð1k Þ is negligible in k.
In addition to the adaptive game for TPKE security, we consider two other weaker security notions. The ﬁrst is nonadaptive security, where the attacker must commit to the set R # R of identities that it will attack in an Initialization phase
before the Setup algorithm is run. This is the security deﬁnition that is used by recent TPKE systems [15]. Another useful
security deﬁnition is referred to as semi-adaptive security. In this game the attacker must commit to a set R # R of indices
at the Initialization phase before the Setup stage. The attacker can query the decryption key for any user outside R. The attacker
can also query the decryption keys for up to t  1 users in R. It has to choose a target group R # R for the challenge ciphertext, noting that at most t  1 authorized users have been corrupted. A semi-adaptive attacker is weaker than an adaptive
attacker, but it is stronger than a non-adaptive attacker since the attacker can adaptively choose the target users to attack.
2.3. From semi-adaptive security to adaptive security
The adaptive security game may appropriately model the attacker against TPKE systems in the real world. However, it
seems hard to achieve adaptive security in TPKE systems, since the simulator does not know which users the attacker will
corrupt so that it can prepare secret keys for them. A possible way to overcome the problem is to let the simulator guess the
target set before initializing the adaptive security game. However, such a reduction suffers from an exponentially small probability of correctly guessing the target set. Hence, this kind of reduction proofs are not meaningful for a realistic number of
users in a TPKE system.
In the sequel, we show how to efﬁciently convert a TPKE system with semi-adaptive security into one with adaptive security. The cost is doubling ciphertexts. Our conversion is motivated by Gentry and Waters’s work [20] which transforms a
semi-adaptively secure broadcast scheme into one with adaptive security. This technique is derived from the two-key simulation technique introduced by Katz and Wang [25], which was initially used to obtain tightly secure signature and

B. Qin et al. / Information Sciences 210 (2012) 67–80

71

identity-based encryption schemes in the random oracle model. We observe that this idea can also be employed in the TPKE
scenario.
Suppose that we are given a semi-adaptively secure TPKE system TPKESA with algorithms SetupSA, KeyGenSA, JoinSA, EncryptSA, ShareDecryptSA, CombineSA. Then we can build an adaptively secure TPKEA system as follows:
Setup(1k). Run SetupSA(1k) and obtain p0 including parameters t and 2n. Output p which is the same as p0 except that the
maximal number of authorized users is n rather than 2n. This implies that if the underlying TPKESA allows up to 2n users,
then the adaptive scheme allows up to n users.
KeyGen(p). Run (MPK0 , msk0 )
KeyGenSA(p). Randomly choose h
{0, 1}n. Set MPK = MPK0 , msk = (msk0 , h). Output
(MPK, msk) as the dealer’s
master
public/secret
key
pair.
Denote
the
ith
bit of h by hi.



0
0
0
Join(msk, IDi). Run UPK 0i ; udki
JoinSA ðmsk ; ID2ihi Þ, where 1 6 i 6 n. Set UPK ¼ UPK 0i ; udki ¼ udki ; hi . Output UPK as the
public key of the user IDi, and udki as the user’s decryption key.
EncryptðMPK; R; skÞ. Generate a random set of jRj bits: f
ffi
f0; 1g : i 2 f1; . . . ; jRjgg. Randomly choose x
K. Set

R0

fID2ifi : i 2 f1; . . . ; jRjgg; hHdr 0 ; ski

R1

fID2ið1fi Þ : i 2 f1; . . . ; jRjgg; hHdr 1 ; ski

EncryptSA ðMPK; R0 Þ
EncryptSA ðMPK; R1 Þ

Set Hdr = hHdr0, Hdr1, fi. Output hHdr, ski. Send hHdr; Ri to the authorized receivers in R.


0
ShareDecryptðR; IDi ; udki ; Hdr; MPKÞ. Parse udki as udki ; hi and Hdr as hHdr0, Hdr1, fi. Set R0 and R1 as above. Run

ri

0

ShareDecryptSA ðRhi fi ; ID2ihi udki ; Hdr hi fi ; PKÞ:

Output ri. Let the t authorized users be in S # R, and w.l.o.g., the corresponding decryption shares be R = (r1, . . . , rt).
CombineðMPK; R; S; Hdr; RÞ. Run sk
CombineSA ðMPK; R; S; Hdr; RÞ: Output sk.
Let us look into the above generic conversion. The spirit is that each user is associated with two potential decryption keys;
however, the dealer gives only one of the two to the user. An encrypter (who does not know which decryption key the receiver possesses) encrypts the ciphertext twice, one for each key. The main beneﬁt of this idea is that, in the reduction proof,
a simulator will have decryption keys for every user, and then it can always correctly answer the corruption queries from the
attacker, hence circumventing the need of guessing the target set in advance. This idea is the same used in [20] to achieve an
adaptively secure broadcast from a semi-adaptively secure scheme. The only difference lies in that t authorized users are
required to cooperate to recover the session key in our setting. It is easy to see that, for a security proof, the two conversions
are identical. This is due to the fact that TPKE and broadcast encryption are the same except for the decryption procedure,
but the simulator will provide a decryption service to the attacker in either case. Hence, in the context of a TPKE system, the
simulator just needs to do the same job as the simulator in a broadcast scheme. There is no difference for the attacker to
communicate with the simulator in a broadcast scheme or a TPKE system. Therefore, the security proof of the Gentry–Waters
conversion can be trivially extended for the following theorem regarding the above conversion, noting that we do not need
the additional symmetric encryption operations in the Gentry–Waters conversion (which are used to guarantee that the
same session key can be decrypted by all the authorized users in their system). Hence, the proof of the following theorem
is omitted to avoid repetition.
Theorem 3. Let A be an adaptive attacker against TPKEA. Then, there exist some algorithms B1 and B2 , each running in about the
same time as A, such that

Adv A;n;t A ðkÞ 6 Adv B1 ;2n;tSA ðkÞ þ Adv B2 ;2n;tSA ðkÞ:
TPKE

TPKE

TPKE

3. Basic TPKE with short ciphertext and semi-adaptive security
In this section, we propose a basic TPKE construction. The construction is based on Shamir’s secret sharing scheme [30].
The basic scheme has constant-size ciphertexts and is proven to be secure without using random oracles.
3.1. A building block: Shamir’s secret sharing
Our system exploits the Shamir’s (t, n)-threshold secret sharing scheme [30]. The scheme in [30] is deﬁned over ﬁnite
ﬁelds, but we will just present the construction over prime ﬁelds we will use in this work. Let Zp be a ﬁnite ﬁeld with
p > n and x 2 Zp be the secret to be shared. The dealer picks a polynomial f of degree t  1 with coefﬁcients in Zp at random,
whose free term is the secret x, that is, f(0) = x. The polynomial f can be written as

f ðaÞ ¼ x þ a1 a þ    þ at1 at1 mod p;
where a1 ; . . . ; at1 2 Zp . Each shareholder k is assigned a known index k 2 {1, . . . , n} and the dealer privately sends to shareholder k a share xk = f(k). Then any subset of t holders A  f1; . . . ; ng can recover the secret x = f(0) by interpolation
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x ¼ f ð0Þ ¼

X
X
xk kk ¼
f ðkÞkk ;
k2A

where kk ¼

Q‘–k

‘
‘2A ‘k

k2A

are the Lagrange coefﬁcients. Actually, shareholders in A can reconstruct the polynomial because

!
‘–k
X
Y
‘a
f ðaÞ ¼
f ðkÞ
:
‘k
‘2A
k2A
Shamir’s secret sharing scheme has several desirable properties:
(1) If an attacker obtains at most t  1 shares, the shared secret x stays information-theoretically secure vs the attacker.
That is, the attacker cannot get any information about x and, from the attacker’s viewpoint, x is uniformly random.
(2) Shamir’s secret sharing scheme is linear. So the sum of secrets can be obtained from the sum of their shares. Observe
that, if /(a) = f(a) + h(a), then we have
‘–k
X
Y
‘a
/ðaÞ ¼
/ðkÞ
‘k
‘2A
k2A

!

!
!
‘–k
‘–k
Y
Y
X
X
‘a
‘a
f ðkÞ
hðkÞ
¼
þ
:
‘k
‘k
‘2A
‘2A
k2A
k2A

(3) Let G be a ﬁnite cyclic group of order p and let g be the generator of G. A variant of Shamir’s secret sharing scheme
allows the dealer to distribute shares to users in such a way that t users can only reconstruct gx, instead of reconstructing x. Furthermore, this variant does not require the dealer to know x, a1, . . . , at1, provided that the dealer knows
t1
g x ; g a1 ; . . . ; g at1 . Let FðaÞ ¼ g xþa1 aþþat1 a ; the dealer assigns to the shareholder k
t1

FðkÞ ¼ g f ðkÞ ¼ g x ðg a1 Þk    ðg at1 Þk ;
which can be computed with knowledge of g x ; g a1 ; . . . ; g at1 . Then any t holders can recover the secret gx = F(0) from their
shares

g x ¼ Fð0Þ ¼

Y
k2A

Y

g x k kk ¼

FðkÞ

Q‘–k

‘
‘2A ‘k

:

k2A

3.2. The proposed TPKE scheme
Our schemes are implemented using bilinear pairings on groups which have been widely employed to build cryptographic systems [12,22,24]. Let PairGen be an algorithm that, on input a security parameter 1k, outputs a tuple
 ¼ ðp; G; GT ; eÞ, where G and GT have the same prime order p, and e : G  G ! GT is an efﬁcient non-degenerate bilinear
map such that e(g, g) – 1 for any generator g of G, and for all x; y 2 Z, it holds that e(gx, gy) = e(g, g)xy. By employing the recent
Gentry–Waters broadcast scheme [20] and the Shamir secret sharing scheme, our TPKE scheme is realized as follows:
Setup. Let PairGen be an algorithm that, on input a security parameter 1k, outputs a tuple  ¼ ðp; G; GT ; eÞ, where G and
GT have the same prime order p, and e : G  G ! GT is an efﬁcient non-degenerate bilinear map. Let h1, . . . , hn be randomly chosen from G. The system parameters are p = (, g, h1, . . . , hn, t, n). In the following, we assume that each user is
uniquely identiﬁed by an index i 2 {1, 2, . . . , n}. This can be implemented by ordering the users by the order in which they
join the system.
KeyGen. Randomly select x 2 Zp and a polynomial f 2 Zp ½a of degree t  1 such that f(0) = x and compute

X ¼ eðg; gÞx :
The TPKE master public key is MPK = X and the TPKE master secret key is

msk ¼ hx; f i:
Join. Assume the polynomial f(a) = x + a1a +    + at1at1mod p. Let the ith user want to join the system. The dealer computes Si = gf(i). The dealer randomly selects ri 2 Zp and computes the secret decryption key of user i as


r
ri
r
ri
r 
udki ¼ g ri ; h1i ; . . . ; hi1
; g f ðiÞ hi i ; hiþ1
; . . . ; hni :
The dealer privately sends udki to user i and sets user i’s public key UPKi to i.
Encrypt. For a receiver set R, randomly pick c in Zp and compute
c

Hdr ¼ ðc1 ; c2 Þ : c1 ¼ g ; c2 ¼

Y

!c
hj

:

j2R

Set sk = e(g, g)xc and output hHdr, ski. Send hR; Hdri to the authorized receivers. Note that the validity of the encryption can
Q
be publicly veriﬁed by checking eðg; c2 Þ ¼ eðc1 ; j2R hj Þ.
ShareDecrypt. If i 2 R, user i can extract a session key share of sk from Hdr with his decryption key udki by computing
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e

!

Y

r
g f ðiÞ hi i

r
hj i ; c 1

eðg

r i

; c2 Þ ¼ e g

f ðiÞ

j2Rnfig

Y
hj

!r i

!
;g

c

e g

ri

;

j2R

Y

!c !
hj

¼ eðg; gÞf ðiÞc ¼ ri :
Def

j2R

Note that decryption is non-interactive.
Combine. Assume a set A # R of size at least t. The users in A decrypt their respective session key shares. Then they can
recover the secret session key sk = (g, g)xc = e(g, g)f(0)c from their shares

sk ¼ ðg; gÞxc ¼ eðg; gÞf ð0Þc ¼

Y

eðg; gÞf ðiÞki c ¼

i2A

where ki ¼

Qj–i

j
j2A ji

Y
i2A

ðeðg; gÞf ðiÞc Þki ¼

Y

rki i ;

i2A

are the Lagrange coefﬁcients.

3.3. Security analysis
The security of the schemes that we propose in this paper relies on the decision BDHE problem. The corresponding decision BDHE assumption is shown to be sound by Boneh et al. [5] in the generic group model. This assumption has been widely
followed up for cryptographic constructions (e.g., [6,7,20,35,36]). We brieﬂy review the decision BDHE assumption in G as
follows.
Deﬁnition 4 (Decision BDHE Problem). Let G and GT be groups of order p with bilinear map e : G  G ! GT , and let g be a
nþ1
generator for G. Let b; c
Zp and b
{0, 1}. If b = 0, set Z ¼ eðg; gÞb c ; else, set Z
GT . The problem instance consists of
i

fg c ; Zg [ fg b : i 2 ½0; n [ ½n þ 2; 2ng:
The problem is  to guess b.  An attacker A wins if it correctly guesses b and its advantage is deﬁned by
AdvBDHEA;n ðkÞ ¼ Pr½A wins  12. The Decision BDHE assumption states that, for any polynomial-time probabilistic attacker
A; AdvBDHEA;n ðkÞ is negligible in k.
Based on the decision BDHE assumption, regarding the security of our TPKE scheme we have the following claim.
Theorem 5. Let A be a semi-adaptive attacker breaking the above system with advantage  in time s. Then there is an algorithm B
0
2
breaking the Decision BDHE assumption with advantage 0 in time s0 , where 0 P 1C t1
n e; s 6 s þ Oð1ÞsPair þ Oðn ÞsExp , where
sPair denotes the overhead to compute a pairing, and sExp denotes the time complexity to compute one exponentiation without
differentiating exponentiations in different groups.
Proof. The proof outline is as follows. We construct an algorithm B to break an instance of the Decision BDHE assumption by
invoking the attacker A against our scheme as a black box. B is given an instance of the Decision BDHE challenge. With it, B
simulates the system parameters, the public keys of the dealer, the decryption keys of the corrupted users, and the challenging ciphertext which the attacker may query for. The simulated data are indistinguishable from those generated in a real
scheme from the viewpoint of the attacker, so that the attacker does not know she is interacting with a simulator. Then
B uses A’s guess to solve the Decision BDHE challenge. Since the BDHE assumption is assumed to hold, such an algorithm
B does not exist. Therefore, a successful attacker A against our scheme doest not exist and our scheme is secure.
i
B receives the BDHE challenge instance, which includes gc, Z, and the set fg b : i 2 ½0; n [ ½n þ 2; 2ng.
Initialization. A commits to a set R # ½1; n:A is allowed to obtain the system parameters, the dealer’s public key (i.e., the
TPKE master public key), the public keys of all users, the decryption keys of the corrupted users outside R, and at most t  1
decryption keys of the corrupted users in R. The queries can be made at any point, either before or after the attacker is
challenged with the challenge header. B answers the queries in a consistent way.
i
Setup. B generates y0 ; . . . ; yn
Zp . It sets hi ¼ g yi for i 2 R; hi ¼ g yi þb for i 2 ½1; n n R:B outputs p = (, g, h1, . . . , hn, t, n) as
the system parameters. Clearly, due to the randomness of yi, p has the same distribution as in the real scheme and the
simulation of the system parameters is perfect.
n
Public key simulation. Deﬁne x = y0bn+1 which is unknown to B. However, B can compute X ¼ eðg; gÞx ¼ eðg b ; g b Þy0 . The
dealer’s public key is X. Due to the randomness of y0, the dealer’s public key is well-formed and has the same distribution as
in the real scheme. The simulation of the dealer’s public key is also perfect. The public key of a user is his corresponding
index i which can be trivially simulated by doing as in the real scheme.
Simulation of the decryption keys of the corrupted users. By exploiting Property 3 of Shamir’s secret sharing scheme, B can
simulate the decryption keys of users for indices outside R and t  1 decryption keys of users for indices in R. The simulation
is done as follows.
To simulate the decryption keys of the corrupted users, B ﬁrst needs to ﬁnd a polynomial

f ðaÞ ¼ x þ a1 a þ    þ at1 at1 mod p;

ð1Þ




for some coefﬁcients x; a1 ; . . . ; at1 2 Zp . To this end, B randomly chooses a subset A # R with t  1 indices. For k 2 A ; B randomly selects Sk 2 Zp and sets f(k) = Sk. Note that f(0) = x. Then, according to the Lagrange interpolation formula, with these t
points (0, f(0)) and (k, f(k)) for k 2 A ; f ðaÞ can be rewritten in the following form:
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X

f ðaÞ ¼

f ðkÞ

k2A [f0g

‘–k
Y

‘a
‘k

‘2A [f0g

!
¼

Y ‘a
‘2A

‘

xþ

X

!

f ðkÞ

k2A

‘–k
aY
‘a

k ‘2A ‘  k

ð2Þ

:

Then we can denote f(a) by

Y ‘a

f ðaÞ ¼

‘

‘2A

where f 0 ðaÞ ¼

x þ f 0 ðaÞ;

ð3Þ

 Q
a ‘–k

P



‘a
‘2A ‘k

k2A f ðkÞ k

.

To simulate the decryption key of the user i 2 A ; B randomly selects ri 2 Zp and computes


r
ri
r
ri
r 
udki ¼ g ri ; h1i ; . . . ; hi1
; g Si hi i ; hiþ1
; . . . ; hni :
Si

ð4Þ


f ðiÞ

Notice that g ¼ g and that ri is random. The decryption key of user i 2 A is well-formed and perfectly simulated. However, if the attacker asks for the decryption keys of users in R n A ; B has to declare FAILURE as it does not know. The prob1
1
ability that this bad event does not happen is C t1
P C t1
.
jRj

n

To simulate the decryption key of the user i not in R; B randomly chooses zi

ri ¼

Y ‘i
‘

‘2A

Zp and formally sets

ðzi  y0 bnþ1i Þ:

It outputs udki = (di,0, . . . , di,n):
r

di;i ¼ g f ðiÞ hi i ;

di;0 ¼ g ri ;

r

di;j ¼ hj i ð8j – iÞ:

Notice that B can compute all these terms from the BDHE challenge instance, and from Eq. (3); in particular
r

di;i ¼ g f ðiÞ hi i ¼ g
Q

Q

Q ‘i
Q ‘i
Q ‘i nþ1 0
nþ1i
ðzi y0 bnþ1i Þ
i

Þ
hi ‘2A ‘
¼ g ‘2A ‘ ðy0 b Þþf ðiÞ ðg yi þb Þ ‘2A ‘ ðzi y0 b
!
Y
‘iðz y bnþ1i Þ
i
0
Q ‘i
‘
nþ1i
Þþbi zi Þþf 0 ðiÞ
‘2A
¼ g ‘2A ‘ ðyi ðzi y0 b

‘iðy bnþ1 Þþf 0 ðiÞ
0
‘2A ‘

‘iðy bnþ1 Þþf 0 ðiÞþðy þbi Þ
0
i
‘2A ‘

¼g

which can be computed since the term bn+1 in the exponent cancels out. Clearly, udki is well-formed, and due to the randomness of zi and y0, udki has the same distribution as in the real world. Hence, for all users outside R, the simulation of their
decryption keys is perfect. B can correctly answer all the decryption keys queries for users outside R.
Challenge. A chooses a subset R  R: B sets Hdr = (c1, c2) with
c

c1 ¼ g ; c 2 ¼

Y

!c
hj

:

j2R

B sets sk
Z y0 : B sends hHdr, ski to A.
Notice that B can compute these terms from the BDHE instance. The values of c1 and sk come directly from the instance.
And B can compute c2 since it knows logg(hi) for all i 2 R ; in particular,

c2 ¼

Y
j2R

!c
hj

¼

Y

!c
g yj

P
y
¼ ðg c Þ j2R j

j2R
0

Guess. Eventually, A outputs a bit b0 . Upon receiving A’s guess bit b ; B sends b0 to the BDHE challenger.
Success probability. We compute the advantage of B to break the BDHE assumption. Assume that B does not declare
FAILURE during the semi-adaptive game. When b = 0 in the semi-adaptive game, hHdr, ski is generated according to the same
nþ1

distribution as in the real world. This is also true in B’s simulation: when b = 0, then we have that Z ¼ eðg; gÞb c ; sk ¼
Z y0 ¼ eðg; gÞxc , where x = y0bn+1, and so the challenge is a valid ciphertext under random c. When b = 1 in the semi-adaptive
K, and hHdr, ski is sent to the attacker. This
game, hHdr, sk0 i is generated as in the real world, but sk0 is replaced by sk
distribution is identical to that of B’s simulation, where Hdr is valid for random c, but sk ¼ Z y0 is a uniformly random element
of GT because Z is randomly chosen from GT . From this, we see that B’s advantage in deciding the BDHE instance is precisely
1
).
A’s advantage against TPKE, if B has not declared FAILURE during the game (this event occurs with probability at least t1
Cn

Considering this factor, we have that the advantage of B is

0 P C 1 e.
t1
n

Time complexity. The additional overhead for B is to simulate the answers that A may query. In the Setup stage, B needs
n + 1 exponentiations in G. In the Public key simulation, B needs one exponentiation and one pairing operation to compute
n

eðg b ; g b Þ. In the Simulation of the decryption keys of corrupted users, the main computation cost of B is at most (t  1)(n + 2) +
(n  t)(n + t + 1) exponentiations. In the Challenge stage, B needs one exponentiation in G to compute the challenge
ciphertext. Let sPair denote the overhead to compute a pairing, and sExp denote the time complexity to compute one
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exponentiation without differentiation of exponentiations in different groups. Note that 1 6 t 6 n. By summing up, the time
complexity of B is s0 6 s þ Oð1ÞsPair þ Oðn2 ÞsExp . h
One may note that we have a reduction loss by a factor C1t . However, since t is usually very small and can be viewed as a
n
1
constant in practice, the reduction loss is polyðkÞ
even if n is a polynomial in k.
4. Variants
4.1. Shortening system parameters
In the basic construction, we need h1, . . . , hn as system parameters. One may observe that h1, . . . , hn can be generated with a
hash function H : f0; 1g ! G, e.g., hi = H(i). After applying this modiﬁcation, one can remove h1, . . . , hn from the system
parameter list to shorten the system parameters. The cost is that the proof needs a random oracle to model the hash function.
4.2. TPKE with adaptive security
The above constructions only achieve semi-adaptive security. However, by applying the generic transformation from
semi-adaptive security to fully adaptive security in Section 2.3, the basic scheme and its above variant can be readily improved to meet fully adaptive security, at a cost of doubling ciphertexts.
4.3. Trade-off between ciphertext size and decryption key size
In the above short-parameter variants (with semi-adaptive or adaptive security), the public key requires Oð1Þ elements
and the ciphertext is also of Oð1Þ size. However, the decryption key of each user consists of OðnÞ elements. In the following,
we illustrate an efﬁcient trade-off between the size of the decryption keys and the ciphertexts.
Let n ¼ n21 . Divide the maximal receiver group {1, . . . , n} into n1 subgroups each of which hosts at most n1 receivers. Then
one can concurrently apply our basic TPKE scheme to each subgroup when a sender wants to broadcast to a set of users
R # f1; . . . ; ng. After employing this approach, the public broadcast key, the decryption key of each user, and the ciphertext
all consist of Oðn1 Þ elements. The detailed variant is given as follows.
Setup. Let PairGen be an algorithm that, on input a security parameter 1k, outputs a tuple  ¼ ðp; G; GT ; eÞ, where G and
GT have the same prime order p, and e : G  G ! GT is an efﬁcient non-degenerate bilinear map. Let H : f0; 1g ! G be a
cryptographic hash function. The system parameters are p = (, g, H, t, n).
KeyGen. Randomly select x1 ; . . . ; xn1 ; a1 ; . . . ; at1 2 Zp and compute

X 1 ¼ eðg; gÞx1 ; . . . ; X n1 ¼ eðg; gÞxn1 :
The TPKE master public key is MPK ¼ fX 1 ; . . . ; X n1 g and the TPKE master secret key is

msk ¼ hx1 ; . . . ; xn1 ; a1 ; . . . ; at1 i:
Join. Let the ith user want to join the system. Assume that i = un1 + v where 1 6 v 6 n1. The dealer generates a secret
polynomial

f ðaÞ ¼ x þ a1 a þ    þ at1 at1 mod p
and computes

Si ¼ g f ðiÞ :
The dealer randomly selects ri 2 Zp and computes the secret decryption key of user i by computing udki which is



g ri ; Hðu; 1Þri ; . . . ; Hðu; v  1Þri ; g f ðiÞ Hðu; v Þri ; Hðu; v þ 1Þri ; . . . ; Hðu; n1 Þri



The dealer privately sends udki to user i and sets user i’s public key UPKi to i.
Encrypt. For a receiver set R, randomly pick c in Zp and compute

Hdr ¼ ðc0 ; c1 ; . . . ; cn1 Þ : c0 ¼ g c ; cuþ1 ¼

Y

!c
Hðu; kÞ

;

k2Ru

where u ¼ 0; . . . ; n1  1; Ru ¼ R \ fun1 þ 1; . . . ; un1 þ n1 g. Set sk = e(g, g)xc and output hHdr, ski. Send hR; Hdri to the authorized receivers.
ShareDecrypt. If i ¼ un1 þ v 2 R, user i can extract a session key share of sk from Hdr with his decryption key udki by
computing
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e g

f ðiÞ

Hðu; v Þ

Y

ri

!
ri

Hðu; kÞ ; c0 eðg

r i

; cuþ1 Þ ¼ e g

k2Ru nfv g

f ðiÞ

Y

!

!r i
Hðu; kÞ

k2Ru

;g

c

e g

r i

;

Y

!c !
Hðu; kÞ

¼ eðg; gÞf ðiÞc ¼ ri :
Def

k2Ru

Combine. Assume that t users in A # R decrypt their respective session key shares. Then they can recover the secret session key sk = e(g, g)xc = e(g, g)f(0)c by interpolating

sk ¼ eðg; gÞxc ¼ eðg; gÞf ð0Þc ¼

Y

eðg; gÞf ðiÞki c ¼

i2A

where ki ¼

Qj–i

j
j2A ji

Y
Y k
ðeðg; gÞf ðiÞc Þki ¼
ri i ;
i2A

i2A

are the Lagrange coefﬁcients.

This trade-off approach is also applicable to the above adaptively secure variant with short parameters. Hence, the resultpﬃﬃﬃ
ing adaptively secure TPKE scheme has sublinear complexity, i.e., Oð nÞ size public keys, decryption keys and ciphertexts.
4.4. Improvements for transmission of multiple session keys
The core of TPKE is to transmit the session key that is used in symmetric encryption for the purpose of access control of
sensitive information. In principle, if multiple session keys are required, they can be transmitted by running the underlying
TPKE protocol for multiple runs. In the following, based on ramp secret sharing schemes [4], we present a more efﬁcient way
to transmit multiple session keys by slightly modifying the above TPKE instantiations.
A (M, t, n)  ramp secret sharing scheme is a scheme in which the secret is shared among a set of n participants in such a
way that for every subset of shareholders A, if jAj 6 t  1 then A does not obtain any information about the secret, and if
jAj P t þ M  1 then A can obtain the secret. Clearly, threshold secret sharing schemes are ramp schemes with M = 1. In a
threshold secret sharing scheme the size of each share must be greater than or equal to the size of the secret. However, this
drawback can be overcome by using ramp schemes. In a (M, t, n)  ramp scheme, the size of each share must be bigger or
equal than 1/M the size of the secret. The ramp secret sharing schemes we describe below, which are based on the Shamir
construction and were presented in [4], reach this bound. As in Section 3, our construction is deﬁned over prime ﬁelds. We
use these ramp secret sharing schemes to build TPKE schemes allowing efﬁcient transmission of multiple session keys.
Let {1, . . . , n} be the set of participants of the scheme and Zp be a ﬁnite ﬁeld with p > n + Mand n P t + M  1. Assume that
x ¼ ðx0 ; . . . ; xM1 Þ 2 ZMp is the secret to be shared. The dealer chooses n0 ; . . . ; nM1 2 Zp n f1; . . . ; ng and a secret polynomial
F 2 Zp ½X of degree t + M  2 such that

Fðni Þ ¼ xi
for every 0 6 i 6 M  1. Then the dealer privately sends F(j) to the jth participant for j 2 {1, . . . , n}. Observe that any set
A # f1; . . . ; ng of t + M  1 participants can compute x, since for every 0 6 i 6 M  1, it holds that

xi ¼

X
kj;i FðjÞ;

where kj;i ¼

j2A

k–j
Y
k  ni
k2A

kj

:

Moreover, any set A # f1; . . . ; ng with jAj 6 t  1 will not obtain any information about x.
In the following, we only show the improvements on the basic TPKE. The modiﬁcations on the extended TPKE variants are
similar and omitted to avoid repetition. The modiﬁcations on the basic TPKE are as follows:
KeyGen. Randomly select x0, . . . , xM1 and compute

X 0 ¼ eðg; gÞx0 ; . . . ; X M1 ¼ eðg; gÞxM1 :
The dealer chooses n0 ; . . . ; nM1 2 Zp n f1; . . . ; ng and a secret polynomial F 2 Zp ½X of degree t + M  2 such that

Fðni Þ ¼ xi
for every 0 6 i 6 M  1. Without loss of generality, we can set n0 = 0, n1 = n + 1, . . . , nM1 = n + M  1. The TPKE master public
key is MPK = hX0, . . . , XM1i and the TPKE master secret key is

msk ¼ hx0 ; . . . ; xM1 ; Fi:
Join. Let the ith user want to join the system. The dealer randomly selects ri 2 Zp and computes the secret decryption key
of user i as


r
ri
r
ri
r 
udki ¼ g ri ; h1i ; . . . ; hi1
; g FðiÞ hi i ; hiþ1
; . . . ; hni :
Privately send udki to user i and set user i’s public key UPKi to i.
Encrypt. For a receiver set R, randomly pick c in Zp and compute

Hdr ¼ ðc1 ; c2 Þ : c1 ¼ g c ; c2 ¼ ð

Y
j2R

hj Þc :

77

B. Qin et al. / Information Sciences 210 (2012) 67–80

Set the session key vector

sk ¼ ðsk0 ; . . . ; skM1 Þ ¼ ðeðg; gÞx0 c ; . . . ; eðg; gÞxM1 c Þ
and output hHdr, ski. Send hR; Hdri to the authorized receivers.
ShareDecrypt. If i 2 R, the user i can extract a session key share of sk from Hdr with his decryption key udki by computing

Y

e g f ðiÞ Hðu; v Þri

!
Hðu; kÞri ; c0 eðg ri ; cuþ1 Þ ¼ e g f ðiÞ

k2Ru nfv g

Y

!r i
Hðu; kÞ

k2Ru

!
; g c e g ri ;

Y

!c !
Hðu; kÞ

¼ eðg; gÞf ðiÞc ¼ ri :
Def

k2Ru

Note that decryption is non-interactive.
Combine. Assume that t + M  1 users in A # R decrypt their respective session key shares. Then they can recover the
secret session key vector



 
sk ¼ eðg; gÞx0 c ; . . . ; eðg; gÞxM1 c ¼ eðg; gÞFðn1 Þc ; . . . ; eðg; gÞFðnM1 Þc
because for i = 0, . . . , M  1,

ski ¼ eðg; gÞxi c ¼ eðg; gÞFðni Þc ¼

Y

eðg; gÞkj;i FðjÞc ¼

j2A

Y

rkj j;i :

j2A

By applying the above improvements, the same header allows transmitting a secret session key vector rather than a single
session key. Due to the independence of x0, . . . , xM1, it can be seen that ski ¼ eðg; gÞxi c for i = 0, . . . , M  1 are also independent.
Hence, the M session keys can be used for accessing sensitive information more efﬁciently than a single session key.
Regarding the security of the improved protocol above, we have the following claim.
Theorem 6. Let A be a semi-adaptive attacker who can distinguish any session key, i.e., skk for k 2 {0, . . . , M  1}, from a random
element in the session key space with advantage  in time s. Then, there is an algorithm B breaking the Decision BDHE assumption
1
with advantage 0 in time s0 , where 0 P C t1
e; s0 6 s þ Oð1ÞsPair þ Oðn2 ÞsExp .
n

Proof. The proof is similar to that of Theorem 5. The main difference is that B in this case has to simulate more public key
components using the same BDHE challenge and the decryption keys of the corrupted users correspond to a polynomial F of
higher order.
i
Let B receive the BDHE challenge instance, which includes gc, Z and the set fg b : i 2 ½0; n [ ½n þ 2; 2ng. The Initialization
procedure is the same as the one in the proof of Theorem 5.
i
Setup. B generates y0 ; . . . ; yn
Zp . It sets hi ¼ g yi for i 2 R; hi ¼ g yi þb for i 2 ½1; n n R:B outputs p = (, g, h1, . . . , hn, t, M, n) as
the system parameters. Clearly, due to the randomness of yi, p has the same distribution as in the real scheme and the
simulation of the system parameters is perfect.
Public key simulation. B ﬁrst does some preparations to simulate the public key of the dealer.
In this preparation stage, B computes a polynomial f of degree t  1 as that in the proof of Theorem 5. To this end, B
randomly chooses a subset A # R with t  1 indices. For k 2 A ; B randomly selects Sk 2 Zp and sets f(k) = Sk. Set
f(0) = x0 = y0bn+1 for a randomly chosen value y0 2 Zp . Then, according to the Lagrange interpolation formula, with these t
points (0, f(0)) and (k, f(k)) for k 2 A ; f ðaÞ ¼ x0 þ a1 a þ    þ at1 at1 mod p can be rewritten in the following form

f ðaÞ ¼

Y ‘a
‘

‘2A

where f 0 ðaÞ ¼

P

x0 þ f 0 ðaÞ
 Q
a ‘–k

k2A f ðkÞ k

ð5Þ


‘a
‘2A ‘k

.

In the following, we illustrate how to prepare a secret polynomial F 2 Zp ½X of degree t + M  2 such that F(nk) = xk for
k = 0, . . . , M  1, where xk is the kth entry of the session key vector (i.e., the secret session key vector is x ¼ ðx0 ; . . . ; xM1 Þ 2
ZM
p Þ; n0 ¼ 0; n1 ¼ n þ 1; . . . ; nM1 ¼ n þ M  1.
For M = 1, we set F(a) = f(a). Note that in this case M = 1, the security claim has been addressed in Theorem 5. In the
following, we assume that M P 2. Set
Def

FðaÞ ¼ f ðaÞ þ at at þ    þ atþM2 atþM2 ¼

Y ‘a
‘

‘2A

where F 0 ðaÞ ¼ f 0 ðaÞ þ at at þ    þ atþM2 atþM2 ¼
domly chosen from ZpM1 .

P

x0 þ F 0 ðaÞ
 Q
a ‘–k

k2A f ðkÞ k

ð6Þ


‘a
‘2A ‘k

þ at at þ    þ atþM2 atþM2 , and (at, . . . , at+M2) is ran-

After the above preparation, B can simulate the public key of the dealer. For k 2 {0, . . . , M  1}, compute

X k ¼ eðg; gÞFðnk Þ

Y
‘a
y0
Q ‘a
Q ‘a nþ1 0
‘
0
0
n
¼ eðg; gÞ ‘2A ‘ x0 þF ðnk Þ ¼ eðg; gÞ ‘2A ‘ y0 b þF ðnk Þ ¼ eðg b ; g b Þ ‘2A eðg; gÞF ðnk Þ ;
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where we deﬁne x0 = F(n0), . . . , xM1 = F(nM1) as the secret keys which correspond to X0, . . . , XM1 but are unknown to B. However, from the above equations, the computation of X0, . . . , XM1 does not require knowledge of bn+1 or x0, . . . , xM1 which are
unknown to B. Clearly, the dealer’s public key is (X0, . . . , XM1) which is well-formed, and due to the randomness of xk (whose
randomness comes from the randomness of the polynomial F) for k = 0, . . . , M  1, it can be seen that (X0, . . . , XM1) has the
same distribution as that in the real world. The public key i of a user i can be trivially simulated.
Simulation of the decryption keys of the corrupted users. A is allowed to query the decryption keys of at most t  1 users in B. If
A queries the decryption key of user i 2 A ; B randomly selects ri 2 Zp and computes



t
tþM2 r
r
ri
ri
r
udki ¼ g ri ; h1i ; . . . ; hi1
; g Si þat i þþatþM2 i
hi i ; hiþ1
; . . . ; hni :
t

ð7Þ

tþM2

Notice that g Si þat i þþatþM2 i
¼ g FðiÞ . The decryption key of user i 2 A is well-formed and perfectly simulated. However, if
the attacker asks for the decryption keys of users in R n A ; B has to declare FAILURE as it does not know. The probability
1
1
that this bad event does not happen is C t1
P C t1
.
n

jRj

To simulate the decryption key of user i outside R; B randomly chooses zi

ri ¼

Y ‘i
‘

‘2A

Zp and formally sets

ðzi  y0 bnþ1i Þ:

It outputs udki = (di,0, . . . , di,n):
r

di;i ¼ g FðiÞ hi i ;

di;0 ¼ g ri ;

r

di;j ¼ hj i ð8j – iÞ:

Similarly to the proof of Theorem 5, B can compute all these terms from the BDHE challenge instance, and from Eq. (6), in
particular
r

di;i ¼ g FðiÞ hi i ¼ g

Q

‘iðy ðz y bnþ1i Þþbi z ÞþF 0 ðiÞ
i i
0
i
‘2A ‘

which can be computed since the term bn+1 in the exponent cancels out. Clearly, udki is well-formed, and due to the randomness of zi, y0, udki has the same distribution as in the real world. Hence, for all users outside R, the simulation of their decryption keys is perfect. B can correctly answer all the decryption keys queries for users outside R.
Challenge. A chooses a subset R  R: B sets Hdr = (c1, c2):

Y

c

c1 ¼ g ; c 2 ¼

!c
hj

:

j2R

It sets sk = (sk0, sk1, . . . , skM1), where sk0 ¼ Z y0 ¼ X c0 and ski ¼ X ci for i = 1, . . . , M  1. It sends hHdr, ski to A.
Notice that B can compute these terms from the BDHE instance. The values of c1 and sk come directly from the instance
and the knowledge of c and Xi for i ¼ 0; . . . ; M  1: B can compute c2 since it knows logg(hi) for all i 2 R ; in particular,

c2 ¼

Y

!c
hj

¼

j2R

Y

!c
g yj

P
y
¼ ðg c Þ j2R j

j2R
0

Guess. Eventually, A outputs a bit b :B sends b0 to the BDHE challenger.
Success probability. We compute the advantage of B to break the BDHE assumption. Assume that B does not declare
FAILURE during the semi-adaptive game. When b = 0 in the semi-adaptive game, hHdr,ski is generated according to the same
distribution as in the real world. This is also true in B’s simulation: when b ¼ 0; sk ¼ hsk0 ; . . . ; skM1 i ¼ heðg; gÞx0 c ; . . . ;
Q ‘a
0
eðg; gÞxM1 c i. We explain this fact with more details. Since X k ¼ eðg; gÞFðnk Þ ¼ eðg; gÞ ‘2A ‘ x0 þF ðnk Þ , we have that
0

X k ¼ X 0 eðg; gÞF ðnk Þ , where F0 (nk) is computable by the simulator B. Since B knows Z; y0 ; F 0 ðnk Þ; g c ; B can perfectly simulate
0

c

0

0

c

ski by computing ski ¼ Z y0 ðeðg c ; gÞF ðnk Þ Þ ¼ X 0 ðeðg; gÞF ðnk Þ Þc ¼ ðX 0 eðg; gÞF ðnk Þ Þc ¼ X i . So in the case b = 0, ski for i = 0, . . . , M  1 are
all perfectly simulated and the challenge is a valid ciphertext under random integer c.
We next consider the case b = 1 in the semi-adaptive game. In this case, hHdr, sk0 i is generated as in the real world, but sk0
is replaced by sk
KM , and hHdr, ski is sent to the attacker. This distribution is identical to that of B’s simulation, where Hdr
is valid for random c, but skk is a uniformly random element of GT for every 0 6 k 6 M  1.
From the above, we see that B’s advantage in deciding the BDHE instance is precisely A’s advantage to distinguish a
session key vector sk from a random element in GM
T , if B has not declared FAILURE during the game (this event occurs with
1
1
probability at least t1
). Considering this factor, we have that the advantage of B is 0 P t1
e.
Cn

Cn

Time complexity. The additional overhead for B is to simulate the answers that A may query. In the Setup stage, B needs
n + 1 exponentiations in G. In the Public key simulation, B needs 2M exponentiations and M pairing operations to compute
n
eðg b ; g b Þ. In the Simulation of the decryption keys of corrupted users, B needs at most (t  1)(n + 2) + (n  t)(n + t + 1)
exponentiations. In the Challenge stage, B needs one exponentiation in G to compute the challenge ciphertext. Let sPair
denote the overhead to compute a pairing, and sExp denote the time complexity to compute one exponentiation without
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differentiation of exponentiations in different groups. Note that 1 6 t + M 6 n. By summing up, the time complexity of B is
s0 6 s þ Oð1ÞsPair þ Oðn2 ÞsExp . h
5. Conclusion
In this paper, we have proposed an efﬁcient TPKE scheme with constant-size ciphertexts and adaptive security, by observing that existing TPKE schemes suffer from either long ciphertexts or can only achieve non-adaptive security. Security has
been proven under the decision BDHE assumption in the standard model. This implies that our proposal preserves security
even if the attacker adaptively corrupts all the users outside the authorized set and some users in the authorized set, provided that the number of corrupted users in the authorized set is less than a threshold. We have also proposed a number of
extensions which allow: (i) an efﬁcient trade-off between the key size and the ciphertext size; (ii) transmission of multiple
session keys in a single session with little extra cost.
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