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We propose a new mechanism to implement differential pyivdalike the usual mechanism based on
adding a noise whose magnitude is proportional to the sétsivf the query function, our proposal
is based on the refinement of the user’s prior knowledge abeutesponse. Our mechanism is shown
to have several advantages over noise addition: it doesegoire complex computations, and thus
it can be easily automated,; it lets the user exploit her gamwledge about the response to achieve
better data quality; and it is independent of the sensitivftthe query function (although this can be
a disadvantage if the sensitivity is small). Furthermore,give a general algorithm for knowledge
refinement and we show some compounding properties of ouhanéxm for the case of multiple
queries; also, we build an interactive mechanism on top ofkedge refinement and we show that it
is safe against adaptive attacks. Finally, we give a qualsessment for the responses to individual
queries.

Keywords Differential privacy; knowledge refinement; statisticidtabases.

1. Introduction

Differential privacy-? is a privacy property of queryable databases that is noynial
plemented using output perturbation. The disclosure nskdtion offered by differential
privacy is based on the limitation of the effect that any Erigdividual has on a query re-
sponse. If the influence of any single individual on the quegponse is small, publishing
that response involves only a small disclosure risk for ayvidual.

Any mechanism used to achieve differential privacy may lmnses the application
of a perturbation to the real value of the query response.dFlginal proposdi? to at-
tain differential privacy masks the query response by agldiaplace-distributed noise
whose magnitude is proportional to the global sensitivitthe query function (the global
sensitivity is the maximum variation of the query functioetlveen any two data sets
differing in one record, also known as neighbor data setis¢ global sensitivity of the
query function may be substantially higher than the locaki®ity at a certain data set

855


http://dx.doi.org/10.1142/S0218488512400272
mailto:jordi.soria@urv.cat
mailto:josep.domingo@urv.cat

856 J. Soria-Comas & J. Domingo-Ferrer

(variation of the query function between that data set amahéighbors); hence, adding
noise based on global sensitivity may overprotect most sigttsa The approach in Red.
tries to avoid this problem by adjusting for each data senthgnitude of the noise to a
so-called smooth sensitivity based on the local sensés/iof the query function. Other
mechanisms proposed to achieve differential privacy ohelihe exponential mechanigm,
that introduces the concept of response utility, and sonwhar@sms designed for specific
types of queries, such as Refisand6.

All the methods mentioned above are at some point conceritbdhe (global, smooth
or local) sensitivity of the query function. Such mecharggmnesent two main problems:
(i) deciding what amount of noise to add may require complexputations (such as
computing the global sensitivityor the smooth sensitivifyof the query function) and thus
noise addition may be difficult to automate, and (ii) in sorasss, the amount of noise that
needs to be added is so large that the output may bear ligtamglance to the real query
response, and thus the response may be misleading.

Differential privacy was introduced as a query-responsghrarism where the database
is held by a trusted party. Users access the database byttingmueries to it. Queries
are mediated by an access mechanism that answers them fier@mnlitlly private way.
Sometimes this setting is simply too restrictive, becaussrsimay want access to the
entire database. Hence, as a compromise one should allayuéoies that are as flexible
as possible. However, the literature on the generationftdrdntially private data sets is
brief’1% and the available proposals are mainly centered on coumtegudhe reason
for focusing on counts is that current methods to attairedfitial privacy behave well for
count queries. However, even for count queries there maylgeimpact on data utility, for
example when the data are spafs@ur proposal to reach differential privacy is intended
to be one step ahead towards enabling more complex quenasriocomplex microdata
sets.

1.1. Contribution and plan of this paper

We introduce a mechanism to achieve differential privaa thorks by refining the prior
knowledge/beliefs of the database user as much as posgiée, the constraints set by
differential privacy. Our mechanism depends only on therknowledge and on the level
of protection that we want to achieve. It is completely ineleglent from the sensitivity of
the actual query function, and thus no complex sensitivdtyputations are required.

This mechanism avoids problem (i) above, as no complex ctatipas are required.
Regarding problem (ii), the mechanism guarantees thaeponse yields increased utility
over the prior knowledge that the user had.

Section 2 introduces the idea of knowledge refinement for differdngigvacy.
Section3 describes a general knowledge refinement mechanism, botlofdinuous and
discrete responses. Sectibavaluates the level of differential privacy that we get fartia
component queries in terms of the components. Seéthorilds an interactive mechanism
on top of knowledge refinement and shows that it is safe agaiakcious users. Sectidh
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compares the knowledge refinement approach with Laplase raidition. Sectioi con-
tains a discussion and Sé&summarizes conclusions.

This paper extends the conference pdp&pecifically, new paragraphs and references
have been added to the introduction above and toBen the other hand, Se.5 and6
are new.

2. Refining Prior Knowledge to Achieve Differential Privacy

The definition of differential privacy states that the prbitity that the response belongs
to any subset of its range must be similar regardless of veheihy specific individual is
included or not in the data set.

Definition 1. Arandomized functiom givese-differential privacy if, for all data set®,,
D5 such that one can be obtained from the other by adding or remavsingle record,
and allS C Range(k)

P(k(D1) € 5) < exp(e) x P(k(D2) € 5) 1)

A usual approach to satisfying the requirements of Definitigs noise addition: first, the
real value of the query response is computed and, then, amandise is added to mask it.
A Laplace distribution with zero mean and a scale paramiet¢depends on the variability
of the query function is commonly used for noise addition.

Our proposal is not based on masking the true value of th@nsspby adding some
noise, but on modifying the prior knowledge of the databass an the response. When a
query is submitted to the database, the user submits atrteetdae her knowledge/beliefs
about the response. We think of this prior knowledge as thbatrility distribution that the
user expects for the response. For example, in case the asabkolutely no idea about
the possible result for a querfy the probability distribution to be used is the uniform dis-
tribution over the range of (assuming that this range is bounded). The access mechanism
modifies this prior knowledge to fit the real value of the rexgmas much as possible given
the constraints imposed by differential privacy.

Some users may be reluctant to provide detailed prior krydebecause they regard
doing so as giving information about themselves to the datmbWe should usually think
of the prior knowledge as the information about the resptimdas publicly available. Pro-
viding the database with such a prior knowledge revealsingthiibout the database user.
If the database user has information that is not publiclyiabke, she must decide whether
to use it as prior knowledge or not; the more accurate the griowledge, the more ac-
curate the response will be. We will see in Séthat, even when little prior knowledge
is assumed, knowledge refinement may be superior, in terrdatafquality, to noise ad-
dition approaches. Therefore, it may make sense to use kdgelrefinement even if the
database user is not willing to provide all her actual prioowledge.

Definition 2. Given a query functiory, the prior knowledgeabout the responsg(D)
is the probability distribution?;, defined overRange(f), that the user expects for the
response tg.
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The more concentrated the probability mas$pfaround the real value of the response to
f, the more accurate is the user’s prior knowledge. In genasahe user knows the query
f and the set of possible databag&sone may expect her to have some prior knowledge
about the responsg D). The better the knowledge the user has on the actual datédhase
the more accurate is the prior knowledge the user can prowittee response mechanism.
If the user’s prior knowledge is wrong, the accuracy of thgpmnse may suffer. How-
ever, whatever the prior knowledge, the refinement pro@duarantees that the output
distribution is more accurate than the prior knowledge.

If the query functionf has multiple components (dimension> 1), the joint probabil-
ity distribution must be provided. If the componentsfofre independent, specifying the
marginal distribution for each componentis enough to camghe joint distribution. This
will also be the case if the components are not independémhbwser has no knowledge
about the relationship among them.

The access mechanism is run by the database holder as follows

(1) Receive the query and the prior knowledg®; from the database user.

(2) Compute the actual value of the query respolfis®)).

(3) Modify Py to adjust it tof (D) as much as possible, given the constraints imposed by
differential privacy.

(4) Randomly sample the distribution resulting from thevjpyas step, and return the sam-
pled value as the responseft@valuated aD.

Even though knowledge refinement works by adjusting the priowledge, the output
is not the adjusted distribution but a sample from it. Thithis usual approach in differ-
ential privacy; only a sample from the output distributisméturned. Returning the output
distribution itself would leak too much information; in sencases, it could be used to
determine the exact value of the query response.

Note that the user cannot pretend to have more knowledgestiemactually has: send-
ing a guess a#y will most likely be wrong and worsen the response qualitysdilwe
show in Sec5 that using several different (fake) prior knowledge disitions to mount
adaptive attacks does not succeed in breakidgferential privacy.

The critical step is the adjustment of the prior knowledgéh® real query response.
To perform this adjustment, we distinguish two types of ipgerstatistical queries and
individual queries. We call statistical queries those vehostcome depends on multiple
individuals, while individual queries are those that depen a single individual. It will
be shown below that a finer adjustment of the prior knowleddgeasible for individual
queries. We start by focusing on statistical queries, befote formally specifying the
response mechanism, we give an example to illustrate whattesred to do.

Example 1. Assume a query functiofi that is known to return a value within the inter-
val [0, 1]. Assume also that the database user has no further knowéxine the query
responseie. her prior knowledge i#/[0, 1], the uniform distribution ovejo, 1].

To refine the prior knowledge, we modify its density by apptytwo multiplicative
factors:a,, > 1 to the points neaf (D), anday < 1 to the points farther fronf (D). In
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Fig. 1. Distributions for the response f¢ D) (left) and tof(D’) (right).

this way, the probability of obtaining as the response aevakar the actual respongeD)
is increased with respect to the prior knowledge, while tlabpbility of obtaining a distant
value is decreased. Figuteshows the probability distribution resulting from applyithe
procedure described above for a pair of neighbor data/3etsd D’.

To obtaine-differential privacy, the density at a given point for tresponse tg (D)
must be a factor within the intervi <, e°] of the density at the same point for the response
to f(D’). Check, for example, the point 0.6 in Fij.on the left-hand side distribution, the
point is far from the real response and thus a faetpis applied; on the right-hand side
distribution, the point is near the real response and theifapplied isa,. For thee-
differential privacy condition to hold, it must be,/aq < ef. We can also think in the
reverse way: given two constants > 1 anday < 1, the level of differential privacy
achieved by this response mechanism s In(a,,/aq).

Note that, to obtain a valid density function from the abowvedification, the set of
points over which each of the factosg, anda, are applied must be selected in such a
way that the total probability mass of the resulting disttibn equals 1. If we denote by
U, the set over which we apply the factoy, for the total probability mass of the adjusted
distribution to be 1, we must hawve, Py (U, ) +aq(1—Pr(U,,)) = 1. If the prior knowledge
is an absolutely continuous distribution, as in Exanipl®r any pair of values,, > 1 and
aq < 1litis possible to select a séf, in such a way that,, Py (U, ) + (1 — Pr(Uy)) =1
is satisfied. The reason is that we can select thi st have any probability mass between
0 and 1. If the prior knowledge distribution is not absolutebntinuous, it may not be
possible to find a séft,, with the required probability mass for the given valugsanda.
This section assumes that such alggtexists. In Sec3, we specify a general algorithm
that works for any prior knowledge distribution.

The following proposition formalizes the ideas discussethe previous example.

Proposition 1. Let f:D — R™ be a query function and |&?; be the prior knowledge for
f(D). Leta,, > 1 anday < 1 be such thatv, = e“ay. Letl,, be an environment of(D)
satisfyinge, Py (U, ) + ca(1 — Py (U,)) = 1. The response mechanism that returns a value
randomly sampled from the distribution obtained by modiy?; through multiplication
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of the probability mass of the pointsif, by a.,, and multiplication of the probability mass
of the points outsid#,, by o4, satisfies-differential privacy.

When the queryf returns a value related to a single individual, the mecmamisPropo-
sition 1 can be improved. In that case, there are only two posséslitr the response: (i)
if the individual we are asking about is not in the databasedistribution of the response
equals the prior knowledge distribution, and (ii) if the iWidual is in the database, the
distribution for the response will be the result of refinihg fprior knowledge. To satisfy
e-differential privacy, we only need to guarantee that thegrdiution resulting from (i) and
(ii) does satisfy the limitation on the knowledge gain impddy differential privacy. In
other words, the output distribution need only be compaoeitié prior knowledge. The
conditions that must hold ade< a,, < ef ande ¢ < oy < 1.

Note that, by choosing, = e° anday = ¢~¢, the level of differential privacy that
we can guarantee for a statistical query function (depenaiinmultiple individuals) i¢,
while for an individual query (whose outcome depends on glsiimdividual), we double
the guarantee te.

Proposition 2. Let f:D — R™ be an individual query in the above sense andRet
be the prior knowledge distribution fof. Let«,, = ¢ anday = ¢ ¢. Letl, be an
environment of (D) satisfyingo, Py (Uy, ) +aq(1—Pr(U,)) = 1. The response mechanism
that returns a value randomly sampled from the distributadrtained by modifyings
through multiplication of the probability mass of the paini/,, by a,,, and multiplication
of the probability mass of the points outsidg by o, satisfies-differential privacy.

3. A General Algorithm for Knowledge Refinement

Propositiond and2 above state that, given appropiate factogsanda, and a setf,, with
the required probability mass, the knowledge refinemenhiangism satisfies-differential
privacy. However, some details were left aside in the previsection: (i) how is the set
U, selected?, and (ii) can we still apply knowledge refinenfemset/,, with the required
probability mass does not exist? This section gives a mdegléé view of the knowledge
refinement mechanism and answers the two aforementionstions

Knowledge refinement works by increasing the probabilityssnaf the points near
f(D), and by decreasing the probability mass of the rest of paingsich a way that the
total probability mass equals one. In Exampldhere was a natural way to determine the
setl,,: the points closest t@(D) in absolute value. However, such a natural way does not
always exist, as illustrated in the next example.

Example 2. To determine the form of the s&t, for a query function with two compo-
nents, sayf = (f1, f2), we use a distance function defined over the rangg, afamely
d : Range(f1) x Range(f2) — [0,00). If d does not treaf; and f, symmetrically, then
one component is given priority over the other. In fact, ¢hisrno natural way to definé
and hencé/,. Such definitions are application-dependent.
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Table 1. Example distance functions for univariate quencfions
depending on the type of query result.

Query result Range(f) Distance
continuous R d(z,y) = |z — vyl
. 0i=y
nominal {c1,...,en} d(c;,cj) = {1 oy
ordinal {c1,...,¢en} d(c;, cg) = |i — j|

Table1 shows some distance functions that are appropriate for gy quith a single
component in terms of the type of the result. We do not prowidye distance for multi-
variate queries because such distances are very apptigiioendent, as pointed out in
Example2.

Note that when we feed the knowledge refinement algorithrh witertain distance
function, we are instructing it with the sets that we wantawof. Given a valug' (D),
we modify the probability that the prior knowledge assigaghe points inRange(f)
according to the distance If a point at distance is being applied a factar, all points at
distancer must be applied the same factor, and points at a shortendestaust be applied
a factoras with as > 1. Therefore, the séft,, of points that has its probability increased

must be of the formd(} ) . ortf7, ,, ., for somer € [0, co), where:

U}y, = {z € Range(f) : d(f(D),z) <1},

UJ%(DM = {x € Range(f) : d(f(D),z) <r}.

The setld,; of points that has its probability decreased is the compierogls,, that is,
Uq = Range(f) \ Uy,.

We want to choose two multiplicative factakg anda, to modify the probability mass
of U, andi4,, respectively. Factors, anday must be selected so that differential privacy
holds and the total probability mass of the resulting modiflestribution equals one.

Table2 shows the form of factora,, anda, for the two types of queries considered in
Sec.2: individual and statistical. For the case of individual gas, the differential privacy
condition need only hold between the distribution of the@oese and the prior knowledge.
Any pair of valuesw,, € [1,e°] anday € [e™¢, 1] yieldse-differential privacy; however,
a, = ef anday = e~ © yield the greatest knowledge gain.

For statistical queries, the condition must hold for eachn phdistributions for the
response to the query over data sets that differ in a singte@de Therefore, we must have
ay/ag < €. Same as for individual queries, the greatest knowledge igaachieved
whena,, /aqg = €. The actual values af,, anda, must belong to the interval$, €] and
[e~¢, 1], respectively, but they can be freely chosen, as long,gg;? < e° holds and the
total probability mass is one:

ozqu(Uu) + Oéde(Ud) =1. (3)

)
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Table 2. Form of the factors,, and ay for individual and statistical

queries.
Type of query Factors
individual oy =€, ag=e"¢
statistical ayu € [1,€°], ag € e %, 1] with aw/ag = €°

For statistical queries, the specific values selectedfoand«, determine the max-
imum knowledge gain for the points i, andi{;, where the gain is understood as the
modification w.r.t. the prior knowledg®;. Assuming thatv, /aq = e holds, a greater
value fore,, provides increased knowledge gain for the point&jn but it also results in
a greater value fody;, because otherwise, /o, < e would not be satisfied; this implies
decreasing the knowledge gain for the point&fjrwith respect to the prior knowledge.

For fixed values of the factors, anday, from Eq. @) and Py (Uy) = 1 — Pr(U,,), we
have:

a — 1
Pr(Uy) = o g
1—ay
Py(Ua) = o g

For continuous prior knowledge, it is always possible t@sebsetd/,, andi/; with the
above probability masses. In this case, the knowledge reénemechanism is very sim-
ple: apply factoky, to U/, and factor, to Uy, as stated in Propositiodsand?2.

For other kinds of prior knowledge, the séts andi{,; with the required probability
masses may not exist. In such cases, we still want to applfatiter «,, to the greatest
possible set of points closest J§D), and the factorn, to the greatest possible set of
points farthest fromy (D), thus achieving the maximum knowledge gain at such points.
We denotéd/], the set that is applied facter,, andi/) the set that is applied factar,.
For the remaining points we adjust their factor to have d fotzbability mass of one. See
Algorithm 1 for a detailed description of the process; this algorithmuisby the database
holder.

It is easy to check that the total probability mass of therithistion equals one, no
matter whether théhen or the elseoption of theif statement of Algorithnd is taken.
Regarding the differential privacy condition, we have athg seen that it holds for the
then case. For thelsecase, differential privacy also holds, becausg belongs to the
interval [ovg, ay,].

Differential privacy is usually criticized for the low uitiy of the results it provide&?
Several relaxations of-differential privacy have been proposed; in particulae fwu-
thors of® propose(e, §)-differential privacy @.k.a(s, §)-indistinguishability), ande, )-
probabilistic differential privacy. The former propersiaxes the strict requirement of dif-
ferential privacy by adding a non-zefoThe latter property allows arbitrarily large knowl-
edge gains within probability. Let us briefly review(e, §)-privacy and sketch how prior
knowledge refinement can achieve it.
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Algorithm 1 Knowledge refinement algorithm to respond to qugfy) for a general
prior knowledge

Input parameters: query, prior knowledgeP; of the database user, distance funciibn
factorsa,, anday, from the database holder.

(1) Compute the actual value of the query respolfis®)).
(2) Modify Py to adjust it tof (D) as much as possible, given the constraints imposed by
differential privacy. This is done as follows:
(@) Letp, = (o — 1)/(au — ).
(b) Letpg = (1 — aa)/ (0w — ).
(c) if there exists a sei, of the formi/; ,, . or U3,
Ps(U,) = p, then

Build the distribution of the response fd D) by applying the factos,, to/,,, and
g o Range(f) \ Us,.

else

) (see Expressiof) with

i. Find the maximal set//, of the formu}(D))T OrU?(D),T with P (UL) < py.

ii. Find the maximal set{, of the form Range(f) \ Z/l}(D)VT or Range(f) \
uf2(D),r with Pf((/{é) < Pd-

iii. Let pyq =1—P;(U)— Pr(U) be the probability of the points not i, UL/,

iv. Let g = (1 — aupu — aqpa)/(1 — pu — pa) be the factor to be applied to
Range(f)\ (U}, UUY)

v. Build the distribution of the response fd D) by applying:
e factora,, to points inl/.,
e factoray to points inif)
e factora,, to points inRange(f) \ (U, UU)).

(3) Randomly sample the distribution resulting from the/vas step, and return the sam-
pled value as the responseft@valuated aD.

Definition 3. A randomized function give&s, ¢)-differential privacy if, for all data sets
D1, Dy such that one can be obtained from the other by adding or remessingle record,
and allS C Range(k)

P(k(Dy) € S) < exp(e) x P(k(Ds) € S) + 6 @)

As e-differential privacy impliege, d)-differential privacy, Algorithml can be used
to obtain(e, 0)-differential privacy. However, a simple modification togdkithm 1 can
offer better data utility while still satisfyings, ¢)-differential privacy (but no longes-
differential privacy). We do not provide a formal algorittwith the required modifications,
but the idea is to use the extra margito increase the probability gt D) and reduce it at
the points farthest fronf (D).
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Fig. 2. Distribution of the response to an individual quettyer f (D) = 0.5, for In 2-differential privacy (left)
and(In 2, 0.2)-differential privacy (right).

Just like it happened far-differential privacy, the improvement @g, J)-privacy for
individual queries is greater than for statistical querfes an individual query, we only
need to compare the distribution of the response with ther pimowledge (see FigR).
As the prior knowledge is not modified, we can modify the res@oby adding to the
probability mass off (D), and subtraci from the tails of the distribution.

For a statistical query, we also want to increase the prdibabiass of the actual re-
sponsef (D), while reducing the probability mass of the %J(D) of points farthest from
f(D). Although other schemes are possible, a sensible choicehave the probability
mass off (D) increased by the same amouhtwhatever the data sé?. As we have to
keep the total probability mass equal to one, we must deettbagprobability ofS}(D) by
&’. Now, since we can select data séts and D such thatf (D) belongs tog}(Dz), for
Inequality @) to hold forS}(DZ), it must bed’ = §/2 (it can also b&’ < §/2, but then we
are not taking advantage of the whaélenargin).

4. Differential Privacy in Multicomponent Queries

The knowledge refinement mechanism as introduced in3smdependent of the number
of components of the query function. However, for the casmuolticomponent queries,
we can relate the level of differential privacy for the mettnponent query to the level of
differential privacy of the components. If we have a quér¢ (f1, ..., f») and for each
of the componentg;, we get are;-differentially private response, then we getg._, e;-
differentially private response fof. This is in fact a property of-differential privacy,
hence a proof for our specific mechanism is not required{see

The above result on multicomponent queries can be improvethweach of the queries
refers to a disjoint set of individuals. For the noise additmechanism, it easy to see
that, when performing querie, ..., f,, that refer each to a disjoint set of individuals,
the global sensitivity equals the maximum of the sensiéigipf the individual queriek.
The reason is that, by adding or removing a single individrgah the data set, only one
of the queries is affected. This is a good property, as it @ui@esnax{e, }-differential
privacy instead op | ¢;-differential privacy. Our goal is to show that this propyeran also
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Fig. 3. Distribution for the response to a statistical quehen f (D) = 0.166 (left) and f (D) = 0.833 (right),
for In 2-differential privacy (top) andln 2, 0.2)-differential privacy (bottom).

be achieved for our proposal. In fact, we will show furthertbat this is also a general
property of differential privacy. We start with an example.

Example 3. Let D be a database with two attributes: an identifié? and a Boolean
attribute B. Let f; and f> be queries that return the value Bffor individuals 1 and 2,
respectively. Let the prior knowledge for both queries keittdependent uniform distri-
bution over the sef0, 1}, which assigns a prior probability 0.5 to each of the possibl
outcomes for each query. To respondftoin ane-differentially private way withe = 1,
we select factors,, = ¢ anday = e~ ¢ that modify the prior knowledge. The same fac-
tors are selected fgf,. Now we want to check whether the combination of responsés to
and fs is still e-differentially private.

For the sake of simplicity, we assume that both individuedsaD, and thatf; (D) = 0
andf2(D) = 0. For the rest of cases we would proceed in a similar way. Eigwhows
the prior knowledge and the output distribution for bothryfenctionsf, andf-. Indeed,
by settingay = e~ ¢ and adjusting the probability mass to one instead of setting- e°,
we have

P(K, (D) = 1/f1(D) = 0) = P(K,(D) = 1|f2(D) = 0) = 0.5a4 = 0.5¢ " = 0.1839
P(K, (D) =1|f1(D) =1) = P(Ky,(D) = 1|fo(D) = 1) = 1 — 0.5aq = 0.8161 .

Table 3 shows the joint distribution for the output ¢f1, f2), which is obtained by
multiplying the output distributions fof; and fs.
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Fig. 4. Prior knowledge about attribut8 and distribution of thes-differentially private response to query
functions f1 and f2, assuming that the actual value for attribites 0.

Table 3. Distribution of the differentially private resmmnto the two-compo-
nent query(f1, f2) when the true values arg (D) = f2(D) = 0.

0 1
Ky, 1—0.50y ‘ 0.504 ‘
Ky,
0| 1-05ag (1—0.504)° (1 —0.509)0.504
1| 05ay (1 —0.504)0.5a4 0.2507

For e-differential privacy to hold for the two-component quefry= (f1, f2), the ratio
of the response distribution &1 and the response distribution at aby that results from
D by adding or removing a single individual must be within thagele =, e°]. As f; and
fo are related to individuals 1 and 2, any modificatiorit¢hat does not affect the records
for those individuals leaves the distribution of responssshanged. As we are assuming
that individuals 1 and 2 are ifv, the only modifications to be considered are the removal
of one of these individuals. Tab#ieshows the distributions of responses when individual 1
or 2 are removed. We ug€ to denote the distribution of the response to qugrit can
be seen that the respective ratios between the distributitetble3 and the ones in Tabke
are within[e=¢, e¥] = [e~ 1, e]; specifically, the ratios take only two values; = e~! and

2—qg=2—e1.

We now state and prove in general the property illustrataéderprevious example.

Proposition 3. Let D be a data set and letf1,..., f,) be a set of query functions
related to disjoint sets of individuals. Lét;, be a random variable that provides-
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Table 4. Distribution of the response to qugry= (f1, f2) when either
individual 1 is missing (top) or individual 2 is missing (i), and when
the attribute value for the non-missing individual is 0.

0 1
Ky, | 0.5 | 0.5 |
Ky,
0[1-05a, 0.5(1 — 0.504) | 0.5(1 — 0.50,4)
0.501y 0.250, 0.250,
0 1
Ky, 1—0.50, ‘ 0.504
Ky,
0.5 0.5(1 — 0.501) 0.250,
1 0.5 0.5(1 — 0.501) 0.250,

differential privacy forf;, and assume thak’y, is independent fronk(;, for any: # j.
Then(Ky,, ..., Ky, ) providesmax{e; }-differential privacy for(fi, ..., f2).

Proof. Let D’ be a data set obtained from by adding or removing a single user.
We want to check that the following inequalities hold for aybsetS of the range of

(Kfl,...,Kfn)I

o—max(e} o P(En(D),... Ky, (D)) € 5)

< emax{ei}
T P((Kp(D'),... Ky, (D)) €5)

It is easy to show that the above inequality holds for the cds€ being the Carte-
sian product of set§;, with S; a subset of the range @f;, (D), or when the probability
distribution of (K, , ..., K, ) is absolutely continuous. For a general Setnd a non ab-
solutely continuous distribution, the inequalities dtitild. However, such a general proof
requires the use of some concepts of measure theory anghdoe seasons, we omit such
details here. We will show that the inequalities hold for thse ofS = S x ... x S,,.

The probabilites?((Ky, (D), ..., Ky, (D)) € S)andP((Ky, (D), ..., Ky, (D)) €
S) can be written as the product of probabilitigsP (K, (D) € S;) and[[ P(Ky,(D') €
S;), respectively. By adding or removing a single individuaiJyoone of the queries is
affected. Say the affected queryfisfor somej € {1,...,n}. By removing the factors
that are both in the numerator and the denominator, the alitigs that we need to check
become

efmax{si} < P(KfJ (D) € SJ)

< emax{ei}
= P(K;,(D)eS,) —© ’

which holds becausE’;, satisfiest;-differential privacy, and; < max{e;}. ]
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Protocol 1 Interactive Laplace noise addition mechanism
(1) The database holder initializes the access mechanitmilve following parameters:

e ¢, the maximum level of leakage allowed;

e )\, the amount of noise to be added to every respoise the parameter of the
Laplace noise distribution); for fixed the greaten, the more queries the access
mechanism will be able to answer.

(2) Leti:=1.
(3) while queries are answered by the access mechathism
(a) The user submits a quefy (for i > 1, f; may depend on responses to previous
queries(f1, ..., fi-1))-
(b) if A(f1,...,[i)/X < e thenthe access mechanism returfisD) + Laplacé\)
as responsesiseit returns nothing.
©i:=i+1

5. Interactive Queries and Adaptive Attacks

Differential privacy is usually presented as an interactjuery-response mechanism where
the data set is held by a trusted party to whom users sendjinegiies. Despite this claimed
interactivity, the formal definition of differential prieg (Definition1) is based on a single
query, thereby removing the complexities that interagtiwould introduce. Malicious
users may try to use interaction to exploit potential vulindities of the access mechanism.
When using Laplace noise addition the user can, for exaraptethe knowledge acquired
from previous answers to forge the new query. For knowledfjaament the problem is
even more compelling, since, besides the query functienuger also feeds the access
mechanism with a prior knowledge distribution and optibnadth a distance function.

5.1. Interactive access mechanisms

To implement interactivity, a protocol is built on top of then-interactive access mecha-
nism. The idea is quite simple; when a query is submittedatioess mechanism analyzes
if answering the query is too disclosive, in which case thergis simply discarded. To de-
termine if answering a new query is too disclosive, all therggs submitted by a user so far,
including the new query, are treated as a single multicorapbquery and-differential
privacy is enforced for it. Protocdldescribes the protocol for the interactive Laplace noise
access mechanism introduced in Refin the protocol A(+) stands for sensitivity.

We now present an interactive knowledge refinement mecmampiarallel to the
Laplace-based one. As knowledge refinement does not depetftecsensitivity of the
query function, our interactive mechanism does not needoptite sensitivities and is
therefore simpler than the Laplace-based one. Also, wealldlv the database user to se-
lect the amount of leakagg independently for each querf. The only requirement is
that the access mechanism will refuse answering gyie(gnd successive queries) if the
leakage of the multicomponent qudrf, . . ., f;) exceeds.
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Protocol 2 Interactive mechanism for knowledge refinement

(1) The database holder initializes the access mechanigmewihe maximum level of
leakage allowed.

(2) Leti:=1.

(3) while queries are answered by the access mechathism

(a) The user submits a quegy= (f;, Py, d;, €;), wheref; is the query functionPy,
is the prior knowledge distribution for the quety, is the distance function to be
used and; is the desired level of leakage (for> 1, ¢; may depend on responses
to previous querie&g, - . -, ¢i—1))-

(b) if 22:1 e; < e then the access mechanism returns a responsg tesulting
from applying knowledge refinement 1y, with distancel; so that;-differential
privacy is guarantee@]seit returns nothing.

) i:=i+1

If the d-th query is the last query answered by the interactive ma@shaof ProtocoP,
by construction the user obtains at most a knowledge géam (f1,. .., f4). This holds
regardless of the prior knowledge distributions and distdiunctions chosen by the user
for each query.

By submitting the desired level of leakaggefor each query, in Protoc@the database
user is allowed to trade more accurate answers in some gdierikess accurate answers in
other queries. Protocélcould be modified to permit such flexibility as well: the useuld
be asked to choose the noise paramgtdor thei-th query, and the condition checked by
the access mechanism would become

YA/ <.

j=1
SinceA(f1,..., i) <A(f1)+ ...+ A(f;), when); = ... = \; the modified condition
above may result in less queries being answered than thétioond Protocoll.

5.2. Adaptive attacks

The interactive mechanisms of Protocdlsand 2 guarantee, respectively for Laplace
noise and knowledge refinement, that the responses to angrseg of adaptive queries
(q1, .- -,q4) Will not violate e-differential privacy. However, the following questionrche
raised: is there any sequence of adaptive quéties. ., ¢;) and a way to combine the
responses to this sequence that allows an attacker to @tastimator off (D) that does
not satisfye-differential privacy?

We show that such an attack cannot succeed. Our proof is etehpfeneral; it does
not depend on the access mechanism used to attain difdrpritiacy. LetF : R? — R
be the function used by the attacker to combine the respaosgs. . ., q4; let these re-
sponses be samples of the random veéfor(D), ..., Ky, (D). The attacker computes
F(Ky (D),...,K,(D)) and takes it as the responseftaD). We are not interested in
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determiningF’ or even in determining whethdt(Ky, (D), ..., K, (D)) is a good esti-
mate forf (D). The following result will suffice.

Proposition 4. For any functionF', if (Ky, (D), ..., Ky, (D)) satisfies-differential pri-
vacy, thenF'(Ky, (D), ..., Ky,(D)) also satisfies-differential privacy.

Proof. We need to check that, for each pair of data detand D’ that differ in a single
individual and for each s&t € Range(F'(Ky,,...,Ky,)), it holds that

P(EKnD),... . Kp(D) €S) _ .
P(F(Kp(D"),.... K, (D) €8) =
SinceP(F o X € S) = P(X € F~1(9)), we can express the previous inequality as

P((Kfl(D)aade(D)) € Fﬁl(s))
P((Kp (D), ..., Kg, (D) € F71(5)) —

which holds becausgsy, (D), ..., Ky, (D)) satisfies-differential privacy. m|

€

The following corollary follows from the previous propasit.

Corollary 1. Whatever the attacker’s strategy, her estimateffop) always satisfies-
differential privacy.

6. Quality of the Response to Individual Queries

We have defined an individual query, to be one that depends on a single individual.
We can think of it as a query that returns the value of soméate for some specific
individual.

Typical differential privacy mechanisms based on noisetaxitprovide low data qual-
ity responses for individual queries. The reason is thangsndividual can take any value
in Range(f), the sensitivity of the query equals the lengthdnge(f). When using
knowledge refinement, the quality of the response dependgteat extent on the prior
knowledge available.

In this section, we provide some data quality comparisohsdsn Laplace noise ad-
dition and knowledge refinement for individual queries. @amsons will be based of
specific query functions. The first one is based on a quentiumthat returns a Boolean
value; we show how the distribution for the differentiallgijate response gets closer to
the real response by refining prior knowledge than by addimgldce noise. The second
comparison is based on a continuous function with rgfige; we show that, even if we
have no prior knowledge, knowledge refinement providegbdtta quality for individual
queries.

6.1. Data quality for a Boolean attribute

Consider a simple databasewith two attributes: an identifiefD and a Boolean attribute
B that may take values 0 and 1. We assume thé very sensitive and that, to limit the
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Fig. 5. Response distributions with Laplace noise addition

disclosure risk, access to the database must be mediatedumrgresponse mechanism
satisfying differential privacy, witk = 1. Let f : D — {0,1} be a query that asks the
value of attributeB for a specific individual.

To achieve differential privacy via Laplace noise addifia® must first compute the
sensitivity of functionf. Assuming thaif returns% if the individual is not in the database,
the L-sensitivity of f is % Therefore, to achieve differential privacy for= 1, we must
add a Laplace distributiof (0, %) to the true value of the query response. Figoislhows
the distribution of the responses for both possible valdids,® and 1.

Assuming that the user is only interested in a 0/1 respomseyaue belovv% is taken
as 0, and any value abo%eas 1. The distribution for the response thus obtained is:

0 f(D)+L(0,%) <05
1 otherwise.

Ky (D) :{

If f(D) equals 0,K;(D) follows a Bernoulli distribution with parameter 0.184. If
f(D) equals 1, the distribution dK'¢(D) is a Bernoulli with parameter 0.816. Note that
this is completely independent from the true distributiéatiribute B, and from any pre-
vious knowledge that the user might have on it. Hence, difféal privacy via Laplace
noise addition does not let the user exploit prior knowledge

Let us assume that attribufe is 1 only with probability 0.01. For a user with this in-
formation, using the response obtained from the diffee¢ptivacy mechanism is actually
misleading, as the result will be 1 with probability

P(Ky(D) =1) = P(K;(D) = 1|f(D) = 0)P(f(D) = 0) + P(K;(D)
= 1|f(D) = 1)P(f(D) = 1) = 0.184- 0.99 + 0.816 - 0.01 = 0.19.

We could increase the parametdp get a more accurate response. However, by doing
so we would be reducing the privacy guarantees.
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Fig. 6. Response distribution with prior knowledge refiname

Now, we turn to the refinement mechanism and, same as befessume that the user
knows thatB equals 1 with probability 0.01. Take, = ¢ = e anday = e™° = e~ L.
Hence,

P(K (D) = 1|f(D) = 0) = P(f(D) = 1) - aig = 0.003678
P(K (D) = 0[f(D) =0) = 1 — 0.003678 = 0.9963222
P(K (D) =1|f(D) = 1) = P(f(D) = 1)) - a, = 0.027182
P(K (D) =0|f(D) =1) = 1 —0.027182 = 0.972817 .

Note that, as this is not an absolutely continuous distidioytve had to do some ad-
justment to have a total probability mass equal to one: austé adjustingy,, andag, we
directly adjustedP(K¢(D) = 0|f(D) = 0) and P(K;(D) = 0|f(D) = 1). Figure6
depicts the distribution of the response for both possiblaes of attribute3 and for the
prior knowledge.

Now, the probability of obtaining a response 1 is

P(Ky(D) =1) = P(K;(D) = 1|f(D) = 0)P(f(D) = 0) + P(K;(D) = 1| /(D)
1

1)P(f(D) = 1) = 0.003678 - 0.99 + 0.02182 - 0.01 = 0.003912.

As 0.003912 is much closer to 0.01 than 0.19, we conclude despite both mech-
anisms providing the same level of privacy, the output ittistion is much closer to the
actual distribution of the attribute when using the mecsiartbased on knowledge refine-
ment. Therefore, knowledge refinement outperforms Lapteise addition for Boolean
attributes released under differential privacy.
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Table 5. Comparison between the distribution of the respamg( D) for Laplace noise addition
and knowledge refinement for several values afhen f(D) = 0.5.

Laplace noise addition Knowledge refinement
€ Variance  P(Ky(D) €[0,1])  Variance  size(Uy) P(K¢(D) € Uy)
0.1 200 0.476 0.077 0.475 0.525
In(2) 4.16 0.549 0.046 0.333 0.667
1 2 0.607 0.034 0.269 0.731
2 0.5 0.684 0.012 0.119 0.881

6.2. Data quality for a continuous attribute

Let f : D — [0,1] be a query function that returns a value in the intefal]. We have
fixed the range of to be able to obtain some numerical results, but a similarpasison
can be done for other ranges. We compare the response abbgineing Laplace noise
addition and knowledge refinement with a unifof0, 1] prior knowledge.

When using Laplace noise addition, the respons¢ (D) is K¢(D) = f(D) +
Laplace(0,1/<). When using knowledge refinement, the prior knowledge isifireatiby
increasing the probability of the gdf, containing the points closer (D) by a factora,,,
and decreasing the probability of the rest by a faetgrWe saw in Sec3 thati/, must
satisfy Py (Uy,) = (o, — 1)/(cy — ), Which in the case of a uniform prior knowledge
within the intervall0, 1] coincides with the size df,,. We also saw (Tabl@) that, for an
individual query, the factors ake, = ¢ anday = e~ ©.

Table5 shows a comparison of the distribution for the responsg(io) for several
values of= when f (D) = 0.5. For Laplace noise addition, we have computed the variance
of the response, as well as the probability for the respomdee twithin the rango, 1].
For knowledge refinement, we have computed the varianceeofdsponse, the size of
U, and the probability for the response to belip. The results in the table show that
knowledge refinement behaves much better than Laplace adisgon, but perhaps this is
better observed by comparing the actual distributionaufeig shows the distributions for
the response when using Laplace noise addition and knowledipement with the same
values ofs used in the table.

7. Discussion

In previous sections we have highlighted that the knowled@fi@eement mechanism lets
the database user exploit her prior knowledge to obtain & mocurate response. In Séc.
we saw that, for the case of individual queries, knowleddmeenent provides a much
more accurate response even when there is no prior knowledge

Other advantages of prior knowledge refinement are:

e Simplicity Mechanisms such as Laplace noise addition are based oddit®a of a
random noise whose magnitude depends on the variation ofutigy function across
neighbor data sets, also known as sensitivity. To caliilegeandom noise, the sensi-
tivity of the function must be computed, which may be quitenptex. The mechanism
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Fig. 7. Distribution for the response §{ D), when (D) = 0.5, for Laplace noise addition (distribution with
unbounded support) and knowledge refinement (distribwtitimsupport]0, 1]) for e = 0.1 (top left),e = In(2)
(top right),e = 1 (bottom left), and = 2 (bottom right).

based on the refinement of the prior knowledge only dependiseprior knowledge
(it is independent from the sensitivity of the query funadicand thus it is easier to
implement, especially in a non-supervised environment.

e Generality As said above, Laplace noise addition requires compukbiagsensitivity
of the query function, and this can only be done if the quencfion takes values
in a metric space. This introduces some complexities wherfuthction returns cat-
egorical information. The mechanism based on prior knogdefinement does not
impose any requirement on the query function, and thus ibeaapplied without extra
overhead to functions returning categorical information.

e ConsistencyKnowledge refinement lets the database user easily Ite$teicesponse
to a set of values consistent with the query function, by mgwhe prior knowledge
assign a probability mass of zero to the set of inconsistahtes. For example, in
Table5 we saw that Laplace noise sends the response outside thefgnetion range
[0, 1] with great probability, while knowledge refinement alwayegs the response
within range. Querying categorical attributes is anothemeple. It is usual to have
some combinations of categories that do not make sensex&mpéde, if the attributes
are “employed” (Y/N), and “unemployment benefits” (Y/N), @ponse Y for both
attributes does not make sense. When using a noise addigohamism, there is no
way to avoid that combination of values, while, when usingwledge refinement, to
avoid that combination we only have to use a prior knowledgeiution that assigns
zero probability mass to it.
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Despite the advantages listed above, there are some aitsidtr which the proposed
mechanism is not appropriate. If the range of values thafuhetion may return is large
compared to the variability between neighbor data sets,th@diatabase user does not
have precise knowledge of the response, then a method basease addition produces
better data quality. This may be the case of statisticaligsavhere the user has no prior
knowledge of the result. However, when querying about aipéudividual, the proposed
method results in much greater response quality.

8. Conclusions

We have introduced a novel mechanism to attain differeptig@hcy. This mechanism is
based on refining the prior knowledge that the user may hawatabe query response.
This refinement is performed taking into account the comggamposed by differential
privacy.

The refinement mechanism presents several advantagesevesual noise addition
mechanism. It is easier to implement, especially in a ngestsed environment, as it
does not require potentially complex computations (suathedsrmining the sensitivity of
the query function). The fact that it lets users exploit theior knowledge may lead to
a level of data quality not reachable by mechanisms indegreraf the user knowledge.
For example, we showed in the examples of $ethat the distribution of the response
was closer to the real distribution when using the refinemeathanism. For query func-
tions with great sensitivity, the amount of noise added hgeaddition mechanisms, such
as Ref.1l, may render the response useless. In contrast, the daitydhbat results from
our proposal is independent from the sensitivity of the gudanction; yet this has the
drawback that, for small sensitivities, our approach mainferior to noise addition.

We have also analyzed the behavior of our approach for nonfifponent queries. A
generic property of differential privacy guarantees tlifag ¢;-differentially private re-
sponse is provided for a quelfy, for i = 1ton, a)_ ¢;-differentially private response is
provided for the queryfi, ... f,.). We have seen that this can be improved if each qiiery
refers to a disjoint set of individuals. In this case, we aebinax{e; }-differential privacy,
instead of}_ ¢;-differential privacy.

Interactive mechanisms for Laplace noise addition and kedge refinement have also
been described. Such interactive mechanisms take as iapaunpter the maximum level
of leakages allowed by the database holder, and queries are answeritthanievel of
leakage is reached. The knowledge refinement interactivdhamésm is superior to the
Laplace noise interactive mechanism in that it does not teedmpute sensitivities. We
have shown that any interactive mechanism providiutifferential privacy is safe against
adaptive attacks; whatever the strategy used by an attazlembine query responses,
e-differential privacy holds.
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