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Dipartimento di Matematica, Università di Roma Tre, Largo S. Murialdo n.1, 00146 Roma, Italy
3
Agenzia Spaziale Italiana (ASI), Viale Liegi n.26, 00198 Roma, Italy

SUMMARY
Cryptography is the most suitable technique to protect the access to subscribed value-added services for
mobile applications provided through satellite broadcasting (e.g. localization and mobile TV). However, if
a temporary loss of signal is experienced by receivers, not only the data streaming is compromised, but also
the key management-related messages. Hence, when the signal is received again, it is impossible for the
receivers to decrypt it. One way to overcome this issue is the re-transmission of keys to guarantee that the
largest set of legitimate receivers has the updated (set of) keys.
In this paper we analyze the problem of key update in a mobile user context in order to maximize the
service availability. In particular, we provide the following contributions: we propose a mathematical
model that captures all the relevant features of mobile users. Then, we formally prove a few novel results
on the structure of the admissible rekeying sequence. These results are used to design a scheduling
algorithm for key broadcasting that, according to our model, minimizes the number of mobile users that
are prevented from updating their crypto keys, hence continuing accessing the service. Finally, simulation
results support our theoretical ﬁndings. Copyright r 2008 John Wiley & Sons, Ltd.
KEY WORDS:

secure multicast; key management protocol; group communications; mobility; scheduling
algorithm

1. INTRODUCTION
Mobile devices have been receiving attention in the latest years as more and more applications
are conceived for a mobile use. Typical examples of such applications are: position location,
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mobile TV, and satellite phones. Access to a speciﬁc value-added service will require a
subscription by the user, while cryptography is the most suitable technique to guarantee the
service only to subscribers [1]. Owing to device resource scarceness, symmetric key cryptography
seems a better option than asymmetric key cryptography. Moreover, services can be delivered to
mobile receivers through satellite broadcasting, which allows the provision even in remote
locations (i.e. where no similar terrestrial service is present). However, small mobile devices
(receivers) could be resource constrained, and hence could be not equipped with an up-link to
communicate with the satellite (i.e. to the source). Further, even if in principle the receivers
could be able to send feedback to the source, one could chose not to send feedback to avoid the
management burden of the feedback implosion problem [2,3], that is, when a large number of
receivers send feedback to the source.
One method for enabling secure multicast communication is the periodic distribution
of a new key (called a session key) to group members. All messages exchanged within the
group during a ﬁxed interval of time, or session, are communicated securely through encryption
under this session key. We assume that prior to the start of each session, the group
manager broadcasts a packet containing that session’s key (and perhaps, other information) to
the group. Because group membership is dynamic (that is, users may be added and removed
from the group periodically), the key distribution broadcast targets only the relevant
group members. The problem of distributing keys over a reliable channel has received much
attention (see, for example, [4,5]). However, this situation is also complicated in
speciﬁc locations where the satellite signals cannot be received for a number of reasons, like
shadowing (due to the presence of physical obstacles, for instance, in urban canyons or
indoor environments) or fading [6]. In these cases, not only the data streaming is compromised,
but also the key management-related messages. In fact, when a receiver loses one
(or more) rekeying steps, it loses synchronization with the cryptographic keys used
by the broadcaster to encrypt the data payload. A way to overcome this issue is the retransmission of keys to let a greater number of receivers to have the keys updated. The key
transmission order is evidently important to guarantee that the largest set of legitimate receivers
has the updated (set of) keys.
In the following, we address the problem of maximizing the access to services for mobile users
belonging to the same security group, with no access to a feedback link. The solution provided is
the design of a scheduling algorithm that provides the rekeying sequence that maximizes the set
of users with the most updated rekeying packet (RP). To reach this goal, we ﬁrst provide a
population model to be used for the design of the scheduling algorithm. On the basis of the user
population model analysis, we prove a few formal results, that is, the optimal rekeying
sequences show a special structure that can be used by the scheduling algorithm to reduce the set
of admissible sequences; a following result allows to further prune the set of optimal sequences
and, consequently, to reduce the computational burden of the scheduler. The theoretical results
have been supported by simulations, thus proving the effectiveness of our approach, and
showing the scheduler behavior in several interesting cases. This work paves the way for future
works along different directions, such as adopting different user population models to detail
speciﬁc user behavior.
The rest of this paper is organized as follows. Section 2 introduces related work in the ﬁeld;
Section 3 sets the framework for Section 4, where we introduce the analytical model and the
proposed scheduling algorithm; Section 5 reports on the simulation, while Section 6 highlights
some concluding remarks.
Copyright r 2008 John Wiley & Sons, Ltd.
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2. RELATED WORK
Based on the interdependency of rekeying messages, group key management algorithms can be
classiﬁed into stateless and stateful rekeying schemes. In particular, the stateless approach was
introduced in the seminal work of Naor et al. [7], where the authors proposed the subset
difference revocation (SDR) scheme. As for stateful rekeying, we will consider logical key
hierarchy (LKH) [8], that will be revisited in Section 3. Readers interested in the differences
between the two approaches can refer to [9]. In particular, in the latter paper the authors
compare the storage cost and the rekeying cost (number of encrypted keys) of LKH and SDR in
immediate and batch rekeying scenarios. The simulation studies show that LKH performs better
in immediate rekeying and small batch rekeying, whereas stateless rekeying performs better as
membership changes are processed in larger batches. In this paper we will deal with the stateful
approach only.
The scalability problem of group key management for a large group with frequent joins and
leaves was addressed also by Mittra with the Iolus system [10], and Wang with the LKH [8].
Both Iolus and LKH solve the scalability problem by making use of a hierarchy. However, the
system architectures are very different in the two approaches. In the Iolus system the main idea
is to establish a geographical hierarchy of keys using intermediaries called group security agents
(GSA). In the key graph, the main idea is to balance the cost of additions and deletions,
arranging keys in a logical hierarchy (unlike the physical hierarchy of Iolus), with the root key
being the session key and the individual user keys being the leaves. LKH will be revisited in
Section 3. Among the approaches that use batch techniques, it is worth referring to Kronos [4].
In Kronos the rekeying operation is driven by time rather than membership changes, that is, a
new key is generated locally after a certain period of time, without incurring in the overhead of
the new key distribution related to a centrally generated key. Kronos has been described in
detail within the distributed approach proposed in [11]. An interesting comparison between the
dvb conditional access implemented on satellite IP secure multicast can be found in [1].
For several years, the theory community has studied the problem of allowing only legitimate
users to access multicast data. Starting with [12], and continuing with [13,14], the theory
community has studied this problem using different models and different assumptions from
those used in the Internet community. We refer the reader to [15] where these differences are well
treated. For example, Fiat and Naor [12] introduced the concept of k resilient broadcast. In their
approach, a secret distributed to a subset of n destinations is resilient to collusion by up to k
other destinations. Finally, in [16], it has been shown that while key distribution schemes can
trade addition cost for deletion cost, for any scheme there is a sequence of 2n insertions and
deletions whose total cost is Oðn log nÞ. Thus, any key distribution scheme has a worst case of
Oðlog nÞ either for adding or for deleting a user.
As for recent contributions, in [17] a methodology to establish the minimal key length that
guarantees a speciﬁed level of conﬁdentiality is proposed. Reducing the keys length reduces the
communication cost, the computation cost, the total rekeying completion time, the storage
required by the users, and enhances the reliability of rekeying communications. The proposed
methodology scales with the number of users in the multicast group. Further, in [18] the authors
focus on key authentication problem for the LKH multicast model.
As for resilience to packet loss, in [19,20] two key distribution protocols that are resistant to
packet loss through non-interactive means are described. Both are motivated by the single
sender content distribution setting and take a tree-based approach to key distribution and
Copyright r 2008 John Wiley & Sons, Ltd.
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achieve resistance to loss by appending additional key update information to the packets that
follow a key distribution broadcast. In [20], resistance to packet loss is ensured by using errorcorrecting codes to generate information about past group keys. If a certain ﬁxed number of
packets is received after a lost one, it is possible for the user to reconstruct the lost information.
In [19], these ideas are built upon to allow resistance to correlated packet loss. Depending on the
membership change(s) that trigger the rekeying, ‘hints’ for updated keys are attached to
subsequent data packets. The hints can be as small as half the size of the keys themselves, but
leave the user with signiﬁcant work to do in order to recover missing keys.
The approaches in [19,20] differ signiﬁcantly from the innovative approach based on selfhealing techniques introduced in [21,22]. The self-healing property requires that any pair of
preceding and following packets be sufﬁcient for recovering the lost key. With this self-healing
requirement, it is possible to communicate with all group members through short broadcasts
even though the underlying set of personal keys is ﬂat rather than hierarchical (each key is
stored by one user), which has the advantage of permitting traceability. However, the selfhealing property can be obtained only for a certain number of consecutive packets (window). If
this window is exhausted, the source needs to distribute to receivers auxiliary key material to
enable another self-healing window. Hence, the auxiliary key material distribution phase could
be affected by packet loss.
In [23] it is shown how to perform an efﬁcient rekeying of large groups with dynamic
membership: minimizing the overall time it takes for the key server and the group members to
process the rekey message. Speciﬁcally, the authors concentrate on rekey algorithms based on
the LKH [8], and minimize the longest sequence of encryptions and decryptions that need to be
done in a rekeying operation. In [6] the transmission scheduling with faded channel and
constrained devices is analyzed, whereas in [24] the dynamics of key management in satellite
communications is analyzed.
Finally, note that a ﬁve pages preliminary workshop version of this work appeared in [25]. In
this paper we extend [25] in several ways. First, we provide formal results and extensive
simulations supporting our analytical ﬁndings; second, the paper is enriched with a
comprehensive survey of the related literature, and third we highlight further, effective
research directions paved by this paper.

3. SYSTEM ASSUMPTIONS AND DEFINITIONS
In this work, we consider the following assumptions:









The data broadcasted by satellites (referred to as data stream) are encrypted.
Only authorized-legitimate devices/users can decrypt the data.
The set of authorized users may change frequently (i.e. joins and evictions of users are
frequent) and keys need to be changed in a suitable way to preserve backward and
forward conﬁdentiality.
The key management is performed through ‘Over The Air Rekeying’ (OTAR), i.e. the
keys are transmitted via rekey packets broadcasted by the same satellites broadcasting the
encrypted data.
Only a ﬁxed amount of bandwidth is allocated to key management data (OTAR
operations).
Receivers cannot send any feedback to the source (i.e. to the broadcasting satellites).
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Owing to shadowing and other interference effects, receivers are not always able to receive
the encrypted data stream as well as the OTAR data.

Delivering keys to a large group of users or to different groups of users via over-the-air
rekeying may face scalability problems that can be improved by adopting a LKH approach (see
[8]). Indeed, a secure group can be formalized as a triple ðU; K; RÞ, where U denotes a set of
users, K denotes a set of keys, and R  U  K denotes a user-key relation, which speciﬁes keys
held by each user in U. In particular, each user is given a subset of keys that includes the user’s
individual key and a group key. Group key management can be performed by organizing the
keys in K into a hierarchy and giving users additional keys. A trusted server is responsible for
group access control and key management (i.e. for the distribution of keys to group members
and maintenance of the userkey relation).
A key graph is a directed acyclic graph G with two types of nodes: u-nodes representing users
and k-nodes representing keys. Each u-node has one or more outgoing edges but no incoming
edge. Each k-node has one or more incoming edges. If a k-node has incoming edges only and no
outgoing edge, then this k-node is called a root. Given a key graph G, it speciﬁes a secure group
ðU; K; RÞ as follows:
(1)
(2)
(3)

There is a one-to-one correspondence between U and the set of u-nodes in G.
There is a one-to-one correspondence between K and the set of k-nodes in G.
ðu; kÞ is in R if and only if G has a directed path from the u-node that corresponds to u to
the k-node that corresponds to k.

As an example, the key graph in Figure 1 speciﬁes the following secure group:
U ¼ fu1 ; u2 ; u3 ; u4 g
K ¼ fk1 ; k2 ; k3 ; k4 ; k12 ; k234 ; k1234 g
R ¼ fðu1 ; k1 Þ; ðu1 ; k12 Þ; ðu1 ; k1234 Þ;
ðu2 ; k2 Þ; ðu2 ; k12 Þ; ðu2 ; k234 Þ; ðu2 ; k1234 Þ;
ðu3 ; k3 Þ; ðu3 ; k234 Þ; ðu3 ; k1234 Þ;
ðu4 ; k4 Þ; ðu4 ; k234 Þ; ðu4 ; k1234 Þg
In our case, the users are represented by mobile devices that receive encrypted data stream from
a satellite. The satellite also transmits the rekeying messages needed by the users to decrypt the
broadcasted data stream, as in Figure 2. Anytime a user join/leave occurs, a RP containing all
the keys to be delivered to the user group is computed and transmitted by the key server.
Consistently, the main data stream is encrypted with the new key provided by means of the last
RP itself. In practice, both the data stream and the rekeying messages are generated by a ground
control station and transmitted to the satellite for broadcasting to the mobile users. In the
following, for the sake of simplicity, we will assume that the satellite will provide the functions
of the key server, although it is not necessarily the true originator of data. We also assume that
users cannot transmit any data to the satellite, i.e. they do not have any feedback link. The latter
assumption makes the key distribution more complicated, since users cannot request
retransmission for not received RPs.
To be more speciﬁc, if an RP sequence, say r1 ; r2 ; . . . ; rm , has been broadcasted, due to a
number m of joins/leaves, any user needs to receive and decrypt all the m RPs to decrypt the
Copyright r 2008 John Wiley & Sons, Ltd.
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Figure 1. A key graph.
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Figure 2. Data ﬂow form the ground station to the users.

data broadcasted afterwards (and encrypted with the key provided by rm ). Therefore, if a user
loses an intermediate RP, it is not able to decrypt all the next RPs, nor to decrypt any other
broadcasted encrypted data.
Therefore, when a new RP (say, ri ) is broadcasted, we assume that only a subset of mobile
users receives and decrypts it. In fact, for mobile users reception of data and RP are limited by
several reasons like interference or shadowing due to physical obstacles. In order to increase the
number of users that receive the new RP, the only solution is to broadcast it again several times,
due to the absence of any feedback from the receivers, in a total open-loop fashion.
When another RP (riþ1 ) is generated and broadcasted, only the users that correctly received
packet ri are able to get packet riþ1 and decrypt it, whereas all the others are not able to process
it in any way. Moreover, among all the potential users that could process packet riþ1 (since they
already processed packet ri ) only a subset of them will receive riþ1 due to location problems and
transmission errors. As a consequence, packet riþ1 needs to be broadcasted again, to let more
Copyright r 2008 John Wiley & Sons, Ltd.
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users receive it. In other words, both packets (ri and riþ1 ) need to be broadcasted more than
once to increase the number of updated users (deﬁned as the legitimate users that have received
and decrypted all the RPs so that they are correctly assigned the up-to-date keys). Suitable
‘statistics’ (recall that a real-time monitoring of the situation is not possible due to the absence
of feedback from the receivers) could represent the evolution of the user set when new RPs are
broadcasted, showing the average percentages of legitimate users that have received and
decrypted packets ri ; riþ1 ; riþ2 ; . . .. On the basis of these statistics, one can address the problem of
ﬁnding an optimal schedule to maximize the number of users that have received and decrypted
all the rekeying data packets up to date (i.e. maximize the size of the set of updated users).
It is presumable that a percentage of receivers ‘get lost’. Some of them, in fact, are not able to
receive and decrypt so many RPs (i.e. a long time has passed since they received any RP) that
they are not able to decrypt the broadcasted data any longer. When this happens, a recovering
procedure is needed, which is out of the scope of this paper. Indeed, we consider the problem of
ﬁnding an optimal schedule for the transmission of RPs in order to maximize the size of the
updated users set.

4. THE ANALYTICAL MODEL
4.1. The scheduler
In this section we describe the system in charge of deciding which RP must be transmitted to
users at a given time (i.e. the RP scheduler). This system is part of the key server (denoted by s)
that generates two types of messages: the encrypted data (referred to as main data stream) and
the rekeying messages (contained into the RPs) that the users need to decrypt the main data
stream. Server s is actually hosted in a ground station transmitting all data to the satellite for
broadcasting to mobile users, as shown in Figure 2. However, since the satellite is used only as a
relay for data broadcasting, we can simplify the model assuming—as already mentioned in
previous section and without losing of generality—that the server s broadcasts the main data
stream, as well as RPs, directly to users.
A sketch of the scheduler, as well as its functional concept is shown in Figure 3. An RP
Generator is responsible for the production of the RPs any time that a join or a leave occurs.
RPs generated by the RP generator are stored in an RP Buffer that contains M slots (denoted by
b1 ; b2 ; . . . ; bM ). When a new RP is generated, the RP in slot b1 is dropped and all the RP stored
in slots b2 ; . . . ; bM are shifted by one slot in order to empty slot bM , where the new RP is stored.
On the basis of a scheduling algorithm, the Scheduler picks one of the M RPs currently
available in the RP buffer and transmits it (i.e. sends it to the satellite for broadcasting
to the users). Recall that users are not able to provide any feedback link to the scheduler.
Therefore, the scheduler algorithm is based on a user model referred to as User population model
in Figure 3.
Note that this system acts in a complete open-loop fashion, since the feedback is not provided
by the real set of user, but by a model. Nevertheless, leveraging this approach it is possible to
elaborate a scheduling algorithm on the basis of the values provided by the user population
model. The more accurate the model, the more accurate will be the results obtained by applying
the scheduling algorithm.
In the following, we study the problem of computing a whole RP sequence aiming at
maximizing the set of updated users, on the basis of the RPs currently stored in the buffer, and
Copyright r 2008 John Wiley & Sons, Ltd.

Int. J. Commun. Syst. Network 2008; 26:269–289
DOI: 10.1002/sat

276

R. D. PIETRO AND S. IANNITTI

RP
RP Generator
Generator
RP Buffer

b1 b2

…

bM

…

Scheduler
Scheduler

RP Broadcasting

Users
Users

User
User
population
population
model
model

Figure 3. The scheduler and its functional concept.

on the modelled evolution of the user population model. When the transmission of the
RP sequence is completed and a new RP is generated, a new optimal RP sequence can be
computed. Clearly, the new sequence will not contain the RP previously stored in slot b1
(dropped when a new RP is stored in slot bM ). This means that all users needing to receive the
dropped RP will no longer be able to decrypt any other RP. We will refer to these users as dead
users. In this case, a special intervention is needed to recover the situation and provide the dead
users with the updated set of keys contained in the last generated RP. However, since the
optimal RP sequence is computed between the generation of two RPs, we focus on the behavior
of the scheduler (and of the user population model) during the transmission of an RP sequence.
In order to derive the scheduling algorithm, it is fundamental to deﬁne the user population
model.
4.2. The user population model
User population can be divided into M þ 2 classes (x1 ; x0 ; x1 ; . . . ; xM ) denoting the state of the
user receivers. The receiver state represents the number of the RP that the receiver has correctly
received and processed (i.e. decrypted). Thus, a user is in state xi if it decrypted RP ri , and it is
able to receive and decrypt (only) RP riþ1 , when it is broadcasted. We assume that the set of
available RPs is constituted only by M elements, denoted by r1 ; r2 ; . . . ; rM . A receiver being in
state xM has decrypted RP rM (i.e. the most updated RP), and cannot evolve to any other state,
unless a new RP rMþ1 is generated by the scheduler. A user being in state x0 is ‘going to die’,
whereas a user being in state x1 is ‘dead’, i.e. it is not able to decrypt any RP, since the set of
available RPs contains only r1 ; . . . ; rM1 ; rM , which can be received only by users that are,
respectively, in states x0 ; . . . ; xM1 .
For the sake of simplicity, we assume that RPs are transmitted at regular time intervals tj
(j ¼ 0; 1; 2; . . .) with constant lengthz T. Therefore, time instants tj satisfy the following rules:
z

Note that this assumption can be easily removed since the proposed model is valid even in case the time intervals present
variable length.
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tj ¼ jT, and tjþ1 ¼ tj þ T, 8j ¼ 0; 1; 2; . . .. Transmission of RP r‘ is denoted by the variable v‘ ,
with ‘ ¼ 1; 2; . . . ; M. Therefore, we let:
(
1 if RP r‘ is transmitted at time tj
v‘ ðtj Þ ¼
0 otherwise
Since one RP is always transmitted at every tj , we have:
M
X

v‘ ðtj Þ ¼ 1 8tj

ð1Þ

‘¼1

thus showing that at each instant tj only one variable v‘ ðtj Þ is equal to 1, while all the others are
equal to zero. In the following, we denote that r‘ is transmitted at time tj by using the compact
notation vðtj Þ ¼ ‘ 2 RPSðMÞ, where RPSðMÞ denotes the RP set containing the numbers
corresponding to the available M RPs, that is,
RPSðMÞ ¼ f‘j‘ ¼ 1; 2; . . . ; Mg
Furthermore, when it is not relevant to consider the instant tj , we simply write v ¼ ‘ to mean
that RP r‘ is transmitted.
Generally, only an average fraction p 2 ð0; 1Þ of the users being in state xi is able to acquire
RP riþ1 when it is transmitted.
Indeed, in practical satellite communications, several operating conditions must be taken into
account, like varying fading and channel conditions, as well as different types of users,
applications, and environments (e.g. hand-held, car or aircraft receivers, etc.). We assume that p
(which is referred to as the transition parameter) represents the average percentage of the
different users that are able to acquire RP riþ1 . We also assume that it can be statistically
determined and it is the same for each state xi (i ¼ 0; 1; . . . ; M).
Therefore, at each instant tj , when RP riþ1 is transmitted (viþ1 ðtj Þ ¼ 1), only a fraction of the
users being in state xi evolves to state xiþ1 , while the remaining fraction ð1  pÞ remains in state
xi . As a consequence, for the generic state xi , (i ¼ 1; . . . ; M  1), we have:
xi ðtjþ1 Þ ¼ xi ðtj Þ  pxi ðtj Þviþ1 ðtj Þ þ pxi1 ðtj Þvi ðtj Þ
ð2Þ
Equation (2) states that the number of receivers being in state xi increases (decreases) if RP ri
(riþ1 ) is transmitted.
Since no RP rMþ1 is deﬁned, for i ¼ M, Equation (2) becomes:
xM ðtjþ1 Þ ¼ xM ðtj Þ þ pxM1 ðtj ÞvM ðtj Þ
ð3Þ
whereas, since no RP r0 is either deﬁned, for i ¼ 0, Equation (2) reads as follows:
x0 ðtjþ1 Þ ¼ x0 ðtj Þ  px0 ðtj Þv1 ðtj Þ

ð4Þ

Finally, for receivers in state x1 , we have:
x1 ðtjþ1 Þ ¼ x1 ðtj Þ

ð5Þ

showing that users being in state x1 have no possibility to evolve to any other state,
independently of the transmitted RP. Note that, according to Equations (2)–(4), no user can
move to state x1 during the transmission of the RP sequence. In fact, this situation may happen
only when the RP generator generates a new RP.
A block diagram of the user population model representing the state transitions deﬁned by
Equations (2)–(4) is shown in Figure 4, where transitions between user states on the basis of the
Copyright r 2008 John Wiley & Sons, Ltd.
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Figure 4. State transitions in the user population model.

value of variable v are represented by solid arrows. It is evident that only a fraction p of users
being in any state can evolve to the next state. On the other hand, transitions occurring when a
new RP is generated are represented with dashed lines, reproducing a state shift similar to the
corresponding shift implemented in the RP buffer. Note also that when a user is in state x1 (i.e.
it is dead), no transitions to any other state is possible; therefore, state x1 will not be taken into
account in the analysis of the evolution of the user population model during the transmission of
an RP sequence.
Let x denote the vector of states x ¼ ½x0 ; . . . ; xM T ; we can write the system represented by
Equations (2)–(4) in the form:
xðj þ 1Þ ¼ AðjÞxðjÞ

ð6Þ

where the transition matrix AðjÞ is deﬁned as follows:
3
2
1  pv1 ðjÞ
0

0
0
6
.. 7
6 pv1 ðjÞ
1  pv2 ðjÞ
.7
7
6
7
6
..
AðjÞ ¼ 6
7
0
pv2 ðjÞ
.
0
7
6
7
6
..
4
.
1  pvM ðjÞ 0 5
0
0

pvM ðjÞ
1
where the instants tj have been substituted by their index j (this compact notation will be
maintained in the following).
From Equation (6) it is evident that transmission of RP ri at instant j (i.e. vi ðjÞ ¼ 1) affects the
dynamics of the sole states xi1 and xi , thus having a ‘local’ effect in the evolution of the state
vector. Note that the sum of the terms in each column of matrix AðjÞ is equal to 1. This shows
that only a fraction p of the users can evolve from one state to the next one. Equation (6)
describes a discrete-time, switched, and positive dynamic system [26], where the switches are
represented by variables v‘ ðÞ.
4.3. Optimization on the scheduler
In this section we consider the problem of ﬁnding an optimal scheduling for the transmission of
RPs, by exploiting the scheduler concept, as well as the user population model.
Given a ﬁxed number M of available RPs, the sequence length R, and given an
initial condition xð0Þ ¼ ½x0 ð0Þ; x1 ð0Þ; . . . ; xM ð0ÞT for the user population, we want to
ﬁnd the RP transmission sequence fvð0Þ; vð1Þ; . . . ; vðR  1Þg in order to maximize the number
of users in the state xM at the end of the sequence. Therefore, we consider the following
problem.
Optimization Problem
Given the user population model (6), the initial conditions xð0Þ, the number of states (and the
related number M of RPs), the transition parameter p, and the number of instants (or, sequence
Copyright r 2008 John Wiley & Sons, Ltd.
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steps) R4M, maximize the function:
max

fvðjÞgj¼0;1;...;R1

xM ðRÞ

ð7Þ

&
computing the optimal sequence fv ðÞg ¼ fv ð0Þ; v ð1Þ; . . . ; v ðR  1Þg:
Equation (7) could be solved by enumeration starting from Equation (6), ﬁnding off-line the
optimal sequence and the value of the state xM ðRÞ at instant R. However, the number of
iterations is exponential and equal to M R , as it is possible to choose among M available RPs at
each of the R instants. Further, note that since no external intervention is envisaged in the
dynamic system (6) other than the choice of the RP to be transmitted at each instant, the
optimal sequence is affected by the initial conditions xð0Þ, as well as by the values of the
parameters p, M, and R.
In order to solve the optimization function (7), it is necessary to devise an algorithm with low
complexity. Therefore, an analysis of the optimal sequence characteristic is useful to reduce the
number of admissible solutions.
The following theorem provides the existence as well as the structure of the optimal sequence
(to ease reading, the proof is in the Appendix).
Theorem 1
Given the user population model (6), the number of states (and the related number M of
RPs), and the number of instants (or, sequence steps) R4M, the sequence fv ðÞg ¼ fv 
ð0Þ; v ð1Þ; . . . ; v ðR  1Þg that maximizes function (7) is such that v ðR  1Þ ¼ M, and, for each
j ¼ 2; . . . ; R, v ðR  jÞ ¼ a, with a 2 fv ðR  j þ 1Þ; v ðR  j þ 1Þ  1g  RPSðMÞ.
&
Theorem 1 not only guarantees the existence of the optimal solution, but it also deﬁnes its
structure. This result is not irrelevant, since it reduces dramatically the number of admissible
sequences (i.e. optimal sequence candidates), thus simplifying the search for the optimal one.
Indeed, a consequence of Theorem 1 is that the number of admissible sequences is reduced from
M R to 2R1 , since all the admissible sequences fvðÞg can be represented by means of a binary
tree (see Figure 5) which is constructed starting from the RP to be transmitted at the last step
(i.e. starting from the value of v ðR  1Þ ¼ M).
Furthermore, since R4M, the number of admissible sequences is far less than 2R1 , since the
RP set RPSðMÞ is limited to M elements only. As an example, refer to Figure 6, where the tree
of admissible sequences has been drawn considering M ¼ 3 RPs and a sequence length R ¼ 5.
As it can be seen, since M ¼ 3, RPs corresponding to vðÞ ¼ ðM  3Þ ¼ 0 and vðÞ ¼ ðM  4Þ ¼
1 are not deﬁned, since they are not included in RPSðMÞ, thus reducing the total number of
admissible sequences from 16 to 11. Generally speaking, the admissible sequences cannot
contain RPs rMj , with jXM, which are not deﬁned.
It is also straightforward to see that the set of admissible sequences is further reduced if
R  M. Given M and R, the exact number of admissible sequences is provided by the following
theorem (to ease reading, the proof is in the Appendix).
Theorem 2
Given the user population model (6), the number of states (and the related number of RPs
M) and the number of instants (or, sequence steps) R4M, the total number of admissible
sequences having the structure deﬁned in Theorem 1 is
M
1
X
i¼0
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Figure 5. The admissible sequence tree in the general case.
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Figure 6. The admissible sequence tree when M ¼ 3 and R ¼ 5.

Thanks to Theorem 2, it is possible to evaluate the number of admissible sequences among
which to ﬁnd the optimal solution. Table I shows how Theorem 2 simpliﬁes the complexity of
the problem for some values of sequence length R and number M of RPs. On the basis of
Theorem 2, a branch-and-bound algorithm can be implemented to optimize the search of the
optimal sequence in the admissible sequence tree.

5. SIMULATION RESULTS AND DISCUSSION
In this section we present how the theoretical results described in the previous sections apply to
speciﬁc situations by simulating the population model and implementing the scheduling
algorithm. We used the MatLabs environment to this purpose.
In the following we show the results obtained for different scenarios characterized
by different values of the number M of RPs, the sequence length R, and the transition
parameter p, showing how the total number of possible sequences is dramatically reduced
by the optimization algorithm on the basis of Theorem 2. Further, for each scenario, we
present a set of simulations with respect to different initial conditions of the user population
(i.e. the values of the states x0 ð0Þ; x1 ð0Þ; . . . ; xM ð0Þ), providing the computed optimal sequence,
and the value of x0 ðRÞ; x1 ðRÞ; . . . ; xM ðRÞ obtained after the transmission of the optimal
sequence.
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Table I. Number of total sequences (M R ) and admissible sequences (as from Equation (13)) with respect to
different cases having sequence length R and RP number M.
Number of RPs (M)
(R)
4
8
10
16
20
40

Total seq.
Reduced seq.
Total seq.
Reduced seq.
Total seq.
Reduced seq.
Total seq.
Reduced seq.
Total seq.
Reduced seq.
Total seq.
Reduced seq.

2

4

8

10

16
4
256
8
1024
10
65 536
16
1 048 576
20
1:1  1012
40

256
8
65 536
64
1 048 576
130
4:3  109
576
1:1  1012
1160
1:2  1024
9920

4096
—
16:7  106
128
1:1  109
502
2:8  1014
16 384
1:15  1018
94 184
1:3  1036
1:9  107

10 000
—
108
—
1010
512
1016
27 824
1020
262 144
1040
2:9  108

For the sake of simplicity, and in order to ease the presentation of the results, we assume that
the total number of users n is constant and normalized to 1. We have therefore the following
assumption:
M
X
n¼
xi ðjÞ ¼ 1 8j ¼ 0; 1; . . . ; R
i¼0

5.1. Scenario 1
In the ﬁrst case we consider the behavior of the optimizing algorithm in the presence of the
following parameters:
# of RPs (M)

Sequence length (R)

Transition parameter (p)

4

16

0.97

characterized by a very high value of the transition parameter p. With these parameters, we have
the following possible sequences, reduced by the optimizing algorithm:
Total number of sequences (M R )
Number of possible sequences (2R1 )
Reduced number of admissible sequences, Equation (13)

4:294967  109
32768
576

This shows how, in this speciﬁc case, the number of admissible cases is reduced from 4:294
967  109 to 576, as from Equation (13). The complexity of the search for the optimal sequence
is thus reduced by 1:34  107 .
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5.1.1. Scenario 1.1. In the ﬁrst scenario we show the effectiveness of our approach in the case
most of the users have the chance to decrypt each transmitted RPs (i.e. we have a high value of
p ¼ 0:97).
In this situation we assume that the user population has the following initial distribution:

x0 ð0Þ
x1 ð0Þ
x2 ð0Þ
x3 ð0Þ
x4 ð0Þ

1
0
0
0
0

Transmitting the optimal sequence computed by the algorithm:
v ðÞ ¼ f1; 1; 1; 1; 2; 2; 2; 2; 3; 3; 3; 3; 4; 4; 4; 4g
yields to the optimal ﬁnal state:
x0 ðRÞ
x1 ðRÞ
x2 ðRÞ
x3 ðRÞ
x4 ðRÞ

0.00000081000000
0.00000080999934
0.00000080999869
0.00000080999803
0.99999676000394

thus showing how the algorithm is able to transfer at least the 99.9996% of the population
from state x0 to state x4 , thus proving the effectiveness of our approach. This is considerably remarkable when compared with the solution obtained by transmitting the trivial
sequence fvðÞg ¼ f1; 2; 3; 4g. In the latter case, in fact, the following ﬁnal state would be
attained:

x0 ðMÞ
x1 ðMÞ
x2 ðMÞ
x3 ðMÞ
x4 ðMÞ

0.03000000
0.02910000
0.02822700
0.02738019
0.88529281

thus showing that, using our optimizing algorithm, an 11.5% gain in the amount of users
transferred from state x0 to state x4 is obtained.

5.1.2. Scenario 1.2. In this second case, we consider the behavior of the algorithm in the same
hypothesis of Scenario 1.1, but with p ¼ 0:25, and the user population having the following
Copyright r 2008 John Wiley & Sons, Ltd.

Int. J. Commun. Syst. Network 2008; 26:269–289
DOI: 10.1002/sat

283

MAXIMIZING SERVICE AVAILABILITY

initial distribution:
x0 ð0Þ
x1 ð0Þ
x2 ð0Þ
x3 ð0Þ
x4 ð0Þ

1/64
0
63/64
0
0

Transmitting the optimal sequence computed by the algorithm:
v ðÞ ¼ f3; 3; 3; 3; 3; 3; 3; 3; 4; 4; 4; 4; 4; 4; 4; 4g
yields to the optimal ﬁnal state:
x0 ðRÞ
x1 ðRÞ
x2 ðRÞ
x3 ðRÞ
x4 ðRÞ

0.01562500000000
0
0.09854865074158
0.08868265804267
0.79714369121575

This second case shows how the low value of parameter p forces the algorithm to focus only
on the users initially located in state x2 . In fact, transferring even a small amount of users
initially located in state x0 would require too much effort, which would compromise the
majority of users. This explains why the optimal sequence starts with the transmission of r3 .
Note, however, that, although parameter p ¼ 0:25, about 80% of the users are ﬁnally
transferred to state x4 .
5.2. Scenario 2
This scenario is characterized by the following parameters:
# of RPs (M)
3

Sequence length (R)

Transition parameter (p)

20

0.8

In this case, we have the following possible sequences, reduced by the optimizing algorithm:
Total number of sequences (M R )

3:4868  109

Number of possible sequences (2R1 )
Reduced number of admissible sequences, Equation (14)

524288
191

This shows how, in this speciﬁc case, the number of admissible cases is reduced from 3:4868 
109 to 191, as from Equation (13). The complexity of the search for the optimal sequence is thus
reduced by 5:48  108 .
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In the following we show the application of our algorithm with respect to different initial
conditions of the user population.
5.2.1. Scenario 2.1. In this situation we assume that the user population has the following initial
distribution:
x0 ð0Þ
x1 ð0Þ
x2 ð0Þ
x3 ð0Þ

1
0
0
0

Transmitting the optimal sequence computed by the algorithm:
v ðÞ ¼ f1; 1; 1; 1; 1; 1; 2; 2; 2; 2; 2; 2; 2; 3; 3; 3; 3; 3; 3; 3g
yields to the optimal ﬁnal state:
x0 ðRÞ
x1 ðRÞ
x2 ðRÞ
x3 ðRÞ

0.00006400000000
0.00001279918080
0.00001279901697
0.99991040180223

This case is similar to Scenario 1.1. In fact all the users are initially distributed in state x0 .
This yields to the pretty balanced optimal sequence computed by the algorithm. Different from
Scenario 1.1, however, sequence length R is not a multiple of the number M of RPs, and this
explains why RP r1 is retransmitted only six times whereas r2 and r4 are transmitted seven times
each.
5.2.2. Scenario 2.2. In this situation we assume that the user population has the following initial
distribution:
x0 ð0Þ
x1 ð0Þ
x2 ð0Þ
x3 ð0Þ

1/256
255/256
0
0

Transmitting the optimal sequence computed by the algorithm:
v ðÞ ¼ f1; 1; 1; 1; 2; 2; 2; 2; 2; 2; 2; 2; 3; 3; 3; 3; 3; 3; 3; 3g
yields to the optimal ﬁnal state:
x0 ðRÞ
x1 ðRÞ
x2 ðRÞ
x3 ðRÞ

0.00000625000000
0.00000255998400
0.00000255997745
0.99998863003855

This case is similar to Scenario 1.2. In fact, since the majority of users are initially
distributed in state x1 , RP r1 is transmitted only four times. Indeed, the algorithm
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focuses on transferring the users from state x1 to state x3 transmitting a higher number of RP r2
and r3 .
5.2.3. Scenario 2.3. In this situation we assume that the user population has the following initial
distribution:
x0 ð0Þ
x1 ð0Þ
x2 ð0Þ
x3 ð0Þ

1/256
0
255/256
0

Transmitting the optimal sequence computed by the algorithm:
v ðÞ ¼ f1; 1; 1; 1; 1; 1; 2; 2; 2; 2; 2; 3; 3; 3; 3; 3; 3; 3; 3; 3g
yields to the optimal ﬁnal state:
x0 ðRÞ
x1 ðRÞ
x2 ðRÞ
x3 ðRÞ

0.00000025000000
0.00000124992000
0.00000051199923
0.99999798808077

This scenario is pretty unrealistic due to the initial absence of users in state x1 , while most of
them are distributed in state x2 . Nevertheless, from an algorithmic point of view, it is
particularly interesting. In fact, one could expect that the optimal sequence could focus on the
transmission of RP r3 , thus following the same principle shown in Scenario 1.2. The fact that the
majority of users is initially located in state x2 , i.e. just one step away from the goal state x3 , lets
the algorithm focus also on the users initially located in state x0 . As a result, a larger number of
users (when compared with the previous scenario) are ﬁnally in state x3 .

6. CONCLUSIONS
In this work, we have addressed the problem of maximizing the access to services for mobile
users belonging to the same security group, with no access to a feedback link. The solution
provided is the design of a scheduling algorithm that computes the rekeying sequence that
maximizes the set of users with the most updated RP. To this end, we analyzed the problem by
deﬁning a user population model to be used for the design of the scheduling algorithm. On the
basis of the user population model analysis, optimal rekeying sequences have been proven to
show a special structure that can be used by the scheduling algorithm to reduce the set of
admissible sequences. Thanks to the structure of the optimal sequences, the sequence tree has
also been proven to be further prunable, thus considerably reducing the set of optimal sequences
and, consequently, the computational burden of the scheduler. The theoretical results have been
supported by simulations, thus proving the effectiveness of our approach, and showing the
scheduler behavior in several interesting cases.
This work paves the way for future works along different directions: the problem can be
further specialized to the logic key hierarchy approach. In fact, scheduling of single rekeying
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messages instead of RPs can be considered, thus providing a ﬁner resolution scheduling. Finally,
a different user population model could be adopted in order to detail user behavior. For
instance, the set of users could be subdivided into different classes on the basis of their
characteristics, e.g. taking into account different values for the transition parameter p.
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APPENDIX
Theorem 1
Given the user population model (6), the number of states (and the related number M of
RPs) and the number of instants (or, sequence steps) R4M, the sequence fv ðÞg ¼ fv ð0Þ; v 
ð1Þ; . . . ; v ðR  1Þg that maximizes function (7) is such that v ðR  1Þ ¼ M and, for each
j ¼ 2; . . . ; R, v ðR  jÞ ¼ a, with a 2 fv ðR  j þ 1Þ; v ðR  j þ 1Þ  1g  RPSðMÞ.
Proof
First, we show that v ðR  1Þ ¼ M. In fact, if it is not the case, there would exist another
optimal sequence fvðÞg 6¼ fv ðÞg, with length shorter than R.
Going backwards, it is possible to show that v ðR  2Þ can only assume either the value of
v ðR  1Þ ¼ M or of v ðR  1Þ  1 ¼ M  1. In fact, since v ðR  1Þ ¼ M, from model (6), it
follows that:
xM ðR  1Þ ¼ pxM1 ðR  2Þ þ xM ðR  2Þ
Therefore, to maximize xM ðR  1Þ, an RP should be transmitted to increment the contribution
given either by the term xM1 ðR  2Þ (i.e. choosing v ðR  2Þ ¼ M  1) or by the term xM 
ðR  2Þ (i.e. choosing v ðR  2Þ ¼ M). These considerations may be extended, in a backward
fashion, to all instants j ¼ 3; . . . ; R, thus proving the special structure of the optimal sequence
fv ðÞg. The existence of the optimal sequence is trivially guaranteed by the assumption R4M.
In fact, this allows that all RPs may be transmitted at least once, thus yielding to a value of
xM ðRÞ4xM ð0Þ for any initial condition xð0Þ:
&
Theorem 2
Given the user population model (6), the number of states (and the related number of RPs
M) and the number of instants (or, sequence steps) R4M, the total number of admissible
sequences having the structure deﬁned in Theorem 1 is
M
1
X
i¼0
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Proof
In order to compute the number of admissible sequences, let nMi ðR  jÞ, i ¼ 0; . . . ; M  1,
j ¼ 1; . . . ; R, be the number of possible RPs rMi to be transmitted at step R  j.
On the basis of Theorem 1, the number nMi of RPs that can be transmitted at each instant
ðR  jÞ depends on the number nMi and nMi1 of RPs that can be transmitted at the next step
ðR  j þ 1Þ. Therefore, nMi can recursively be expressed as follows:
nMi ðR  jÞ ¼ nMi ðR  j þ 1Þ þ nMi1 ðR  j þ 1Þ

ðA1Þ

with nMi ðR  1Þ ¼ 0 8i ¼ 1; . . . ; M  1. Note also that nM ðR  jÞ ¼ 1 8j ¼ 1; . . . ; R,
since the term nMþ1 ðR  j þ 1Þ in Equation (A1) is equal to zero (in fact, RP rMþ1 is not
deﬁned).
The way the terms in Equation (A1) are deﬁned suggests that they are computed by means of
binomial coefﬁcients. Indeed, they follow the principle of the Tartaglia triangle, where each term
(starting from 1) is deﬁned as the sum of the two terms above itself. As a matter of fact, it is


ðj  1Þ!
j1
ðA2Þ
nMi ðR  jÞ ¼
¼
i
i!ðj  i þ 1Þ!
As a consequence of Theorem 1, and of the binary structure of the admissible sequence
tree shown in Figure 5, the total number of possible RPs to be transmitted at the generic step
ðR  jÞ is
j1
X
nMi ðR  jÞ ¼ 2j1 ; j ¼ 1; . . . ; R
ðA3Þ
i¼0

which is also consistent with the rules regarding the sum of the elements in any jth row in the
Tartaglia triangle.
Nevertheless, taking into account that nMi ðR  jÞ ¼ 0 for i ¼ M; M þ 1; . . . ; R  1; R,
Equation (A3) can be re-written as follows:
M
1
X

nMi ðR  jÞ;

j ¼ 1; . . . ; R

ðA4Þ

i¼0

or, considering Equation (A2),
M1
X
i¼0

nMi ðR  jÞ ¼

M1
X
i¼0

j1
i


¼

M1
X
i¼0

ðj  1Þ!
;
i!ðj  i þ 1Þ!

j ¼ 1; . . . ; R

ðA5Þ

Equation (A5) represents the number of RPs that can be transmitted at each step ðR  jÞ,
j ¼ 1; . . . ; R. In order to compute the total number of admissible sequences of length R, it
sufﬁces to let j ¼ R. Therefore, it is
 M
M
1
M
1 
1
X
X
X
ðR  1Þ!
R1
2R1
¼
nMi ð0Þ ¼
ðA6Þ
i
i!ðR

i

1Þ!
i¼0
i¼0
i¼0
The right-hand-side of Equation (A6) is justiﬁed by the fact that MoR and that, by deﬁnition
of binomial coefﬁcients and from Equation (A3), the following holds (for M ¼ R):
R1
X
i¼0
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