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Abstract
Voting is an important part of the democratic process. The electorate makes a
decision or expresses an opinion that is accepted by everyone. However, some
individual or group may be interested in tampering with the elections process
to force an outcome in their favor. Hence, controlling the whole voting process
to ensure that it is performed correctly and according to current rules and law
is, then, even more important. In this work, we present a review of existing
veriﬁcation systems for paper-based and electronic voting systems in supervised
environments, from both academic and commercial worlds. To do so, we perform
a fair comparison of a set of representative voting veriﬁcation systems using an
evaluation framework. We deﬁne this framework to be composed of several
properties, covering important system areas, ranging from user interaction to
security issues. Then, we model the natural evolution of veriﬁability issues on
notable voting systems from academia and commerce which are inﬂuenced by
restrictions on current laws and by the advance of technology.
Keywords: Veriﬁcation, Voting Systems, Electronic Voting Systems.

1. Introduction
From the birth of democracy in Athens in 6th Century BC and the ﬁrst form
of electoral laws, electoral systems have been designed and developed according
to variations in practice of democratic governments worldwide.
The elections process consists in choosing a person or party, a candidate,
to represent all the members of a community (e.g., a company, a state or a
country). For a candidate, winning the elections carries a big responsibility in
terms of representation, but it is also very attractive for some other reasons (e.g.,
funds, ability of changing existing rules and laws). Therefore, there might be
some individuals interested in diverting elections’ results and easing the victory
of a certain candidate.
However, it is a diﬃcult task to check whether the elections’ results correspond to the voters’ preferences while ensuring voter secrecy and anonymity. In
other words, elections must be veriﬁable and, the vote must be secret and not
linked to the voter. For instance, if voter Alice votes for candidate Bob, any
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another person must not be able to deduce Alice’s preferences from the elections
process and results, but instead, anyone must be able to verify the correctness
of the whole voting process. Therefore, veriﬁability becomes one of the most
important elections’ attribute to provide trustworthiness in the elections’ results
to both candidates and voters.
Verifying that elections’ results correspond to voters’ preferences depends
on the voting system. From the location point of view, most of the existing
systems are based on poll sites, where voters attend speciﬁc places in order to
vote. Remote voting systems (such as mail or Internet voting systems) are also
an alternative.
From the ballot perspective, traditional voting systems use ballots in paper
format with standardized list of candidates. They were ﬁrst introduced in the
state of Victoria, Australia, in 1856 [8]. Paper ballots contain all the necessary
information to vote for a speciﬁc candidate, in a human-readable format. Thus,
in the vote counting or tally, any person can verify whether the ballot is correct
and, if so, to which candidate it relates. However, the main drawbacks of
traditional voting systems are that all operations are manual and their economic
and logistic costs are elevated. Moreover, the tally process where votes are
counted can turn in a long procedure susceptible to human errors, especially
when the voting system is complex.
More modern voting solutions incorporate electronic devices to mainly accelerate the tally process and overcome the problems introduced by human errors
[7], and also improve accessibility for disabled and illiterate voters. First initiatives appeared in 1964 in some states of the USA, which used punchcards
and computer tally machines [8]. Broadly speaking, this kind of solutions can
use diﬀerent technologies, ranging from punchcards, optical scanners (to scan
ballots), cryptographic techniques and direct-recording electronic (DRE) voting
terminals.
Electronic voting (e-voting) systems eﬀectively reduce the cost of traditional
approaches, nevertheless, they also pose other kinds of challenges to elections
veriﬁability. In this way, the work presented in [37] analyzes some relevant
attacks which can be applied to e-voting infrastructures and also who could
perform them. That information is summarized in Table 1.
These attacks may compromise the veriﬁability of a system. For example,
let us assume that Alice scans her ballot in an optical-scanner-based (opscan)
voting system. Let us also consider that a poll worker with enough access rights
discards Alice’s scanned ballot without informing her. After elections, if no
proof of that scanning was provided to Alice, she or any other independent
observer, could not be sure whether her electronic ballot has been eliminated or
modiﬁed after her ballot casting.
In addition to veriﬁability issues, security holes in the technology used to
implement an e-voting infrastructure may also jeopardize the voter anonymity.
Note that, a system that allows a certain individual to link a vote with the voter
opens the door to coercibility attacks (i.e., a voter might be coerced into voting
for a particular candidate). As a conclusion, ideal e-voting schemes should consider these issues in order to provide proper veriﬁability, ensure voter anonymity
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Table 1: Summary of some relevant attacks on e-voting systems.
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and reduce the costs in comparison with the traditional voting approaches.
Despite these additional challenges and problems, the trend is clear and ﬁrm
towards using electronic voting means [28], in particular, not only electronic
tally, but also electronic vote casting [7]. On the one hand, this fact means
that there are more veriﬁcation challenges as the voting system becomes more
computationally complex. On the other hand, this kind of e-voting system may
be signiﬁcantly helpful for disabled and illiterate citizens. At the same time,
the use of electronic voting technologies may reduce the economic and logistic
costs of elections and consultations, while enabling geographically distributed
citizens to vote.
Therefore, the veriﬁability of the voting system becomes essential for trustworthy elections. This capability is commonly considered under three diﬀerent
points of view, which lead to individual, universal and end-to-end types of veriﬁcations. Brieﬂy speaking, individual veriﬁcation allows voters to check that
their individual ballots are correctly cast and counted. From the system point of
view, universal veriﬁcation allows voters, electoral and third parties to inspect
that the elections’ results correspond to cast ballots. The aim is to ensure that
the whole voting process is performed correctly, which, in turn, leads to trustworthy elections’ results. In traditional voting systems, both veriﬁcations can
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be achieved by a set of procedures (i.e., manual operations addressed by elections oﬃcials, or also by independent entities and observers from candidates).
On the other hand, in e-voting systems this is achieved by a mix of procedures
and mainly, technologies. A later enhanced property is the end-to-end (E2E)
veriﬁability. From the voter point of view, in an E2E veriﬁable voting system,
a voter can check that her ballot is correctly cast and counted in the ﬁnal tally.
The goal is to increase the voters’ conﬁdence in the elections’ results. Note that
this property was hardly supportable in traditional voting systems, since the
voter Alice concluded her interaction with the voting system when casting the
ballot in the ballot box. However, new designs of voting systems and modern
technologies facilitate an E2E voter veriﬁable voting process.
This survey presents a fair comparison of the veriﬁability of 16 complete
voting systems and 2 partial solutions which can be divided into two main categories: paper-based and electronic-based. They are also named as voting veriﬁcation systems (VVSs). The motivation behind this decision is that, nowadays,
poll-site-based voting systems are the most common ones.
In this paper, the U.S. HAVA guidelines are used to perform a preliminary classiﬁcation of all the analyzed VVSs. This step groups the diﬀerent
schemes according to similar fundamental features and allows their fair comparison. HAVA (Help America Vote Act ) is a United States federal law [1] that
pursues three main goals: (i) replace punchcard and lever-based voting systems;
(ii) create the Election Assistance Commission to assist in the administration
of Federal elections; and (iii) establish minimum elections administration standards. The HAVA classiﬁcation requires VVSs to provide proofs that allow
voters and other observers to verify that the voting process has not been tampered with. Therefore, e-voting schemes not providing this kind of proofs are
discarded and not addressed in this paper.
Certain voting schemes used in some emerging countries [42] are examples
of this last situation. These approaches are based on the use of DREs and the
integrity and conﬁdentiality of their voting processes uniquely depend on the
security of the electronic voting terminals themselves and the trustworthiness of
the elections oﬃcers. This also includes the trustworthiness of the certiﬁcations
applied on the DREs.
These measures are insuﬃcient to comply with the U.S. HAVA guidelines
and, hence, they are not considered in this survey. Nevertheless, due to its
scale and impact, it is worth to mention the e-voting scheme used in Brazil.
In 2000, this country completed the ﬁrst completely automated elections using
DREs (electronic voting terminals) [62]. As explained above, the integrity and
security of the whole voting process depend on the integrity of the DREs and
the electoral oﬃcers who manage them. Even though the provision of printed
receipts to the voters was initially considered to be used in elections scheduled
after 2003, it was ﬁnally discarded in favor of digitally recording the votes and
storing them in the DREs (being only accessible to the electoral oﬃcials). Other
security measures provided by the electoral authorities focuses on showing that
the DREs count the votes properly. Nevertheless, these measures are based
on monitoring a subset of DREs leaving the rest of voting terminals unsuper4

vised [15] and, hence, susceptible of being tampered with. In addition to that,
external observers are not allowed to check the integrity of the software used in
the DREs [61]. As a result, some experts have expressed their concerns about
the security properties provided by this particular e-voting scheme [61, 16].
The contribution of this work is threefold:
1. Deﬁnition of a common evaluation framework (including 15 VVS characteristics) to fairly compare all systems.
2. Study and comparison of 18 notable voting systems.
3. Analysis of current and future trends in voting schemes and technology.
Document structure. The next section introduces the necessary background for the present work. Sec. 3 presents the evaluation framework. We then
present a selection of notable paper-based voting veriﬁcation systems (VVSs)
(Sec. 4) and their analysis (Sec. 6.1). In the same way, highlighting electronic
VVSs are introduced (Sec. 5) and analyzed (Sec. 6.2). The following main point
presented in Sec. 6.3 is the analysis of observed trends. Finally, Sec. 7 presents
the concluding remarks of this work.
2. Background
In this study, we consider the standard voting process composed of the following phases: (i) voter registration and identiﬁcation, (ii) vote casting using
ballots and (iii) vote tally, where all ballots are securely tabulated and unbiased results are made publicly available. The voting process also includes all
procedures and technologies to reliably address the consultations or elections.
Figure 1 shows a diagram of this standard process which includes some internal
procedures.
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vote
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votes

transmit
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Figure 1: Standard voting process.
In the following section we present the system classiﬁcation of the voting
models and voting veriﬁcation systems, according to the voting location and the
U.S. HAVA classiﬁcation. Note that, this classiﬁcation is detailed in Sec. 2.1.2
and it will be used later in this work to organize the analyzed voting systems.
Additionally, we brieﬂy summarize the existing electronic voting paradigms in
Sec. 2.2.
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2.1. Voting models
We present two classiﬁcations of the voting models, according to the place
where voters have to attend for voting (see Sec. 2.1.1), as well as according to
the U.S. HAVA classiﬁcation (see Sec. 2.1.2).
2.1.1. Location-based classiﬁcation
According to the place where voters have to go to vote, voting systems are
broadly classiﬁed into poll-site-based and remote voting systems. In the former type, voters go to a speciﬁc building, namely poll site. Nowadays it is the
most widely used voting scheme. Alternatively, voters may remotely cast their
vote in remote voting systems. These systems can be further classiﬁed as follows: vote-by-mail, Internet, E-Mail voting, SMS voting and supervised
remote.
• Vote-by-mail was introduced in 1896 [26] and it is cheaper [60] than
traditional voting systems. However, voting by mail suﬀers from vote loss
or late delivery [7, 75]. To overcome these drawbacks, the next remote
voting schemes appeared.
• Internet voting allows an electronic cast and tally, where the Estonian
case [31] was the ﬁrst worldwide Internet-based nationwide binding elections.
• E-Mail voting has been proposed as a voting model for citizens living
abroad in some countries and under certain circumstances. For example,
this system was used in the 2004 U.S. presidential and congressional elections by U.S. soldiers deployed in Iraq. This scheme has been criticized by
the security problems related to electronic email environments (e.g., vote
manipulation while in transit and lack of privacy among others) [45].
• SMS voting (i.e., mobile phone short message service) was used in
Switzerland as a part of a series of trials in several regions of the country
to introduce e-voting nationwide [33].
• Supervised remote voting allows abroad poll sites to cast votes, which
are electronically gathered in the corresponding country (or county) for
tallying. They are very helpful when voters are abroad (e.g., the military),
whilst reducing the tally time.
As mentioned earlier, our focus is to put on veriﬁcation systems of poll-sitebased systems, which also allows us to take supervised remote voting systems
into consideration.
2.1.2. HAVA classiﬁcation
This classiﬁcation has been promulgated by the Election Assistance Commission (EAC), an independent agency of the United States government created
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by the Help America Vote Act of 2002 (HAVA). The 2005 Voluntary Voting System Guidelines [30, Volume 1, Appendix C] lists the VVSs in four types: (i)
Process separation-based VVSs have a modular architecture split into two
independent, totally isolated systems dealing the generation and casting process,
respectively; (ii) Evidence-based VVSs are based on capturing all actions performed during the voting phase of voters; (iii) Direct VVSs generate a parallel
registry of votes, which permits a direct veriﬁcation of the vote to be cast; Lastly,
(iv) end-to-end cryptography-based VVSs employ cryptographic methods
to craft receipts that allow voters to verify that their votes were not modiﬁed,
without revealing the voting preferences of voters. We classify the evaluated
electronic VVSs according to this classiﬁcation.
2.2. Electronic Voting Paradigms
Electronic voting (e-voting) systems are characterized by containing some
procedure from within the voting process that is made by electronic, computerized means. Broadly speaking, according to the technology used by the e-voting
systems, they are usually classiﬁed into the following e-voting paradigms:
• Blind signatures. Blind signatures were introduced by Chaum [17].
These ones belong to a class of digital signatures that allow to sign data
without revealing its contents. In e-voting, “a ballot is blinded in order
to achieve its conﬁdentiality requirement. A voter is required to get the
signature of a validator when he vote” [36].
• Commitments. Commitment schemes were formally deﬁned by Brassard
et al. [13]. By using commitments, a protocol player (e.g., voter) chooses
a value from a (ﬁnite) set and commits her choice (e.g., an electoral candidate). This choice cannot be changed and must not be revealed. The
player, though, may choose to reveal the value (anonymously) at some
later time. In an e-voting system, Pedersen commitments are commonly
used [55] because they provide information-theoretic privacy or perfectly
hiding, also called everlasting privacy [5, 43].
• Homomorphic cryptography. E-voting schemes using homomorphic
cryptosystems [25, 54] encrypt ballots so that when ciphered ballots are
operated among them, their result is a cryptogram with the accumulated
votes from all voters. This scheme is very eﬃcient for the tally phase,
since only few decrypting operations are necessary to obtain the elections’
results, while maintaining the voter anonymity and ballot privacy during
the whole process.
• Mix-nets. A mix-net [23] in an e-voting system provides an anonymous
channel shuﬄing the casted votes and preventing the correlation of their
order. It is implemented with a set of mixing servers. Each server receives
the votes, permutes their order, transforms the votes (typically re-encrypts
or decrypts the votes) and ﬁnally, sends the votes to the next server. In
the reencryption servers, the transformation is the encryption of each vote.
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There is an encryption layer for each re-encryption server. In contrast, in
the decryption servers, the vote is encrypted as many times as the number
of mixing servers. These layers are removed when votes go through the
servers. In both cases, it is hard (not possible nowadays) to correlate
any output with its input. Once the votes have crossed the last mixing
server, these have been disassociated from their voters. A fully robust and
practical implementation can cause a less eﬃcient tallying process than a
tally based on homomorphisms [57, 56].
Some of these technologies comprise, as part of the protocol as a whole, the
performance of some test to verify that the information managed remains unaltered (e.g., the voter’s vote was cast and counted as intended), without revealing
the information in itself. In order to achieve this purpose zero-knowledge proofs
(ZKPs) are used. They may diﬀer in technology according to the cryptographic
technique in use, even though they always provide [34]:
• Completeness. If the test is true, an honest veriﬁer will be convinced
by a honest prover.
• Soundness. If the test is false, a cheating veriﬁer will convince the honest
prover only at a small probability.
• Zero-knowledge. If the test is true, a cheating veriﬁer only learns this
mere fact, nothing about its content.
3. Common Evaluation Framework
In this section, we introduce the classiﬁcation of the properties that we
extract from the set of systems under consideration. All of them constitute the
single, structured evaluation framework that we use to ease their comparison
and analysis.
3.1. Classiﬁcation of VVSs
We employ the following classiﬁcation to ﬁlter the systems in order to obtain
their natural organization (see Fig. 2). The year of publication of the academic
publication or system is the last organizational property used.
• We distinguish between paper- and electronic-based VVSs. The former
class requires voting by paper ballots, whilst the latter needs electronic
votes to correctly proceed with the voting process.
• We use the aforementioned HAVA classification to distinguish from
process separation-, evidence-, end-to-end (E2E) cryptography-based and
direct VVSs.
• We organize them into integral or independent systems. Whereas integral ones perform the whole voting process, independent VVSs are designed solely to verify independently that another voting system is reliably
working.
8
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Figure 2: Classiﬁcation of the voting veriﬁcation systems.
According to the above categorization, we list the evaluated VVSs in Fig. 3.
3.2. Evaluated Properties from VVSs
In Fig. 4, we present the characteristics which are used to evaluate all the
voting systems. We have classiﬁed them according to the following voting process concerns: user interaction, security, integrability (with an existing voting
system), as well as technical issues. Note that any property deﬁnition is such
that a positive answer corresponds to a positive feature.
User interaction. The user interaction greatly determines the voters’ impression
and usability of the voting system. We organize the user interaction analysis
according to the following two properties:
1. Accessibility. Whether the system does not prevent a physically limited
user from voting.
2. Use impact. Whether the system does not incorporate more complex
or diﬀerent phases compared to the standard voting process (see Sec. 2),
which may alter the voter interaction. These changes might be more
noticeable in the process to cast a vote.
Security. Security issues are mainly categorized into two broad sets, namely
those related to the voter and to the voting process as a whole. In the ﬁrst set,
we consider in particular the voter veriﬁcation (i.e., individual veriﬁcation). In
the second set, we consider the public veriﬁcation (or universal veriﬁcation).
We also include a property describing whether a system can be audited. This is
an important issue in e-voting systems (with no paper trail) in order to certify
the ﬁnal tally and the elections’ results.
• Voter-related:
3. Ballot secrecy. Whether the system prevents a third entity from
seeing the content of the ballot.
Everlasting secrecy or privacy. Security, more speciﬁcally the
privacy, is provided in response to any future technological advance,
given the current state of the art [5, 43].
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Figure 3: Summary of considered systems and their categorization. The ﬁnally
evaluated systems appear in Figs. 5 and 6 for paper- and electronic-based VVS.
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Figure 4: Summary of the evaluated VVS properties.
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4. Ballot anonymity. Whether the system prevents ballots from being
linked to voters.
5. Coercion resistant. This property refers to the fact that a coercer
cannot verify how a voter has voted.
In e-voting sytems, coercibility is the danger that outside of a public
polling place, a voter could be coerced into voting for a particular
candidate. Therefore, in supervised e-voting systems, wherein environment is controlled by the electoral authorities, coercion is limited
to the possibility to prove the voter choice to the coercer. In schemes
where vote receipts are given to voters, a coercer may use them to
prove the voter choice. Besides, voting systems with a public bulletin
board may open the door to certain “pattern voting” attacks which
also allow coercers to obtain a proof of the voter choices.
6. Individual verification. A voter can verify that her vote was castas-intended.
• Voting-related:
– Universal verification: A system is universally veriﬁable if anyone
(whether a voter or not) can verify that votes were counted-as-cast.
Universal veriﬁcation is usually composed of two characteristics and
we use them to assess systems’ universal veriﬁability.
7. Ballot box integrity. Only registered voters’ votes appear at
the end of the voting process (before the tally process). Votes
must be unmodiﬁed. Besides, generally, only one vote from each
registered voter must be allowed. Nevertheless, this last restriction depends on the purpose of the voting process.
8. Tally accuracy. The tally process counts all the cast votes.
9. Fairness. The voting system should ensure that no partial results become known prior to the end of the elections procedure.
As stated in [65], fairness is an important concern as it may induce what is known as the “bangwagon eﬀect”, where a certain
candidate gains momentum by winning a handful of districts and
subsequently capitalizes on this win by either having more voters
previously undecided turning to her side or having voters supportive of other candidates opting out from participating in the
elections process.
10. Auditability. The e-voting system (with no paper trails) allows a
third party to analyze what happened before, during, and after the
vote was cast, without compromising other security properties, in
order to certify the ﬁnal tally and elections’ results. Also a faulty
implementation or incorrect procedures can still result in insecure
elections. The auditing process will detect these issues. The party

11

responsible for verifying the correct development of the e-voting process is called auditor and it should be a team of individuals with
knowledge about computer engineering and cryptography. This team
is expected to act on behalf of the parties, the elections authority or,
even, the voters.
Integration. Regardless of whether the VVSs are integral or independent, we
consider the feasibility and eﬀectiveness of adapting/interacting the evaluated
system with other voting systems. In particular, we brieﬂy consider the synchronization of operations, especially when votes are being cast, between a given
voting system and the evaluated system acting as an independent VVS (as issued in Sherman et al. [80]).
11. Integration. Ease of implementing/adapting the evaluated system as an
independent veriﬁer system for other voting infrastructures.
12. Data management. Whether the vote cast subsystem of other voting
systems and the evaluated system provides atomicity and/or data replication.
Technical issues. In this last category of properties, we analyze the performance
of the considered VVS from a technical viewpoint. Broadly speaking, we will
collect the structural, technological challenges imposed by the design of the
given VVS.
13. Fault tolerance. A suitable voter must be able to cast her vote, whenever
she can, along the established time. This implies that the voting system
should be resilient to the faulty behaviour of up to a certain number of
components or parts [65].
14. Scalability. The veriﬁer system scales computationally.
15. Flexibility. It measures the level of freedom in the ballot size, format and
type allowed by the veriﬁer system (e.g., number of candidates, write-in
mode). For instance, a system providing the ability of introducing write-in
choices, preferential and single choice voting presents a major ﬂexibility
degree. A system that does not oﬀer write-in choices introduces a smaller
ﬂexibility. Therefore, a system presenting only single choice voting turns
into an almost inﬂexible system.
Properties representation. For brevity, when summarizing these 15 properties
for all the evaluated systems, we use the following notation:
4. Paper-based VVSs: Presentation and classification
In this section, we collect the most notable voting solutions based on paper
in Fig. 5. The idea behind these VVSs is that they require paper ballots for
voting and/or veriﬁcation purposes. From the HAVA classiﬁcation, we present
two kinds of VVSs: direct and E2E.
12

Table 2: Value representation on the considered evaluation properties.
User interaction
Security

Integration

Data management

Technical issues
At any parameter

↑ / ↓ / ∼: Good/Weak/Acceptable.
Y/N/∼: Yes/No/Partially.
NT: No additional Technical requirements (on voting consoles, etc).
T: Additional Technical requirements.
NSW: No additional SoftWare requirements (on voting
consoles, etc).
SW: Additional SoftWare requirements.
NA: There is No operation Atomicity.
A: There is operation Atomicity.
ROI: Operations addressed by the veriﬁer system are in
Read-Only Interaction mode.
RWI: Operations addressed by the veriﬁer system are in
Read-Write Interaction mode.
↑ / ↓: High/Low.
“N/A”: When the property is not addressed.
Direct

Paper-based VVSs
E2E

VVPAT
Prêt à Voter
Punchscan
Scratch & Vote
ThreeBallot
Scantegrity II

Figure 5: Summary of evaluated paper-based systems.
4.1. Direct VVSs
Direct VVSs allow individual and universal veriﬁcation based on paper ballots. In this category, we analyze VVPAT [41].
4.1.1. Voter Veriﬁed Paper Audit Trail (VVPAT)
VVPAT is an independent veriﬁcation system that relies on the use of DREs
which print paper ballots with the voters’ preferences. It is worth to mention
that this scheme is not a complete voting system itself. Nevertheless, due to its
relevance on the e-voting literature, it is covered in this survey.
Created by R. Mercuri [41], this technique is also known as Mercuri Method.
Its goal is to construct an independent and veriﬁable paper ballot from the
electronic one, readable by anyone without the use of any technology.
The phases are as follows: (i) voter makes her choices in the DRE; (ii) a
physical paper ballot is printed from those choices and it is displayed under
glass or clear plastic; (iii) voter checks whether the paper content matches her
vote preferences (as in the DRE); (iv) voter ﬁnally accepts the paper ballot
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(concluding the voting process), and the system submits the paper ballot to the
ballot box. Otherwise, the system discards the printed paper ballot and restarts
the process. Note that, in VVPAT, at no point there is an opportunity for the
voter to remove the paper record from the voting area. Therefore, all paper
ballots serve as veriﬁcation and audit trail of the elections.
Most recent initiatives (such as ProVotE [85]) are formally designed and veriﬁed to provide VVPAT-compatible solutions, resistant to security attacks and
voluntary or involuntary errors in human procedures. The case of ProVotE, used
in binding elections, is very interesting since it obeys the general recommendation of using open software (in particular, Linux O.S. and Java implementation
for the voting and management routines) and generic hardware (touchscreen,
general-purpose PC, uninterruptible power supply (UPS) and printer) to build
the DREs and voting booths. In addition, it is suﬃciently ﬂexible to enable the
use of diﬀerent hardware and elections’ rules [85].
4.2. End-to-End Veriﬁable VVSs
E2E VVSs presented in this section use the ballot (or a part of it) as a receipt
which can be taken home to verify after the elections, that the voter’s vote
was correctly tallied. In this class of VVSs we study several striking systems:
Punchscan [32], Prêt à Voter [67], Scratch & Vote [3], ThreeBallot [63] (together
with VAV [64]) and Scantegrity II [19].
4.2.1. Prêt à Voter
Prêt à Voter, introduced by D. Chaum, P. Y. A. Ryan and S. Schneider in
2004 [22, 70, 67], is a paper-based integral voting system. Rather than building
encrypted receipts during the voting phase, this system constructs pre-printed
encrypted ballots. Prêt à Voter has two clearly diﬀerent parts on the paper
ballot in the form of a two-column table. The left column contains the list of
candidates in an apparent random order. The right part is empty where the
voter will indicate her preferences and where a ballot identiﬁer also appears.
Actually, the most important part of the voting relies on this ballot identiﬁer.
This ballot identiﬁer corresponds to the encryption of the randomized candidate
order (with respect to a predeﬁned candidate order). This encryption is formed
as “onion skin layers” of probabilistic public key encryptions, based on a threshold scheme. The result of the concatenation of these “onions layers” is the ﬁnal
ballot identiﬁer. This is used by the mixnet, which at each step decrypts partially each vote (removing a skin from the “onion”). However, Ryan et al. [70]
also presented and compared a model using re-encrypting mixnets.
From the voter viewpoint, the voting process starts by taking a ballot, entering the voting booth and making the corresponding selections on the right
part. Afterwards, the voter removes and destroys the left part (with the list of
candidates), scans the remaining right part (which will be sent to the public bulletin board). The voter then may take home this part of the ballot as a receipt.
Elections oﬃcials may insert a stamp on the receipt to prove its authenticity.
This receipt, then, becomes a voting proof against elections authorities if this
receipt does not appear in the public bulletin board.
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From the system point of view, the public web of the bulletin board contains
all the receipts. In the tally process, these receipts are decrypted by a set of
elections oﬃcials (i.e., by a decrypting mixnet or re-encrypting mixnet with a
ﬁnal decryption phase [70]).
A similar approach was also used in [18], which applies a set of a re-encryption
of votes as Russian nesting dolls (i.e., the same idea than onion skin layers), to
decrypt votes using a decrypting mixnet, all of this to provide highly probable
ballot privacy and anonymity, respectively. Even though the encryption mechanism is very similar to Prêt à Voter, the system presents a two-layer translucent
plastic ballot, which has a full meaning when overlapped, and is meaningless
when separated. This two-layer structure is very similar to Punchscan though.
Given the similarities among these systems, we omit the study of [18] in this
work.
4.2.2. Punchscan
Punchscan was introduced by D.Chaum in 2006 [32], which consists of an
integral solution for voting in a paper-based fashion. In this case, the ballot
design and the related cryptography are the most important elements on the
whole voting process. The ballot is constructed from two halves, one overlapping the other one. The upper half has some holes where we can see some
symbols of the second half from below. In the upper half, there exists a list of
candidates, each of which relates to a speciﬁc symbol. In the lower half, there
exists an apparently unordered list of the candidates’ symbols. The order of
both candidates (from the upper half) and symbols (typed in the second half)
is speciﬁed by permutations from a canonical order.
To vote for a candidate, the voter just uses a dauber to mark it through
one of the holes. Several candidates can also be selected. One half is destroyed
and the other one is scanned (by the voter) to collect the voter’s preferences,
and conclude with the voting phase. By taking away this receipt, the voter can
later check its receipt in the public bulletin board, allowing for E2E veriﬁability.
Otherwise, the voter can complain about it to the electoral authorities.
4.2.3. Scratch & Vote
B. Adida and R. Rivest presented Scratch & Vote in 2006 [3]. This system
provides an integral paper-based voting system, which addresses most of the
security issues found in previous works (such as Prêt à Voter or PunchScan).
The innovation appears in the introduction of two new items in the paperbased ballot. A 2D-barcode collects the order of the candidates list, conveniently
encrypted using the Paillier cryptosystem [54]. This cryptosystem is also used
to address the tally, by applying additive homomorphic encryptions. The other
item is a scratch surface. It has two functions from a voter viewpoint. The
former is to verify that the order of the list of candidate is correct and matches
that shown under the scratch area. The second use is to leave it intact, so that
the electoral oﬃcial considers the ballot legal and valid to be cast.
This work presents two alternatives of a Scratch & Vote voting system,
based on the Prêt à Voter and Punchscan systems. These alternatives present
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some slight diﬀerences from the original voting procedures. Firstly, as in the
corresponding systems, half of the ballot must be destroyed before casting the
other half part. Secondly, the remaining half with an intact scratch surface
must be always presented to the electoral oﬃcial. This oﬃcial will then remove
the scratch part from the ballot and will read the rest of the ballot with an
authorized opscan device. These ballots are made public on a bulletin board
and, once scanned, they are taken-away as receipts.
4.2.4. ThreeBallot
ThreeBallot [63, 35] is an integral solution introduced by R. Rivest in 2006
for a paper-based voting scheme. The goal of the approach is providing cryptographic properties (mainly focused on the E2E veriﬁability), but without using
cryptographic technologies.
As its name depicts, the idea behind this method is to employ three identical
single ballots (namely multi-ballot) when a voter votes, with certain restrictions
in the way they are ﬁlled in. In particular, the lemma of ThreeBallot is “voteby-rows but cast-by-columns”. Each single ballot has a candidate per row,
appearing in the same standard order in all single ballots. After indicating the
voting preferences in the multi-ballot, the voter casts each of the three single
ballots separately in the ballot box.
To elaborate on ThreeBallot, the voting process can be described in four
diﬀerent phases:
1. Vote elaboration. The voter selects three single ballots (they can also
appear in an individual multi-ballot paper format), each of which has
an individual, unique ballot identiﬁer. To vote for (resp. against) a
candidate, the voter must mark exactly 2 bubbles in 2 bullets (resp. 1
bubble in a bullet) in its row. The marks can appear randomly throughout
the multi-ballot, forming a certain vote pattern, but always ensuring the
aforementioned marking restriction.
2. Vote checking. Once the voter indicated her voting preferences in the
multi-ballot, it is inserted into a checker machine, that accepts (resp. denies) the multi-ballot conﬁguration, as long as the marks pass (resp. fail)
the ThreeBallot restrictions. If the multi-ballot passes, the voter takes
home a copy of one of the three single ballots as her vote receipt.
3. Vote casting. To conclude, the voter casts her vote by introducing separately the three single ballots in the ballot box.
4. Vote tallying. Once the voting period concludes, the tallying process
starts. Accounting the real number of votes for each candidate is as easy
as performing the subtraction N − V , where N is the number of actual
votes, and V the number of participating voters.
Alternatively to ThreeBallot, but very similar in essence, Rivest and Smith
[64] present VAV. VAV is a three-ballot voting scheme with two single Vote
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ballots, and an Anti-vote ballot. Having all three ballots with a valid vote
setting, voters must have a ballot V and an A identical (so that they cancel each
other), while the remaining V contains the voter’s preferences. The utility of this
scheme is that it is extensible to other voting formats unavailable for ThreeBallot
(such as Condorcet or Borda). The authors also present the concept of “ﬂoating
receipts”. When a voting system employs ﬂoating receipts, voters take home
the receipt of another voter. Therefore, this is a mechanism to increase the
voter’s security within the voting scheme. The idea behind that is to use a bin
where to toss one’s receipt and take another’s receipt randomly. This is useful
since it increases the anonymity of the receipts, which cannot be used (even
voluntarily) to prove one’s vote preferences. However, because of the brevity of
their presentation [64], we only analyze ThreeBallot in this work and consider
ﬂoating receipts in the analysis part.
4.2.5. Scantegrity II
Since Scantegrity II [19] is a VVS evolved by D. Chaum, P. Y. A. Ryan, R.
Rivest, J. Clark and E. Shen of Scantegrity I [20], we elaborate on the former
for brevity.
Scantegrity II stands for “Scantegrity Invisible Ink”. This is an independent
VVS for existing opscan-based voting systems. However, its application requires
changes in the software and in the information managed by the voting procedure.
This information consists of a set of four tables (some of them are made public),
which provides permutation and randomization to unlink voting preferences of
casted ballots (i.e., mixing). The aim is to provide ballot privacy and ballot
anonymity.
The particularity of Scantegrity II is the use of a special, decoder pen and
invisible ink. More precisely, the pen’s ink reacts when marking the area with
invisible ink, so that the veriﬁcation code comes to light. The voter then types
this code into the receipt area. After some minutes, the veriﬁcation code disappears. Since each ballot is identiﬁed uniquely into the elections process, the
receipt area (with both the ballot id and the manually written veriﬁcation code)
provides individual E2E veriﬁcation. A part of this receipt is removed by electoral oﬃcials as a proof of the cast ballot.
5. Electronic-based VVSs: Presentation and classification
We present the evaluated electronic based VVSs in Fig. 6. The idea behind
them is that they depend primarily on e-voting procedures, even though some
of them may have paper receipts to provide E2E veriﬁability, in order to oﬀer
higher conﬁdence to voters. From the HAVA classiﬁcation, we present solutions
on three out of the four types: process separation-, evidence- and end-to-end
cryptography-based.
5.1. Process Separation-Based VVSs
As we have explained before, a process-separated VVS is divided into two
independent and isolated subsystems: ballot generation and casting. In this type
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Figure 6: Summary of evaluated electronic systems.
of systems, the security constraints are mainly applied on the casting process.
We present below Modular Voting Architecture, namely “Frog” [14], the most
representative system in its category.
5.1.1. Modular Voting Architecture (“Frog”)
S. Bruck, D. Jeﬀerson and R. Rivest presented this system in 2001 [14]. It
implements an integral e-voting solution that emphasizes and standardizes a
separation between vote generation and vote casting components.
On the Elections Day, the voter identiﬁes herself to the poll worker who takes
a blank ballot (ballots are named frogs, which are hardware devices), initializes
it and, then, returns the ballot to the voter. Afterwards, the voter inserts her
ballot into the vote generation equipment, she selects her options through a
direct-recording electronic (DRE) voting machine, and her choices are typed
into her ballot. The second phase starts here. The voter introduces her ballot
into the vote-casting equipment and checks the content of her ballot. When
the voter agrees with the content, her ballot is digitally signed (using a single
key for all votes), then frozen (blocked against writing) and ﬁnally deposited
in the frog bin. At this moment, an electronic copy of her vote is randomly
stored into a data memory unit and replicated in other memories for reliability.
Once elections are over, elections oﬃcials publish the results for each precinct
in a Web as two separated, unlinked lists: one with the voters’ names and the
second one with all cast ballots with a system-wide digital signature. Therefore,
anyone can verify the digital signature and compute elections’ results.
5.2. Evidence-Based VVSs
These systems capture the actions performed by voters when casting their
votes, regardless of the voting system and invisible by the voter. In addition to
that, to ensure information integrity, all recorded events are stored outside the
vote terminal. Under this type of VVSs, we consider VVAATT [77] (together
with VVVAT [27]).
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5.2.1. Voter Veriﬁed Audio Audit Transcript Trail (VVAATT)
VVAATT is an audio veriﬁcation system, introduced by T. Selker and S.
Cohen in 2004 [77, 78]. This system records the audio in all events during the
voting process into a physical medium (in a cassette tape or in a CD-W media),
while this is complemented by the visual veriﬁcation from the DRE. On the
other hand but in the same line, Voter Veriﬁed Video Audit Trail (VVVAT)
captures the sequence of screenshots on the DRE terminal (see Cross et al. [27]
for an example).
5.3. End-to-End Veriﬁable VVSs
In this section, we present the E2E cryptographic-based VVSs, which among
other capital properties have an end-to-end (E2E) veriﬁability. To do so, some
of them generate paper receipts to allow voters to check that their votes were
accounted for the tally process. The following solutions are the selected systems under analysis: VoteHere [46], Receipt-Free [43] (together with Split-Ballot
[44]), Bingo Voting [12], VoteBox [71], Three-Ballot [73], Shuﬄe-Sum [10] (together with Peng and Bao [58]) and the most recent ErgoGroup/Scytl proposal
[49].
5.3.1. VoteHere
VoteHere is an integral solution introduced by C. Andrew Neﬀ and VoteHere,
Inc. in 2001 [46, 84]. This system is based on the use of DRE terminals. It
is built considering receipt- and cryptography-based veriﬁcations, in order to
cover both individual and universal veriﬁcations.
For each voter, the voting system builds a code for each electable candidate
before the elections start. Once the voter has chosen her preferences on the
DRE, the DRE shows the codes related to each candidate. If they correspond
to those pre-built codes, the voter conﬁrms her vote and a receipt is printed with
her veriﬁcation codes. When the elections end, the encrypted votes are made
publicly available (providing ballot secrecy) and, then, the voter can check if
her vote was accounted for (or complain to elections oﬃcials otherwise).
5.3.2. Receipt-Free
This system was developed by T. Moran and M. Naor in 2006 [43]. It is based
on statistically hiding commitments by using the secret of the commitment to
cipher the vote in order to achieve everlasting privacy. An equivalence proof,
a type of non-interactive ZKP, is deﬁned combining these commitments with a
set of challenges with the aim of allowing the voters to challenge or question
the honesty of the DRE when it encrypts the vote. In addition, this system
contributes with a formal deﬁnition of receipt-freeness and uses secure (integrity)
proofs in the Universal Composability (UC) Model 1 .
1 The UC model is a means for defining the security of cryptographic protocols. The name
stems from the fact that instances of protocols that are UC secure remain secure even if
arbitrarily composed with other instances of the same or other protocols.
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This DRE-based system clearly separates the voting process into two phases:
cast and tally. In the cast phase, the system encrypts votes and constructs
commitments to them with the aim (i) to ensure statistically that the content
of the votes is as intended, and (ii) not to disclose the conﬁdential information
included in votes. Brieﬂy speaking, the casting protocol is as follows:
1. The voter selects her choice. The DRE encrypts her vote (i.e., computes
the so-called real commitment) and prepares a proof that this commitment
holds with her choice. This proof consists of computing k masked copies
of the real commitment.
2. The voter introduces k dummy challenges (random words). The DRE
generates k commitments in response to these dummy challenges for each
candidate diﬀerent to the voter’s choice. Depending on the challenges,
commitments are prepared to be either (i) opened (without linking the
voter’s choice) or (ii) weighed (i.e., partially decrypted, obtaining a copy
of the real commitment).
3. The system puts in a sole commitment x all the generated commitments,
including the real commitment, and prints it on a receipt.
4. The voter inputs the real challenges.
5. The DRE computes the answers to the real challenges. It also prints on
the receipt the name of the candidates with their respective challenges
and the voter name.
6. The voter veriﬁes that both the printed challenges on the receipt and
those ones visible on the DRE screen are the same. Then, the DRE prints
the response to the challenges and the line “RECEIPT CERTIFIED”.
Afterwards, it sends a copy of the receipt to the public bulletin board,
along with the answers to the challenges and the information needed to
open the commitment.
Note that all (real and dummy) commitments and challenges allow the voter
to verify that her vote has been cast as intended (if the answers to the real
challenge are correct). However, this proof can be diﬃcult to address by the
voter, since the voter should make hard calculations in situ (e.g., respond to the
challenges).
In the tally phase, each DRE announces the local ﬁnal results. Then, the
DRE carries out a set of proofs to check their integrity. This is performed by
following the next protocol. For k times: (i) The DRE masks and permutes
the ciphered votes; (ii) A random beacon generates a set of challenges; (iii) According to these challenges, the DRE opens the masked commitments (without
identifying the voter thanks to the permutation), or weighs the masked commitments comparing them to the real commitments (ciphered votes). All this
proves that the DRE has not altered the results. By following this protocol and
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computing these proofs successfully, this solution provides highly probable voter
anonymity despite the voter’s name being printed in her receipt.
A critical aspect is that private keys used to open the commitments are
owned by a single party (the DRE). For this reason, Receipt-Free has been
improved, resulting in the Split-Ballot voting scheme [44], so that the key is
distributed among several parties by using a threshold scheme.
5.3.3. Bingo Voting
Bingo Voting is a integral solution introduced by Jens-Matthias Bohli, Jörn
Müller-Quade and Stefan Röhrich in 2007 [12, 11]. This system is focused on the
following three targets: (i) separate the relationship between ballot and voter,
(ii) avoid voter coercion, and (iii) oﬀer universal veriﬁcation.
To do so, Bingo Voting uses some cryptographic techniques and tools: (i)
commitments, (ii) ZKPs, (iii) receipts and bulletin board, and (iv) a secure
random number generator. Broadly speaking, the commitments are essential
to achieve everlasting privacy like Receipt-Free and to diﬀerentiate between
the real choice from the “dummy votes”. ZKPs are necessary to check the
tally correctness. Receipts and the bulletin board help the voter to address her
individual vote veriﬁcation. Finally, the random number generator participates
in the veriﬁcation that votes are cast as intended.
All these techniques and tools are combined in a voting protocol to intelligently achieve the aforementioned targets. The originality of its approach
encouraged us to include this system in our evaluation work. Brieﬂy speaking,
the protocol is as follows. There is a data structure with the following information: (i) a list of dummy votes per electoral candidate, and (ii) commitments of
random numbers binded to each candidate (generated before the voting process
starts). The number of commitments corresponds to the number of candidates
and voters. In the cast process, when a voter makes a choice, a random number
is linked to the choice. A dummy vote is assigned to the rest of the non-chosen
options. The set formed by the dummy votes and the random number become
the ballot, which is also delivered to the voter in the form of a receipt. The
system also records her ballot to later count and verify the results. Once this
operation is concluded, the voter can then check if the number that appears in
the DRE screen is the same as that in the receipt. The tally process consists of
automatically computing the unspent dummy votes and performing a suite of
proofs to ensure the correctness of the results. Once this process has ﬁnished,
all this information is published on the bulletin board to allow voters and third
parties check that all votes were correctly accounted for.
5.3.4. VoteBox
VoteBox is an integral solution and was developed by D. Sandler, K. Derr
and D. Wallach in 2008 [71]. VoteBox system uses a technique adapted from
Benaloh’s work on voter-initiated auditing [9] to gain end-to-end veriﬁability.
In other words, the voting system is actually an audit system that records
everything happened. Its properties are the following:
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• Pre-rendered user interface. The user interface is built from prerendered graphics, a closed sequence of pages (screens) containing text
and graphics that reduce runtime code size. The only interactive elements
are buttons, rectangular regions of the screen (VoteBox supports touch
screens), and other assistive technologies (computer mice, keyboards or
audio feedback to state transitions).
• Tamper-evidence and replication. A permanent, tamper-evident audit system records the events along the voting process and provides resistance to data loss in case of failure or tampering. VoteBox consists
of two parts: Supervisor console and VoteBox booths (i.e., voting terminals). A broadcast network connects both parts, so that events from both
parts (including ballot casts or supervisor commands) are replicated on all
voting terminals and entangled with a hash chaining in order to provide
immutable logs.
• End-to-end verifiability. To encrypt ballots, VoteBox uses an ElGamal
variant that is additively homomorphic. Any cast ballot is encoded in a
binary format and encrypted by a public key of the elections. Therefore,
the tally is addressed by (i) the multiplication of all ballots and (ii) the
multiplication result decryption in order to obtain the elections’ results.
More recently, in 2009, E. Öksüzoğlu and D. Wallach have presented VoteBox
Nano [53] that “follows the same basic design principles as VoteBox, a fullfeatured electronic voting system” while addressing some weaknesses with the
VoteBox approach. Basically, this solution optimizes the full VoteBox protocol,
including the hardware and software implementations, on security (integrating
“a hardware true random number generator”) and computational performance
(providing a dedicated hardware). Speciﬁcally, from the security point of view,
VoteBox Nano allows to verify whether the integrity of the system has been
compromised with malicious software.
5.3.5. A Three-Ballot-Based Secure Electronic Voting System
This system, Three-Ballot for short [73], is based on the original, paper-based
ThreeBallot system [63], but completely redesigned to provide a full electronic
solution.
The idea behind the classic ThreeBallot approach is that a ballot consists
of three single parts, with a list of candidates in the same order on all three
parts. In order to vote for a candidate, the voters mark any two parts on the
corresponding candidate (whilst marking only one part means not voting for).
When casting the vote, the three parts are separated from each other and mixed
with the rest of parts from other voters. The tally operation is done by a simple
calculation of the number of marks for each candidate on all the parts. One out
of the three parts is randomly chosen by the voter to copy and to take home as
a receipt.
The electronic Three-Ballot scheme [73] follows the same idea behind the
paper-based approach but it is implemented by means of a fully computerized
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architecture which is built using the following entities: a registration agent, a
voting console, a voting manager, an electronic ballot box, and an electronic
elections bulletin board.
To vote, voters go in person to the registration agent to get a credential
that qualiﬁes them to vote. The registration agent interacts with the voting
manager to obtain the corresponding ballot IDs and uses them to build credentials that are returned to the voters. Later, after authentication, voters use
the voting console to vote, and then the voting manager stores the votes in the
electronic ballot box while the voting console gives a voting receipt back to each
voter. When elections ﬁnishes, the electoral authority and election representatives start the counting phase, counting the votes and publishing the receipts in
the electronic election bulletin board.
5.3.6. Shuﬄe-Sum
This is a veriﬁcation system developed in 2009 by J.Benaloh, T.Moran,
L.Naish, K.Ramchen and V.Teague [10], that implements a veriﬁable tally for
preferential voting schemes (in particular for Single Transferrable Vote (STV)
or Quota Preferential Voting). Similarly to VVPAT, this proposal is not a
complete voting system but it is covered in this survey due to its relevance.
Widely known, preferential voting schemes suﬀer from coercion (commonly
named “Italian coercion attack” [58]) when all (paper-based) ballots are disclosed for their veriﬁcation. Clearly, this kind of voting scheme presents a
trade-oﬀ between the veriﬁability and the coercion-resistance. This system’s
goal is, hence, to prevent voter coercion, while (i) votes remain publicly veriﬁable and (ii) ballots are not disclosed. The authors assume the existence of
some mechanism for casting votes and convincing voters that the ballots are
consistent with their intentions.
The protocol used to tally votes is veriﬁable, does not reveal the ballot’s
content and, to do so, combines homomorphisms and mixing schemes. Both
techniques are blended diﬀerently in the other considered systems. The basis
of this system is a complex data structure, called table-sum. It stores voter
preferences and facilitates the tally process without the decryption of the votes
(by applying homomorphic cryptographic properties). Tallying is an iterative
process consisting of multiple rounds, each consisting of four steps: (i) Compute ﬁrst-preference tallies, (ii) Elect a winner or eliminate candidates, (iii)
Reweigh votes, and (iv) Eliminate candidates. Note that, in each iteration, ballot representation in the table-sum changes using mixing. In order to verify the
correctness of the tallying process, the votes and his content have not changed,
the protocol uses a set of ZKPs. Shuﬄe-Sum also uses threshold scheme in order
to share the elections key in several parts, the responsibility is distributed in
multiples authorities.
Very similar to Shuﬄe-Sum, Peng and Bao [58] have also designed an evoting scheme relying on homomorphic cryptography and mixing techniques
to prevent the “Italian coercion attack” in preferential voting systems. This
alternative, however, uses matrices (rows indicate preference order and columns
candidates) to format ballots, with only an encryption of a ‘1’ into every row
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and column (the rest of the cells contain encrypted 0’s). This scheme also
conforms the same 4-phase process depicted before. Notice that, diﬀerently to
Shuﬄe-Sum, (i) deleting a candidate means eliminating a column, and (ii) in
every necessary round to calculate the winner, homomorphic re-encryption is
used to hide any row or column update/deletion. As it happens in Shuﬄe-Sum,
this scheme also uses threshold-decryption in the tally and ZKPs for universal
veriﬁcation. Given the high similarity among these schemes, we only analyze
Shuﬄe-Sum in depth in the present work.
5.3.7. E-valg 2011
The Norwegian Ministry of Local Government and Regional Development
initiated in 2008 a selection process of e-voting technological providers, which
ﬁnished in December 2009. As a result of this process, ErgoGroup 2 and Scytl 3
were selected as the providers of the e-voting solution for the Norwegian municipal elections [49, 50].
The ErgoGroup/Scytl’s solutions meet all the security requirements by using
cryptographic techniques. Until now, ErgoGroup/Scytl consortium has designed
various systems to support two types of voting: poll-site-based (compatible with
DREs) [76] and remote voting [59]. Moreover, the latter allows a supervised
remote voting model, which meets the system requirements speciﬁcation of the
E-valg 2011 project [51].
The electronic voting approach of the E-valg 2011 is speciﬁcally designed
to work in a supervised remote environment but it also supports unsupervised
voting models. Therefore, this scheme oﬀers the voter two diﬀerent options to
cast her vote: (i) through a computer at the polling station; and (ii) from any
remote computer connected to the Internet. In both cases, the workﬂow of the
protocol is the same, however, in the latter situation, the presence of malicious
programs in the voter’s computer is speciﬁcally addressed.
The process of casting a vote in the Norwegian e-voting system, starts with
the voter receiving a voting card by classic mail some time before the elections.
The voting card contains pre-computed random generated receipt codes corresponding to possible voting options on the elections ballots. These codes are
speciﬁcally generated for each voter but they are random and they do not reveal
what the voter voted.
Then, the process at the polling site is the following:
1. The voter uses a computer provided by the elections oﬃcers and she provides her electronic ID credentials to the the voting application (Voting
Client). This application authenticates the voter to the voting server.
2. The Voting Client displays the list of parties and candidates and the voter
mark the options to issue her choices.
2 http://www.ergogroup.no/default.aspx?path=\{2A1C0F50-F200-43C8-98C6-36CD82F7A587\}
3 http://www.scytl.es
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3. The voter submits her vote and, then, the ballot is encrypted using homomorphic encryption[57, 56], zero knowledge proofs are attached and
everything is digitally signed with the voters electronic ID to achieve vote
authenticity. The encrypted and signed ballot is sent to the vote collection
server.
4. The system receives the vote and the digital signature and the cryptographic zero knowledge proofs are validated. If accepted, the system updates the electoral roll and issues a voting receipt of the vote for E2E
veriﬁability. This receipt is sent to the voter by SMS and contains a code
corresponding to the vote she has issued. Then, the voter can verify that
this code is correct against the codes on her voting card.
After that, the process of counting votes begins and the electronic ballot box
collected by the vote collection server is transferred securely to a new system in
a secure location. The electronic ballot box, which is digitally signed to ensure
its authentication and integrity, contains the digitally signed encrypted votes
and cryptographic proofs generated by the voters. The digital certiﬁcates are
validated and the digital receipts from all the e-votes are kept to allow voters to
verify that their votes have reached the counting process. Then, the digital signatures of the ballot box and the e-votes are veriﬁed to check their authenticity
and integrity. After these veriﬁcations, e-votes’ digital signatures are removed
to make them anonymous. Then, those anonymous votes are processed by a
reencryption universal veriﬁable Mix-net, which breaks any correlation between
the votes and their voting order. The output of this mixing process is all the
votes re-encrypted and shuﬄed and a set of zero knowledge proofs for verifying
the correct mixing process. The integrity of the mixing process is validated and
the Electoral Board uses a threshold scheme[79] to decrypt the votes. Finally,
the list of all decrypted votes are digitally signed by the Electoral Board and
they are ﬁnally counted.
6. Study and comparison of VVSs
In this section, we introduce the analysis of the considered VVSs by type
(Sect. 6.1 for paper-based and Sect. 6.2 for electronic-based ones) and the study
of the synergies of voting systems and cryptographic technologies (Sect. 6.3).
6.1. Paper-based VVSs: Analysis and comparison
The properties considered in our common evaluation framework are next
used to compare and analyze all evaluated paper-based VVSs. Note that VVPAT
is considered to be a veriﬁcation system (instead of a complete voting scheme
like the rest of paper-based proposals being examined). Therefore, it is only
evaluated according to the following set of properties: individual veriﬁcation,
universal veriﬁcation, auditability and integration.
Table 3 shows and compares the results achieved by each scheme for each
analyzed property.
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6.1.1. User interaction
All systems present accessibility issues for disabled people (e.g., blind voters) given that they all rely on paper representation of the voting preferences.
However, the initiative for Voting-on-Paper Assistive Device (Vote-PAD) [52]
can be applied to several of them (e.g. Punchscan and Prêt à Voter [21], and
Scantegrity II [19]), so that these voting systems turn accessible for people with
visual or dexterity impairments. The elaboration of the paper ballot may become diﬃcult, and thus the voting act becomes more complex. For the purpose
of exposition, in Punchscan, the paper ballot consists of two overlapped sheets
of paper, with a randomized order of candidates in the top sheet, and a randomized order of symbols in the sheet beneath. The more candidates exist, the
greater the ballot and the greater resource and computation consumption is.
In consequence, the resulting voting procedure can take longer and turn more
confusing than in traditional ones. For instance, voters in ThreeBallot must
verify their ballot marks against the checker machine before casting it.
6.1.2. Security
Voter-related security. All the analyzed systems are opscan-based voting
systems (note that, as explained previously, VVPAT is not included here). They
all provide ballot secrecy implemented in diﬀerent ways. Some of them provide
human-readable information only when all parts are together (not when ballot
parts are separated and mixed with others –ThreeBallot– or when discarded a
half of the ballot –Prêt à Voter, Punchscan and Scratch & Vote–). Ballots in
Scantegrity II, however, show all candidates and the voter’s marks, but sensitive
information appears encrypted (2D-barcode). In addition, all these systems
(except ThreeBallot) use some tables for mixing and anonymizing ballots. On
the other hand, Scantegrity II also addresses this property by scanning the
ballot identiﬁer (from a 2D-barcode) and the selected option. As a result, in
these voting schemes, third entities (e.g., observers or devices involved in the
voting process) are prevented from seeing the content of the ballots.
As all these systems construct pre-printed ballots, voters could incorporate
information into the ballot with the idea to uniquely identify it and, therefore,
enable coercion and vote selling. This information could be inserted (i)
somewhere in the paper ballot or (ii) as a speciﬁc selection of the candidates
or “pattern voting” (e.g., in the form of selected candidates or positions from
the ballot). The ﬁrst issue is clearly solved by (i) declaring the vote null by
elections oﬃcials or (ii) by their omission at the opscan device, since opscanbased systems only scan pre-speciﬁed areas, and discard any other mark outside.
However, addressing the second issue is a harder problem. Let us introduce the
main well-known attacks that aﬀect these voting systems.
The “Italian coercion attack” [58], speciﬁc for preferential elections, allows
a voter to vote in a predeﬁned ordering of selected candidates, so that it can be
checked publicly at the end of the elections using the public bulletin board. The
underlying idea is to build a “pattern voting” that can seldom be reproduced.
This clearly enables voter coercion and vote selling.
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ThreeBallot has been reported to be vulnerable to this attack [82]. However,
in order to be successful, it is required a suﬃcient number of candidates to choose
from, so that unique candidate selections can be made. In this way, some
solutions addressed this attack in ThreeBallot by ensuring the “short ballot
assumption” (SBA) [64]. As stated in Clark et al. [24], and further developed
in Henry et al. [35], the number of candidates should be small enough (i.e.,
guaranteeing the SBA) to prevent this lack of resulting anonymity. Similarly to
the SBA, another alternative to prevent this issue is partitioning single ballots
into smaller parts [64, 35], so that the number of candidates in each part remains
suﬃciently small. Nevertheless, the authors in [38] measured the degradation of
coercion-resistance of ThreeBallot in case of applying the so-called short ballot
assumption and they showed that the level of coercion-resistance provided by
this voting scheme was signiﬁcantly lower than that of an ideal system, even in
case of short ballots.
Regarding Scantegrity II, this voting system does not suﬀer from this attack,
as the public bulletin board only allows for codes interaction instead of graphical
representations of the receipts. In this way, the authors in [39] prove that
Scantegrity II enjoys an optimal level of coercion-resistance.
Another kind of “pattern voting” attack, called coerced randomization, suitable for pre-printed paper ballots and opscan-based voting systems with a public
bulletin board (i.e., Prêt à Voter, Punchscan and Scratch & Vote), allows for
randomized vote coercion [3]. In this type of attack a coercer forces voters to
mark a speciﬁc position in the list of candidates. Therefore, with a suﬃcient
number of candidates, the coercer can reduce statistically the number of votes
for any party. A workaround for this attack is to print ballots in-place.
Finally, since they all provide receipts to take away, voters can individually
verify their vote selections with augmented E2E veriﬁability. In ThreeBallot,
even though only 1/3 of the multi-ballot is veriﬁed, the probability of ballot box
tampering is decreased exponentially by the set of all voter veriﬁcations. The
individual verifiability of VVPAT is limited to the operations at the poll site
and relies on: (i) the veriﬁcation from independent and party observers; and (ii)
the trust on the custody chain of ballots.
Voting-related security. All these systems consist of a mix of processes
and technologies. Therefore, depending on the way they are combined, this
situation may lead to certain security issues. To ensure ballot box integrity,
voters are registered when voting and they all (except VVPAT and Scantegrity
II) show the receipts on a public bulletin board with veriﬁcation codes. Besides,
all except VVPAT and ThreeBallot allow veriﬁcation of part of the mixing
tables by elections oﬃcials. When counting votes, these systems present diﬀerent
tally approaches. VVPAT relies on the DRE-based counting, while printed
ballots are counted only when required by law, to check partial (district) results
against electronic ones. Conversely, Punchscan, Prêt à Voter and Scantegrity
II use speciﬁc tables to decode votes and then, to count the results. Scratch &
Vote uses additive homomorphic encryption (encoded in the 2D-barcode), whilst
ThreeBallot presents the simplest tally addressed by an arithmetic operation
(N − V ). In Prêt à Voter, though, elections oﬃcials may collude to alter tally
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Table 3: Detailed properties of the paper-based VVSs.
For details on notation see Table 2.
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↓
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Y

Y
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Y

Y
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Y
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↑
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↓
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Y
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↑
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↓
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Y
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↑
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∼

↓
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Y

Y

Y

Y
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↑

↓

↓

↓

↑

Y

Y

Y

Y

Y

Y

Y

Y
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↑

↓
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N/A

N/A

N/A

N/A

N/A

Y

Y

Y

Y

Y

T/SW

N/A

N/A

N/A

N/A

Individual
Veriﬁcation

Use Impact

Prêt à
Voter

Coercion
Resistant

Accessibility

Voting-related
Universal
Veriﬁcation

VVS

Voter-related

results [69].
However, all these systems provide universal verifiability that, in turn,
enables to check if there are errors at any point of the system and, hence, offers highly probable box integrity, tally accuracy and fairness. In addition, since
these systems mix procedures and cryptographic technology, their auditability
is quite diﬀerent from those strictly electronic ones (see Section 6.2). The procedures are auditable following the notes in paper documents (e.g., voter lists)
taken by electoral oﬃcials. On the contrary, cryptographic parts (mainly mixing
tables and veriﬁcation codes) are auditable before, during and after elections in
all of them except VVPAT. In addition, as Prêt à Voter, Punchscan, Scratch &
Vote and ThreeBallot provide the content of the receipts in the public bulletin
board (in ThreeBallot all 3 parts), they provide public auditability of the cast
ballots by voters, independent and party observers.
It is necessary to mention that Punchscan and Prêt à Voter have served as
the basis for new voting protocols (like [83]). In the case of Van De Graaf [83],
the proposed voting protocol turns unconditionally private and the auditing tables computationally binding, when some premises are assured (e.g., using bit
commitments -like in Punchscan- that are unconditionally hiding and computationally binding; or using several copies of the auditing tables to reduce exponentially the probability of electoral oﬃcials to cheating and not being caught).
As a result of the use of the permutations and bit commitments in the mixing
table, whenever the auditing procedures succeed in both pre- and post-elections
phases, the elections’ results are (w.h.p.) integral and correct even if electoral
oﬃcials misbehave or there is some error in the voting software.
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6.1.3. Integration
VVPAT is designed to be an independent veriﬁcation system and it provides
a nice integration with DRE-based voting systems. Note that, VVPAT was
originally designed to work with DREs but recent research has shown that it
can also be integrated with other mechanisms [68]. Scantegrity II is a complete
voting scheme but its veriﬁcation part can also be integrated with other opscanbased voting schemes. In the same way, Scratch & Vote can be easily adapted to
other paper-based voting systems (as depicted by authors in Adida and Rivest
[3]). The rest are hardly integrable with other systems due to their paper ballot
characteristics. Some authors (like in Prêt à Voter) state that their systems
could be integrated with DREs in order to build in-place paper ballots (instead
of pre-printed ones). Additionally, Scratch & Vote and Scantegrity II, which
uses encrypted 2D-barcodes, also provides good data management properties,
such as voting atomicity and no data loss.
6.1.4. Technical issues
All these schemes are based on pre-printed ballots and, hence, they can be
considered to provide a high level of fault tolerance. VVPAT only requires a
printer device attached to the DRE. For the same reason, given that they all
(except ThreeBallot) require at least twice (thrice on ThreeBallot) the number
of total voters in pre-printed ballots for veriﬁcation purposes, these systems do
not scale in terms of number of ballots. The opscan-based voting systems do
not allow for write-in modes, but single/multiple mark or ordering. Note that
this limitation prevents quite ﬂexible schemes like Prêt à Voter from achieving
the high level of ﬂexibility. Speciﬁcally, this voting scheme is able to handle
multiple elections methods with the same interface [86] but it does not allow
write-in modes.
6.2. Electronic-based VVSs: Analysis and comparison
The properties considered in our common evaluation framework are next
used to compare and analyze all evaluated electronic-based VVSs. Note that
Shuﬄe-Sum is not a full system. It only implements a veriﬁable tally and
assumes the existence of some mechanism for casting votes and convincing voters
that the published ballots are consistent with their choice. For this reason, this
system is only evaluated according to the following set of properties: universal
veriﬁcation, auditability and integration.
Table 5 shows and compares the results achieved by each scheme for each
analyzed property.
6.2.1. User interaction
Given that all VVSs use DREs to emit votes, all of them provide a certain
degree of accessibility. Also, some systems improve it by using audio guides
(VVAATT), or indeed with other assistive technologies (such as mice or keyboards) (VoteBox and E-valg). For the E-valg case, this is proved by the studies
of Sherman et al. [80], Norwegian Ministry of Local Government and Regional
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Development [48]. Nevertheless, [66] states that DRE machines and other assistive mechanisms often do not work as promised. As a result, inadequate or
malfunctioning equipment forces voters with disabilities to ask for assistance or
compromise the privacy of their vote. On the other hand, some current systems
are not designed for blind people yet (e.g., Bingo Voting). As for the use impact, systems like Frog, VoteBox and Three-Ballot present a more complex and
likely longer voting process. For instance, in Frog, there exists a strict separation of the generation and cast processes (even though a voter can bring a ﬁlled
ballot from home); VoteBox allows voters to perform an “immediate ballot challenge” [9]; or Three-Ballot uses a multi-ballot composed of three parts. Other
systems, like VoteHere, Receipt-Free, Bingo Voting and E-valg, make easier the
user interaction. In these cases, the user only must easily assess the equality
of a code between a receipt and the DRE’s screen, or between a receipt and a
bulletin board. In the systems based on the Neﬀ’s “MarkPledge” scheme [47, 2],
like VoteHere, Receipt-Free and Bingo Voting, the user must also type in the
DRE various random strings as “challenges”, and then, verify the responses of
the DRE. However, the veriﬁcation of these challenges could be a diﬃcult work
for the voter.
6.2.2. Security
VVAATT/VVVAT do not ensure vote conﬁdentiality, given that all (audio
or video) recordings show the sequential voting order. In addition, VVAATT/
VVVAT suﬀer from weak recording equipment protection (they must be accessed
often) and untrustworthy information extraction techniques. As a consequence
this system does not cover the anonymity of the voter and is not reliable in its
entirety. Note that VVAATT/VVVAT has been included in the study not only
as the referent for evidence-based systems, but also as one of the ﬁrst systems
that provides an incipient audit mechanism. Next, we will only focus on the
rest of systems.
Voter-related security. Except Frog, all systems ensure ballot secrecy
using a public key infrastructure (PKI), most of them based on ElGamal [29]
algorithm. Some other systems hide the vote in a Pedersen commitment [55].
These electronic-based VVSs use very diﬀerent techniques to provide highly
probable ballot anonymity, though. While Frog uses a simple randomization
algorithm, Three-Ballot separates each of the three parts of a ballot and stores
them using their hash values. More complex techniques also appear: mixing
(VoteHere), additive homomorphic (VoteBox) or a hybrid scheme (multiplicative homomorphic and mixing in E-valg). In addition, some of the systems
based on commitments (Receipt-Free and Bingo Voting) are a diﬀerent kettle
of ﬁsh because they mix not only the encrypted votes (i.e., the commitments)
but also other “masked” commitments used in the veriﬁcation procedure. This
mixing procedure consists of masking and permuting the commitments, by using the homomorphic properties of the commitment scheme. It is worth noting
that one of the most important problems of these two previous systems is that a
single entity has the responsibility of the private keys (e.g., to open the commitments). However, Split-Ballot’s main proposal is just to solve this drawback, by
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Table 4: Security techniques used by VVSs
Anonymity
Threshold
Techniques
Scheme
Frog
Randomization
N
Veriﬁed
VoteHere
ElGamal
Y
Shuﬄing
Remasking
Receipt-Free
Commitments
N
+ Permutation
Remasking
Bingo Voting
Commitments
N
+ Permutation
Additive
VoteBox
ElGamal
Y
Homomorphic
Mixing
Three-Ballot
RSA
N
(Hash)
Additive
Homomorphic
Shuﬄe-Sum
N/A
Y
+ Mixing
Multiplicative
Homomorphic
E-valg
ElGamal
Y
+ Mixing
Y/N/“N/A”/Opt: Yes/No/Not Addressed/Optional
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Y

N
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Y

Audit
System
N
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Y

Y

Y

Y

Y

N

Y

Y

Y

Y
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N

Y

Y

Y

Y

N

N
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Y

Y

Y

Y

Y

N

Y

N

Y

N

N/A

N/A

Y

Y

N/A

Y

Y

Y

Y

Y

Y

Y

using a threshold scheme. In consequence, Split-Ballot shares this responsibility
through the electoral board, and prevents against well-known security attacks to
the electoral system. Receipt-Free, Bingo Voting, VoteBox, Three-Ballot, and
E-valg are resistant to coercion and vote selling because the information
necessary to verify the vote, kept by the voters, is not enough to demonstrate
their vote intention to a third person. The same is not true for VoteHere, since
it may have a ﬂaw given that it shows both encrypted ballots and receipts with
return codes [6]. To conclude with the voter-related security, all these systems
(except Frog) render augmented individual verification with E2E voter veriﬁability through receipts. Receipt-Free and Bingo Voting enhance this property
and allow the voter to distrust the DRE. Their casting protocol combines commitments with challenges in order to prove statistically that the content of the
vote generated by DRE is the same as the intended vote. Per contra, the other
systems depend on the goodwill of the DRE.
Voting-related security. Except for Frog, all systems ensure ballot box
integrity through diﬀerent technologies (like ZKPs, digital signatures or threshold schemes). Some of them also keep the integrity by means of veriﬁcation protocols that detect and recover from any changes in the ballot box. For example,
Bingo Voting can ﬁnd discordances between the number of votes (which are not
commitments, but random numbers) and the number of unused commitments.
See Table 4 for more details.
VoteHere, Receipt-Free, Bingo Voting, VoteBox, Three-Ballot, Shuﬄe-Sum
and E-valg provides highly probable tally accuracy and fairness. ReceiptFree must be particularly highlighted, since it combines homomorphic techniques with a special protocol that enables the complex tallying for preferential
elections. In consequence, most of them provide highly probable universal
verifiability. As for auditability, Three-Ballot creates logs for any voterrelated operation, even though nothing about the tally process. The evaluated
strongest audit systems appear in VoteBox and E-valg that use immutable logs.
VoteBox, however, builds a distributed total audit system, while E-valg only
centrally audits the critical system elements.
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6.2.3. Integration
In order to be integrated, the evaluated VVSs have some software or technological dependences (see Table 5 for more details). On the other hand, ShuﬄeSum is uncoupled from the cast mechanism: it does not imposes a particular
method and, hence, it has a good level of integrability. At the end, only VoteBox and E-valg [80] ensure vote atomicity, loss resistant and tamper evident
solutions.
6.2.4. Technical issues
VoteBox is the only system that structurally provides distributed replication
of sensitive information, which leads to a high degree of fault tolerance.
Homomorphic systems that aggregate all the votes in a single ciphertext
provide poor scalability due to the fact that they restrict the maximum number
of voters who can participate in the voting process. More speciﬁcally, this value
is ﬁxed according to the cryptographic key length in use and the number of
parties involved in the elections. In contrast, homomorphic schemes that use
a vector ballot (i.e., diﬀerent ciphertexts are used to aggregate the votes for
each party) do not suﬀer scalability problems in the tally process (but they
increase the complexity of the vote casting process due to the generation of
zero knowledge proofs). Regarding the systems which are based on mixing
techniques, the cost of shuﬄing “n” votes is linear (i.e., O(n) [56, 57]) and,
hence, they provide low scalability as well. Finally, those proposals that combine
mixing and homomorphic techniques oﬀer signiﬁcant computational scalability
in the tally process because combination/aggregation of votes (e.g., by means of
homomorphic properties) reduces the input dataset to the mixing and, hence,
the computational cost also decreases. VoteBox uses homomorphisms and the
vector ballot approach [71]. Besides, it can also be used in an hybrid fashion by
combining homomorphic and mixing techniques [72]. E-valg is also an hybrid
scheme and, hence, it is able to use either mixing, homomorphic properties
or a combination of both depending on the situation. As a result, these two
proposals achieve a better level of scalability than others. Nevertheless, since
E-valg and VoteBox address the supervised remote voting, they could suﬀer
from an overload of the voting system if many voters cast their vote at the same
time. Therefore, these schemes must provide the necessary infrastructure in
order to prevent this breakdown.
Broadly speaking, VoteBox and E-valg are less flexible than the rest because
the use of homomorphic techniques force encoding the vote in a special fashion.
This restricts the type of the ballot in two features: (i) preventing the realization
of other opinion polls at the same electoral process; and (ii) limiting the number
of electoral candidates. Systems based on commitments and mixing techniques
(like Receipt-Free and Bingo Voting) are more ﬂexible, given that they do not
allow making several opinion polls at the same time, but, contrariwise, they
do not restrict the number of candidates. The reason behind that is because
commitments must be computed before the elections, and there must be one
commitment for each candidate and voter. Lastly, Three-Ballot is only suitable
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Table 5: Detailed properties of the electronic-based VVSs.
For details on notation see Table 2.
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for multi-ballot formats composed of three single parts, even though the ballot
content is ﬂexible.

6.3. Study of trends in VVSs
From the present analysis we can extract four clear trends related to the
following issues: (i) voting location, (ii) voting technology, (iii) degree of veriﬁability and (iv) auditability. Apart from those systems being included in this
work, we also present a new trend in voting processes.
Voting location study. We have evaluated poll-site-based VVSs. All of
them use paper ballots or electronic voting terminals (DREs). Clearly, DREs
are very helpful in order to manage votes electronically. It is worth noting the
demonstrated trend from poll-site-based to supervised remote voting systems.
All systems are of the ﬁrst type, while VoteBox and E-valg are supervised remote
voting systems. This trend is a consequence of not only the technology, but also
the temporal appearance of the systems. However, while VoteBox was adapted
to support supervised remote voting schemes, E-valg was structurally designed
to do so.
Voting technology study. Here, we consider the voting technology used
from the ballot cast to the tally and, therefore, VVAATT/VVVAT-based systems are not considered. The idea behind this technology is to address security
issues such as ballot anonymity, ballot box integrity, tally accuracy and fairness
among others. These systems present a clear evolution on this issue. We detail
them from simpler to more complex and reliable solutions, separating paperbased from electronic solutions. As for paper-based systems, ThreeBallot em33

ploys arithmetic computation, Punchscan uses generation of permutations, Prêt
à Voter makes use of encrypted permutations in a human readable code, Scantegrity II utilizes encrypted 2D-barcodes and invisible ink and Scratch & Vote
deploys Paillier PKI with additive homomorphic properties, and encrypted 2Dbarcodes. In the electronic systems, while Frog uses only a simple randomization
algorithm to anonymize votes, others, like VoteHere, Receipt-Free or Bingo Voting, utilize more reliable mixing techniques to address ballot anonymity, with
everlasting privacy in Receipt-Free and Bingo Voting. VoteBox and ThreeBallot use additive homomorphic cryptography, to provide highly probable ballot anonymity and perform the tally. The most complex but reliable technology,
with a certain ﬂexibility in the ballot format and type, is used by E-valg: the
hybrid scheme, which is composed by multiplicative homomorphic cryptography
(computationally less hard than the additive schemes [57, 56]) and mixing mechanisms. Clearly, the paper- and electronic-based technology presents a trade-oﬀ
between ensuring (i) more secure, trustworthy and reliable voting technologies,
while at the same time providing (ii) fast and resource-eﬃcient ones. This trend
from simple randomization techniques to hybrid schemes is a direct consequence
of the continuous permeability of voting systems with regards to the latest cryptographic advances.
Verifiability study. We can organize the analyzed systems as follows. In
paper-based systems, the veriﬁability in VVPAT, ThreeBallot and Scantegrity
II eventually relies on human-readable paper ballots, so that they can be independently and universally veriﬁed without the interaction of computerized technologies. This is very attractive for detractors of exclusively e-voting systems.
The rest of paper-based approaches require mixing tables to decode ballots and
perform the tally, so that both parts (tables and ballots) should be carefully
veriﬁed. In summary, all these systems provide individual, universal and E2E
veriﬁability (except E2E in VVPAT). Their veriﬁability becomes a bit harder
due to mix of procedures and technologies in the voting process. Instead, in electronic VVSs, (i) VVAATT/VVVAT-based and Frog systems provide deﬁcient
or basic veriﬁability in voting processes, respectively. They mainly provide at
some degree individual veriﬁability, yet the same is not true for universal or E2E
veriﬁability. (ii) VoteHere and Three-Ballot VVSs oﬀer an acceptable degree of
veriﬁability (individual, universal and E2E), while E-valg and VoteBox ensure
a good level of veriﬁability, while, at the same time, they deﬁne a tough audit
system. Finally, (iii) systems like Receipt-Free and Bingo Voting go beyond the
individual and universal veriﬁcation, because they provide highly probable everlasting privacy in cast ballots. Otherwise, voters can detect cheating DREs
when encrypting their ballot.
Auditability. Complimentary to veriﬁcation of the elections process, auditing mechanisms addressed by independent parties lead to elections integrity [4].
The idea behind that is to prevent from, deter and foil any attempt of misbehaving or attack on elections. Since a thorough audit of all procedures, technologies
and votes is unfeasible or impossible [4], a random selection is taken for such
purpose (like in mixing tables, or recounts of paper ballots in some districts).
The auditing procedure must cover pre-, in- and post-elections phases. In paper34

based systems, most of the (hand-made) audits cover the manual procedures of
voters, and more importantly, of elections oﬃcials, to detect any voluntary or
involuntary human error. Instead, in opscan and electronic-based systems, the
hardware and software (including ﬁrmware) are carefully audited by manual and
electronic means, respectively. In particular, white-box and black-box4 software
audits should be addressed. Additionally, it has been proven that such kind
of pre-, in- and post-elections audits greatly reduces the capability of adversaries to perform attacks to the system [4]. As for demonstration, the elections
audited in [4] demonstrated that (i) procedural veriﬁcations were correctly performed, (ii) all parts should be audited (even hardware and software vendors),
and (iii) opscan hardware worked as expected. It is worth noting that, diﬀerently from expected, discrepancies between manual audits and opscan results
appeared only due to human errors in the auditing phase [7]. These kind of
experiences are necessary to make the electorate aware of the good properties
of the electronic voting mechanisms.
Once all VVSs have been analyzed and compared with each other (see Tables
3 and 5) and considering a higher weight for the security properties, Scantegrity
II, VoteBox and E-valg result into the best alternatives for paper-based and electronic voting systems, respectively. However, VoteHere, Receipt-Free and Bingo
Voting contribute with innovative cryptographic mechanisms such as everlasting
privacy not reached in other electronic VVSs.
7. Conclusions
In this paper, we have presented an evaluation framework, common for all
systems, in order to conduct a fair study among paper- and electronic-based
voting veriﬁcation systems (VVSs). To do so, we have proceeded as follows: (i)
we have deﬁned a classiﬁcation of VVSs, (ii) we have speciﬁed an evaluation
framework (combining 15 characteristics from VVSs), (iii) we have selected and
analyzed a notable set of 18 VSSs (from both commercial and academic worlds),
and (iv) we have extracted important trends in the ﬁeld.
The VVS classiﬁcation obeys a criteria suitable for the present work, gathering together the VVSs in a natural fashion. In particular, we have used the
HAVA classiﬁcation (USA). Additionally, we have also diﬀerentiated from integral and independent solutions, regarding to whether the VVS is tightly tied to
a voting system or not.
The evaluation framework is composed of a collection of 15 important properties to evaluate on VVSs. These characteristics concern to the system’s security, voter conﬁdence on the voting system, and to the vote ﬂexibility (i.e.,
allowed ballot type and format). Concretely, ballot secrecy, voter anonymity,
tally accuracy and fairness are not only highly important, but also essential for
4 White-box auditing is a method of testing the internal structure and working of the system
software. Oppositely, black-box auditing is a method of testing the functionality of the system
software.
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trustworthy elections. Voter conﬁdence is also a necessary characteristic for a
voting system. All this makes citizens trust these kind of tools and mechanisms
that support modern democracy.
This work makes a survey of 18 notable paper- and electronic-based VVSs.
As we have seen, most recent advances in technology and cryptography are making voting systems move from paper-based approaches to electronic-based ones.
In particular, some of the strengths of the electronic VVSs are the enhanced
security, voter conﬁdence and increased voter accessibility (also for blind and
illiterate citizens).
Cryptographic techniques include all the following points: (i) vote ciphering,
(ii) digital signature and threshold scheme, (iii) mixing techniques and homomorphisms, (iv) ZKPs, (v) return codes and receipts, and (vi) audit systems. The
beneﬁt of these cryptographic techniques are as follows. Voting systems use
asymmetric cryptosystems (e.g., RSA or ElGamal) to provide ballot secrecy.
When digital signatures and threshold schemes are used, systems provide highly
probable vote authenticity and an enhanced ballot secrecy. Mixing techniques
and homomorphisms ensures voter anonymity. In particular, homomorphic encryption improves the tally eﬃciency, but it reduces the ﬂexibility of the ballot
type and format. Conversely, mixing techniques do not impose any restrictions
in the ballot, but usually result in slower tallies. Both mechanisms require ZKPs
to ensure universal veriﬁcation. ZKPs also ensure voter anonymity in the case of
mixing techniques. Most of the evaluated electronic VVSs use return codes and
receipts to provide the E2E individual veriﬁability, whilst they prevent voter
coercion and increase the voter conﬁdence in the given system. In the end, the
auditing capability is progressively a more common feature in the most modern
e-voting systems.
As for the tally process, it is easy to see an evolution from the use of mixing
techniques to the use of homomorphic schemes. In particular, additive homomorphic encryption was used ﬁrstly, followed by multiplicative, and then hybrid
schemes. Hybrid schemes join mixing techniques and homomorphic encryption
and bring together the beneﬁts from both, while at the same time they improve
on tally eﬃciency and ballot ﬂexibility (compared to solutions using solely either
mixing or homomorphic schemes).
We have seen an evolution from paper-based to electronic VVSs, thanks
to the inclusion of technological advances. Within the set of electronic VVSs,
later ones support supervised remote voting schemes. In addition, there exist
an increase on the use of the remote (postal) voting [81]. As this evolution
demonstrates, we foresee that the future trend on the use of electronic voting
means is remote e-voting. Along these lines, there are already evidences of some
initial supervised remote and Internet voting experiences [31, 40, 74]. The global
acceptance of these remote e-voting schemes will empower citizens with new
democratic participation tools. This will probably lead to direct and binding
citizen consultations and elections in the near future [7].
However, for a full adoption of these remote e-voting schemes, some issues
must be resolved beforehand: (i) a higher level of the system’s security and
(ii) an easier use of and access to the system (from a voter viewpoint). They
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both are related to each other. Clearly, the technology employed to ensure a
secure e-voting process would likely make it diﬃcult to set up correctly the
necessary software and hardware on voters’ computers. In particular, future
systems in this line should closely take into account the voter’s non-supervised
environment, which facilitates the voter coercion and vote selling.
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