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Abstract
Web search engines (WSEs) have become an essential tool for searching the huge
amount of information stored in the World Wide Web. WSEs try to build query
proﬁles of their users, in order to increase the accuracy of the results provided
to users and also to ﬁne-tune advertising. Proﬁling the query interests of users
clearly encroaches on their privacy. There are several anti-proﬁling approaches in
web search, among which those relying on peer-to-peer proﬁle obfuscation stand
out. In this paper, we analyze the multi-hop peer-to-peer proﬁle obfuscation game,
in which a peer forwards her query to a second peer, who may submit it on behalf
of the ﬁrst peer or just forward it to a third peer, and so on. We describe several
privacy utility functions for peers and a rational protocol in terms of a generic
privacy utility function. It turns out that rational behavior leads peers to helping
each other.
Key words:
Anti-proﬁling; Private information retrieval; Anonymous keyword search;
User-private information retrieval; Multi-hop peer-to-peer proﬁle obfuscation;
Game theory.
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Introduction

Web search engines (WSEs) are essential to manage the huge amount of information available on the Internet, scattered over hundreds of millions of web
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sites. Since the majority of WSE users tend to click only on the ﬁrst results
in the ﬁrst search result page, it is important for WSEs to ﬁnd out what are
the interests of users. For example, for a user with unknown interests, a search
for “Barcelona” should return links on the city at the top, while for a user
interested in soccer, links at the top should correspond to the soccer club, and
for a user interested in architecture, links at the top should be about famous
buildings in the city. Every user has her own interests, and these may change
over time.
Since users do not usually collaborate with WSEs by explicitly deﬁning what
their interests are, WSEs may try to infer those interests using the browsing
history. The cost of such proﬁling by the WSE is more than compensated by
the possibility to embed in the search results advertising tailored to the user’s
interests. The problem with user proﬁling is that the query history of a user
may contain private information: e.g. someone frequently looking for a disease
or a drug leaks information about her likely health condition. On the other
hand, even if users of WSEs do not identify themselves, it is not diﬃcult to
establish the identity of the individual to whom a query history corresponds,
as it became evident in the AOL search data scandal [2].

1.1 Contribution and plan of this paper

As argued in Section 2 below, peer-to-peer (P2P) query proﬁle obfuscation
protocols stand out as a competitive anti-proﬁling approach in web search. In
such protocols, a user obfuscates her proﬁle with the help of a P2P community:
the user submits queries on behalf of her anonymous peers and conversely.
There are two variants of P2P proﬁle obfuscation systems: single-hop and
multi-hop. In a single-hop system, when a peer requests help from a second
peer in submitting a query to the WSE (in order to hide the ﬁrst peer’s
interests from the WSE), the second peer either grants that help and submits
the query or she refuses to submit it. In a multi-hop system, the second peer
either submits the query as requested or she forwards the query to a third
peer, who may submit it or forward it further, and so on.
The main potential shortcoming is why should peers be interested in helping
other peers to preserve their query privacy. This paper addresses that issue
by characterizing what is the rational behavior of peers in a multi-hop P2P
proﬁle obfuscation system (the single-hop case has recently been dealt with
in [11]).
Regardless of whether the peers are a community of acquaintances or not, we
assume that, when a peer forwards a query to another peer, the forwarder and
the receiver do not know each other’s identities. This assumption is reason2

able because the receiver has no idea whether the received query was originated by the forwarder or was originated by some other peer and is merely
forwarded by the forwarder. Hence, re-identiﬁcation by proﬁle is thwarted. If
re-identiﬁcation by IP address among peers is a concern, a system like Tor [30]
might be used to provide transport-level anonymity in peer-to-peer communication.
The contributions in this article are as follows. We give a game-theoretic
analysis of multi-hop P2P proﬁle obfuscation systems like Crowds ([27]), TorTorbutton ([31]) or the one in [32]. We specify a metric for the privacy of peers
vs the WSE. The main diﬀerence with the analysis of single-hop P2P systems
contributed in [11] is that in a multi-hop setting the privacy of peers vs other
peers is implicit. We compute the privacy utilities of the diﬀerent strategies
that can be followed by the peers in view of maximizing their privacy. Maximizing the privacy utility when deciding what to do with each new query
yields a rational behavior for each peer, which allows automating the decision
process at the peers. In particular, the conditions under which a Nash equilibrium [21,22] among peers exists are determined; under such an equilibrium,
the best option for one peer to maximize her privacy is to have her query submitted by another peer, and the best option for the other peer to maximize
his privacy is to submit the ﬁrst peer’s query to the WSE.
Section 2 describes related work on anti-proﬁling in database or web search,
including P2P proﬁle obfuscation. Section 3 discusses the pros and cons of
multi-hop vs single-hop P2P proﬁle obfuscation. Section 4 gives some background on game theory. Section 5 proposes a characterization of the multihop P2P proﬁle obfuscation game and proposes several possible privacy utility
functions. Simulation results are reported in Section 6. Section 7 lists the conclusions of this paper.
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Related work

A user can ﬁght proﬁling in database or web search by using a variety of
approaches, including: i) basic techniques like dynamic IP addresses and/or
cookie rejection; ii) querying under pseudonym; iii) standalone proﬁle obfuscation [14,20,17]; iv) proxy-based obfuscation [16]; v) P2P proﬁle obfuscation, either single-hop [10,4,29] or multi-hop, e.g. based on Tor with the
Torbutton add-on [30,31], or Crowds [27] or [32]); vi) private information retrieval [6,7,25,1].
Let us brieﬂy analyze the shortcomings of the above approaches (see [11] for
a more detailed analysis):
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• Basic techniques are often problematic: e.g. the user is unlikely to control
the renewal policy for dynamic IP addresses, and rejecting cookies may
entail an unacceptable loss of functionality.
• Submitting queries using pseudonyms oﬀers only weak protection, as the
search engine can proﬁle pseudonyms and eventually link them to the real
user’s identity (as illustrated by the re-identification success from the pseudonymized AOL query logs [2]).
• Standalone proﬁle obfuscation requires either supplementing queries with
fake keywords or generating entire additional fake queries to cloak the real
ones; on the one hand, supplementing with fake keywords is far from obvious, as these must be semantically similar enough to the real keywords
for the latter to be indistinguishable; on the other hand, generating entire
additional fake queries overloads search engines and communications.
• Proxy-based proﬁle obfuscation is predicated on submitting queries to a
search engine through a proxy, who strips them of any identifying information before forwarding them to the search engine. The proxy may even
accept to forward encrypted queries to the search engines, in which case the
proxy does not see the content of the queries. The weakness of this approach
is that a collusion between the proxy and the search engine is enough to
compromise the proﬁles of all proxy users.
• P2P proﬁle obfuscation has the shortcoming of requiring the co-operation
of peers and, depending on the implementation, it may also entail some
privacy loss for the user vs her peers.
• The objective of private information retrieval is to enable a user to retrieve
an information item from a database without the latter learning which item
the user was interested in. Hence, it targets the most ambitious privacy
level. PIR protocols proposed so far have some fundamental shortcomings
which hinder their practical deployment:
(1) If the database contains n items, theoretical PIR protocols have O(n)
complexity [6,7]: the protocol must “touch” all records to avoid giving the
server any clues on the value of i; this is unaﬀordable for large databases
and/or search engines [3].
(2) It is assumed that the database server cooperates in the PIR protocol; it
is the user who is interested in her own privacy, whereas the motivation
for the database server is dubious, not to say contrary to user privacy.
(3) In general and especially in the case of search engines, the database cannot
be modeled as a vector in which the user knows the physical address i of
the item sought; even keyword PIR [5,24] does not really ﬁt, as it still
assumes a mapping between individual keywords and physical addresses.
In view of the above, P2P proﬁle obfuscation can be a good option if we are
able to ensure that peers are interested in co-operating and at the same time
we can minimize the privacy loss of the user versus her peers. This is precisely
the purpose of this paper, which focuses on rational behavior in multi-hop
systems (see [11] for an analysis of the single-hop case).
4
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Multi-hop vs single-hop P2P profile obfuscation

Before going any further, let us compare the pros and cons of single-hop and
multi-hop obfuscation. In a multi-hop system, a query may pass through several intermediate peers before being submitted, hence if two peers A and B
exchange a query, they cannot reconstruct and/or anticipate the rational decisions by each other, because those decisions may involve third peers. This
has advantages and disadvantages.
A problem of single-hop is that any peer B receiving a query from another
peer A knows that A was the query originator. In contrast, multi-hop oﬀers
increased privacy of the user’s query proﬁle vs her peers: a peer B who receives
a query from a peer A does not know whether the query was originated or
merely forwarded by A, and that gives peer A privacy vs peer B. Let us
examine the chances of a collusion of peers to determine the query originator
in the multi-hop scenario. Since no single peer other than the query originator
knows who originated a query, for a collusion to succeed in determining the
query originator, the collusion size should be N − 1: if the N − 1 colluders
loyally tell each other that they did not originate a certain query, then all
of them know that the query was originated by the only non-colluding peer.
However, collusions of size N − 1 are unlikely for moderate to large N : the
larger N , the more diﬃcult it is to organize a collusion of N − 1 peers and the
easier it is for the non-colluding peer to learn about the collusion.
A weakness of letting a query (and its response) travel several hops is that it
is exposed to more peers. Indeed, imagine that the query is about patents on
a certain type of device. Certainly, none of the peers who receive the query
knows who originated it, but they all know that there is someone currently
interested on patents for that device type. This constitutes a leakage of industrial strategy, especially if there are several successive reﬁnements of queries
on that device type. At a ﬁrst glance, single-hop would seem less disclosive
than multi-hop in this respect. However, single-hop may require several attempts by the query originator before a peer willing to submit the query is
found. Hence, in single-hop, the query may also be exposed to several peers,
even there is the small advantage that the query originator selects and knows
who those peers are.
Another downside of allowing multiple hops are longer response times. If A
originates and forwards a query to B, A cannot predict whether B’s rational
decision will be to submit the query or to forward it. Hence, the average time
for the query originator to obtain a response can be quite long. Again, at ﬁrst
glance single-hop seems to outperform multi-hop in this respect. However,
since single-hop may also need several attempts before a collaborative peer is
found, the response time can also be quite long. The advantage of single-hop is
5

that the query originator can decide how many peers she tries before submitting herself her own query. For multi-hop, some kind of timeout or maximum
number of hops may also be imposed in view of bounding the response time
(see Algorithm 1 below in this paper).
The fact that the number of attempts in single-hop and the number of hops in
multi-hop are unpredictable ex ante represents a common privacy advantage
of both approaches vs the database/WSE: it is more diﬃcult for the latter to
link the queries from the same originator based on their timing, because the
delay between query generation and query submission is variable.
A ﬁnal problem with single-hop is that, if no helping peer is found in a reasonable number of attempts, the user having originated the query will have
to submit it herself, even if doing so reduces the obfuscation level of her actual query interests: e.g. if a user submits a query many more times than
other queries, the adversary infers that this query must really have been originated by that user, because the user would not submit that query on behalf
of another user (if we assume that all users wish to exhibit a “ﬂat” proﬁle
of submitted queries to hide their actual interests). In contrast, in multi-hop
with a timeout or a maximum number of hops, the user originating a query
and forwarding it can be assured that someone will submit her query; there
is of course a chance that, after some hops, the originating user receives back
her own forwarded query, which she decides to submit, but in this case, the
database/WSE cannot distinguish whether the submitting user was the originating one.
One could argue that the above problem of single-hop could be ﬁxed by forcing
peers receiving a help request to accept it via timeout or maximum number
of attempts. Note however that this would be more unfair than in multi-hop:
whereas in multi-hop the originating peer cannot know who (if anyone) will be
forced by timeout to submit her forwarded query, in single-hop the originating
peer decides which peer she asks when the timeout or the maximum number
of attempts are about to be reached, so an originating peer could deliberately
disrupt the proﬁle of another peer if the latter could not reject a help request.
From the above analysis, both single-hop and multi-hop have relative strengths
and weaknesses, but, overall, multi-hop seems to have more strong points.

4

Basics of game theory

A game is a protocol between a set of N players, {1, · · · , N }. Each player i
has her own set of possible strategies, say Si . To play the game, each player i
selects a strategy si ∈ Si . We will use s = (s1 , · · · , sN ) to denote the vector of
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strategies selected by the players and S = Πi Si to denote the set of all possible
ways in which players can pick strategies.
The vector of strategies s ∈ S selected by the players determines the outcome
for each player, which can be a payoﬀ or a cost. In general, the outcome will
be diﬀerent for diﬀerent players. To specify the game, we need to state for
each player a preference ordering on these outcomes by giving a complete,
transitive, reﬂexive binary relation on the set of all strategy vectors S. The
simplest way to assign preferences is by assigning, for each player, a value for
each outcome representing the payoﬀ of the outcome (a negative payoﬀ can
be used to represent a cost). A function whereby player i assigns a payoﬀ to
each outcome is called a utility function and is denoted by ui : S −→ R.
For a strategy vector s ∈ S, we use si to denote the strategy played by player
i and s−i to denote the (n − 1)-dimensional vector of the strategies played by
all other players. With this notation, the utility ui (s) can also be expressed as
ui (si , s−i ).
A strategy vector s ∈ S is a dominant strategy solution if, for each player i
and each alternate strategy vector s′ ∈ S, it holds that

ui (si , s′−i ) ≥ ui (s′i , s′−i )

(1)

In plain words, a dominant strategy s is the best strategy for each player i,
independently of the strategies played by all other players.
A strategy vector s ∈ S is said to be a Nash equilibrium if, for all players i
and each alternate strategy s′i ∈ Si , it holds that
ui (si , s−i ) ≥ ui (s′i , s−i )
In plain words, no player i can change her chosen strategy from si to s′i and
thereby improve her payoﬀ, assuming that all other players stick to the strategies they have chosen in s. A Nash equilibrium is self-enforcing in the sense
that once the players are playing such a solution, it is in every player’s best
interest to stick to her strategy. Clearly, a dominant strategy solution is a
Nash equilibrium. Moreover, if the solution is strictly dominant (i.e. when the
inequality in Expression (1) is strict), it is also the unique Nash equilibrium.
See [22] for further background on game theory.
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Fig. 1. Example of multi-hop strategy in a game with 5 players

5

The multi-hop P2P profile obfuscation game

Consider a system with N players Q1 , · · · , QN , and a WSE or database server
DB. For any i, assume that Qi originates a query. Then Qi has two possible
strategies:
Sii: Qi submits her query directly to DB;
F ij: Qi forwards her query to Qj , for some j ̸= i, and requests Qj to submit
the query or have it submitted by some other player.
When receiving Qi ’s query, Qj has two possible strategies:
Sji: Qj submits the query received from Qi to DB and returns the answer to
Qi ;
F jk: Qj forwards the query received from Qi to Qk , for some k ̸∈ {i, j}, and
requests Qk to submit the query or have it submitted by some other player.
The above set of strategies result in a multi-hop mechanism where an originated query is forwarded from one player to another player until it is submitted
to DB, as illustrated in Figure 1. Then, the answer is returned following the
reverse path. We assume that all players along the path starting at the query
originator and ending at the query submitter are honest-but-curious in the
sense that:
• Any player Qj receiving a query from any other player Qi either submits it
to DB or forwards it to some other player Qk ;
• If a player Qj chooses to submit to DB a query she did not originate, then
the player returns the correct answer obtained from DB to the player Qi
the query came from;
• If a player Qj chooses to forward to another player Qk a query Qj did not
originate, then, as soon as Qj receives the query answer from Qk , Qj returns
the query answer back to the player Qi the query came from;
• Qj may read and store all received queries and answers.
In this scheme, when a player Qj receives a query from Qi , she does not know
whether Qi is the query originator or just an intermediate forwarding player.
This is a major advantage with respect to the single-hop scenario, in which,
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when Qj receives a query from Qi , Qj knows that Qi is the originator and
therefore can use the query to proﬁle Qi ’s interests. For that reason, in the
single-hop scenario, it is important for Qi to distribute the forwarded queries
as evenly as possible among the rest of players, in order to reduce the proﬁling
abilities of players (see [11]). In the multi-hop scenario, the query originator Qi
can randomly select the player Qj to whom she forwards her query, because,
for the above reasons, privacy vs any particular player is no longer an issue.

5.1 The privacy model
Let X i (t) = {xi1 , · · · , ximi (t) } be the set of queries originated by Qi up to time
t. Let Y i (t) = {y1i , · · · , yni i (t) } be the set of queries submitted by Qi to DB up
to time t. In both X i (t) and Y i (t), repeated queries appear repeatedly.
The privacy utility function for Qi should reﬂect the following intuition: the
more diverse the queries in Y i (t), the more private stay the interests of Qi
vs DB. In this approach, the interests of Qi vs any speciﬁc peer are already
private, because peers do not know who is the originator of a query. Let
Ui (Y i (t)) be the privacy utility function for Qi . For the sake of simplicity, we
will assume that all players Qi choose the same privacy utility function, i.e.
U1 (·) = · · · = UN (·) = U (·).
The above utility function U (·) evaluated on Y i (t) induces a utility function
ui (·) on the strategies available to Qi (as discussed in Section 4, the purpose of
the utility ui (·) is to allow Qi to choose the best strategy). When Qi originates
a query xir at time t + 1:
• Qi chooses Sii (direct submission) if U (Y i (t + 1)) ≥ U (Y i (t)), where Y i (t +
1) = Y i (t) ∪ {xir };
• Otherwise Qi chooses F ij (forwarding the query to Qj ), where j ̸= i is
randomly chosen among the available peers.
When Qj receives xir , it proceeds as follows:
• Qj chooses Sji (submitting xir and returning the answer to Qi ) if U (Y j (t +
1)) > U (Y j (t)), where Y j (t + 1) = Y j (t) ∪ {xir };
• Otherwise Qj chooses F jk (forwarding the query to Qk ), where k ̸∈ {i, j}
is randomly chosen among the available peers.
In plain words, a peer submits the query xir to DB if doing so increases her
privacy utility vs DB. Otherwise, the query is forwarded to another (randomly
chosen) peer.
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5.2 Some possible privacy utility functions

5.2.1 Shannon’s entropy at the query level
Given a random variable Z taking values z1 , z2 , · · · , zn with probabilities
p1 , p2 , · · · , pn , respectively, Shannon’s entropy [28] is a measure of uncertainty
deﬁned as
H(Z) = −

n
∑

pi log2 pi

i=1

The more homogeneous the pi , the higher is H(Z): the rationale is that the
outcome of Z becomes more uncertain as the pi become more homogeneous.
The maximum H(Z) is reached when p1 = · · · = pn = 1/n.
We have mentioned above that, the more diverse the queries in Y i (t), the more
private stay the interests of peer Qi vs DB. By assimilating Y i (t) to a random
variable and relative frequencies of the queries in Y i (t) to probabilities, the
intuition of query diversity mentioned above can be expressed as maximizing
H(Y i (t)). Hence, a reasonable privacy utility function for Qi is U (Y i (t)) =
H(Y i (t)).

5.2.2 Shannon’s entropy at the category level
It may be argued that maximizing the entropy at the query level does not
provide suﬃcient privacy protection if some of the queries are semantically
similar. For example, if the diﬀerent queries in Y i (t) are “astronomy”, “telescope” and “orion’s belt”, then, no matter the relative frequencies of those
three queries, Y i (t) indicates an interest in astronomy.
An alternative is to consider a set of broad semantic categories (e.g. “Science”,
“Religion”, “Sport”, etc.) and compute the entropy at the category level rather
than at the query level. That is U (Y i (t)) would be high only if Y i (t) contains
a similar number of queries of each category.

5.2.3 Hierarchical variance
A natural extension of the categorization idea in the previous section is to
consider an ontology of possible queries, like WordNet [33] or ODP [23], as
proposed in [15]. By using such an ontology, the queries in Y i (t) can be hierarchically classiﬁed and hence they can be viewed as a sample of a hierarchical
nominal categorical attribute. Thus, it is possible to compute the hierarchical
variance of Y i (t). Such hierarchical variance is a measure proposed in [13] and
simpliﬁed in [12] whose intuitive idea is as follows: a set of nominal values be10

longing to categories which are all children of the same parent category in the
hierarchy has smaller variance that a set with children from diﬀerent parent
categories.
We sketch the way to compute the nominal variance in [12], because it is
equivalent to [13] and easier to explain. For each query y ∈ Y i (t), the socalled marginality m(y) of y is computed as the sum of distances between y
and each of the remaining queries in Y i (t) over the hierarchy tree speciﬁed by
the taxonomy used; the distance between two queries is computed as the sum
of the weights of edges along the shortest path between the two queries, where
edges linking nodes at depth i−1 in the tree with those at depth i are assigned
weight 2L−i , being L the depth of the taxonomy tree. Then the hierarchical
variance of Y i (t) is deﬁned as the average marginality of the queries in Y i (t).
If we take the hierarchical variance of Y i (t) as privacy utility function U (Y i (t)),
then Qi is interested in the strategy providing the largest increase in the hierarchical variance of Y i (t); this is achieved by submitting new queries which
are as distant as possible in the semantic taxonomy from previously submitted
queries.
Using ontologies and maximizing the hierarchical variance of queries submitted
by a user also helps thwarting the attacks against query bundles described
in [18]. It is reported in Section 6.3 below and it can be veriﬁed in the AOL
query logs [2] that the query interests of real users tend to be rather narrow and
focused, and hence with moderate to small hierarchical variance. Therefore,
forcing a high hierarchical variance within the ontology implies that the queries
originated by a user will be submitted by many diﬀerent peers, which makes
it harder for the database to link with each other the queries originated by
the same user. To a lesser extent, the alternative of maximizing category-level
entropy suggested in Section 5.2.2 also causes the queries originated by each
user to be submitted by several other peers; in this respect, it also provides
some protection against the attacks reported in [18].
Of course, vanity queries originated by a user will always be linkable to that
user, but this is an intrinsic problem of vanity queries: a privacy-conscious
user using query proﬁle obfuscation should in the ﬁrst place be very cautious
about originating vanity queries.

5.2.4 Utility function for location-based queries
We propose in this section a privacy utility function suited for location-based
queries submitted to a commercial provider of location-based services (LBS
provider). Such queries are of type “List of services/facilities of type T near
location ℓ”, where ℓ is typically the user’s current location and T can be hotels,
pharmacies, restaurants, monuments, etc. In this kind of queries, users want
11

to keep their location proﬁle private rather than or in addition to keeping their
query proﬁle private. In other words, a user does not want the LBS provider
to know her exact trajectory.
Most solutions for location-based privacy are standalone and they rely on
the user blurring her location and/or supplying an area rather than an exact location (e.g. [19,9,8]). However, in [26], a peer-to-peer protocol in which
users submit other user’s queries to obfuscate their own location proﬁle was
presented.
If we want to characterize peer-to-peer location privacy as a rational game, we
must assume that each peer wants to maximize her location privacy. A way
to do this is for the peer to submit locations to the LBS server which are as
uniformly spread as possible.
Assume the space over which locations are taken can be represented as a
rectangle. This entails no loss of generality, because even the map of the world
can be represented as a rectangle. Assume further that the rectangle of space
has been divided into M square tiles (a rectangle can be approximately covered
by squares if the latter are small enough).
Consider a peer Qi having submitted a set of ni (t) location-based queries.
Assume that we discretize locations at the tile level, that is, we regard as
equivalent all locations within the same tile. The inaccuracy of the above discretization decreases with the tile size and, to get the smallest possible error,
the tile size should be as small as the resolution of the technology used to
determine the coordinates of locations. Maximum privacy for Qi is achieved
when the discretized locations corresponding to the submitted queries are uniformly distributed among the tiles, that is, when each of the M tiles contains
ni (t)/M locations (if ni (t)/M is integer) or a rounded value of ni (t)/M (if
ni (t)/M is not an integer). This maximum-private set of discretized queries
can be represented as the following vector
VPi = (ni (t)/M, · · · , ni (t)/M )
Now, given any set Y i (t) of ni (t) submitted location-based queries, such that
the l-th tile contains kl locations, we can use the same discretization above
and represent Y i (t) as
V i = (k1 , · · · , kM )
The distance between vectors V i and VPi is a measure of the privacy oﬀered
by Y i (t): the closer to zero that distance, the more privacy is oﬀered by Y i (t)
to Qi . Hence, a reasonable privacy utility measure is
U (Y i (t)) =

1+

1
i
2
l=1 (kl − n (t)/M )

∑M
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At time t + 1, Qi will be interested in submitting a query to the LBS server if
doing so causes U (Y i (t + 1)) > U (Y i (t)).

5.3 Performance issues

In order to prevent a message from being forwarded from one peer to the next
without being submitted by anyone, the number of hops can be limited by
adding a ﬁeld to the message header specifying the count of allowed remaining
hops. Such a limitation has the beneﬁt of bounding the response time and the
query exposure (number of peers who see the query). Call this ﬁeld hop count.
A possible adaptative algorithm to dynamically manage this ﬁeld is as follows.
Algorithm 1 (Maximum hop count adjustment)
(1) The first time a peer Qi originates a query, say x0 , Qi initializes a
hop count for that query to a random value hci0 around N/2, where N is
the number of peers.
(2) If a peer Qj receives the forwarded x0 with hop count > 1, then Qj has
the usual choice between submitting x0 or further forwarding it. If the
choice is to forward, then Qj decrements the hop count field by one before
forwarding the query.
(3) If a peer Qj receives a forward query with hop count = 0, then Qj must
submit the query.
(4) The peer submitting the query adds the current number of remaining hops
to the answer before returning the answer to the originator following the
reverse path.
(5) If the query originator Qi sees that the remaining hop count for x0 is
1 or more, the hop count for the next query x1 she originates will be
initialized to hci1 := hci0 − 1; otherwise if the remaining hop count for x0
is 0, then the hop count for the next originated query x1 will be initialized
to hci1 := min(hci0 + 1, N ).
(6) A similar procedure is followed for the successive queries originated by
Qi : if not all hops are exhausted for one query, the next query is allowed
one less hop; if all hops are exhausted, the next query is allowed one more
hop (with N hops at most). This adapts the delay tolerance to the “mood”
of the peers: if they are more helpful, tolerate less hops; if they are less
helpful, allow for more hops.
Two remarks about the above algorithm are in order:
• It is important that the ﬁrst value hci0 is a random value around N/2: if it
were ﬁxed to N/2, the ﬁrst peer receiving the query from Qi would know
that the query had indeed been originated by Qi .
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• We assume peers to be honest-but-curious; hence a peer receiving a query
with hop count = 0 can be assumed to submit it. Note that the adaptative
algorithm will increase the initial value of hop count for the next query,
which should make this “forced submission” situation less likely.
The delay τ added by the multi-hop game can be computed from the number
of hops and the communication and processing time at each hop. Let nh be the
number of hops, τq be the time needed to send the query from one peer to the
next, τp be the processing time needed for a peer to decide on query submission
or forwarding (i.e. the time to compute the privacy utility function) and τR
the time needed for a peer to return the query results to the previous peer in
the reverse path leading back to the peer having originated the query. Then
we have
τ = (τq + τp + τR )nh

(2)

Note that we do not count as delay the time needed to actually submit the
query to DB and obtain the query results, because this time is also needed in
case of direct submission. Let us assume that a typical query consists of up to
40 bytes and a typical query results page of up to 80,000 bytes; further, assume
a medium-speed ADSL connection speed of 1 Mbps. In this case, τq = 0.0003,
τR = 0.64 s. The computing time τp can be regarded as negligible compared to
communication times. Therefore, for nh hops, we obtain an additional delay
(in seconds)
τ = 0.6403nh

6

(3)

Simulation results

In this section, we report on experimental results using privacy utilities based
on Shannon’s entropy at the query level (see Section 5.2.1 above). Several tests
were carried out for the multi-hop N -peer game using a simulated and a real
query generation scenario, with N > 2.
For experiments with simulated queries, the time between two successive
queries by a peer Qi was generated by sampling an exponential random variable with parameter λi ; hence, the query generation rate of Qi was λi queries
per time unit and the expected time between successive queries for Qi was
1/λi . For experiments with real AOL queries, the real between-query times
were used.
For each experiment, we report the evolution of the average number of hops,
which is constrained by Algorithm 1.
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6.1 Collaboration metrics

The metrics considered to analyze the (lack of) collaboration among peers
were:
• Directly Submitted Queries (DSQ). For peer Qi , DSQi (t) is the fraction
of queries among those originated by Qi up to time t that were directly
submitted to DB by Qi .
• Forwarded Queries (FQ). For peer Qi , F Qi (t) is the fraction of queries
among those received from other peers up to time t that Qi forwards instead
of submitting them.
Note that, in general, DSQ and FQ are independent metrics. Indeed, up to
time t peer Qi has asked for help to submit a fraction 1 − DSQi (t) of her
originated queries. The fact that Qi asks for a certain proportion of help
does not determine her own willingness to help others: Qi can submit any
fraction 1 − F Qi (t) of the queries received from other peers. Looking at the
overall set of peers, if all of them are very unwilling to help (high FQ for
all of them), what will happen is that the number of hops needed for each
query will increase, perhaps up to the maximum hop count allowed, but in
the end the query will be submitted by some peer. Hence low DSQ (much
help requested) is compatible with high FQ (little willingness to provide help)
and, of course, high DSQ (not much help requested) is compatible with low
FQ (great willingness to provide help).

6.2 Results using a simulated environment

6.2.1 Influence of the query generation rate
We ﬁrst simulated an N -peer game with N = 5, where Peer i, for i = 1 to
5, had a diﬀerent query generation rate λi . Otherwise said, the time between
successive queries by Peer i was drawn from an exponential distribution with
parameter λi (expected time 1/λi ). Speciﬁcally, we took λ1 = 0.2, λ2 = 0.4,
λ3 = 0.6, λ4 = 0.8 and λ5 = 1. This means that Peer 1 originated less queries
in the simulated scenario than Peer 2, Peer 2 less than Peer 3, and so on.
Each query value was (uniformly) randomly drawn from a set of 1000 possible
queries.
Figure 2 displays the evolution of the DSQ and FQ metrics, as well as the
number of hops needed for a query to be submitted, using the scenario described above. The abscissae in this ﬁgure and in the following ﬁgures in this
section are the total number of queries submitted by all peers. The evolution
of DSQ shows that peers with a comparatively higher query generation rate
15

Fig. 2. Evolution of DSQ, FQ and the average number of hops needed to submit a
query using a simulated scenario of 5 peers with diﬀerent query generation rates

tend to submit fewer queries by themselves (lower DSQ) than those peers
who originated few queries. At the same time, the FQ evolution shows that
peers with a comparatively lower query generation rate tend to forward fewer
queries among those received from other peers. The rationale is that peers
with a higher query generation rate need more help in submitting queries in
order to obfuscate their proﬁle vs DB, and peers with a lower query generation rate are eager to help submitting other people’s queries in order to hide
their own few queries. Hence, this simulation illustrates a Nash equilibrium
between players generating more queries and those generating less queries.
It can also be noticed that FQ stabilizes around 70% in the second half of the
simulation interval. This happens after the histograms of submitted queries
become nearly homogeneous (ﬂat) for all peers: in this situation, peers have
little interest in helping other peers, because they are perfectly happy with
their ﬂat histograms.
The average number of hops needed by a query before being submitted increases a little as the simulation progresses, but it stabilizes under 2; according
to Expression (3), this implies a time delay of about 1 second.
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6.2.2 Influence of the number of peers
To examine the inﬂuence of the number of peers, we created scenarios with
N = 5, 50 and 100 peers. Like above, each query value was (uniformly) randomly drawn from a set of 1000 possible queries. Figure 3 displays the evolution of DSQ and FQ, as well as the number of hops that were needed for a
query to be submitted. In a scenario with N = 5 peers the average DSQ stabilizes around 75%, with N = 50 it stabilizes around 65%, and with N = 100 it
stabilizes around 63%. A higher DSQ for a low number of peers (N = 5) can
be construed as follows: the less peers, the easier it is that the query originated
and forwarded by a peer returns to the originating peer after some hops and
the originating peer ends up submitting her own query.
Regarding the average FQ, its behavior seems pretty independent of the number of peers and its average stabilizes around 80% in all cases. Independence
of FQ from the number of peers is reasonable, because for each peer FQ
measures the peer’s unwillingness to help other peers: such an unwillingness
depends only on how ﬂat the peer’s current query proﬁle vs DB is and it does
not depend on how many peers ask for help.
As to the average number of hops, it can be seen that dynamically adjusting
hop count as proposed above is eﬃcient: the average number of hops required
for submission increases only slightly with the number of peers, and it stabilizes
around 3 hops in a scenario of 100 peers. Hence, with 100 peers the time delay
introduced is about 2 seconds, according to Expression (3).

6.3 Results using real queries

To study the system in a real environment, we used a mirror of the AOL
database [2], which contains twenty million queries from 650000 users over a
3-month period. We randomly picked ﬁve users among those having originated
at least 1000 queries, with their respective ﬁrst queries issued on March 1, 2006.
These users issued their subsequent queries with very diﬀerent between-query
times, up to May 31, 2006. We took these ﬁve users, their query values and
query times as if they corresponded to ﬁve peers in our system.
Figure 4 shows the DSQ and FQ evolution, as well as the average number of
hops a query needs to be submitted, for those ﬁve AOL peers. The average
number of hops for all peers is always under 2, which implies that the time
delay, according to Expression (3), is about 1 second. The evolution of FQ
is diﬀerent for each peer, as it depends on the sequence of queries a peer
originates. It can be seen that, on average, DSQ stabilizes around 70% and
FQ around 45%. Generally, in this simulation peers are readier to help other
peers in submitting their queries to DB. This is because in a real environment
17

Fig. 3. Evolution of DSQ average, FQ average and the average number of hops
needed to submit a query using a simulated scenario with 5 peers (top), 50 peers
(middle) and 100 peers (bottom) with the same query generation rate (λ = 1).
Dotted lines represent plus/minus one standard deviation w.r.t. to the average represented by the continuous line of the same color.

each user tends to be interested in a subset of the total queries, and submitting
queries on behalf of other peers is a way to hide her own proﬁle. The less diverse
the queries originated by a user, the lower is her DSQ (she is less self-suﬃcient)
and her FQ (she is more collaborative); e.g. in Figure 4, Peer 2 has probably
less diverse interests than the rest, because she forwards a lower proportion
of the queries she receives than the other peers (lower FQ), and she directly
submits a slightly lower proportion of her originated queries (lower DSQ).

7

Conclusions and future research

Multi-hop peer-to-peer proﬁle obfuscation is an attractive option to keep the
query proﬁles of users private. Its strong point is that the help of peers can be
leveraged by a user without the user worrying about staying private in front
of speciﬁc peers: indeed, when a peer receives a query, she does not know who
originated it. Potentially long response times and exposure of queries to many
18

Fig. 4. Evolution of DSQ, FQ and the average number of hops to submit a query,
for a set of ﬁve peers corresponding to ﬁve real users in the AOL database

peers are weaknesses which can be kept at bay if the number of hops is limited
using a mechanism like the one we have proposed.
A problem shared by all P2P systems is that they depend on the helpfulness
of peers. The game-theoretic algorithms presented in this paper allow peers to
decide in an automated and rational way whether and how they collaborate
in submitting each other’s queries. Several diﬀerent privacy utility functions
have been suggested to capture the peers’ privacy interests.
Future research may include at least the following issues:
• New privacy utility functions. Depending on the type of queries or the user
requirements, other privacy utility functions diﬀerent from the ones proposed in this paper may be conceivable.
• Dealing with cheaters. In this paper, we have assumed peers to be honestbut-curious: they follow the protocol even if they may attempt to ﬁnd out
who is the query originator. A cheater is a peer who does not follow the
protocol when she receives a query: cheating may consist in neither submitting nor forwarding the query, or not returning the query answer along the
reverse path. This can be detected because the number of hops and hence
the maximum turnaround time are limited when all peers behave honestly.
If, after a timeout, a query originator Qi receives no answer to a query Qi
forwarded to Qj , the easiest solution is to retry and forward the query to
19

′

some peer Qj with j ′ ̸= j. Retrial will work if the random path followed
by the query the second time ends up in a query submitter without having
crossed any cheater. Future research could involve ﬁnding ways for the query
originator to trace and identify cheaters, in order to discourage cheating:
cryptographic solutions and/or reward/punishment mechanisms could be
envisioned.
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