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Abstract: In 2010, Fan et al. presented an anonymous multi-receiver identity-based encryption scheme where they adopt
Lagrange interpolating polynomial mechanism. They showed that their scheme makes it impossible for an attacker or any
other message receiver to derive the identity of a message receiver such that the privacy of every receiver can be guaranteed.
They also formally showed that every receiver in the proposed scheme is anonymous to any other receiver. In this work, the
authors study the security of Fan et al.’s anonymous multi-receiver identity-based encryption scheme. It is regretful that they
found their scheme is insecure. Every receiver in Fan ef al’s scheme is not anonymous to any other receiver. The authors
showed that simple protocol changes can fix these weaknesses and render Fan e al’s scheme. The improved scheme is

proved to satisfy the confidentiality and receiver anonymity in the random oracle.

1 Introduction

Multi-receiver communication is of great importance in
wireless communications. It deals with the problem of key
management effectively such that the entire communication
protocol is efficient. Many researchers focused on this topic
and proposed many interesting protocols.

In an identity-based encryption (IBE) scheme, every user can
select her/his identity (ID) freely, where some meaningful or
easily memorised strings are usually selected as ID. Moreover,
the problem of the authentication for public keys can also be
solved if we take ID to form the public keys. ID-based
cryptography has attracted a lot of researchers and has gained
some results [1—4]. In 2005, Du et al. [5] presented an ID-
based broadcast encryption scheme for key distribution. They
take use of the matrix operations for encryption and
decryption. Unforturely, their scheme is insecure [6]. In 2005,
Wang and Wu [7] proposed an ID-based multicast encryption
scheme that has a key generation centre and a group centre.
All users do not need any computation during the rekeying
process. However, the sender must be the group centre.
Besides, the problems of key updating were discussed
frequently, but no efficient solution has been proposed. In
2010, Fan et al. [8] presented an anonymous multi-receiver
IBE scheme where they adopt Lagrange interpolating
polynomial mechanism to cope with the above problem.

In a multi-receiver encryption environment, a sender can
randomly choose receivers. Every multi-receiver encryption
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scheme can be transformed into a broadcast encryption
scheme or a multicast encryption scheme. Beak et al. [9]
proposed a multi-receiver IBE along with a formal definition
and security model for the kind of schemes. They proved the
security in the selective-ID model using the random oracle
technique. In 2006, Lu and Hu [10] presented a multi-
recipient public key encryption with pairing. Their scheme
can be applied to broadcast sensitive information in an
unsafe distributed environment. All of the multi-receiver IBE
schemes proposed in the literature cannot protect the privacy
of receivers or do not contain any discussion on this issue. In
[8], Fan et al. proposed a provably secure and efficient
multi-receiver IBE scheme that can achieve the anonymity
for every receiver against any other receiver. Everyone can
receive a ciphertext broadcasted by a sender, but only the
receivers selected by the sender can decipher the ciphertext
successfully. Besides, one can examine whether herself/
himself is a selected receiver or not. Nobody, except the
sender, knows who the other receivers are. They present how
to design an efficient anonymous multi-receiver IBE scheme
based on Lagrange interpolating polynomial theorem. Fan
et al’s scheme can be used in pay-TV or streaming audio/
video services. In some situations, such as ordering sensitive
TV programmes, a receiver or customer usually expects that
any other receiver or customer does not know her/his ID
when ordering the TV programmes. Anonymous multi-
receiver IBE has a lot of applications. It is valuable to study
this type of public key cryptography scheme.
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It is regretful that we found Fan ef al.’s scheme is insecure.
Every receiver is not anonymous to any other receiver. We
showed that simple protocol changes can fix these
weaknesses and render Fan er al’s scheme. The improved
scheme is proved to satisfy the confidentiality and receiver
anonymity in the random oracle. Our cryptanalysis and
improvements will help experts and engineers design and
develop anonymous multi-receiver IBE scheme.

The rest of the paper is organised as follows: in Section 2,
we review Fan et al’s anonymous multi-receiver IBE
scheme. In Section 3, we give anonymity attack on Fan
et al’s scheme. In Section 4, we proposed the
improvements on Fan et al.’s scheme. The security analysis
was given in Section 5. We conclude this paper in Section 6.

2 Review of Fan et al.'s scheme

In this section, we review the polynomial interpolation
method, the characteristics of bilinear groups, some hard
problems and Fan et al’s scheme [8]. In this paper, the
symbol a € S denotes the element a is uniformly sampled
at random from the set S.

2.1 Polynomial interpolation, bilinear groups and
hard problems

2.1.1 Lagrange mterpolat/ng polynomial theorem:
Let Y F(x)=Y'"gax' be a polynomial of degree
t — 1 > 0 that passes through the ¢ points (x1, 1), (X2, 1), .

(xx;, v;) where for each i

Fo=y [] X2%
IS X — X
_ {yN X =X

Oa xe{xla "-axt}_{xi}

2.1.2 Bilinear groups: Let G, and G, be two cyclic groups
of prime order ¢ and let P be a generator of G,. A bilinear
mapping e: G; x G, — G, has the following properties:

1. Bilinearity: e(aP, bQ)=e(P, Q)**, VP, € G, and
a, b e Z;.

2. Non-degeneracy: There exist P, O € G3; such that e(P,
0) # 1.

3. Computability: There exists an efficient algorithm to
compute e(P, Q) for any P, Q € G;,.

2.1.3 Hard problems

1. Computational Diffie—Hellman problem: Given (P, aP,
bP) for some a, b € Z;, compute abP.

2. Bilinear Diffie— Hellman (BDH) problem: G1ven (P, aP,
bP, cP) for some a, b, ¢ € Z,, compute e(P, Py € G,.

3. Co-bilinear Diffie—Hellman (Co-BDH) problem [11]:
Given (P aP, bP, Q) for a, b € Z; and Q €y G, compute
e(P, O)".

4. Co- deczsion bilinear  Diffie—Hellman  (Co-DBDH)
problem [12]: Given (P, aP, bP, Q, Z) for some a, b E Z*
0 €; G, and Z €, G,, decide whether Z = e(P, Q).

5. Modified decision bilinear Diffie—Hellman (DBDH M)
problem [13]: Given (P, aP, bP, U ) for some a, b € Z,
and U €, G,, decide whether U = ab”P.

6. xyz-decisional Diffie— Hellman problem (xyz-DDH) [14]:
Given (P, xP, yP, zP, Q) € G, decide whether Q = xyzP.
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7. Modified xyz-decisional Diffie— Hellman problem (xyz-
DDH-M): Given (P, xP,yP,zP, Q) € G;, decide whether
0=xyz'P.

8. General modified xyz-decisional Diffie—Hellman problem
(G-xyz-DDH-M): Given (P, P,, Py, xP,,yP,, H) € Gal,
decide whether H = xy ™~ 'P5.

Proof: Suppose G-xyz-DDH-M is easy, then we obtain xyz-
DDH-M is also easy as follows:

Given (P, aP, bP, cP, H), we pick ki, k, € Z; and
compute P; = k1P, P, = ky,P. Then the tuple (k;P, kzP bP,
ki(aP), ky(cP), H) = (k\P, kxP, bP, a(k\P), c(kyP), H) can
be decided whether H = ac 'bP = abc™ 'P. Thus, xyz-
DDH-M can be solved.

Based on the difficulty of xyz-DDH-M, we know that
G-xyz-DDH-M is also difficult. O

2.2 Security definition

According to Fan et al.’s paper, we present a general model and
security notions for anonymous multi-receiver IBE schemes.
The security notions are ‘Indistinguishability of encryptions
under selective multi-ID, chosen ciphertext attacks’ (IND-
sMID-CCA) [8], ‘Anonymous indistinguishability of
encryptions under selective-ID, chosen ciphertext attacks’
(ANON-sID-CCA) [8], and ‘Anonymous indistinguishability
of encryptions under selective multi-ID, chosen ciphertext
attacks’ (ANON-sMID-CCA).

Definition 1 (IND-sMID-CCA) [8]: Let A be a polynomial-
time attacker. Let [[ be a general multi-receiver IBE
scheme. A interacts with a Challenger in the following game:

e Setup: The Challenger runs the Setup algorithm. It gives
the attacker A the resulting public parameters param. It
keeps the master key secret.

e Phase I: A outputs target multiple identities (IDy, ..., ID,)
where ¢ is a positive integer.

e Phase 2: A issues private key extraction queries. Upon
receiving a private key extraction query, denoted by ID;, the
Challenger runs the private key extraction algorithm to
obtain d; = Extract(params, s, 1D;). The only constraint is
that ID; # ID; fori=1, ..., .

e Phase 3: A issues decryption queries for target IDs. Upon
receiving a decryption query, denoted by (C*, 1D;) for some
ie{l, 2,...,1, the Challenger generates a private key
associated with ID;, which is denoted by d;. The Challenger
returns D = Decrypt(params, C*, 1D;, d;) to A.

o Challenge: A outputs a target plaintext pair (My, M).
Upon receiving (M,, M,;), the Challenger randomly
chooses B &€ {0,1} and creates a target ciphertext
C = Encrypt(params, 1D;,...,ID,, Mg). Then the
Challenger returns C to A.

e Phase 4: A issues private key extraction queries as those in
Phase 2 and decryption queries for target IDs as those in
Phase 3 where a restriction here is that C* # C.

e Guess: Finally, A outputs its guess 8 € {0, 1} and wins
the game if 8’ = B.

We define A’s guessing advantage

IND-sMID-CCA

Advpy (A) =

1
mw=3y5‘
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The scheme [] is said to be (7, £)-IND-sMID-CCA secure
if for any IND-sMID-CCA attacker .4, within polynomial
running time T, the guessing advantage

AdVl_[IND'SMID'CCA(A) is less than €.

Definition 2 (ANON-sID-CCA) [8]: Let A be a polynomial-
time attacker. Let [[ be a general multi-receiver IBE
scheme. A interacts with a Challenger in the following game:

o Setup: The Challenger runs the Setup algorithm. It gives
the attacker A the resulting public parameters params. It
keeps the master key secret.

e Phase 1: A outputs a target identity pair (ID;, ID,). Upon
receiving (ID;, ID,), the Challenger randomly chooses
B € {0, 1}.

e Phase 2: A issues private key extraction queries. Upon
receiving a private key extraction query, denoted by ID;, the
Challenger runs the private key extraction algorithm to
obtain d; = Extract(params, s, 1D;). The only constraint is
that ID; # ID, fori =1, 2.

e Phase 3: A issues decryption queries for target IDs. Upon
receiving a decryption query, denoted by (C, ID;) for some
i € {1, 2}, the Challenger generates a private key associated
with ID;, which is denoted by d;. The Challenger returns
D = Decrypt(params, C*, ID;, d,) to A.

e Challenge: A outputs a target plaintext M. The Challenger
creates a target ciphertext C = Encrypt(params, IDg, M) and
then returns C to A.

e Phase 4: A issues private key extraction queries as those in
Phase 2 and decryption queries for target IDs as those in
Phase 3 where a restriction here is that C* # C.

e Guess: Finally, A outputs its guesses 8 € {1, 2} and wins
the game if 8 = B.

We define A’s guessing advantage

ANON-sID-CCA

1
Pr{B = B - 5'

The scheme [] is said to be (7, £)-ANON-sID-CCA secure if
for any ANON-sID-CCA attacker A, within polynomial
running time 7, the guessing advantage

AdVANON-sID-CCA (A)
[l

is less than e.

Definition 3 (ANON-sMID-CCA): Let A be a polynomial-
time attacker. Let [[ be a general multi-receiver IBE
scheme. A interacts with a Challenger in the following game:

o Setup: It is the same as the Setup phase in Definition 2.

e Phase 1: A outputs a target identity set (IDy, ID,, ...,
ID,)). Upon receiving (ID;, ID,, ..., ID,), the Challenger
randomly  chooses a  identity = proper  subset
S =(Dg,, Dy, ..., IDg), thatis, S C (IDy, ID,, ..., ID,).
e Phase 2: A issues private key extraction queries. Upon
receiving a private key extraction query, denoted by ID;, the
Challenger runs the private key extraction algorithm to
obtain d; = Extract(params, s, 1D;). The only constraint is
that ID; # ID,; fori=1,2, ..., n.

e Phase 3: A issues decryption queries for target IDs. Upon
receiving a decryption query, denoted by (C, ID;) for some
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ie{l, 2, ..., n}, the Challenger generates a private key
associated with ID;, which is denoted by d;. The Challenger
returns D = Decrypt(params, C*, ID;, d,) to A.

e Challenge: A outputs a target plaintext M. The Challenger
creates a target ciphertext C = Encrypt(params, S, M) and
then returns C to A.

e Phase 4: A issues private key extraction queries as those in
Phase 2 and decryption queries for target IDs as those in
Phase 3 where a restriction here is that C* # C.

e Guess. Finally, A outputs its guesses 8 € {1, 2, ..., n}
and wins the game if 8 € S.

We define A’s guessing advantage

ANON-sID-CCA

Advyy (A) = [Pt € B’]—%

The scheme [] is said to be (7, &)-ANON-sMID-CCA
secure if for any ANON-sMID-CCA attacker A, within
polynomial running time 7, the guessing advantage

AdVANON-sID-CCA (A)
Il

is less than e.

Notes: From the Definitions 2 and 3, we know that ANON-
sID-CCA is a special case of ANON-sMID-CCA when t = 1
and n = 2.

2.3 Fan et al.’s scheme

Let G, be an additive group and G, be a multiplicative group
where both of them are cyclic and each of them is with prime
order g. Let P be a randomly chosen generator of (3, and e be
a bilinear mapping such that e: G, x G, — G,.

In Fan et al’s scheme, a sender chooses ¢ receivers and
prepares ¢ points (xq, y1), (X2, 12), ..., (x;, y;) for them. For
every receiver ID;, the sender sets x; as the root of
Fi(x) = y; where the receiver’s identity, ID;, is mapped into
x; in Z. Then it computes y; = yQ; as the personal private
key of the receiver where y is randomly chosen in Z7 and
ID; is also mapped into Q; in G}. G| denotes the set
(,/{0}, and O is the ID element in the additive group G, .

The polynomial

Jix) = Fix)/y,

X—

I=j#ist xi — xj

{1, X =x;
0, x€{x,....,x}—{x}

is used for achieving receiver anonymity. In the Encrypt phase
of Fan et al.’s scheme, the sender computes a parameter R; for
each receiver i by using the above polynomial. The sender
takes all R;’s and the other parameters to form a ciphertext
encrypted by a secret key o and then broadcasts it. To
decrypt the ciphertext, receiver i takes all R;’s and her/his x;
to reconstruct A = Fj(x;), which is y;. Then, the receiver
computes the secret key o via her/his private key and A.
Finally, the receiver can decrypt the ciphertext by using o.

Fan et al’s anonymous multi-receiver IBE scheme
comprises: Setup, Extract, Encrypt, Decrypt.
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o Setup: The algorithm works as follows:

1. Pick an integer s € Z, and an element P; € G, at random.
2. Set Ppub = sP.
3. Choose five cryptographic one-way hash functions

H: {0, 1}* — Z;’ le {0’ 1}* N GT
Hy: Gy — {0, 13", Hy: {0, 1} x {0, 1}* — Z
H,: {0, 1}" — {0, 1}"

for some positive integer w. The symmetric encryption and
decryption functions with a key k& are represented by E; and
Dy, respectively.

4. Publish the system parameters
Gy, e, n, P, Py, Py, H, Hy, H,, Hy, H,}
master key s secret.

e Extract: Input params, s, and an identity ID; € {0, 1}* for
i € [1, n]. The algorithm performs the following tasks:

1. Compute Q; = H,(ID,) € G.

2. Set the private key d; = s(P; + Q).

e Encrypt: Input params, a plaintext message M, and select
identities (IDy,-..., ID,) of the receivers where 1 <t < n.
The algorithm performs the following tasks:

1. Pick a string o € {0, 1}" at random and set r = H3(o, M).
2. Pick an integer « € ZZ at random and set
y=a 'r(mod g).

3. Fori=1, ..., ¢t compute x; = H(ID,) and Q; = H,(ID,).
4. Fori=1, ..., t, compute

fio= ] *=%

I=j#ist xi — xj

params = {g, G,
and keep the

_ t—
=a; T apX+ -+ a;x

where a;;, ..., q;,, € Z,.
5. Fori=1, ..., t compute

t !
R = X;“j,i 0, =3 5,0,
= =

where b;; =a;,y € Z,.

6. Set the ciphertext C={R,,...., R, 1P, aP,,
oD HZ(e(Ppub’ Pl)r)’ EH4(0')(M)}‘

e Decrypt: Input the ciphertext C =Ry, ..., R, Uj, U,, V,

W, params, an identity ID; and the private key d; of the
receiver with identity ID;. To decrypt C, the algorithm
performs the tasks as follows:

1. Compute x; = H(ID;).

2. Set A =R, + x;R, + - -- + (x"'(mod ¢))R,.

3. Compute o =V @& Hy((e(Uy, d))/(e(Us, A))).

4. Compute M = Dy (o\(W).

5. Set 7' = H;(o’, M'). Test whether U, = #'P or not. If true,
accept the plaintext message A, that is, M’ = M; otherwise,
reject the ciphertext.

A private key generator (PKG) is established to run Setup.
When a user gives her/his ID to the PKG, the PKG inputs its
public system parameters, the master key and the user’s ID to
Extract and returns a private key to the user. Users who have
obtained their private keys from the PKG are called members.
A user who sends out a message is said to be a sender. A
sender can input the PKG’s system parameters, the IDs of
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selected members and a plaintext message to Encrypt to get
a ciphertext and then broadcasts it. The members the sender
designated are called the receivers. When receiving a
ciphertext, every member can input the PKG’s system
parameters, the ciphertext, her/his ID and her/his
own private key to Decrypt. If the member is a receiver,
then Decrypt returns the plaintext message; else it returns
reject.

3 Anonymity analysis of Fan et al."s scheme

Fan et al. formally showed that every receiver in their scheme
is anonymous to any other receiver. Everyone can receive
transmitted messages because they are broadcasted. Only
the designated receivers can decrypt them successfully.
Every receiver knows whether herself/himself is one of the
designated receivers, but she/he cannot determine the
others. We now show that Fan ef al.’s anonymous multi-
receiver IBE scheme cannot satisfy the anonymity.

Input the ciphertext C = (Ry, ..., R, Uy, Uy, V, W),
params, an identity ID; and the private key d; of the
receiver with identity ID;. We suppose that the set of the
multi-receivers is Sy, and ID; € S,,. Then, ID; can compute
x; = H(ID;) and yQ; as follows

SE) =R xRy kxRt R,
=(a; 0+ +a,1y0) + (x;a,,90; + - -
+x,0,,00) + -+ &y y0) + -
+x"'a,y0)
=(a;;tappx+--+ alﬁtxfl)le + e
+ g +ax+ -+ ax o,
=0,

(by Lagrange interplating polynomial theorem). At the same
time, anyone 1D, that does not belong to S, cannot obtain
vQ,, through the above computation.

fO) =R +x,Ry+ - +x"'R 4+ +x7'R,
=(a; 0, + - +a,y0) + (x,a,,00,
4+ ... +xaat,2yQt) + ..
+ a0+ a, y0)
=(ay, +apx,+-+ al,fo_I)J/Ql
o (ag Fagx, e+ agx WO,

According to the above computation, f(x,) has nothing to do
with Q,. On the other hand, yH,(ID,) is random. So, the
probability that f(x,) = yH;(ID,) holds is negligible.

Based on the above analysis, we know that

VID, € S,,, f(ID;) = yQ,

If ID; € S,,, then the receiver ID; can identify whether
anyone is one of the designated receivers as follows:

Input ID;, compute f(x;). If e(O, f(x) = e(Qs [f(xz))
holds, then ID, belongs to S,,, that is, ID, is one of the
multi-receiver. The reason is that: if ID, belongs to S,,, that
is, ID; is one of the multi-receiver, then, f(x;) = »Q,,
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SG) = YO So, (O, f(x1)) = e(Ok, Q1Y = e(Qs, f(xx)). If
e(Qr, f(x) =e(Qs, f(xx)) does not hold, ID; does not
belong to Sy, that is, ID; is not one of the multi-receiver.
The reason is that: f(x;) # yQ,. So, e(O, f(x)) # e(Qy,
S ()

Thus, every receiver can determine whether the other is
one of the designated multi-receivers. Fan et al’s
anonymous multi-receiver IBE scheme cannot satisfy the
anonymity.

4 Improvements on Fan et al.'s scheme

Our improved anonymous multi-receiver IBE scheme is
based on Fan e al’s scheme. The notations are the same
with Fan et al.’s scheme. It also comprises: Setup, Extract,
Encrypt and Decrypt. Our improvements have the same
Setup and Extract with Fan ef al.’s. The different parts are
Encrypt and Decrypt. So, we only describe the processes of
Encrypt and Decrypt in detail.

e Encrypt: Input params, a plaintext message M. Without
loss of generality, we assume the ID set of the receivers is
(IDy,...,ID,) where ¢t (1 <t<n) is selected by the
encrypter and n denotes the number of all the users. The
algorithm performs the following tasks:

1. Pick a string o € »{0, 1}" and set r = Hs(o, M).

2. For z =1,...,t pick different integers o; €, Z and set
yVi=o; r(modq)
3. For i=1,...,t compute x; = H(ID,) and O, = H,(ID;).
4. Fori= 1, ..., 1, compute
X —X;
Jix) = 1_[ L=a +apx+-+a X!
LA ox —x; ' ’ '

1<j#i<t™i 7
where a;;, ..., q;, € Z,.
5. Fori=1,. tcomputeR =Y j,ijj Y160
and K; = Zj 1‘1] K, where b;; = a;;y;, € Z,, K = a:Ppup,
I<i<t
6. Compute V= 0 @ Hy(e(Ppu, P1)), W = Ey (0)(M) and
set the ciphertext C = (Ry, ..., R, rP, Ky/,-.. ., vV, W).
o Decrypt: Input the ciphertext C = (Ry, ..., R;, U, Ky, ...,

Ky, V, W), params, an identity ID; and the private key d; of
the receiver with identity ID;. To decrypt C, the algorithm
performs the tasks as follows:

1. Compute x; = H(ID,).

2. Set A, =R, +x;R, + - + (x'"'(mod ¢))R,

Vi = Kl’ + xiK2’ + s + (x;‘il(mOd q))Kt’

3. Compute o/ = V& Hs((e(U, d))/(e(vi, ).

4. Compute M = DH (@) ).

5. Set r; = Hy(0" M) and test whether U = 7/P or not. If it
holds, accept the plaintext message M, that is, M' =M,
otherwise, reject the ciphertext.

5 Analysis of our improved scheme
5.1 Correctness

The decryption of our scheme is correct as follows:
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For each 1 <i <, we have that

N=Ri+xRy 442 Rt xR,
=(atax+-+ al,tx;_l)le]
o @ g a0,

o (a anx a0,
=20

v =K, +xK)+ - +xK +-- +x7'K

= (ay, +ax+ - +a )HK,

+ot(ay ta, o+ ai,txi_l)Ki

+o (e Fagpx + o+ “t,txﬁfl)K,

=K.

1

We can obtain

e(U,dy) _eU,d)

e(v;, A) e Ki, A7)
_e(rP, s(Q; + Py)
B e(aippub’yiQi)
_e(rP, sQ,)e(rP, sPy)
Py O
. e(P, pub> 0))e(P, pub> Py
- e(Ppubs 0)

= e(Pyy, Py )

Thus

Ve Hz(e(U’ d,»))

e(K;, Ay)
=V @ Hy(e(Pyyp, P1))

=0
and

M = Dy, oy(W) = Dy, oy (Epyy (M) = M

5.2 Confidentiality and receiver anonymity

The security requirement of confidentiality is semantic
security and receiver anonymity. It means that no useful
information about a plaintext message can be gotten from
the corresponding ciphertext. Our improved scheme’s
confidentiality is defined in the security notion
‘Indistinguishability of encryptions under selective multi-ID,
chosen ciphertext attacks (IND-sMID-CCA) [8, 9]’. Receiver
anonymity means that every user only knows whether she/he
is one of the exact receivers of a ciphertext, while she/he
cannot determine whether any other user is an exact
receiver or not. Our improved scheme’s ANON-sMID-CCA
is defined based on the security notion ‘Anonymous
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indistinguishability of encryptions under selective-ID, chosen
ciphertext attacks (ANON-sID-CCA) [8, 15]".

Theorem 1: The improved multi-receiver IBE scheme is
(T, qu> qms Gr2> qr2s Gu3> 9Has 415> 2, €)-IND-sMID-CCA
secure under the (7, &)-Co-DBDH assumption, where
e€>e and 7T+ (qy +qy +9)O01) + 01+
) + @Gy + 9, + 9u,)O00). (q1, 925 G, s Gy Gi3> Gra
denote the number of private key extraction queries,
decryption queries and queries to the hash functions H, H;,
H,, Hy, H,, respectively. 71 and 7, denote the computing
time for a scalar multiplication in G, and a pairing e,
respectively.)

Proof: Assume that A is a (7, qy, 9,5 9ty iy 9> 9H,»
41, 95, €), attacker against our improved scheme. By
utilising A, the challenger B can solve the Co-DBDH
problem with advantage & within running time 7. Based on
the Co-DBDH assumption, our improved scheme’s
confidentiality is satisfied.

Assume B is given (¢, G,, G,, e, P, aP, bP, 0, Z) as an
instance of the Co-DBDH problem. 5 simulates the
environment for A as follows:

Phase 1: Suppose that A outputs target multiple identities
(IDy, ..., ID,) where t is a positive integer.

Setup: B sets Py=Q and P, =hbP. The public
parameters (¢, G, G,, e, n, P, Py, Py, H, Hy, Hy, Hy, Hy)
is given to A, where n denotes the number of all the users.

Let T, Ty, T», T, T, be some tables which will be used for
storing the results of querying H, H,, H,, Hi, H,,
respectively.

H-query: Input 1ID;, B checks the table 7. If there exists
(ID;, x;) in T, return x;. Otherwise, pick an integer x; Eg Z;
and put (ID;, x;) in 7, then return x;.

Hi-query: Input ID;, B checks the table 7. If there exists
(ID;, I;, ©;) in T}, return Q;. Otherwise, pick an integer
ST Z;k and compute Q; =[P for j € {1, 2,...,t and
O;=1[P— P for j& {1,2,...,1}, then put (ID;, [, Q)) in
T and return Q;.

Hy-query: Input Z;, B checks the table 7,. If there
exists (Z;, ;) in T,, return &;. Otherwise, pick a string
8 €Ex {0, 1}" and put (Z;, §) in T5, then return §;.

Hj-query: Input a pair (o, M;), B checks the table 75. If
there exists (a;, M;, p;, I';) in T3, return p;. Otherwise, pick
p; Er Z; and compute I'; = p,P, then put (g;, M;, p;, I))
in 75 and return p;.

H,-query: Input o, B checks the table 7. If there exists
(07, my) in Ty, return 7;. Otherwise, pick 71; € £ {0, 1}" and
put (o, ;) in Ty, then return 7.

Phase 2: A issues private key extraction queries for ID;
where j & {1, 2, ..., #}. If there exists (ID;, /;, Q;) in T},
then compute d;=[;P,u; otherwise, choose [ € 7,
and compute d; = [;Ppyw, O; =[P — Py, then put (ID;, [,
0)) in T. Finally, return d;.

Phase 3: A issues decryption queries (C*, ID;) for ID;
whereie {1,2,...,8,C" =Ry, ..., R, U, Ky, ..., Ky,
V, W). B performs the steps as follows:

1. Search 75 to obtain (M;, p;) when I'; = U. If not, return
‘reject’.
2. Compute x; = H(ID,).
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3. Compute

N =R, + xRy 4 - + (" '(mod q))R,

v, =K +xK)+ - + (' '(mod g))K]

4. Compute

e(Pw, piPe(U, LLP,
U/:V@H2<(pubpjl)( pb))

e(v;, A;)
where

e(Poups pPE(U, LiPyy,) = e(bP, p;Py)e(U, 1;,bP)
= e(p;P, bP))e(U, bl;P)

=e(U, b(P, + Q)
= e(U,, d))

S. Test whether M. =D (W) or not. If not, return
R J Hy(a")
reject’; else return M;.

Challenge: A outputs a target plaintext pair (Mo, M,).
Upon receiving (M, M;), B performs the steps as follows:

1. Choose B €4 {0, 1}.

2. Fori=1, ..., t, search T; to obtain /; that corresponds
to IDI

3. Pick o; €, ZZ fori=1,2,...,tand o € {0, 1}™.

4. Set U=aP=rPand K = Z.

5. Fori=1,2,...,t compute

1

X —X;
Jilx) = H L= Qjp+appx 4+ ai,sz

1< i<t T

where a;, 4,4, ..., a;,, € Z,.
6. Fori=1,2,...,t compute

t t
R=7) “j,t"‘jlljU<: > "j,i“jlrljp>
=1 =
t t
= Z;a/,Lij/ = 21: ijj>
Jj= j=

7. Create a target ciphertext C = (R, ..
Py, 0O Hy(K), Eyy,((Mp)).
8. Return C to A.

"Rt’ U, aIPpub, ey

Phase 4: A issues private key extraction queries and
decryption queries as those in Phase 2 and Phase 3. The
restriction in the decryption queries is that C* # C.

Guess: Finally, A outputs its guess 8’ € {0, 1}. If ' = B,
then B outputs 1. Otherwise, BB outputs 0.

If K = e(P, Q)*, then

o ® Hy(K) = o0 ® H,(e(bP, Q)")
= 0@ Hy(e(Pyyps P1))
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Hence, C is a valid ciphertext. Otherwise, C is invalid. On the
other hand, B successfully simulates the random oracles {H,
H,, H,, H;, H,}, the private key extraction and the
decryption oracles in Phases 2, 3 and 4. Hence, we obtain

Pr[B(P, aP, bP, Q, e(P, 0)*") = 1] = Pr[p = ]
where |Pr{8" = B] — (1/2)| > & according to the assumption
in Theorem 1. Therefore we have

[Pr[B(P, aP, bP, Q, e(P, 0)*) = 1]
—Pt[B(P, aP, bP, 0, Z) = 1]| > &

where Z €, G,.

Thus, & >e and 7 ~7+ (qu, + qu, +9)0(1) +
O(T + 1)+ (qy + 9y, + 94,)O(1), where 7 and 7
denote the computing time for a scalar multiplication in G,
and a pairing e, respectively. (]

Notes: The proving process is very similar with Fan ef al.’s
proving process. The differences exist in Phase 3, Challenge
and Phase 4. In order to make our paper self-contained, we
describe the whole proving process in detail.

Theorem 2: In the received ciphertext, it is computational
difficult to build the relation of the receivers.

Proof: Suppose the received ciphertext is C = (R, ...,
R,U,K|, ...,K,, V, W). From the Encrypt procedure, we

know that
Ax) =R, + xRy + X*Ry + X’R, + - - - + xR,
=HeW O + /0y + -+ + (0,
=/0a; 1) + /(0% 10,
+o e,
and
v(x) = K| +xK; + XKy + 'K, + - - +x7'K]
=@ Py, + LX) Py, + - + )Py,
For polynomials f;(x), 1 <i < ¢, it satisfies
I, x=x
(x) =
i) {0, xXE{x;, ..., x} — {x}

Thus, when the variable x denotes the values {x;, x5, ..., x;},
the function A(x) obtains the values {aflrQl, a!
1Oy 0 er} and v(x) obtains {a;Ppyp, aszub, cel

o, pub} As a;, 1 < i<t 1s picked at random from Z , then
the values {oz1 rQ;, a; rQZ, ce rQ,} are pa1rw1se
independent, and the values {aleub, aPpups -5 Ppub)
are also pairwise independent.

When the variable x does not belong to {x, x5, ..., x;}, the
attacker can obtain (P, Pyu, {IDy, ..., ID,}, U, v(x), A(x)).
According to G-xyz-DDH-M  problem, the attacker
cannot dec1de which ¢ users satlsfy the relatlon of
M) = fi¥)a; 1O, + (00 10, + -+ + D 10,

On the other hand, r is also plcked from Z and V, W are
random in the random oracle. So, U, V, W cannot help to
build the relation of the receivers.
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Thus, in the received ciphertext, it is computational
difficult to build the relation of the receivers. ]

Notes: Our receiver anonymity attack succeeds through
building the relation of the receivers. For any two receivers
(ID;, ID;), the relation of e(Q;, A(x))) = e(Q;, Alx;)) holds.
Thus, Fan et al.’s scheme does not satisfy Theorem 2.

Theorem 3: The improved multi-receiver IBE scheme is (7,
qm, qmis 4> 93, 9 415 92, €)-ANON-sID-CCA secure
under the (7, ¢')-DBDH-M assumption, where &' > & and

7= 1+ (g, + qy, + 9)O0(1) + 00 + 1)

+ @y + qu, + 41,)0(1)

(91> 92> 9> 9n1,> 911,» 91, 9u, denote the number of private
key extraction queries, decryption queries and queries to the
hash functions H, H,, H,, H3, Hy, respectively. 7, and 7,
denote the computing time for a scalar multiplication in G,
and a pairing e, respectively.)

Notes: The proof process of the above theorem is the same
as Theorem 3 in Fan ef al.’s paper [8]. Thus, we omit this
proof process. In fact, when the number of receivers is one,
our scheme is the same as Fan et al.’s scheme. Fan et al.
scheme’s Theorem 3 is proved when ¢ = 1. Our scheme’s
Theorem 3 considers also the case = 1. So, the proof
processes of the two theorems are the same.

Theorem 4: The improved multi-receiver IBE scheme is
ANON-sMID-CCA secure under the G-xyz-DDH-M
assumption and DBDH-M assumption.

Proof: The attacker trys to decide the receiver through two
methods: (1) the attacker decides the receivers through
building the relation of the receivers in the received
ciphertext; (2) the attacker decides the receivers through
decryption queries and private key extraction queries. We
will show the two methods cannot succeed.

We prove this theorem by contrary evidence. Suppose A
can succeed to attack the ANON-sMID-CCA of our
improved multi-receiver IBE scheme. From Theorem 2, we
know that the attack method (1) cannot succeed. Then, A
can only decide the receivers through the attack method (2).
We consider the special case, that is, = 1. Thus, if the
attacker A can decide the receiver, then it is paradoxical
with Theorem 3. So, the improved multi-receiver IBE
scheme is ANON-sMID-CCA secure according to
Theorems 2 and 3. As Theorem 2 succeeds based on G-xyz-
DDH-M assumption and Theorem 3 succeeds based on
DBDH-M assumption, our improved multi-receiver IBE
scheme is ANON-sMID-CCA secure under the G-xyz-
DDH-M assumption and DBDH-M assumption. O

Notes: Why Fan et al.’s scheme cannot satisfy the receiver
anonymity? The flaw exists that they only consider a receiver
in their proving process. Our improved multi-receiver IBE’s
anonymity is proved in the multi-receiver case. Thus, our
improved anonymous multi-receiver IBE scheme is ANON-
sMID-CCA secure.

6 Performance analysis and comparisons

We analyse our scheme’s performance based on two cases:
(1) computation and communication cost comparisons; (2)
properties comparisons.
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DWGWI[5]

LHL [16]

CS [17] Ours

cost of Encrypt  (t+ 1)GM + 2(t— 1)+ 1e <£+2)GM N (é_ 1)GA+ 1e

2(2+1) GM + 2Ht— 1)
GA+1e

(jt+74+2) GM+ (jn) GA+ 1e

cost of Decrypt tGM + (t — 2)GA + 2e E—1 GM + E—2 GA + 2e (j8) GM+(jS—j+1) 2(t— 1)GM + 2(t— 1)
2 2
GA + 2e GA + 2e
size (t+ 1)v+ | M| (t+ 1)v+ | M| (t+ 1Nv+ o + M| (2t+ 1)
V+ o+ |M|
Anon no no no yes
IBE yes no yes yes

In the encryption and decryption, the bilinear pairing,
exponentiation computation in (,, point multiplication and
point addition in 3, are more time-consuming then the other
algorithms, such as Hash function, symmetric encryption,
symmetric decryption etc. We only consider these expensive
computations in our comparison. The communication cost
can be expressed according to the ciphertext size. At the
same time, we also consider the properties comparison. We
consider the properties: receiver anonymity, ID based etc.

From Table 1, we know that the computation cost of our
scheme is higher than [5, 16, 17]. At the same time, the
communication cost is also higher. Why do we design this
scheme? This is because that our scheme is tailored for
receiver anonymity. Furthermore, the security of receiver
anonymity has been formally proved in Theorem 4.

o |ID|: the bit length of an ID

e j: an integer, 1 <j < |ID|

e n: the number of all users

o £ the number of receivers, 1 <t <n

e S: the number of the subgroups which § is divided into
e (A: addition in G, or multiplication in G,

e GM: multiplication in G, or exponentiation computation
in G,

e ¢: bilinear pairing mapping

e v: the bit length of an element in G,

e |M]: the bit length of a plaintext message

e ®: the total bit length of the IDs of all receivers

7 Conclusion

In this paper, we point out that Fan ef al.’s scheme does not
satisfy the anonymity. Taking use of the bilinear pairing,
we give the attack method. Our anonymity analysis showed
that every receiver in Fan et al.’s scheme is not anonymous
to any other receiver. Fan ef al.’s scheme is insecure. We
showed that simple protocol changes can fix these
weaknesses and render Fan er al’s scheme. The improved
scheme is proved to satisfy the confidentiality and receiver
anonymity in the random oracle. We will study more
efficient anonymous multi-receiver encryption scheme in
the future.
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