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Privacy, Universitat Rovira i Virgili, Av. Paı̈sos Catalans 26, E-43007 Tarragona,
Spain
E-mail: {alexandre.viejo,jordi.castella}@urv.cat
b Institute

of Information Systems, Humboldt-Universität zu Berlin, Spandauer Str.
1, D-10178 Berlin, Germany
E-mail: alexandre.viejo@wiwi.hu-berlin.de

Abstract
The Internet is one of the most important sources of knowledge in the present
time. It oﬀers a huge volume of information which grows dramatically every day.
Web search engines (e.g. Google, Yahoo...) are widely used to ﬁnd speciﬁc data
among that information. However, these useful tools also represent a privacy threat
for the users: the web search engines proﬁle them by storing and analyzing all
the searches that they have previously submitted. To address this privacy threat,
current solutions propose new mechanisms that introduce a high cost in terms of
computation and communication. In this paper, we propose a new scheme designed
to protect the privacy of the users from a web search engine that tries to proﬁle
them. Our system uses social networks to provide a distorted user proﬁle to the web
search engine. The proposed protocol submits standard queries to the web search
engine; thus it does not require any change in the server side. In addition to that,
this scheme does not require the server to collaborate with the users. Our protocol
improves the existing solutions in terms of query delay. Besides, the distorted proﬁles
still allow the users to get a proper service from the web search engines.
Key words: Privacy, Private information retrieval, Social networks, Web search
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Introduction

Nowadays, there is a huge volume of information available on the Internet.
More importantly, that information grows every day and its limit cannot be
envisaged.
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Web search engines (WSE) — e.g. Google, Yahoo or Microsoft Live Search
— are widely used to ﬁnd speciﬁc data among that information. The overwhelming amount of data that they gather is usually provided to the users
using several result pages (web pages containing links to the resulting data).
[1] states that 68% of the users of a web search engine click a search result
within the ﬁrst page of results. Also, 92% of the users click a result within the
ﬁrst three pages of search results. Therefore, in order to provide a better user
experience, web search engines should put in the ﬁrst result pages the links
that are more interesting for the users.
Nevertheless, it is not easy to know the users’ interests. An example of that
happens when looking for the word “Mercury”. This term can refer to the
planet Mercury or to an element in the periodic table. The concept disambiguation represents the process of identifying the correct sense when a certain
word has diﬀerent ones. The disambiguation process requires the knowledge
of: (i) the interests of the user; or (ii) the query context. Both can be deduced
from the user’s proﬁle, which is built from her previous searches. For example,
if a certain user has searched “solar system” before “Mercury”, the web search
engine will assume that “Mercury” refers to the planet Mercury and not to
the element in the periodic table. According to that, the web search engine
will put the results that correspond to the planet Mercury in the ﬁrst pages.
How the users of web search engines are proﬁled is a topic which has been
widely addressed in the literature. In [2], the authors use the browsing history. [3] proposes the use of click-though data. [4] introduces the use of web
communities for this purpose. A client side application which stores users’ interests is presented in [5]. However, the most successful approach for the web
search engines is the use of the queries previously submitted by the users [4,6].
This mechanism eﬀectively proﬁles the users and it does not require their collaboration.
Even though the use of proﬁles improve the users’ experience, they contain
information that can be considered private and personal. If a certain user has
searched for a certain place, it can be inferred that she lives there. If she
looks for a certain disease, it can be deduced that she (or someone close to
her) suﬀers that disease. This situation poses a serious threat to the users.
The AOL scandal, where 20 million queries made by 658000 users were publicly disclosed [7], proves that the web search engines cannot protect properly
the privacy of their users. Therefore, the users should use privacy-preserving
mechanisms to prevent the web search engines from proﬁling them in a detailed way. Note that proﬁles are needed in order to provide an eﬃcient service
to the users. Thus, there is a trade-oﬀ between the privacy level achieved and
the quality of the service. If the user desires a high degree of privacy, she will
probably receive a deﬁcient service. If the user desires an accurate service, her
privacy will probably be jeopardized.
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1.1 Previous work

In the literature, the process of improving the accuracy of the web search
engines by proﬁling users receives the name of personalized search (PS) or
personalized web search (PWS) [8–12]. As explained above, these mechanisms
put at risk the privacy of the users.
In [11], four levels of privacy protection are deﬁned and analyzed: pseudo
identity, group identity, no identity and no personal information.
In the pseudo identity level, the user identity is replaced by a pseudo-identity
which contains less identiﬁable information. Nevertheless, this does not prevent the WSE from creating a proﬁle associated to the pseudo-identity. This
proﬁle contains sensitive information that can be used to identify the real user
who hides behind the pseudo-identity. For example, when AOL released its
search engine log in 2006, they replaced IP addresses with pseudo-identities [7].
In that circumstance, this level of protection was proved to be insuﬃcient.
The second level of privacy corresponds to the group identity level. In this case,
a group of users share a single identity. Therefore, the WSE is only able to
build a group proﬁle. It cannot proﬁle single users. This mechanism improves
the privacy level achieved by users. However, the use of a group proﬁle instead
of individual proﬁles reduces the eﬀectiveness of the service.
There are three ways to implement this level of privacy: (i) using a proxy
to construct the group; (ii) using an obfuscation mechanism like submitting
random queries; and (iii) sending queries which have been generated by other
users.
One shortcoming of the proxy approach is that then the proxy can build the
individual proﬁles. Regarding the use of obfuscation methods, submitting random queries misrepresent the proﬁles of the users. There are two works based
on this solution that have been implemented in the Firefox web browser: TrackMeNot [13,14] and GooPIR [15]. The authors in [11] state that this approach
can be considered as a way to get k-anonymity 1 [16]. Both TrackMeNot and
GooPIR are fast because they do not create groups. However, they have the
following drawbacks:
• TrackMeNot submits random queries to the web search engines when the
users’ activity is low. This is done to prevent the system from aﬀecting the
users’ normal work. Nevertheless, sending fake queries increases the network
traﬃc and overloads the WSEs. Therefore, this scheme protects the privacy
of the users, but it reduces the network and WSEs’ performance. In addition
1

See [16] for a deﬁnition of k-anonymity.

3

to that, this behaviour introduces a serious privacy threat: for each user,
the WSE is able to divide all her queries depending on whether or not they
have been submitted during working hours (according to the time-zone of
the user). Probably, all the queries submitted out of the working hours have
been sent by TrackMeNot. The period of time between two diﬀerent queries
can also be used to the same purpose: it can be assumed that when the
users are working, they do not submit only one query but several in a short
period of time. This gap between queries can be used to deduce whether or
not a certain query has been submitted by TrackMeNot.
• GooPIR submits fake words to the WSE together with the authentic one.
This behaviour obfuscates the user’s proﬁle because the WSE cannot know
which words are fake and which are not. This proposal introduces a large
overhead to neither the network nor the WSE. Nonetheless, GooPIR uses
a Thesaurus in order to decide which words can be added to the search.
According to that, GooPIR can only submit words. Full sentences are not
addressed (note that sentences cannot be formed by random words).
As explained previously, the last approach to implement the group identity
level is based on users submitting queries generated by other users. There are
two diﬀerent proposals in the literature that follow this approach: [17,18].
The system proposed in [17] uses memory sectors which are shared by a group
of users. These users use the shared memory to store and read the queries and
their answers. There is no connection between the users. Queries and answers
are encrypted in order to provide conﬁdentiality. This proposal does not require a trusted third party to create the groups or generate the cryptographic
material. Instead of that, a simple wiki-like collaborative environment can be
used to implement a shared memory sector. An onion routing protocol is used
to preserve the privacy of the users that access this environment.
This scheme has the following drawbacks:
• It should be capable of managing a high volume of information. However,
the memory-space requirements have not been studied by the authors.
• Users must scan their shared memory sectors at regular intervals. This requirement introduces a signiﬁcant overhead to the network.
• The best response time achieved by this proposal is 5.84 seconds. However,
the authors do not include in this time the network time. According to that,
the ﬁnal response time is expected to be clearly above 5.84 seconds but the
exact value is not speciﬁed.
In [18], the Useless User Proﬁle (UUP) protocol is proposed. The main idea of
this scheme is that each user who wants to submit a query will not send her
own query but a query of another user instead. Using this approach, the web
search engine cannot generate a real proﬁle of a certain individual. Regarding
4

privacy concerns, the relevant point is that the users do not know which query
belongs to each user. This is achieved using cryptographic tools. The system
requires two components: a central node and a client application. The central
node listens to client requests. After receiving n requests, it creates a new
group and sends the IP addresses and port numbers to each group member.
Then, the group members establish network connections between them and
start to communicate without the interaction of the central node. This scheme
has been tested in real conditions and provides an overhead of 5.2 seconds with
a group of three users and a key length of 1024 bits. The shortcomings of this
proposal are the following:
• The groups of users must be created. This process introduces a signiﬁcant
delay.
• It requires a large number of users in order to provide an acceptable response
time.
• It does not consider the trade-oﬀ between the privacy level achieved and
the quality of the service.

In the no identity level, the identity of the user is not available to the search
engine. As a result, the WSE cannot proﬁle the users. Almost all the proposals
that fall in this level use an anonymous channel implementation. The Tor
Project [19] is an example of that. There are several Firefox plugins [20,21]
that are based on Tor.
The main drawback of this approach is that the process of submitting a query
to the WSE and receiving the answer through an anonymous channel is very
time-consuming. The authors in [10] used the anonymous network Tor with
paths of length two (note that the default length is three) and submitting a
query was, on average, 25 times slower than performing a direct search.
Private Information Retrieval (PIR) schemes also fall in the no identity level
of privacy. PIR protocols protect the privacy of the users who retrieve information from servers. Thus, a PIR scheme enables the users to retrieve a
certain value from a database while the server, which holds the database, gets
no knowledge about the data requested by the users.
The ﬁrst PIR protocol was designed by Chor, Goldreich, Kushilevitz and Sudan [22,23] . This scheme is based on several servers holding the same database.
The authors assume that those servers cannot communicate between them.
This proposal cannot be used in scenarios with only one server (single-database
PIR). Web search engines are an example of this type of scenario.
Single-database PIR schemes can be found in [24] and [25]. Even though these
proposals are suitable for WSEs, they have important shortcomings:
5

• The database is usually modeled like a vector. In that case, the user wants to
retrieve the value stored in the i-th position of that vector. Both assumptions
are not realistic because the database of the WSE is not a vector and the
user does not know where the WSE stores the information.
• PIR schemes require that the WSE collaborates with the users. The WSE
has no motivation to protect the privacy of the users. In addition to that,
these schemes increase the computational and communication cost of the
WSE.
In the no personal information level, the identity of the user and the description of the data she desires are not available to the search engine. This level
provides the highest privacy protection to the users. Nevertheless, the computational and communication costs required by these mechanisms make them
unaﬀordable in practice [11].

Note that, in addition to all the schemes explained above, there is a straightforward way to provide anonymity to the users who use WSEs: they can access
to the Internet using a dynamic IP address and a controlled/clean web browser
without cookies. However, this approach has the following drawbacks:
• The renewal policy of the dynamic IP address is not controlled by the user
but the network operator. This operator can always give the same IP address
to the same Media Access Control (MAC) address.
• Certain users require static IP addresses.
• A browser without cookies loses its usability in a high number of web applications. This situation may not be aﬀordable for certain users.

1.2 Contribution and plan of this paper

In this paper we propose a new scheme designed to protect the privacy of the
users from a web search engine that tries to proﬁle them. Our system provides a
distorted user proﬁle to the web search engine. The proposed protocol submits
standard queries to the web search engine, thus it does not require any change
in the server side. In addition to that, this scheme does not require the server
to collaborate with the users.
Our proposal is based on the two following assumptions: (i) the proliferation of
home computers equipped with ﬂat-rate broadband connection to the Internet.
This implies that computers can be permanently connected to the network;
and (ii) the gradual introduction of social networks.
Section 2 introduces the background and the assumptions used throughout
the paper. In particular, it details the scenario and the privacy requirements.
6

In Section 3 we describe our new protocol. In Section 4 we provide simulation
results of our scheme and we discuss them. In Section 5 we analyze the behaviour of our protocol when dealing with the adversaries that we envisage.
Section 6 discusses how our proposal can be deployed in a real environment.
Finally, Section 7 reports some concluding remarks.

2

System model

2.1 Entities and architecture

In our scenario, the following entities are present:
• Users. They are the individuals who submit queries to the web search engine.
Their motivation is to protect their own privacy.
• Web search engine. This is the server that holds the database. It can be
Google, Yahoo or Microsoft Live Search, among others. As explained previously, this entity has no motivation to preserve the privacy of its users.
Our scheme requires the users to be organized in social networks. A social network is a community of users where each one can publish and share information and services. Speciﬁcally, we follow the social network concept explained
in [26]. This approach does not require the existence of a central node. Thus,
users are connected directly between them or by means of other users who act
as intermediaries. In addition to that, these social networks are not open to
examination (a user only knows her direct connections in the network).
In Section 6, we give details about how the social network that we envisage is
constructed and managed.

2.2 Our proposal in a nutshell

The proposed protocol preserves the privacy of the individuals who deal with
a web search engine. In order to do that, it exploits the existence of neighbourhoods of on-line users (social networks). In this way, a user U generates
queries and she can submit them directly to the WSE or she can forward
them to her neighbours in the social network (a neighbour represents a direct
relation in the social network). A neighbour who receives a query can submit
it to the WSE or she can forward it again to one of her own neighbours. Note
that a query is forwarded between users until someone submits it to the web
search engine.
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Let us consider a group G formed by U and her neighbours. If the queries
generated by all the users in G are evenly distributed among G, the proﬁle of
U is distorted with queries that do not belong to her. Therefore, U’s proﬁle
cannot be linked to U by the WSE. That implies that her privacy is preserved.
Our scheme has the following two objectives:
• It must be usable in practice. The neighbourhoods (groups) are already
created, hence the proposed system does not create groups for submitting
queries. This represents a signiﬁcant time reduction in comparison with
other proposals in the literature. Also, anonymous channels (like Tor [19])
are not used. As explained previously, they are 25 times slower than a direct
connection.
• The WSE must not be able to obtain an accurate proﬁle of the users. However, proﬁles should be still usable (to a certain level) in order to provide
a proper service. If the proposed protocol is being used, the WSE obtains
a proﬁle of each user. Nevertheless, this proﬁle is not a detailed one. It
contains queries from all the members of the neighbourhood. Our scheme
assumes that a certain user shares similar interests (hobbies) with her direct
neighbours in the social network. Usually, two individuals become “friends”
because they have some common interests. “Friendship” is virtually represented in the social network with a direct connection between these users
(they are neighbours).
According to that, it can be assumed that a proﬁle that has been distorted
with queries from neighbours is still usable (to a certain level) by the WSE.
In addition to that, to prevent neighbours from abusing the system (i.e. they
never submit another user’s query to the WSE), the proposed scheme uses
a reward mechanism. Users who do not cooperate are eliminated from the
system.

2.3 Adversary model

We identify three diﬀerent adversaries in our scheme:
• Web search engine. This entity is the main adversary in our scenario. It
proﬁles users for its own purposes. The web search engine knows who (IP
address, cookies...) submits each query. That information is stored during a
certain period of time. For instance, Google stores it for 9 months [27].
• Dishonest user. Users collaborate in submitting queries from other individuals to the web search engine. A dishonest user can use her role in the protocol
to proﬁle other users. A dishonest user knows who has sent a certain query
to her.
• Selﬁsh user. A selﬁsh user does not follow the proposed protocol. She sys8

tematically uses the others to submit their own queries to the web search
engine. However, she does not accept queries from the others. This is not
an intentional attack against the users of the system. Nevertheless, this
behaviour prevents the queries from being evenly distributed among the
group and it can jeopardize the privacy of the honest users that follow the
proposed protocol. According to that, mechanisms to prevent users from
behaving in that way should be provided.

2.4 Privacy requirements

When a user U submits a query q to the WSE, the WSE obtains some information id about U. This information can be an IP address or a cookie, and
it can also be a combination of these items. Let ID = {0, 1}∗ be the set of
strings of information which are obtained by the WSE from each query qi .
Also, let the tuple (q, id) be the query context.
The WSE can divide the tuples into groups depending on the id. Then, it
can create a list lid = {q1 , . . . , qr } which contains all the queries that share the
same id. Finally, the WSE can infer that all these queries have been submitted
by the same user U.
Definition 1 (Identification). Let G = {U1 , . . . , Un } be the group of users of
a WSE and ID = {idi }∗ be the set of strings which contains the information
about those users. A certain user Uj can be identiﬁed as the one who has
submitted a certain query q if there is an algorithm that, given a tuple (q, idi ),
gives Uj as output with a probability of 1 −  (where epsilon is negligible).
As explained previously, the WSE can get diﬀerent types of information from
the users. For example, the WSE can get a tuple (q, id1 , id2 ) where id1 is
an IP address and id2 is a user’s cookie. Let us assume that the WSE owns
a list of queries lid1 = {q1 , . . . , ql } linked with id1 and a a list of queries

} linked with id2 . The WSE considers that both informalid2 = {q1 , . . . , qm
tions id1 and id2 belong to the same user U, hence both lists of queries can
be aggregated into a single one.
Definition 2 (User context). Each user U has a user context C which is
formed by diﬀerent strings containing the information about the user (id).
These ids are gathered by the WSE from the query contexts (q, idi), According
to that, C = {id1 , . . . , idt }.
We can assume that the WSE gets two tuples (qi , id1 , id2 ) and (qj , id3 , id2 ),
where id1 is an IP address, id2 is a cookie, and id3 is another IP address. The
WSE can aggregate these ids using the cookie (id2 ). As a result, the WSE
9

obtains the following user context C = {id1 , id2 , id3 } .
Definition 3 (List of queries). A user U can submit the same query q more
than once to the WSE. Therefore, the WSE stores the number of times z that a
certain user U has submitted the same query q. Formally, this can be reﬂected
using tuples of the form (qi , zi ). Tuples linked with the same user U are stored
in a list L = {(q1 , z1 ), . . . , (qr , zr )}. L is the list of queries of U.
Definition 4 (Search history). Each user U has a search history H that
consists of her user context C and her list of queries L. This can be represented
as HU = {CU , LU }. The WSE knows the web search history of all its users.
Now, let us consider a group of users G = {U1 , . . . , Ut } who use the proposed
scheme. In this case, the list of queries Li of a user Ui will include her own
queries (as usual) and queries which have been generated by other users. In
this way, if a user U uses our protocol to submit n times the same query q,
it can be assumed that q will appear in LU and that z will be the number
of times that U has submitted q to the WSE by herself. The rest of queries
y = n − z will be divided between U’s neighbours, between the neighbours of
the neighbours and so on. Let G = {U1 , . . . , Uk } ⊆ G be the group of users
(U is not included among them) who have q in their search history. Formally,
this can be represented as (q, yj ) ∈ LUi for ∀Ui ∈ G , where U ∈ G .
The WSE cannot know which queries qi ∈ LUj have been generated by Uj and
which ones have been generated by Uj ’s neighbours (or the neighbours of the
neighbours). The WSE only knows the number of times zi that Uj has submitted qi . The proposed system oﬀers a good protection if zi does not expose
Uj .
Definition 5 (Exposed user). A user U is exposed if the WSE can use zi to
detect with a high probability that a certain query qi ∈ LU has been generated
by U, where (qi , zi ) ∈ LU .
We next deﬁne the requirements which must be fulﬁlled in order to guarantee
that a certain user U is not exposed:
• Requirement 1. Given a certain query q, the WSE can group all the users Ui
who satisfy (q, zi ) ∈ LUi . Then, the WSE orders that group depending on the
number of times zi that each user has submitted q. This is Y = {U1 , . . . , Uk },
where (q, zi ) ∈ LUi , (q, zi−1 ) ∈ Ui−1 , and zi > zi−1 for ∀i ∈ Y . Let us
consider that Uj was the user who generated q initially, (q, zj ) ∈ LUj . The
maximal uncertainty for the WSE happens when all the users Ui ∈ Y have
submitted q the same number of times. This is zi = zj when i = j, for
∀i, j ∈ Y . This requirement is very strict and it can be diﬃcult to achieve.
Therefore, we relax it and we only require zj to be a value in the range
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z1 ≤ zj ≤ zk . This requirement prevents zj from being out of range. If zj is
out of range, the WSE can easily identify Uj .
• Requirement 2. Even if zi fulﬁlls the ﬁrst requirement (zj is in the range),
the WSE can identify Uj if her position in the ordered group Y is always the
same. According to that, Uj should ideally be situated in the middle of Y
but the deviation of this position should be high. A high deviation implies
that it is diﬃcult for the WSE to ascertain the exact position of Uj in Y .
Thus, the WSE cannot identify Uj .
A user U that fulﬁlls these requirements is concealed into a group of k users
and achieves a level of privacy comparable to k-anonymity [16]. This implies
that the probability of correctly identifying U is at most 1/k.
Note that, theoretically, any user who submits q to the WSE is considered in
the group of k users. However, from a practical point of view, only the users
that submit q a signiﬁcant number of times are considered in the k-group.
Usually, these users are the neighbours of U.

3

Our proposal in detail

This section details how a query is submitted to a WSE in our scheme. We
also explain two functions which are needed for this operation. These functions
estimate the proﬁle exposure level and the trustworthiness of the users of the
system.
In Section 3.2, we introduce how our system provides anonymity to the users.
Anonymity enables dishonest users to act with total impunity. Therefore, a
mechanism which prevents anonymous users from submitting illegal queries is
also presented.
Finally, Section 3.3 discusses how this proposal behaves in social networks with
trust values between users [26,28,29]. Section 3.4 presents some approaches to
prevent intermediate users from tampering with answers.

3.1 Protocol for submitting anonymous queries to a web search engine

Let us imagine a user Ui who wants to submit her query q to a web search
engine using our scheme. Ui has k neighbours in the social network. They are
noted as (N1 , . . . , Nk ). A protocol execution consists of the following steps:
(1) Ui decides whether to directly submit q to the web search engine or to
forward it to a certain neighbour. This decision is made depending on
11

the current privacy level achieved by Ui . Let Ψ(Ui , N1 , . . . , Nk ) be the
function that estimates the proﬁle exposure level of a certain user Ui in
respect of her neighbours {N1 , . . . , Nk }. Function Ψ returns the user (she
can be a neighbour or Ui herself) who should submit q to the web search
engine(see Section 3.1.1 for details about Ψ).
If Ψ estimates that Ui must submit q to protect her privacy, Ui submits
q to the WSE and the protocol ends here. Otherwise, Ui moves to the
next step.
(2) Let us assume that Ψ estimates that the neighbour Ni should submit q
to protect the privacy of Ui . Therefore, Ui forwards q to Ni and ask her
to accept it. Ni accepts or rejects q depending on the level of selﬁshness
of Ui in respect of Ni . Let Υ(Ni , Ui ) be the function that computes the
level of selﬁshness that Ni assigns to Ui . Function Υ returns whether Ni
must accept q or not (see Section 3.1.2 for details about Υ).
If Ni accepts q, Ni repeats the same steps followed by Ui in order to
decide whether Ni directly submits q to the web search engine or whether
she reforwards q to one of her own neighbours.
If Ni rejects q, Ui decides again (using Ψ) who of the remaining candidates (herself and the neighbours who have not been previously asked)
should submit q. This process is repeated until someone accepts q. In case
that all the neighbours reject q, Ui submits her query by herself.
(3) Let us assume that a certain user Uj accepts q from a neighbour Ul and she
submits it to the WSE. Then, Uj receives the answer a and it is forwarded
to Ul (note that Ul can be Ui , or a neighbour of Ui , or a neighbour of a
neighbour of Ui and so on). This process is repeated until a reaches the
user Ui who initially generated q. Then, the protocol ends.

3.1.1 Function Ψ: estimating the proﬁle exposure level
Let us consider a user U who has a query q and a list of neighbours (direct
relations in the social network) {N1 , . . . , Nk }. U executes Ψ to decide who
among {U, N1, . . . , Nk } should submit q to the web search engine. The purpose
of Ψ is to preserve the privacy of U.
According to the privacy requirements introduced in Section 2.4, U’s proﬁle
is perfectly concealed when all the members of that group have submitted
the same number of queries generated by U. Therefore, Ψ evenly distributes
all these queries between all the users in the group formed by U and her
neighbours.
In order to do that, Ψ estimates the number of queries generated by U that
each neighbour has probably submitted to the WSE. Let αi be the estimated
number of queries (generated by U) that a certain neighbour Ni has submitted.
Note that αi can only be estimated because U cannot know if Ni has submitted
12

a query or she has forwarded it to one of her own neighbours. However, U
knows the number of queries that Ni has accepted. Let τi be this number.
Function Ψ computes αi as follows:
αi = τi /number of neighbours of Ni

(1)

Expression (1) requires the number of neighbours of Ni . Since U cannot know
how many neighbours a certain user has, it has to be estimated as well. Let
βi be this estimation. We next introduce the methods which have been tested
in order to compute βi :
• Method 1. This method assumes that everyone in the social network has the
same number of direct connections. According to that, it is considered that
each neighbour of U has as many direct connections as U.
• Method 2. This method uses the average number of queries that U has tried
to forward to a single neighbour Ni . Let θi be this value. U also knows the
number of direct connections that she has and the number of queries that a
certain neighbour Ni has tried to forward to her. Let these values be c and
ti respectively. Then, βi is computed using a simple cross-multiplication:
ti · c
θi
• Method 3. This method uses the number of queries ti that each neighbour Ni
has tried to forward to U. All neighbours are put into a list and it is ordered
with respect to ti . The neighbour with the highest ti (ﬁrst neighbour in the
ordered list) is assumed to have only one connection. The second neighbour
in the list is assumed to have two connections and so on.
The idea beneath this method is that a user with several connections will
send fewer queries to each neighbour (U being one of them from this point
of view).
• Method 4. This method is similar to Method 3. But in this case the neighbour
with the lowest ti is assumed to have only one connection.
The idea beneath this method is that a user with several connections will
accept more queries from her own neighbours. As a result of that, she will
forward more queries to each neighbour (U being one of them from this
point of view).
βi =

We have simulated the four mechanisms to check out which one gives a better
βi for every user. In order to do that, we have compared the real number of
neighbours of each user Ui with the computed βi .
These simulations have been performed with a social network of 400 users
where each user generated 971 queries (see Section 5 for details about it).
For each method, 1000 tests were run and the average of these results were
computed. Table 1 shows the probability for each method to match the real
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number of neighbours of a certain user (Success probability). It also presents
the average error of a certain estimation, i.e. the diﬀerence between the real
number of neighbours and the value which has been estimated using one of
the methods described above.
Table 1
Simulation results of each method
Method
Success probability

Average error

Method 1

11.26 %

2.55

Method 2

10.58 %

2.91

Method 3

14.31 %

2.12

Method 4

12.12 %

2.63

The simulation results show that Method 3 behaves better than the rest. This
method obtains the best success probability and, when it fails, the diﬀerence
between βi and the real value is smaller than in the other methods. According
to that, Method 3 is used in the rest of this paper. Note that designing and
testing more eﬀective estimation methods is outside the scope of this paper.

3.1.2 Function Υ: evaluating the selﬁshness
Let us consider a user U who receives a query q from her neighbour N. U
executes Υ to decide whether to accept or reject q. The purpose of Υ is to
punish the users who behave in a selﬁsh way.
In Section 2.3, we have explained that selﬁsh behaviour is likely to harm the
system. Function Υ is a mechanism that prevents users from behaving in that
way. We next explain how the function Υ that we have used in our simulations
works.
Initially, U assigns to each neighbour a probability p of accepting queries from
that source. This p is set to 1.0 (probability of 100%) for each neighbour. For
notation purposes, pU,N represents the probability for U to accept a query
from N.
Let us assume that U receives a query q from user N. U accepts q with
probability pU,N :
• If U accepts q, the following happens:
· N increments her own probability of accepting queries from U:
pN,U = pN,U + 2 · γ
Where γ is a constant which is deﬁned by the system.
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· U decrements her probability of accepting queries from N:
pU,N = pU,N − γ
Both operations are done to incentivize users to accept queries from their
neighbours. A certain user U1 who forwards several queries to the same
neighbour U2 without accepting queries in exchange (selﬁsh behaviour) will
ﬁnally get a pU2 ,U1 = 0. If it happens with all her neighbours, U1 will be
isolated and forced to submit all her queries to the WSE by her own. An
isolated user is able to improve her situation by accepting queries from her
neighbours. By decreasing γ for a reject and increasing 2 · γ for an accept,
the protocol punishes the users that systematically reject all queries instead
of the users that accept and reject queries in an even way.
• If U rejects q, then N decrements her own probability of accepting queries
from U:
pN,U = pN,U − γ

We have simulated our scheme for several values of γ to check out which one
better isolates the selﬁsh users of the system.
These simulations have been performed with a social network of 400 users (10%
of users were selﬁsh) where each user generated 971 queries (see Section 5 for
details about it). For each γ, 1000 tests were run and the average of these
results were computed.
Table 2 reﬂects how γ aﬀects the % of exposed users considering two categories:
honest users and selﬁsh users.
Table 2
Simulation results for several values of γ
γ

% exposed seﬁsh users

% exposed honest users

0.00

2.5 %

55.8 %

0.01

97.5 %

46.3 %

0.02

100 %

44.1 %

0.03

100 %

48.0 %

0.04

100 %

48.3 %

0.06

100 %

48.8 %

0.08

100 %

53.0 %

0.10

100 %

69.4 %

The simulation results show that when γ = 0 (the system does not react
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to selﬁshness), the selﬁsh users are not punished by their behaviour and the
honest users suﬀer the consequences (55.8% of honest users are exposed).
This situation improves when the system applies measures against selﬁshness
(γ = 0.01). In this case, 97.5% of selﬁsh users are exposed. Finally, from
γ = 0.03 onwards, the system starts to punish also the honest users. This
situation becomes worse when γ grows. In this way, 69.4% of honest users are
exposed when γ = 0.10.
The best results were achieved with γ = 0.02. With this value, the system
punishes more selﬁsh users and protects more honest users. Therefore, this is
the value used in the rest of this paper. Note that designing a better algorithm
for evaluating the selﬁshness of the users is outside the scope of this paper.

3.2 Users’ anonymity

In our scheme, we enforce anonymity for users who are not directly related.
For example, if a query q is forwarded through a path of users U1 -U2 -U3 -U4
(let us consider that user U1 is the real generator of q), this kind of anonymity
means that U4 only knows that q comes from U3 and she has no knowledge
about which users or how many users are behind U3 ; the same situation occurs
between U3 and U2 , and so on.
The existence of total anonymity can encourage a dishonest user to send a
query which breaks the law. Let us assume that U1 behaves in that way. Our
protocol works without the interaction of the user herself. It is executed by
the software running in the computers of the users. Thus, it can be diﬃcult for
that software to identify a legal query from an illegal one. As a result, user U4
can ﬁnally submit one of these illegal queries without notice its illegal content.
Later, this submission can point U4 as the generator of the query in front of
the governmental authorities (e.g. the police). If this situation occurs, U4 will
not be able to prove her innocence and she will be punished by the law. On
the other hand, U1 will receive the answer to her query and she will not be
punished for her misbehaviour. Such a situation is really dangerous and must
be prevented. Measures against this threat fall into two classes: a priori and
a posteriori.
A priori measures would consist of checking the query before accepting it.
This process should be done by a ﬁlter that discards queries depending on
their content. This ﬁlter should be carefully designed in order to not require
the ﬁnal user to perform an excessive amount of work. How this ﬁlter can be
implemented is outside the scope of this paper and requires further research.
Two possible directions to address this issue would be: (i) allow the users to
select categories of words to be discarded. These categories would be based
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on the ones deﬁned by the Open Directory Project (ODP) [30]; and (ii) use
ontologies to process the content of the queries. References [31,32] are examples
of the work done in this ﬁeld.
The use of ﬁlters has two main shortcomings: (i) it increases the cost in time;
and (ii) it is diﬃcult to guarantee that all illegal queries will be ﬁltered. These
two problems are solved using a posteriori measures. These methods are based
on the use of digital signatures to prove the existence of a query transaction
between two users.
Digital signatures are covered by the European Law and they are admissible as
evidence in legal proceedings [33]. The European Union adopted a community
framework for digital signatures (directive 1999/93/EC)) that has been implemented in various European countries. This directive considers three types
of digital signatures. We focus on the advanced electronic signature which is
based on a qualiﬁed certiﬁcate and which is created by a secure-signaturecreation device (also called a Certiﬁcation Authority or CA). This type of
digital signature has a strong judicial value: it warranties authentication, integrity, conﬁdentiality and non-repudiation. As a consequence, a posteriori
measures can rely on this kind of signatures to provide legal protection to the
users.
Our proposal uses a liability mechanism to prove the innocence of the users.
This is an a posteriori measure that provides partially revocable anonymity:
the anonymity of the users only vanishes in front of a governmental authority.
We next explain this mechanism in detail.

3.2.1 Liability mechanism
Our liability mechanism protects the privacy of the honest users while enabling
them to prove to a third party (a governmental authority) that they have not
generated a certain query.
To accomplish that, we use certiﬁcates as a proof of the query transaction
between two users. This method was ﬁrst introduced in [29]. For example,
let us imagine a path U1 -U2 -U3 , where U1 is the true generator of a certain
query q and U3 is the user who ﬁnally submits q to the WSE. U1 sends the
pair (q, σU1 ,U2 (q)) to U2 , where σU1 ,U2 (q) stands for the certiﬁcate which proves
the transaction of q between U1 and U2 . This certiﬁcate is signed by U1 using
her secret key (SKU1 ); the corresponding public key (P KU1 ) is assumed to be
known and accepted by at least the neighbours of U1 (in this example user
U2 ). In turn, U2 sends (q, σU2 ,U3 (q)) to U3 .
A certiﬁcate for a transaction where user Ui forwards a query q to user Uj is
constructed as follows:
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σUi ,Uj (q) ← {q||Ui||Uj ||time stamp}SKUi

(2)

Expression (2) contains the identity of the two nodes involved in the transaction, the forwarded query and the time stamp which reﬂects when it was
sent. A user Uj who receives a certiﬁcate must store it in a safe place. Later,
if asked by a third party about the origin of a certain query, Uj can use σUi ,Uj
to prove that she is only an intermediate node.
A certain user, who does not own a certiﬁcate which proves its innocence, will
be considered guilty immediately. There are two reasons for a user to not to
have this certiﬁcate:
• She is the legitimate owner of the illegal query. Such a user is guilty and she
will be correctly punished by her behaviour.
• She is an intermediate node but she does not have the certiﬁcate for some
reason. An intermediate node should not forward a query which does not
come with its related certiﬁcate. In addition to that, an intermediate node
is responsible for keeping each certiﬁcate she receives.
This liability mechanism requires the users to use their own resources in keeping certiﬁcates related to past forwarded queries. This is a drawback of our
proposal. We next provide a detailed analysis of the storage requirements
needed by the users.
The European Directive 2006/24/EC [34] establishes that the Telecommunications Service Providers must store their user’s communication data for a
period of time between 6 months and 2 years. The authors in [35] argue that
a query is formed by an average of 2.3 words and 15.5 characters. Assuming
that a single Unicode character uses 2 bytes, the message to be signed will
use an average of 31 bytes. If we use a signature scheme (e.g. RSA) with a
key’s length of 1024 bits [36], the signature length will use 128 bytes. The IP
addresses of the users represent their identities in the transactions. Each IP
address uses 4 bytes. Each certiﬁcate contains two identities, hence 8 bytes
are used. Finally, the time stamp uses 6 bytes (day, moth, year, hour, minute,
second). Therefore, 971 queries represent 167.983 bytes of required storage for
a single year. As explained above, these signatures must be stored for 2 years.
This means that the proposed scheme requires an average of 335.966 bytes of
storage in the client side. In addition to that, the certiﬁcates of each neighbour (direct connection) must be stored too. The typical length of a X.509 v3
certiﬁcate is 1 Kbyte [37]. The number of direct connections is expected to be
small, hence this cost is considered negligible.
Due to the present capacity of the typical hard disk drives, we argue that
these storage requirements are aﬀordable.
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The liability mechanism also adds a computational cost. The legitimate owner
should compute the certiﬁcate (i.e. computing a digital signature). Any intermediate node should do the following operations: (i) verify the digital signature
of the received certiﬁcate; and (ii) compute the digital signature of the new
certiﬁcate. Finally, the ﬁnal node should verify the received certiﬁcate. According to [38], the cost of computing a RSA digital signature of 1024 bits is
1.48 milliseconds (ms). The veriﬁcation cost is 0.07 ms. Therefore, the liability
mechanism has a cost of 1.48 ms for the legitimate owner, 1.55 ms for an intermediate node and 0.07 ms for the ﬁnal node. If the average number of hops
is ζ, there are ζ + 1 nodes and ζ − 1 intermediate nodes. Thus, the total cost of
the liability mechanism can be computed as follows: 1.48 + (ζ − 1) · 1.55 + 0.07
ms, i.e. ζ · 1.55 ms.
3.3 The proposed protocol in social networks with trust values between users

If our protocol uses a social network with trust values linked to the connections
between users [26,28,29], the user Ui who generates q can initially decide to
only ask her neighbours with a trust value greater than or equal to a certain
level. In the same way, a user Uj can automatically reject any query that comes
from a neighbour with a trust value below a certain level.
3.4 Preventing intermediate users from tampering with an answer

Regarding the transmission of the answer a from a user Uj who has submitted
q to the WSE towards a user Ui who had initially generated q, our proposal
assumes that none of the users in the path between Uj and Ui will swap the
correct answer for a fake one. However, we next consider three approaches to
address this situation:
• Trustworthiness of the users. In social networks with trust values between
users [29], the legitimate owner of the query obtains an answer and a trust
value. This value is calculated using the trust values of all the nodes which
are in the path between the ﬁnal node and the legitimate owner. The legitimate owner can give more or less trustworthiness to a certain answer
depending on the trust level. Note that, the privacy of the users who are
involved in this process is preserved [29].
• Liability mechanism. Section 3.2.1 presents a liability mechanism that guarantees the trustworthiness of the queries. We propose to use a similar liability mechanism to ﬁnd the user who has modiﬁed the answer. This method
does not prevent an attacker from tampering with the answer. Instead of
that, it enables the legitimate owner of the query to detect a fake answer
and trace the guilty user.
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• Methods based on mobile agents. Mobile agents try to solve a similar problem
(i.e. mobile agents must protect their route through diﬀerent platforms or
the results obtained in each remote platform), hence some techniques from
that ﬁeld might be used to address the tampering problem. This line requires
further research. [39,40] are examples of the work done in this ﬁeld.

4

Protocol behavior against the considered adversaries

We next explain the eﬀect of the proposed protocol on the adversaries which
have been detailed in Section 2.3:
4.1 Against the web search engine

The WSE receives all the queries from the users of the system. However, as
a consequence of the proposed protocol, the WSE cannot know if a certain
query has been generated by a certain user. This happens because every user
submits queries that have not been generated by herself.
Let us assume that the web search engine performs a detailed analysis of
all the queries received and classiﬁes them by their content and the identity
(IP address or cookies) of the senders. Also, let us assume the worst situation
possible: a certain user U uses the protocol to submit the same query q several
times. In this scenario, the web search engine mainly receives the same q from
U and from her neighbours. It also receives q from some neighbours of the
neighbours. Nevertheless, the quantity of queries that arrive from that source
is likely to be insigniﬁcant in comparison with the number of queries that
arrive from U and her direct neighbours. In this situation, the WSE is able to
know which IP addresses form the group.
In this case, the system still preserves the privacy of U if she fulﬁlls the
privacy restrictions detailed in Section 2.4. In this way, U has a privacy level
comparable to the use of k-anonymity [16], k being the number of neighbours
of U.
4.2 Against a dishonest user who proﬁles other users

Our scheme enforces anonymity for users who are not directly related. According to that, a dishonest user U  who receives a query cannot know who
was the user that generated it. U  knows neither the connections between the
users (the topology of the social network) nor the number of hops from the
20

legitimate owner of the query to the ﬁnal node. Each query qi performs ζ hops
on average, where ζ > 2. Therefore, it is diﬃcult to deduce the legitimate
owner of the query, hence this prevents U  from generating a real proﬁle of a
certain user.

4.3 Against a selﬁsh user

A user that systematically behaves in a selﬁsh way will be isolated by the users
who behave in a normal way and she will be forced to submit all her queries
to the web search engine by her own. This has been previously explained in
Section 3.1.2.

4.3.1 Sybil attack
It is worth to mention the special situation where the number of selﬁsh users in
the social network is increased by intention. This attack can only be performed
by a user of the social network that generates many fake identities (Sybil
attack [41]) and introduces them into the network. This large number of fake
users will behave in a selﬁsh way, trying to disrupt the functionality of the
system.
This attack is not a real menace for the system because all the fake users
introduced by the attacker will only have direct relationships with the attacker
herself. The rest of the social network will not have direct contact with any
of these fake entities. According to that, the fake users will only behave in a
selﬁsh way with the attacker who has generated them. If the attacker attempts
to establish connections between the fake users and the normal users of the
network, it is reasonable to assume that those normal users will reject the
connection because they do not know the fake entities in the real life. As a
result, this attack will not aﬀect the social network in any way. The normal
users will not notice the existence of the fake users.

4.4 Against a dishonest user who generates illegal queries

The system uses a liability mechanism (explained in Section 3.2.1) that provides partially revocable anonymity. Therefore, it prevents dishonest users
from using the proposed protocol to submit illegal queries to the WSE.
Let us imagine a dishonest user U  who generates an illegal query q  and
forwards it to her neighbour Ni . Also, Ni forwards q  to her own neighbour
Nj . Finally, Nj submits q  to the WSE. Later, the governmental authorities
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contact Nj regarding q  . In that case, Nj can use the certiﬁcate she owns
to prove to the authorities that she is only an intermediate node who has
forwarded q  . In this way, user anonymity vanishes, because each intermediate
user publishes her direct relationship in the path until the authentic generator
U  is reached. Then, U  will be properly punished for her activities.

5

Simulations

Our scheme has been simulated in diﬀerent environments. Our objective was
to prove the following:
• The proposed protocol succeeds in preserving the privacy of the users. In
this way, the results obtained in the simulations are compared with the
privacy requirements speciﬁed in Section 2.4.
• The proposed scheme is usable in practice: (i) its behaviour does not deteriorate when the number of users in the social network grows (it is scalable);
and (ii) the query delay is acceptable for users who want to protect their
privacy. We compare the query delay with the current proposals in the literature.
We have used diﬀerent social networks in our tests. In each one, each user was
connected to (i.e. was a neighbour of) a number of users ranging between 1
and 10. The precise ﬁgure was decided using the power-law distribution. As
stated in [42], typical social networks are reasonably well approximated using
this distribution.
A simulation test consisted in the following:
• Each user in the social network generates 971 queries (in 2005, each Internet
user submitted, on average, 971 queries to a search engine [43]). All the
queries generated by the same user have the same content. Queries from
diﬀerent users have diﬀerent contents. As explained in Section 4, this is the
worst situation possible: it is easier to proﬁle a certain user who submits
several times the same query in a scenario where no other user shares the
same interest.
• All the users in the social network use the proposed protocol to submit all
their queries to the web search engine.
The results of a simulation show all the queries that each user has submitted
to the web search engine. These queries are classiﬁed depending on the user
who initially generated them.
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For each social network, 1000 tests were run and the average of these results
were computed.
We have run simulations with two diﬀerent kinds of users:
• Honest users. They collaborate with other users in submitting queries to
the web search engine or forwarding them to their neighbours.
• Selﬁsh users. They never submit their own queries to the web search engine,
they are always forwarded to the neighbours. In addition to that, selﬁsh
users never accept queries from their neighbours.
Dishonest users (see Section 2.3) have not been considered because they follow
the protocol in the same way that honest users do. The only diﬀerence between
them is that dishonest users try to proﬁle other users during that process.
Initially, we simulated a scenario where all the users were honest users. In
that scenario, we tested four diﬀerent social networks consisting, respectively,
of 50, 100, 200 and 400 users. The two following questions were central to our
proposal in these preliminary simulations:
(1) The % of exposed users (exposed users have been introduced in Section 2.4).
(2) The average number of hops that a certain query does on its travel towards the WSE. A single hop represents the process of transmitting one
query from one user to another one.
The percentage of exposed users reveals whether the protocol is behaving
properly (from the privacy point of view). More speciﬁcally, it is important to
show that this percentage does not grow linearly with the number of users in
the social network. If it grows linearly (or worse), the protocol would not be
scalable, hence it would be unable to work correctly in huge networks.
The average number of hops represents a trade-oﬀ between how far a query
travels in the system (several hops represents a high dissemination of a certain
proﬁle around the network, which is good from the privacy point of view) and
how long it takes to submit a query to the WSE. Let δp represents this time
interval in milliseconds (ms). Interval δp must be moderately close to the time
interval δu that is needed by a single user to submit her own query to the
search engine without using our scheme. We have tested that δu is a value
around 400 ms. The fastest proposal in the literature (UUP [18]) performs
this operation in 5200 ms. Schemes based on Tor perform it in 10000 ms.
According to that, δp should be smaller than 5200 ms.
Figure 1 shows that our two initial requirements hold. In particular, the number of exposed users does not grow signiﬁcantly with the number of total users
in the network. Actually, in the social network of 400 users, 43.5 % of users
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Fig. 1. Simulation scenario

are exposed. In contrast, in the network of 50 users, 58 % of users are exposed. Note that these high percentages of exposure are computed from the
total number of users of the network without considering the number of direct
connections that each one holds. Sections 5.1 and 5.2 extend these simulation results taking into account the connectivity level of the users. Tables in
these sections prove that the users with a reasonable number of neighbours
are properly protected by our scheme.
Regarding the average number of hops, results are in the time interval δp that
we have imposed above. We have measured the communication cost between
two distant nodes (one node was in Germany and the other one was in Spain)
connected through the Internet. As a result, a single hop costs, on average,
732 ms (note that, generally, in a real social network, users are physically close
to their virtual neighbours, hence this cost might be lower in a real scenario).
Figure 1 shows that for 400 users, an average of 2.4 hops are needed. This is the
number of hops needed to reach the user that ﬁnally submits the query to the
web search engine. Thus, 4.8 hops are required to forward the answer to the
user who generated the query. In addition to that, submitting the query and
receiving the response requires 400 ms. Therefore, the total amount of time
required without the liability mechanism is 3914 ms. If the system uses this
mechanism, the total amount of time required is 3918 ms (see section 3.2.1).
This delay is signiﬁcant in comparison with submitting directly a query to
the WSE. However, this straightforward option does not provide anonymity
to the users. In the other hand, a delay of 3914 ms is fairly below the interval
of 10000 ms achieved by the approaches which are based on Tor. Note that
Tor achieves 10000 ms with paths of length two (the default value is three). In
addition to this large delay, the Tor approach does not consider the trade-oﬀ
between the privacy level achieved by the users and the quality of service. It
only takes into account the anonymity of the users. Therefore, the users may
receive a deﬁcient service. The UUP [18] achieves a delay of 5200 ms which is
also worse than the one achieved by our proposal. Besides, the UUP does not
take into account the quality of service either.
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There are two ways to improve the delay achieved by our proposal: (i) reduce
the number of hops; and (ii) reduce the communication cost between two
nodes. Currently, the proposed system uses an average of 2.4 hops. This value
should not be reduced because it would aﬀect the privacy level oﬀered to the
users. Thus, the best option is to reduce the communication cost. This option
depends on the technology used by the nodes. Further discussion on this topic
is outside the scope of this paper.
In addition to that, the average number of hops does not grow with the number of users (it depends on the number of connections of each node and the
behaviour of each neighbour). Hence, our scheme should behave properly in
huge social networks.
In the following, we focus on the social network of 400 users. In the next
section, we check out that the privacy requirements detailed in Section 2.4 hold
when all the users are honest. Later, we analyze how the proposed protocol
behaves when there is a percentage of selﬁsh users in the social network. In
this situation, only the privacy of the honest users must be preserved.

5.1 Simulation results from scenarios without selﬁsh users
Table 3
Results for a social network of 400 users without selﬁsh participants
category

% exposed users

average position

deviation

1 neighbour

99.45% ± 0.12

1.01

0.01

2 neighbours

92.06% ± 0.32

1.08

0.08

3 neighbours

47.33% ± 0.39

1.68

0.72

4 neighbours

20.37% ± 0.16

2.11

0.95

5 neighbours

7.13% ± 0.24

3.23

1.21

6 neighbours

1.52% ± 0.22

3.95

1.55

7 neighbours

0% ± 0

5.14

2.15

8 neighbours

0% ± 0

6.32

2.41

9 neighbours

0% ± 0

7.30

2.40

10 neighbours

0% ± 0

7.00

2.91

In Table 3, it can be observed that the proposed protocol provides a high level
of privacy to the users with 5 or more neighbours. Users with 4 relationships
are also fairly protected: only 20.37 % of these users are exposed. This table
also shows that our protocol does not behave properly for users with only one
or two connections (99.45 % and 92.06 % of exposed users respectively).
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For each category we show the precision. The precision [44] deﬁnes an interval.
The real average is within this interval with a 95% of conﬁdence. We have
calculated the precision ρ using the following expression:
2·S
ρ = ±√
N
where S is the standard deviation of the % of exposed users, and N is the
number of simulations (N = 1000).
The average position and the deviation of this position linked to the users
with 4 or more connections hold with the privacy requirements which were
introduced in Section 2.4.
As a conclusion, simulations show that the proposed scheme works ﬁne for
users with an average or a high number of direct connections. This is what
one would expect: it is easier to hide inside a large group than inside a small
one.

5.2 Simulation results from scenarios with selﬁsh users
Table 4
Results on honest users for a social network of 400 users with 10 % of selﬁsh participants
category

% exposed users

average position

deviation

1 neighbour

98.29% ± 0.13

1.03

0.03

2 neighbours

90.91% ± 0.35

1.08

0.08

3 neighbours

48.47% ± 0.44

1.68

0.29

4 neighbours

35.80% ± 0.52

2.11

1.08

5 neighbours

9.65% ± 0.28

3.23

1.27

6 neighbours

3.12% ± 0.27

3.95

1.75

7 neighbours

0% ± 0

5.14

2.13

8 neighbours

0% ± 0

6.32

2.38

9 neighbours

0% ± 0

7.30

2.10

10 neighbours

0% ± 0

7.00

2.90

In Table 4 and Table 5, it can be observed the behaviour of the protocol
when 10 % of users are selﬁsh. Table 4 shows how this situation aﬀects the
honest users. In this case, results reveal that the % of exposed users increases.
26

Table 5
Results on selﬁsh users for a social network of 400 users with 10 % of selﬁsh participants
category

% exposed users

average position

deviation

1 neighbour

100% ± 0

1.00

0.00

2 neighbours

100% ± 0

1.00

0.00

3 neighbours

100% ± 0

1.00

0.00

4 neighbours

100% ± 0

1.00

0.00

5 neighbours

100% ± 0

1.00

0.00

6 neighbours

100% ± 0

1.00

0.00

7 neighbours

100% ± 0

1.00

0.00

8 neighbours

100% ± 0

1.00

0.00

9 neighbours

100% ± 0

1.00

0.00

10 neighbours

100% ± 0

1.00

0.00

Nevertheless, all the users with more than 6 connections keep their privacy
perfectly. Users with 5 and 6 connections are also properly protected. Note
that the users with 4 neighbours are in a worse situation now, but they are
still fairly protected (35.80% of exposed users).
Regarding the selﬁsh users, Table 5 shows that all the selﬁsh users present in
the scenario are proﬁled by the WSE (their privacy is not preserved). According to that, our scheme behaves properly: all selﬁsh users are punished. This
incentivizes users to follow the proposed protocol correctly.
Table 6, Table 7 and Table 8 show the behaviour of the protocol when 20 %,
40 % and 80 % of users are selﬁsh, respectively. It can be observed in these
results that when the number of selﬁsh users increases, the % of exposed users
(honest users) increases as well. Users with several neighbours are not safe
from this situation.
More speciﬁcally, in Table 8 privacy is only guaranteed to the users with 10
connections. The reason is that, due to the large number of selﬁsh users, honest
users may be surrounded by selﬁsh ones. As a result, those users will become
isolated and they will get low levels of protection.
The results shown by Table 8 depend on the number of users in each category
of connections (e.g users with 2 neighbours, users with 3 neighbours...) and
the number of selﬁsh neighbours that each honest user has (level of isolation).
Selﬁsh users were selected at random and for this reason it is possible to have
a honest user with 6 neighbours who is less isolated than a honest user with
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Table 6
Results on honest users for a social network of 400 users with 20 % of selﬁsh participants
category

% exposed users

average position

deviation

1 neighbour

99.57% ± 0.14

1.02

0.02

2 neighbours

87.33% ± 0.37

1.15

0.14

3 neighbours

55.10% ± 0.47

1.61

0.40

4 neighbours

36.02% ± 0.51

2.07

1.09

5 neighbours

15.35% ± 0.54

2.76

1.47

6 neighbours

4.33% ± 0.31

3.64

1.99

7 neighbours

1.84% ± 0.37

4.19

2.60

8 neighbours

0% ± 0

5.36

2.54

9 neighbours

0% ± 0

5.57

1.87

10 neighbours

0% ± 0

6.50

2.02

Table 7
Results on honest users for a social network of 400 users with 40 % of selﬁsh participants
category

% exposed users

average position

deviation

1 neighbour

97.43% ± 0

1.02

0.02

2 neighbours

82.37% ± 0.67

1.15

0.13

3 neighbours

62.57% ± 0.52

1.61

0.21

4 neighbours

33.82% ± 0.58

2.07

0.80

5 neighbours

32.68% ± 0.33

2.76

0.82

6 neighbours

9.21% ± 0.32

3.64

1.07

7 neighbours

5.36% ± 0.14

4.19

1.93

8 neighbours

0% ± 0

5.36

2.42

9 neighbours

0% ± 0

5.57

2.51

10 neighbours

0% ± 0

6.50

2.88

7 neighbours. Note that there is a really low number of honest users in each
category and this fact cause the results to vary a lot between categories (e.g
only 40% of the users with 6 connections were exposed but 75% of the users
with 7 connections were exposed).
As a conclusion, Table 8 shows that when the percentage of selﬁsh users is high
(social network of 400 users with 80 % of selﬁsh participants), our proposal
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Table 8
Results on honest users for a social network of 400 users with 80 % of selﬁsh participants
category

% exposed users

average position

deviation

1 neighbour

100% ± 0

1.00

0.00

2 neighbours

60.42% ± 1.17

1.36

0.34

3 neighbours

74.75% ± 0.27

1.25

0.22

4 neighbours

58.83% ± 0.37

1.50

0.47

5 neighbours

50% ± 0

1.80

0.30

6 neighbours

40% ± 0.66

1.60

0.58

7 neighbours

75% ± 0

1.25

0.60

8 neighbours

40% ± 0

1.80

0.37

9 neighbours

17.66% ± 0.75

2.33

0.41

10 neighbours

0% ± 0

2.00

0.40

does not protect properly the privacy of the users that follow the protocol. In
this situation, only the honest users with 10 connections have enough chances
to stay safe from isolation. Nevertheless, we claim that the % of selﬁsh users is
expected to be low because all selﬁsh users are unable to protect their privacy
(they are punished by the system). According to that, we consider that these
results are acceptable.

5.3 Comparison with a random system

In this section, we compare the presented system with a scheme that follows
the same protocol but it randomly chooses which queries should be submitted/forwarded and to whom they should be sent. That is, if a certain user Ni
has k neighbours, she sends her own queries to the WSE with a probability
of 1/(k + 1), and forwards them to one of her k neighbours with the same
probability.
Both schemes use the same mechanism to prevent selﬁsh users from damaging
the system. The purpose of this comparison is to show how our procedure
overcomes a straightforward proposal that follows a similar approach.
The random system was simulated with the same set-up as our proposal in a
social network with 400 honest users. As a result, all the users were exposed.
Even the users with 10 connections were proﬁled by the WSE. This situation
happens because the users do not consider the proﬁle exposure level. Instead
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of that, they distribute uniformly their queries to their neighbours and these
neighbours also distribute them to their own connections. The result of this
process is that these users submit signiﬁcantly less queries to the WSE than
the origin user. Thus, the origin user’s proﬁle is not hidden among her group
of neighbours.
In addition to that, the number of queries sent to each user is not considered
either. Therefore, users with only a few connections can send too many queries
to the same neighbours. This may activate the mechanism that prevents selfishness. If it happens, these users will be exposed.
We next compare the proﬁle of a certain user U with 5 connections when she
uses our proposal and when she uses the random scheme. Table 9 shows the
proportion of queries submitted by U which have been generated by U herself
(Own), by her neighbours and by the rest of the social network. This table
presents the diﬀerences between the two systems. It can be observed that in
our proposal, the proportion of queries generated and submitted by U (Own)
was hidden among her group of neighbours. In the random approach, U was
exposed.
Table 9
Proportion of queries submitted by a certain user with both systems.

6

Random proposal

Our proposal

Own

33.19 %

6.29 %

1st neighbour

8.88 %

25.10 %

2nd neighbour

4.88 %

8.67 %

3rd neighbour

5.72 %

12.80 %

4th neighbour

7.76 %

6.07%

5th neighbour

3.75 %

3.84 %

Others

35.82 %

37.23 %

Deployability issues

Our approach uses a special type of social network where anonymity is enforced
for nodes which are not directly related. This particular type of social networks
was introduced in [29].
In the same way, users of instant messaging applications are only aware of
their own neighbours. Examples of this kind of applications are Windows Live
Messenger, Skype or Google Talk among others.
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According to that, the ideal approach would be to integrate our scheme into
one of these already developed instant messaging applications. However, these
well-known infrastructures depend on a central entity which knows (or is able
to know) all relations between users. If that central entity is honest and preserves the privacy of the users (it does not share any information about the
users with web search engines or other entities), this solution is the best for
implementing our protocol.
Nevertheless, we consider that the trustworthiness of the central entity usually
cannot be guaranteed. Note that it is common for the central entity and the
web search engine to be owned by the same party (for example Google talk
and Google). In that case, we require a distributed social network (without a
central node that manages it) which supports our scheme.
The social networks that we envisage are formed by several nodes which are
connected between them. These nodes are expected to be permanently connected to the network due to the use of ﬂat-rate broadband connections to the
Internet. Nevertheless, some of these nodes can become oﬀ-line at some point
for several reasons. Even worse, these nodes can become on-line again with a
diﬀerent IP address. That situation can aﬀect the connectivity between nodes
and, as a result, the social network functionality.
We next explain the behaviour of our distributed social network (DSN) in
three common situations:
• A user is invited to join the DSN. There is no central node, thus a user Ui ,
willing to join a DSN for ﬁrst time, should be invited by a current member
Uj of the DSN. According to that, Ui should have some kind of relation in
real life with Uj prior to become part of the DSN. Then, that real relation
is represented in the DSN by a direct connection between both users. To
establish a direct connection, two users must exchange their current IP
addresses. It can be easily done by sending an invitation e-mail from Uj to
Ui . To guarantee security and authentication between the two parties, we
propose to use PGP [45] or a similar application. At the end of this process,
each user writes down the IP address of the other in her neighbour address
list.
• A user interacts with the DSN. Let us imagine a user Ui who wants to
forward a query q to one of her neighbours. In this situation, Ui will select
one IP address from her neighbour address list. Then, Ui will use that IP
address to contact the selected user and ask her to accept q.
• A user becomes on-line in the DSN with a diﬀerent IP address. There is no
central node managing the DSN and users rely on their neighbour address
list to get in touch. This means that a certain user who gets her IP address
changed for some reason must tell her neighbours (she can do it by using her
neighbour address list) about this modiﬁcation. There is a problem when
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two users (Ui and Uj ) directly connected change their addresses at the same
time. In this case, Ui must tell Uj about the modiﬁcation but Uj ’s IP address
is outdated too. The same occurs in Uj ’s side. The straightforward solution
to re-establish the connection between Ui and Uj is to send the invitation
via e-mail like when a user in invited to join the DSN for the ﬁrst time.
• A participating user goes oﬀ-line in the middle of a protocol’s execution. Our
proposal works without direct interaction from the users. Thus, they can
disconnect their computers while the system is providing service to others.
As a result, some participating users might go oﬀ-line in the middle of a
query/answer forwarding. This situation can be harmful for the system.
The straightforward solution to this issue is the use of time-outs like the
ones used in the TCP/IP protocol. In this way, if an answer has not been
received before a certain timeout, the user who has generated the query
sends it again. This process must be executed by the origin user because
she is the one interested in receiving the answer and she cannot know which
user has become oﬀ-line.
Other possible solutions are the following: (i) send the same query to
several users. This solution can create important problems (by ﬂooding) to
the network, hence it should be carefully evaluated before being deployed;
and (ii) in a social network with trust values, they can be used to punish the
unreliable users. Note that, users who occasionally interrupt some queries
can recover their trust values if they handle new requests from other users.

7

Concluding remarks

Protecting the privacy of the users who use web search engines is an important
issue. Nevertheless, this protection should be oﬀered without harming the
service provided to the users. This problem has not been deeply addressed in
the literature.
We have described in this paper a new protocol which preserves the privacy
of the users by distorting their proﬁles. The distorted proﬁles still allow the
users to get a proper service from the WSEs.
Our proposal is based on the two following assumptions: (i) the proliferation of
home computers equipped with ﬂat-rate broadband connection to the Internet.
This implies that computers can be permanently connected to the network;
and (ii) the gradual introduction of social networks.
The simulated performance of our proposal shows that it can be successfully
deployed in real environments because: (i) it provides an acceptable query
delay; (ii) it oﬀers privacy to users who have a reasonable number of direct
connections; and (iii) it works properly in scenarios with users who do not
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follow the protocol.
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