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Abstract
Statistical disclosure control (SDC) and artiﬁcial intelligence (AI) use similar tools
for diﬀerent purposes. This work describes the common elements of both areas to increase their synergy.
SDC is a discipline that seeks to modify statistical data so that they can be published
(typically by National Statistical Oﬃces) without giving away the identity of any individual behind the data. When dealing with individual data (microdata in SDC jargon),
both SDC procedures and AI knowledge integration procedures use similar principles
for diﬀerent purposes (masking data vs. improving its quality). Similarities can also be
found for methods evaluating re-identiﬁcation risk in SDC and data mining tools for
making data consistent.
This paper explores those methodological connections with the aim of stimulating
interaction between both ﬁelds. In particular, data mining turns out to be a common
interest of both ﬁelds.
 2003 Elsevier Science Inc. All rights reserved.
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1. Introduction
This work tries to highlight and characterize some relationships between the
way statistical disclosure control (SDC) and artiﬁcial intelligence (AI) deal with
individual data. We show that, although the goals in both areas are completely
diﬀerent, similar techniques are already being applied. The objective of this
paper is to stimulate interaction and increase synergy between researchers in
both ﬁelds.
The production of oﬃcial statistics by National Statistical Oﬃces (NSOs)
can be regarded as a process with three main steps: data collection, data
processing and data dissemination. The last step is essential to justify the resources spent and the large amount of information being collected on individuals and organizations. Thus data dissemination should preserve the
informational content of collected and processed data as much as possible
whilst guaranteeing that particular individuals cannot be re-identiﬁed (disclosure control problem). If NSOs fail to protect the disseminated data against reidentiﬁcation, individual respondents will probably complain and/or refuse to
collaborate in future data collections. The usual approach to protecting the
released data is to distort them in some way before publication. The distortion
should be small enough to preserve data utility, but it should be suﬃcient to
prevent conﬁdential information about an individual from being deduced or
estimated from the released data. Equivalently, both the information loss and
the disclosure risk associated to the released data should be kept small. The
methods that attempt to perform such a nontrivial distortion are collectively
known as statistical disclosure control methods (or SDC methods for short,
[15,58]).
NSOs release two kinds of data through their statistical databases: tabular
data (tables with cells containing aggregated data) and microdata sets (sets of
records, each containing information about an individual entity such as a
person, household, business, etc.). While there is a long experience in table
dissemination, microdata dissemination is a much more recent activity (ﬁrst
attempts in the late 80s). SDC methods for microdata are usually known as
masking methods and are currently a hot research topic. From what has been
said above, masking methods inherit the diﬃcult goal of achieving a balance
between information loss and disclosure risk. Up to now, several masking algorithms have been proposed, some of which are analogous to methods used in
the AI framework, and more speciﬁcally in the areas of machine learning and
knowledge acquisition.
In machine learning, models are built from a set of examples. A typical case
is to have a set of n examples with m þ 1 attributes (or variables) each. The
general approach is to learn the behaviour of the m þ 1th attribute once the
values of the other m attributes are already known. A common goal in this
setting is to design error-resilient procedures (e.g., see Chapter 5 in [39]) be-
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cause only algorithms with such characteristics can be applied to real environments. The interesting point is that examples with a certain number of
errors can be viewed as ‘‘distorted’’ examples stemming from a single (nonexistent) correct example. Some methods that are successful in the case of
errors in data are the ensemble of classiﬁers. This corresponds to building a
model from the combination of several other, say, ‘‘partial’’ models. This
approach leads to good results with respect to the trade-oﬀ bias/variance (see
[32] for a particular method and [29] for a review of the approach). A process
similar in nature to the ensemble of classiﬁers but diﬀerent as to the procedure
can be found in knowledge acquisition.
Knowledge acquisition for knowledge-based systems (KBS) is the process of
modeling when the model is built by a domain expert [21]. In this process, the
knowledge engineer and the expert are involved in the development of a model
based on the expertise of the latter. To aid in this task, several algorithms and
methodologies have been developed that infer concept descriptions from a
given set of training examples. Now, if sets of examples come from several
experts rather than from a single one, knowledge integration techniques are
required to combine all the information into a single KBS (see [42] for a detailed description of the advantages and disadvantages of considering more
than one expert). To do so, the knowledge of all experts is assumed (implicitly
or explicitly) to be similar. In this case, diﬀerences in descriptions of the same
examples can be regarded as distortions caused by diﬀerent points of view. The
diﬀerent cases a knowledge engineer or an automatic system has to deal with
are analyzed in [24].
As shown above, machine learning and knowledge acquisition share with
SDC techniques the notion of data distortion. However, while this distortion is
intentional in the case of SDC techniques, it is accidental in AI. Thus, while
SDC methods are designed to cause distortion, methods in AI try to overcome
it.
An additional topic that is present in both areas is re-identiﬁcation and
record linkage (data cleaning following data base jargon). Re-identiﬁcation
happens when information from the same individual appearing in diﬀerent ﬁles
(for the sake of simplicity we only consider pairs of ﬁles) is identiﬁed. Record
linkage attempts re-identiﬁcation by linking records corresponding to the same
individual.
Re-identiﬁcation is used by National Statistical Oﬃces to evaluate to what
extent a masking method is enough to protect the data. After the masking
process, masked data are compared with original data and re-identiﬁcation
procedures are applied to ﬁnd out whether, given a masked record, the corresponding original one can be identiﬁed.
On the other hand, in the ﬁelds of data bases and data mining, re-identiﬁcation is used to make databases consistent. It is a common problem that information is not centralized but distributed among several users. In this case, it
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is often the case that the information on a particular individual (supplier, client, . . .) is not expressed in a uniﬁed way. For example, names of individuals
(or companies) or addresses are encoded using diﬀerent abbreviations or
transcribed with some errors. In this case, it is diﬃcult to ﬁnd all the records
that relate to the same individual and, therefore, queries to the system or the
knowledge inferred from the database will be incorrect. To relate the records of
the ﬁles that correspond to the same individuals and to make the ﬁles consistent, re-identiﬁcation techniques are applied.
Therefore, while re-identiﬁcation is a requirement when building applications on distributed databases, it is a threat for respondent conﬁdentiality in
the context of oﬃcial statistics.
In this paper, we describe some of the methods used in SDC to cause distortion in data and the types of distortion present in databases used for machine learning. We also describe the use of aggregation operators both in SDC
and in AI. The interest of this comparison is twofold. On one hand, awareness
of methodological similarities strengthens the possibility of synergy between
SDC and AI. On the other hand, we show that, in some cases, SDC techniques
and AI techniques are inverse.
In Section 2, the use of data distortion both in SDC and AI is discussed and
compared. In Section 3, the roles of data aggregation in both disciplines are
analyzed. Section 4 is a conclusion.

2. Data distortion
Both in the SDC and the AI contexts, information is expressed using a
common structure and diﬀerences lie only in the jargon in use. Information is
represented as a two-dimensional database where one dimension corresponds
to the set of objects (or elements, individuals, persons) and the other is the set
of attributes (or variables). The database contains a value for each pair (object,
attribute), so that it can be modelled as a function
V : O ! DðA1 Þ  DðA2 Þ      DðAm Þ
where O denotes the set of objects, A1 ; A2 ; . . . Am are the attributes and DðAi Þ
denotes the domain of attribute Ai .
In SDC, the goal is to supply the user with a database V 0 similar to V (i.e.,
with low information loss) in such a way that
(1) disclosure risk (i.e., risk of re-identiﬁcation) is low.
(2) The results of user analyses (e.g. regressions, means, etc.) on V 0 should be
‘‘similar’’ to the results that would be obtained on V .
In machine learning techniques for real applications, only the existence of
the database V 0 is assumed. Equivalently, only a database subject to errors is
known.
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In knowledge acquisition with a single expert, we have a case analogous to
machine learning: a database V 0 is known which is an approximation of the
(unknown) ideal database V . In knowledge acquisition with a set E of experts,
a set V0E ¼ fVe0 ge2E of databases is available, where Ve0 is the database resulting
from expert e. Each Ve0 is an approximation of the ideal V . Several techniques
have been developed to build a single KBS from a set of databases, so that the
resulting KBS approximates the one that would be obtained from the ideal
database V . For example, the technique [54] builds a single V 0 from all Ve0
coming from e 2 E and this V 0 approximates V .
Although in machine learning and knowledge acquisition errors are assumed to be accidental, error injection (i.e. data distortion) techniques are also
being used for testing purposes:
• Machine learning techniques are often extensively tested under increasing
levels of noise to prove their usefulness and determine their robustness for
real problems [45]. To do so, several ﬁctitious domains exist that enable a
predeﬁned amount of data to be generated for a given percentage of noise:
LED [8], Parity [37], SGP/2 [4]. As a result, several databases V10 ; V20 ; . . . with
an increasing percentage of errors are obtained from an initial database V .
Data in Vi 0 are distorted and the distortion (and consequently the loss of information) increases with i.
• Techniques that use information from several experts can be tested for robustness in a similar way. In [56], a methodology for data distortion was introduced which generates several data sets from a single one by applying
diﬀerent distortion methods.
In Subsection 2.1, the main distortion techniques used in SDC are recalled.
In Subsection 2.2, distortion techniques that have been used in AI are listed. In
Subsection 2.3, the pros and cons of data mining (understood as model
building from distorted data) for SDC are explored. Subsection 2.4 highlights
some synergies and analogies.
2.1. Intentional distortion in SDC
There is a wide range of masking methods for microdata. See [1,15,58] for
details and a comprehensive survey. We next outline some of them, so that
similarities with AI distortion can be appreciated:
Additive noise: If the original data are X , the masked data Y are computed as
Y ¼X þ
where  is independent noise with the same covariance as X (see [6,36,50] for
details). With this method, means and covariances can be preserved, but
conﬁdentiality may not be satisfactory [23].
Global recoding: Several categories of an attribute are combined to form new
(less speciﬁc) categories (see e.g. [47,49]).
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Local suppression: Certain values of individual attributes are suppressed
with the aim of increasing the set of records agreeing on a combination of key
values. Ways to combine local suppression and global recording are discussed
in [10] and implemented in the l-Argus SDC package [31].
Microaggregation: Original microdata are grouped into small aggregates or
groups. The average over each group is published instead of the original individual values [2,9]. Means are preserved and, if data are sorted using multivariate criteria before forming groups and groups have variable size, the
impact on correlations between attributes and the ﬁrst principal component
can be fairly moderate [40]. See [13] for details of microaggregation for
quantitative attributes and [14] for a review of results for both quantitative and
qualitative attributes.
Resampling: A bootstrap sample z01 ; . . . ; z0n is obtained by drawing from the
original (qualitative) microdata z1 ; . . . ; zn , n times and with replacement. It can
be shown that the frequencies in the bootstrap sample are expected to be those
in the original microdata. See [12] for a survey on resampling methods.
PRAM: The post-randomization method (PRAM) [38] is a probabilistic,
perturbative method for disclosure protection of qualitative attributes in microdata ﬁles. In the masked ﬁle Y , the scores on some qualitative attributes for
certain records in the original ﬁle X are changed to a diﬀerent score according
to a prescribed probability mechanism, namely a Markov matrix. The Markov
approach makes PRAM very general, because it encompasses data perturbation, data suppression and data recoding. PRAM information loss and disclosure risk largely depend on the choice of the Markov matrix and are still
(open) research topics [27].
Multiple imputation: This method [46] relies on releasing simulated microdata created by multiple imputation techniques based on the original microdata. A way to perform multiple imputation is on an attribute-by-attribute
basis, using a randomized regression (with normal errors) to impute missing
values of each quantitative attribute [35].
Camouﬂage: Vector camouﬂage [26] is a method for giving unlimited, correct numerical responses to ad hoc queries to a database while not compromising conﬁdential numerical data. No probabilistic assumptions are made and
optimization techniques are used to camouﬂage the sensitive data vector (exact
answer) in an inﬁnite set of vectors, thus providing an interval answer. The
information loss is the transformation of a point answer into an interval
answer.
General methods: The concept of matrix masking is a generalization that
encompasses a number of methods discussed above (additive noise, microaggregation, PRAM, etc.). If the original data are X , the matrix-masked data Y
are computed as
Y ¼ AXB þ C
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Table 1
Original records for Example 1
Illness



Sex

Marital status

Town

Age

Heart
Pregnancy
Pregnancy
Appendicitis
Fracture
Fracture








M
F
F
M
M
M

Married
Divorced
Married
Single
Single
Widow

Barcelona
Tarragona
Barcelona
Barcelona
Barcelona
Barcelona

33
40
36
36
33
81

Table 2
Masked records for Example 1
Illness



Sex

Marital Status

Town

Age

Heart
Pregnancy
Pregnancy
Appendicitis
Fracture
Fracture








M
F
F
M
M
M

Married
Widow/er-or-divorced
Married
Single
Single
Widow/er-or-divorced

Barcelona
–
–
Barcelona
Barcelona
Barcelona

33
40
33
40
36
81

where A is a record-transforming mask (i.e. object-transforming), B is an attribute-transforming mask and C is a displacing mask (noise) [19].
Example 1. Tables 1 and 2 illustrate the application of masking methods. We
consider ﬁrst, in Table 1, a set of original (unmasked) records deﬁned over the
variables ‘‘Illness’’, ‘‘Sex’’, ‘‘Marital Status’’, ‘‘Town’’ and ‘‘Age’’. Then, in
Table 2, the same records are displayed. The following masking methods are
considered for building 2: local suppression (for variable ‘‘Town’’), global recoding (for variable ‘‘Marital Status’’, values ‘‘widow/er’’ and ‘‘divorced’’ are
recoded as ‘‘widow/er-or-divorced’’) and rank swapping (for variable ‘‘Age’’).
2.2. Accidental distortion in machine learning and knowledge acquisition
Machine learning techniques usually consider the following types of accidental data distortion:
Intrinsic noise: Data coming from the real world usually convey intrinsic
errors. The exact value is usually not known but an approximate value is
available instead. Models are built with the available data.
Missing values: Some of the values in the database are missing. Two possibilities are considered: attribute not applicable to the object, or unknown
value for a certain example. Diﬀerent ways for considering missing values are
reviewed in [28,43] (for classiﬁcation using decision trees) and [22] (for EM
algorithms).
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Low granularity: Values are given in a coarse scale. For example, we could
get ordinal temperatures (i.e. values ‘‘very cold’’, ‘‘cold’’, ‘‘cool’’, etc.) instead
of numerical temperatures.
Input errors: Filling the database inevitably introduces some errors in the
original data (e.g. divergences among Iris databases used by several diﬀerent
research groups are reported in [5]). These ‘‘typing’’ errors cannot be distinguished from intrinsic noise.
Example 2. A machine learning system applied to the data in Table 2 for
building a model for the variable ‘‘Illness’’ will be faced with these types of data
distortion: low granularity (due to global recoding in variable ‘‘Marital status’’), input errors (due to rank swapping in variable ‘‘Age’’) and missing
values (due to local suppression in variable ‘‘Town’’).
In addition to the above kinds of accidental data distortion, intentional
distortion is sometimes used to reduce the granularity of the information. This
is the case of discretization (or quantization) of continuous attributes. The
reason for discretizing is that some machine learning algorithms cannot accept
continuous attributes, because they have been designed for symbolic domains,
where the attributes are deﬁned by means of linguistic attributes. There is a
broad literature on discretization methods (some of which are reviewed in [57]).

2.3. Overcoming distortion: re-identiﬁcation and data mining
Data mining [30] is the search for relationships and global patterns that exist
in large databases, but are ‘‘hidden’’ among the vast amounts of data, such as
the relationship between patient data and their medical diagnosis. These relationships represent valuable knowledge about the individuals in the database
and, if data have been well collected, of the real world recorded by the database. Data mining systems use machine learning techniques to create models
that simplify but help to understand a given environment.
Two data mining techniques for overcoming data distortion are:
Re-identiﬁcation: As pointed out in the introduction, re-identiﬁcation happens when data on the same individual but from diﬀerent data ﬁles are successfully linked. Record linkage is a re-identiﬁcation mechanism used to link
records that correspond to the same individual. These techniques are currently
applied by NSO and by companies. The typical application in both cases is
when the ﬁles share a set of common variables. In this case, diﬃculties in the reidentiﬁcation appear due to the presence of distorted data. See [44] for a review
on the problems these methods have to face and [16] for the main approaches
considered in the literature. In particular, re-identiﬁcation procedures based on
probability distributions (probabilistic record linkage) and based on similarity
functions (distance based record linkage) have been developed. See [20,59] for a
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review and a state of the art (including a formal description) of probabilistic
record linkage.
Recent developments in the ﬁeld of data mining consider re-identiﬁcation
for non-common variables. This is of interest when considering data ﬁles
sharing a set of individuals that describe similar information (e.g., correlated
variables). Re-identiﬁcation for non-common variables is based on the existence of some relationships between individuals that are kept across ﬁles. These
relationships imply some underlying structures in both ﬁles that (i) can be
obtained through the manipulation of the data and (ii) can be, afterwards,
related through a re-identiﬁcation mechanism. For example, in [7,53], the
underlying structure considered was a set of partitions of the individuals. These
relationships (i.e., partitions) were established using clustering algorithms.
After applying the same clustering algorithms to both ﬁles, re-identiﬁcation
procedures linked the clusters obtained for one ﬁle with the clusters obtained
for the other ﬁle. A diﬀerent approach was described in [52] based on building
diﬀerent prototypes for each individual.
Model building: A typical application of data mining techniques is to obtain
the model for a given variable in terms of the others using some machine
learning techniques.
Example 3 illustrates data mining uses for re-identiﬁcation.
Example 3. Tables 3 and 4 display records from two diﬀerent data ﬁles that
contain information from the same individuals. However, re-identiﬁcation is
not straightforward due to the presence of diﬀerent variables and the existence
of errors in the variables. The availability of models on the variables would
help in the re-identiﬁcation process. For example, it is conceivable to think of a
model relating variables ‘‘Name’’ and ‘‘Sex’’, and of a model relating variables
‘‘Birthday’’ and ‘‘Age’’. Such models could either be supplied by the user or
extracted from data.

Table 3
Records for Example 3 corresponding to ﬁle A
Illness



Room
number

Sex

Marital
status

Town

Age

Heart
Pregnancy
Pregnancy
Appendicitis
Fracture
Fracture












201
305
309
215
412
412

M
F
F
M
M
M

Married
Divorce
Married
Single
Single
Widow

Barcelona
Tarragona
Barcelona
Barcelona
Barcelona
Barcelona

32
39
35
35
32
80
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Table 4
Records for Example 3 corresponding toc ﬁle B
Name
David
Anna
Anna
Felip
Ricard
Rafel



Surname

Address

Town

Birthday

c/
c/
c/
c/
c/
c/

Barcelona
Tarragona
Barcelona
Barcelona
Barcelona
Barcelona

5/Aug/1970
15/Apr/1963
9/Oct/1967
6/Mar/1967
4/Feb/1970
23/Apr/1922

Antoni Gaudi
Ausias March
Pau Casals
Casanovas
Joan Miro
Joan Miro

Data mining can be both a threat or a help to statistical conﬁdentiality,
depending on how and by whom it is used [11]:
• With statistical databases, it is straightforward to see that data mining techniques threaten statistical conﬁdentiality. This is the case when using the
models on the variables in Example 3. Another situation corresponds to
the case when a model is discovered that speciﬁes a relationship between a
sensitive attribute (e.g. ‘‘Illness’’) and some seemingly innocuous attributes
(e.g. ‘‘Room Number’’ in a hospital). Then, even if the sensitive attribute
is disclosure-protected (e.g. the variable ‘‘Illness’’ is removed from Table
3), its original values can be inferred using the model constructed by the data
mining system. Re-identiﬁcation techniques that link original data and
masked data can also result in undesired disclosure.
• Data mining can also be beneﬁcial if data mining tools are routinely included in SDC software packages. In this way, protection of a data set could
be done in two stages:
(1) The data protector ﬁrst protects the original data set using the statistical
disclosure control techniques oﬀered by the package.
(2) The data protector uses the data mining tool on both the original and
the ‘‘protected’’ data set. The goal is to ﬁnd models that yield the original values of sensitive attributes in terms of the attributes in the protected data set. If data mining yields good approximations to, say,
suppressed cell values, then the data protector should return to stage 1.
2.4. Interim discussion: distortion synergy
It is not diﬃcult to see that there are strong analogies between the distortion
algorithms used in SDC and AI. A few connections are next listed:
• The intrinsic noise and the input error considered in machine learning can be
actually modelled as additive noise as described in Section 2.1.
• The phenomenon of missing values in machine learning is the accidental version of local suppression in SDC.
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• Low granularity and discretization error inherent to the use of some machine learning algorithms are in fact analogous to the global recoding principle used for SDC.
The above methodological connections show that SDC can take quite a few
lessons from advances in AI, and conversely.
In SDC, it is important to know that AI methods exist which try to overcome data distortion. Also, new developments on re-identiﬁcation techniques
cause new threats to SDC. In particular, Section 2.3 justiﬁes why data mining
methods should be considered by SDC developers.
As mentioned in Section 1, knowledge integration techniques combine
(distorted) descriptions from several experts to obtain a single (ideally undistorted) description. Thus, we can state the following properties:
Property 1. If there is a knowledge integration technique that can reconstruct an
original data set out of n different distorted versions of the data set, then statistical confidentiality is compromised if more than n different SDC-protected
versions of the same confidential data set are released.
Property 2. Information loss in SDC is inversely proportional to the reconstruction capabilities of knowledge integration and re-identification techniques.
Disclosure risk is proportional to these reconstruction capabilities.
An additional use of AI for SDC is related to discretization methods.
These methods map continuous attributes onto a set of labels. In fact, labelling methods exist which give semantics to labels by generating intervals or
fuzzy sets for each label value. The same idea could be applied when using
global recoding for SDC; the new (less granular) values could be associated a
semantics in the form of fuzzy intervals deﬁned on the old (more granular)
scale.
AI can in turn beneﬁt from SDC by being aware that a very rich array of
distortion techniques are available from SDC. As a consequence, new possibilities exist for developing model building techniques in the presence of these
new distortions. These techniques have to take into account how distortion is
produced by Statistical Oﬃces (i.e., distortion introduced to ﬁles is not random) in order to build a model from distorted data which is as similar as
possible to the one that would be derived from the original data.

3. Aggregation
Together with distortion, aggregation is another principle that is present
both in SDC and AI. Just like for distortion, the role of aggregation is diﬀerent
in each of both ﬁelds.
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Section 3.1 deals with the use of aggregation to hide information in SDC.
Section 3.2 explains how aggregation can be a tool for gaining information in
the AI context. In Section 3.3, some synergies are identiﬁed.
3.1. SDC: aggregation to hide information
In SDC, aggregation is actually used as a distortion technique. This is the
case of microaggregation for quantitative attributes described in Section 2.1.
Original microdata are grouped into small aggregates or groups. The average
over each group is published instead of the original individual values. The
result is that the published microdata set is a distorted version of the original
one.
The same aggregation principle is the basis of the SDC methods for protecting tabular data, which are not dealt with in this paper. The idea is that
each published cell in a statistical table should correspond to an aggregate of
individuals (objects); there should be at least k individuals contributing to the
cell value, and no individual should dominate (e.g. contribute too much to) the
cell value. In this way, publication of tables of aggregate values does not lead to
straightforward disclosure of individual information.
3.2. AI: aggregation to gain information
The use of aggregation techniques in AI is radically diﬀerent. Their purpose
is to increase the knowledge of a system, and they are mainly used in two
situations: decision making and domain representation.
Decision making: When a decision is to be made by the system, it may
happen that there are several decision criteria rather than a single one. This
situation, known as the multicriteria decision making problem, is usually
solved in two stages:
1. Aggregation. For each alternative, the degrees of satisfaction of the various
criteria are aggregated.
2. Ranking. The alternatives are ranked with respect to the aggregated degree
of satisfaction.
Domain representation: To obtain a good representation of an environment,
a knowledge acquisition system needs to gain knowledge which is both reliable
and comprehensive (encompassing the whole domain or environment). If a
single information source (expert, sensor, etc.) is used, reliability may be poor
or the view of the domain may be too narrow. A better strategy is to combine
the information provided by several sources; doing so leads to higher reliability
and accuracy and may provide the system with perceptions which would not be
obtainable from a single sensor or expert.
Combination functions used in AI aggregation are deﬁned according to the
objects to be synthesized. Consequently, they depend on the formalism of the
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knowledge representation. In fact, as pointed out by [25], this dependence
causes the selection of a combination function to face the problem of choosing
an adequate formalism in addition to the intrinsic problem of deciding which
are the properties that should be satisﬁed by the function. Thus, there exist
functions for several formalisms, e.g. for combining probability distributions
[25], mass functions, fuzzy sets [17], data matrices [3], rules, preference relations
(both quantitative [33] and qualitative [34]) or classiﬁcations (in several ﬂavors,
such as dendrograms [55] or partitions [41]).
For each formalism, several functions have been deﬁned, each one having
proper properties for certain applications.
For example, when the objects to be synthesized are numerical values (e.g.
numbers in the [0,1] interval), two classical aggregation functions are considered: the arithmetic mean and the weighted mean. A few years ago, Yager [60]
deﬁned the OWA operator, which is an alternative combination function for
synthesizing numerical values.
Both the weighted mean and the OWA operator combine values according
to a set of weights. The main diﬀerence is the meaning that the set of weights
have in each function. On one hand, the weighted mean allows an aggregated
value to be computed by the system from values corresponding to several
sources while taking into account the reliability of each information source
(assuming that the weight attached to each source measures its reliability).
Alternatively, the OWA operator allows weighting the values according to
their ordering. Thus, a system using OWA can give more importance to a
subset of the input values than to another subset. For instance, the inﬂuence of
extreme values on the result can be diminished, thus increasing the inﬂuence of
central values. Furthermore the OWA operator is commutative, and yields the
same result on any permutation of the arguments.
We can rephrase the above paragraph in a slightly diﬀerent manner so that a
generalization of OWA will naturally follow. On one hand, weights in the
weighted mean measure the importance of an information source regardless of
the value that the source has captured. On the other hand, weights in the OWA
measure the intrinsic importance of the value (with respect to the other ones)
regardless of the information source that captured it. A third operator called
WOWA [51] has been deﬁned to combine the advantages of the weighted mean
and the OWA operator: the idea is to allow the user to weight the reliability of
the information source, as the weighted mean does, and the values with respect
to their relative position, as OWA does.
3.3. Interim discussion: aggregation synergies
In Section 2, it was argued that distortion techniques were more developed
in SDC than in AI. It is the opposite for aggregation. Techniques like OWA
and WOWA could be successfully applied to SDC, and more generally to
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oﬃcial statistics. In the latter disciplines, extreme values are normally a
problem, because they either lead to disclosure or at least have an undesirable
impact on averages. Therefore, it would make sense to use OWA or WOWA in
such a way that the weight of extreme values is very low.
Another strong point of AI aggregation is that it can deal with qualitative
data. This is, for example, the case of the Sugeno integral [48] where only
ordinal scales are required. Thus, one could envision extending microaggregation to protect qualitative attributes against disclosure.
On the other hand, the application of microaggregation techniques in AI is
also possible. In fact, some data mining methods for large databases use
techniques analogous to microaggregation (and also other SDC-related
methods such as resampling) for scaling down the data set. This is the case of
the work by DuMouchel et al. [18] that, roughly speaking, corresponds to the
application of microaggregation to reduce the number of records (prior the
application of data mining algorithms).

4. Conclusions and directions for future work
Distortion and aggregation have been shown to be two basic principles
underlying both SDC and AI techniques such as machine learning and
knowledge acquisition.
While SDC introduces intentional distortion (error injection) to protect
microdata sets against disclosure, AI techniques try to overcome accidental
errors by combining data coming from several sources (machine learning
patterns coming from diﬀerent sensors, descriptions given by several experts,
etc.) to reach a common data set. If we disregard the nature of distortion, the
goals of SDC and AI turn out to be inverse. The power of AI techniques to
reconstruct an original data set from several distorted versions of it implies an
upper bound on the number of disclosure-protected versions of the same data
set that can be released. Open research topics related to distortion include the
following:
• AI knowledge integration techniques would beneﬁt from considering the
wide range of distortion techniques that have been designed for SDC of microdata.
• Machine learning techniques (especially those applied to data released by
NSOs) should consider SDC intentional distortion in the databases used
for learning.
• Data mining is both a threat and a stress test for SDC protection methods.
SDC techniques have to be aware of data mining methods to avoid disclosure.
As outlined above, AI tries to neutralize accidental errors by combining data
from several sources. Aggregation is the basic tool used in this context. A
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number of aggregation functions have been developed in the ﬁeld of AI; they
allow aggregation of qualitative data and also weighted aggregation where the
weight of a value does not only depend on the source it comes from, but also
on the value itself. In contrast, the use of aggregation in SDC is far
less developed, being restricted to releasing averages of quantitative attributes
computed over small aggregates rather than the actual attribute values (microaggregation). Open research topics related to aggregation include the following:
• Extend microaggregation for qualitative attributes.
• Apply OWA and WOWA to compute the released averages in a way that the
inﬂuence of extreme values is reduced (extreme values often turn out to be
conﬁdential in oﬃcial statistics).
• Based on this new ﬁeld of application for OWA and WOWA, extract new
requirements that can lead to new aggregation operators.
From what has been said above, it follows that joint research between the
SDC and the AI communities should be encouraged. Knowledge and techniques that may seem classical to one community can result in substantial
improvements for the other communityÕs task.
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