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updated about the sending vehicle’s driving-related information, such as location, speed, turning intention, and driving
status.
The security and efﬁciency in VANETs face many challenges due to the open broadcasting of wireless communications and the high-speed mobility of the vehicles. It
is obvious that any malicious behavior of the user, such
as injecting beacons with false information, or modifying
and replaying the disseminated messages, could be fatal
to the other users. Furthermore, privacy must be achieved
in the sense that the vehicle related privacy information
should be protected so that an attacker can be prevented
from collecting vehicle messages, tracking locations, and
inferring sensitive data. Meanwhile, the authorities should
be able to trace the identities of message senders in case
of a trafﬁc dispute. To satisfy the security and efﬁciency
requirements, it is a prerequisite to develop a suite of
elaborate protocols to achieve security, privacy, and efﬁcient
message authentication before vehicular networks can be
practically deployed.
Strong authentication is desirable to validate each message
sent by the On Board Units (OBUs). In IEEE Standard
1609.2 [2], strong authentication was achieved by using a
signature scheme. However, classic signature schemes that
sequentially verify the messages may fail to satisfy the realtime requirement in vehicular communications. Robustness
and efﬁciency are the two basic requirements for strong
authentication in VANETs [3–5]. Message authentication,
integrity and non-repudiation, as well as privacy preservation
are identiﬁed as primary requirements. Another important
issue is veriﬁcation performance. According to the DSRC
protocol, an RSU may communicate with hundreds of OBUs
and each OBU will periodically transmit a safety or trafﬁc
message (beacon) to the nearest RSU via a common DSRC
channel. The beaconing rate ρ typically ranges from 3 to
10 beacons per second, with ρ = 10 currently considered
as necessary for safety applications. Therefore, even in a
normal trafﬁc scenario, it is a very rigorous requirement for
any RSU using classic signature schemes to verify a mass
of messages in real-time. The delay caused by verifying a

Abstract—Vehicular networks are gaining popularity because vehicular communications are able to help minimize
accidents, improve trafﬁc conditions, etc. To avoid malicious
attacks and potential abuse, employing digital signatures is
widely recognized as the most efﬁcient approach for vehicular
networks. However, when the number of signatures received
by a roadside unit (RSU) becomes large, a scalability problem
emerges immediately: it can be difﬁcult for the RSU to
sequentially verify every received signature within 100-300ms
as required by the current Dedicated Short Range Communications (DSRC) broadcast protocol. Jiang et al. proposed a robust
and efﬁcient signature scheme for vehicular-to-infrastructure
communications, called binary authentication tree. In this
paper, we show that their binary authentication algorithm is
insecure to at least two attacks. The ﬁrst attack shows that the
original binary authentication algorithm is universally forgeable under chosen-message attacks, i.e. the attacker can forge
other vehicles’ authentication on any message under chosenmessage attack. The second attack shows that the original
binary authentication algorithm is universally forgeable, i.e.,
the attacker can forge other vehicles’ authentication on any
message at will. Although Jiang et al.’s scheme is insecure, it
can be repaired. Using the binary authentication tree model,
we repair their scheme in order to make it provably secure
and efﬁcient.
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I. I NTRODUCTION
Vehicular Ad-hoc Networks (VANETs) have attracted
extensive attention in recent years for their promise of
revolutionizing the human driving modes and transportation
systems. Smart vehicles have embedded computers, Global
Positioning System (GPS), short-range wireless network
interfaces, and potentially wireless access to the internet.
With these equipments, vehicles can communicate with
each other (V2V: Vehicle-to-Vehicle) or with roadside units
(RSU) which are connected to the internet (V2I: Vehicle-toInfrastructure). Vehicular communication over the wireless
medium employs the Dedicated Short Range Communications protocol (DSRC, [1]). According to the DSRC
protocol, each vehicle in a VANETs broadcasts a trafﬁc
safety message every 100-300ms, which keeps other vehicles
978-0-7695-4808-1/12 $26.00 © 2012 IEEE
DOI 10.1109/iNCoS.2012.27
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Table I
N OTATIONS AND DESCRIPTIONS

bulk of signatures may radically impede the transmission
throughput and impair the system scalability. A possible
promising approach to improve the veriﬁcation efﬁciency is
to employ batch veriﬁcation [6–11], which permits verifying
a large number of signatures simultaneously instead of
sequentially. This decreases the number of time-consuming
operations, especially when authenticating a large number
of signatures.
To address the aforesaid security and performance issues,
Jiang et al. proposed a robust and efﬁcient signature scheme
for V2I communications, called binary authentication tree
(BAT, [12]). They claimed that the scheme features the following notable properties. (1) Robustness: The BAT scheme
can resist attacks with bogus messages, since each RSU
can quickly distinguish the bogus messages from all the
authentic ones; hence, the scheme can efﬁciently tolerate, to
a large extent, message ﬂooding attacks. (2) Efﬁciency: The
BAT scheme efﬁciently eliminates the performance bottleneck due to signiﬁcantly reduced computational overhead.
Therefore, the authors of BAT claimed that their scheme
can meet the security and efﬁciency requirements for V2I
communications with low message transmission overhead,
identity privacy, and traceability. They claimed that the
proposed BAT scheme is the ﬁrst one to include evaluated
theoretical boundaries of veriﬁcation complexity for the
batch veriﬁcation of identity-based signatures under adverse
attacks, which can be used to guide the balance between
security and performance. However, we found that BAT is
vulnerable by cryptanalysis. Two attack methods are given.
In order to design a robust and efﬁcient signature scheme
for V2I communications, we improved Jiang et al.’s BAT
scheme and gave a formal security proof.
The remainder of the paper is organized as follows. In
Section II, preliminaries related to the proposed research are
given, including the application model, the pairing concept
and the batch veriﬁcation concept. In Section III, the review
of Jiang et al.’s scheme was given. In Section IV, two
attack methods are presented. In Section V, we gave our
improved BAT scheme and the corresponding security proof.
The conclusions are given in Section VI.

Notations
s
Ppub
IDi
P IDi
SKi
||
h(·)
H(·)
EK (·)
DK (·)
Vi
Mi
αi


Descriptions
The private master key of the TA
The public key of the TA
The real identity of the Vehicle Vi
The pseudo identity of the Vehicle Vi
A private key of the Vehicle Vi
Message concatenation operation
A one-way hash function
A MapToPoint hash function
Symmetric encryption with key K
Symmetric decryption with key K
The i-th vehicle
A message sent by vehicle Vi
A signature sent by vehicle Vi
Bitwise XOR operation

1) RSU: An RSU serves as a gateway connecting the
vehicles within its transmission range to the Internet.
2) Vehicles: A vehicle periodically exchanges messages
with the RSU within its range. Each vehicle is equipped with sensing and processing units, called OnBoard Units (OBUs).
3) TA (Trusted Authority): The TA server, as the key
distribution center, is responsible for generating and
assigning related parameters for the vehicles and RSUs, and identifying a malicious identity for any
dispute events.
4) SP (Service Provider): The SP or Application Server
is responsible for collecting the trafﬁc-related information.
5) VRS (Vehicle Registration Site): The VRS is responsible for registrating the vehicles.
An RSU may communicate with hundreds of OBUs at the
same time within its communication range, using the DSRC
broadcast protocol, the designated protocol for vehicular
networks. Each vehicle uses its private keys to sign messages
and then sends them to its neighboring RSU, while each
RSU is in charge of authenticating the received messages.
B. Identity-based Cryptography and Bilinear Pairings

II. P RELIMINARIES

Identity-based cryptography (IBC) is a type of public-key
cryptography in which the public key of a user is his or her
unique identity information. As an important IBC scheme,
the pairing-based IBC scheme can offer lower transmission
cost compared with the traditional RSA-based schemes, due
to the smaller signature overhead. We brieﬂy introduce the
bilinear pairing as follows.
Let G1 and G2 , respectively, be a cyclic additive group
generated by P and a cyclic multiplicative group with the
same prime order q, i.e., |G1 | = |G2 | = q. Let e : G1 ×
G1 → G2 be a bilinear map, which satisﬁes the following
properties:

A. Application Scenario Model
In this section, we ﬁrst give the description of the application scenario model, followed by the introduction of identitybased cryptography and the bilinear pairings, which are the
foundation of the proposed BAT scheme. At last, we give
the concept of batch veriﬁcation. The notations throughout
this paper are listed in Table I.
As shown in Figure 1, we consider the representative Vehicle-to- Infrastructure communications architecture,
which includes:
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proposed a small exponents test technique to overcome this
security problem. Current batch veriﬁcations are efﬁcient
at verifying many signatures done by one signer. Boyd
et al. have attacked and repaired some batch veriﬁcation
schemes [20]. H. C. Jung et al. developed two batch veriﬁcation algorithms using sparse exponents of small weights
[21]. Ferrara et al. introduce new batch veriﬁers for a wide
variety of regular, identity-based, group, ring and aggregate
signature schemes [22]. We make use of the pairing-based
batch veriﬁers concept from [22].
P Setup is an algorithm that, on input the security parameter 1τ , outputs the parameters (q, P, G1 , G2 , e), where
G1 , G2 are of prime order q. Pairing-based veriﬁcation equations are represented by a generic pairing based claim X
corresponding to a Boolean relation of the following form:
k
ci ?
i=1 e(fi , hi ) = A

Service provide B
Service Provider A

Trusted Authority

Internet
RSU

Vehicle Registration Site

RSU

Figure 1.

Application scenario model

for k ∈ poly(τ ) and fi , hi ∈ G1 , and ci ∈ Zq∗ ,
for each i = 1, · · · , k. A pairing-based veriﬁer Verify for a generic pairing-based claim is a probabilistic
poly(τ )-time algorithm which on input the representation
{A, f1 , · · · , fk , h1 , · · · , hk , c1 , · · · , ck } of a claim X, outputs
accept if X holds and reject otherwise. We deﬁne a batch
veriﬁer for pairing-based claims.
Deﬁnition 1 (Pairing-based Batch Veriﬁer): Let
P Setup(1τ ) → (q, P, G1 , G2 , e). For each j ∈ [1, η],
where η ∈ poly(τ ), let X(j) be a generic pairing-based
claim and let Verify be a pairing-based veriﬁer. We deﬁne
a pairing-based batch veriﬁer for Verify as a probabilistic
poly(τ )-time algorithm which returns:
1) accept if X(j) holds for all j ∈ [1, η];
2) reject if X(j) does not hold for some j ∈ [1, η] except
with negligible probability.

1) Bilinearity: ∀Q, R, S ∈ G1 and a, b ∈ Z, e(R, Q +
S) = e(Q + S, R) = e(Q, R)e(S, R).
2) Non-degeneracy: ∃Q, R ∈ G1 such that e(Q, R) =
1 G2 .
3) Computability: ∀Q, R ∈ G1 , there is an efﬁcient
algorithm to calculate e(Q, R).
Such a bilinear map e can be constructed by the modiﬁed
Weil [13] or Tate pairings [14] on elliptic curves. A group
with such a map e is called a bilinear group, on which the
Computational Difﬁe-Hellman (CDH) problem is assumed
hard while the Decisional Difﬁe-Hellman (DDH) problem is
easy to solve [15]. For instance, given unknown a, b, c ∈ Zq
and P, aP, bP, cP ∈ G1 , it is recognized that there exists
an efﬁcient algorithm to determine whether ab = c mod
q by verifying e(aP, bP ) = e(P, cP ) in polynomial time
(DDH problem), while there exist no efﬁcient algorithms to
compute abP ∈ G1 with non-negligible probability within
polynomial time (CDH problem).

III. R EVIEW OF J IANG ET AL .’ S S CHEME
Based on a new data structure called BAT, Jiang et al.
propose a robust and efﬁcient signature scheme for vehicular
communications. Jiang et al.’s binary authentication tree
algorithm consists of the basic signature scheme and the
binary authentication tree algorithm. The binary authentication tree algorithm is based on the basic signature scheme.
We brieﬂy describe them as follows.

C. Batch Veriﬁcation
Batch veriﬁcation can reduce large computational cost
when multiple signatures are veriﬁed together. When a collection of signatures pass the batch veriﬁcations, the veriﬁer
accepts all the signatures as valid. Otherwise, the collection
is rejected. The idea of batch cryptography was introduced
by Fiat [8, 16]. In 1994, Naccache et al. [17] proposed the
ﬁrst DSA batch veriﬁcation scheme. The authors introduced
batch veriﬁcation to verify several DSA signatures at once,
which is much more efﬁcient than sequential veriﬁcation
of individual DSA signatures. The pre-proceedings version
of [17] paper included an additional interactive batch veriﬁer.
Lim and Lee [18] showed that this version is not secure since
any attacker can easily forge multiple individual signatures
to make a false batch veriﬁcation valid. Bellare et al. [19]

A. Basic Signature Scheme
It mainly consists of four algorithms: setup, extract,
sign and verify. There are three parties:the TA(i.e., trusted
authority), the vehicle (signer), the RSU (veriﬁer).
Setup: TA generates the following parameters
(G1 , G2 , g, e, H, h). G1 and G2 are a cyclic additive
group and a cyclic multiplicative group with the same order
q. g is a generator of the cyclic multiplicative group Zq∗ .
e : G1 ×G1 → G2 is a bilinear map. H is a MapToPoint hash
function and h is a one-way function. TA randomly picks
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s ∈ Zq∗ as its secret master key and computes Ppub = sP
as its public key.
Extract: When a legitimate signer Vi registers with the
TA, it submits her unique identity IDi ∈ {0, 1}z to the TA,
where z ∈ Zq∗ . TA picks {w, vi,1 , vi,2 , · · · , vi,z } ∈ Zq∗ and
computes

<0,0>

<1,0>

<2,0>

P Ki∗ = {g vi,1 , · · · , g vi,z },
KT Vi,k = g vi,k w ,
P IDi,k = EKT Vi,k (g vi,k
IDi ),
P IDi∗ = {P IDi,k |k = 1, 2, · · · , z},

<3,0>

<1,1>

<3,1>

<3,2>

<3,3>

Figure 2.

where KT Vi,k is the secret key. T A uses the pseudo identity
in P IDi∗ to derive the corresponding signature key SKi∗ =
{SKi,k |k = 1, 2, · · · , z} as SKi,k = sH(P IDi,k ).
Finally, TA delivers the corresponding security parameters
{G1 , G2 , q, P, Ppub } and {P IDi∗ , SKi∗ , P Ki∗ } to Vi .
Sign: To sign a message m ∈ {0, 1}∗, Vi picks a random
pseudo identity P IDi,k ∈ P IDi∗ and picks a random ri ∈
Zq∗ and computes:

<2,2>

<2,1>

<3,4>

<3,5>

<2,3>

<3,6>

<3,7>

Binary authentication tree

signature scheme. All the signatures {αk1 , αk1 +1 , · · · , αk2 }
can be veriﬁed by checking if the following equation holds:
e(

k2


i=k1

Fi , P ) = e(

k2


i=k1

(Ei + h(Mi , Ei )H(P IDi )), Ppub )

where k1 = 2h−l v and k2 = 2h−l (v + 1) − 1.
For instance, as shown in Figure 2, leaf node < 3, 0 >
is associated with the signature α1 of vehicle V1 , while
the inner node < 2, 3 > is associated with the aggregate
signature α<2,2> = {α5 , α6 } for vehicles V5 and V6 . The
root node < 0, 0 > is associated with the whole signatures
α<0,0> = {α1 , · · · , α8 }.
Thus, the group-based authentication can noticeably reduce the computational cost, especially when verifying a
large number of aggregate signatures. The computation cost
to verify k signatures mainly consists of k multiplications,
k one-way hashes, and 2 pairing operations.

Ei = ri P ,
Fi = ri Ppub + h(Mi , Ei )SKi,k
where Mi = {P IDi ||g vi,k ||H(P IDi )||mi }, g vi,k is associated with SKi,k . Let αi = (Ei , Fi ). Vi sends (Mi , αi ) to
the veriﬁer.
Verify: Upon receiving the message-signature pair
(Mi , αi ), the RSU veriﬁes the validity of the signature
(Mi , αi ) by checking if
e(Fi , P ) = e(Ei + h(Mi , Ei )H(P IDi,k ), Ppub )
B. Binary Authentication Algorithm

IV. C RYPTANALYSIS OF J IANG ET AL .’ S B INARY
AUTHENTICATION A LGORITHM

Due to the time-consuming pairing operation, verifying
the messages sequentially would result in a performance
bottleneck for each RSU and impair the system scalability.
Jiang et al. introduce an alternative veriﬁcation algorithm
for increased efﬁciency and robustness, based on the following novel BAT data structure. Without loss of generality,
assuming that there are n = 2h vehicles {V1 , · · · , Vn }
and the corresponding signatures {α1 , · · · , αn }, a binary
authentication tree can be constructed as follows:
1) Each leaf node (h, v) in BAT is associated with the
signature αi+1 = (Ei+1 , Fi+1 ) of vehicle Vv+1 , where
(h, v) is the v-th node at the h-level;
2) Each inner node (l, v), for l ≤ h−1, is associated with
an aggregate signature α(l,v) = {αk1 , αk1 +1 , · · · , αk2 }
of all the signatures in the leaf nodes of the subtree
rooted at (l, v), where k1 = 2h−l v and k2 = 2h−l (v +
1)−1. The root node is an aggregate signature α(0,0) =
{α1 , · · · , αn } associated to all signatures at the leaf
nodes.
For
the
2h−l
message-signature
pairs,
{(Mk1 , αk1 ), (Mk1 +1 , αk1 +1 ), · · · , (Mk2 , αk2 )}, where
αi = (Ei , Fi ) for i = k1 , k1 + 1, · · · , k2 is the basic

We now show that Jiang et al.’s binary authentication
algorithm cannot resist the forgery attack. Of course, this
algorithm was not proven secure in the original paper. We
think that resisting forgery is the most fundamental security
requirement for a batch authentication algorithm. Loosely
speaking, secure signature schemes should prevent an adversary from generating valid signature on ”unauthentic”
documents (i.e., documents that were not approved by the
legitimate signer). According to the concept of unforgeable
signature [23], we give the concept of unforgeable batch
veriﬁcation signature.
Deﬁnition 2: For a probabilistic oracle machine, M , we
denote QO
M (x) the set of queries made by M on input
x and access to oracle O. As usual, M O (x) denotes the
output of the corresponding computation. We stress that
O
QO
M (x) and M (x) are dependent random variables that
represent two aspects of the same probabilistic computation.
A batch veriﬁcation signature scheme is unforgeable if
for every probabilistic polynomial-time oracle machine M ,
every positive polynomial p, and all sufﬁcient large n, it
holds that
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P r[Vv1 ,···,vk ((α1 , β1 ), (α2 , β2 ), · · · , (αk , βk )) = 1 & ∃i ∈
{1, · · · , k}, Vvi ((αi , βi )) = 1, where (si , vi ) ← G(1τ ),
1
(αi , βi ) ← M Ssi , i ∈ {1, · · · , k}] < p(x)
where the probability is taken over the coin tosses of algorithms G, S, V , as
well as over the coin tosses of machine M .

can be easily proven as follows:
e(

k2


i=k
1

= e(

i=j

= e(

A batch veriﬁcation signature is secure (or unforgeable) if
every feasible chosen message attack succeeds with at most
negligible probability. According to the attack model, two
attack methods are given as follows. Finally, we analyze the
feasibility of the two attack methods.



i=j

Fi , P )

{Fi∗ + ri Ppub } + rj Ppub + h(Mj , Ej )SKj , P )
{hi ĥ−1
i (sÊi + ĥi SKi ) + ri Ppub } + rj Ppub

+h(Mj , Ej )SKj , P )

= e( {hi ĥ−1
i Êi + hi H(P IDi ) + ri P } + rj P +
i=j

h(Mj , Ej )H(P IDj ), Ppub )
k2



= e(( Ei∗ + rj P ) +
Ei +
H(Mi , Ei )H(P IDi ),
i=j

i=k1

i=k1

A. Attack 1

Thus, this forged batch veriﬁcation signature can pass the
veriﬁcation. The adversary can forge batch veriﬁcation signatures on any message. This ﬂaw occurs because any signer
is able to cancel out the components of any other user in the
batch veriﬁcation. The basic signature scheme is secure but it
is not secure when batch veriﬁed. Thus, we have proposed
a universal forgery on Jiang et al.’s binary authentication
algorithm.

We will show that universal forgery is possible in the
batch veriﬁcation signature. Assume the attacked inner node
is (l, v). Consider the adversary A queries for the private key
of some vehicle IDj , k1 ≤ j ≤ k2 . Let the forged identity
is IDk , k ∈ {k1 , · · · , j − 1, j + 1, · · · , k2 }. Assume that A
in the training phase queries for the signature of vehicle
IDk on message M̂k , k ∈ {k1 , · · · , j − 1, j + 1, · · · , k2 }.
The signature is of the form Eˆk = r̂k P , F̂k = r̂k Ppub +
h(M̂k , Êk )SKk , for k ∈ {k1 , · · · , j − 1, j + 1, · · · , k2 } and
a random unknown r̂k ∈ Zq∗ .

B. Attack 2
This attack shows that any vehicle P IDi ∈ {P IDk1 ,
P IDk1 +1 , · · · , P IDk2 } can impersonate other vehicles to
generate a batch veriﬁcation signature α(l,v) = {αk1 ,
αk1 +1 , · · · ,
αk2 }. The signature can pass the batch veriﬁcation. We next
detail how the forgery works. Suppose that the attacker is
P IDk1 , without loss of generality.
For i = {k1 + 1, k1 + 2, · · · , k2 }, P IDk1 randomly picks
Mi ∈ {0, 1}∗, Ei , Fi ∈ G1 , r ∈ Zq∗ , Mk1 = {0, 1}∗, and
computes:

The adversary does the following steps to
forge a batch veriﬁcation signature on messages
{Mk1 , · · · , Mj−1 , Mj+1 , · · · , Mk2 }.
1)
2)
3)
4)
5)

i=j

Ppub )
k2

= e(
(Ei + h(Mi , Ei )H(P IDi )), Ppub )

Pick random rk ∈ Zq∗ and set Ek = rk P ;
Set hk = H(Mk , Ek ), ĥk = H(M̂k , Êk );
Set Ek∗ = hk ĥ−1
k Êk ;
Set Fk∗ = hk ĥ−1
k F̂k ;
Set Fk = Fk∗ + rk Ppub

E = rP, Ek1 = E −

k2


(Ei + h(Mi , Ei )H(P IDi ))

i=k1 +1

The signature on Mk by vehicle IDk is σk = (Ek , Fk ),
k ∈ {k1 , · · · , j − 1, j + 1, · · · , k2 }.

F = rPpub + h(Mk1 , Ek1 )SKk1 , Fk1 = F −


k=j

Fi

i=k1 +1

Making use of the private key SKj , the adversary A signs
a random message Mj as follows.
1) Pick random rj ∈ Zq∗ and set Ej = rj P +
2) Set Fj = rj Ppub + h(Mj , Ej )SKj .

k2


Let αi = (Ei , Fi ), i = k1 , k1 + 1, · · · , k2 , then
α(l,v) = {αk1 , αk1 +1 , · · · , αk2 } are signatures on messages
{Mk1 , Mk1 +1 , · · · , Mk2 }.
The correctness of the forged batch veriﬁcation signature
can be easily proven as follows:

Ek∗ ;

Then
the
batch
signature
{(Ek1 , Fk1 ), (Ek1 +1 , Fk1 +1 ), · · · , (Ek2 , Fk2 )} can pass
the batch veriﬁcation but almost certainly none of the
signatures is correct.

e(

k2


Fi , P ) = e(F, P )

i=k1

= e(rPpub + h(Mk1 , Ek1 )SKk1 , P )
= e(E + h(Mk1 , Ek1 )H(P IDk1 ), Ppub )

The correctness of the forged batch veriﬁcation signature
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= e(Ek1 +

k2


veriﬁcation will become meaningless. Speciﬁcally, when
l = h − 1, the probability of success of the two attacks is
1. Second, when the veriﬁer chooses several random nodes
of signatures to verify, according to the BAT algorithm, the
number of children of the inner node (l, v) is 2h−l+1 − 2.
Then, the above probability of success of the above two
h−l+1
1
1
attacks is 1 − 2 2h −2 = 1 + 2h−1
− 2l−1
. When l = h − 1,
1
the probability of success is 1− 2h−1 . So, our attack methods
can succeed with a large probability.
According to the above analysis, our two attacks are
feasible from the points of view of efﬁciency and success
probability.

(Ei + h(Mi , Ei )H(P IDi ))

i=k1 +1

+h(Mk1 , Ek1 ) × H(P IDk1 ), Ppub )
k2

= e(
(Ei + h(Mi , Ei )H(P IDi )), Ppub )
i=k1

The above attack shows that it is easy for a vehicle
to forge other vehicles’ signatures on any message. The
forged signatures can pass the veriﬁcation of the binary
authentication algorithm . Thus we have proposed another
universal forgery on the Jiang et al.’s binary authentication
algorithm.

V. O UR I MPROVED BAT SCHEME

C. Feasibility Analysis of the Two Attacks

In light of the aforementioned weaknesses, we have improved Jiang et al.’s signature scheme for vehicular networks
using a binary authentication tree. The vehicle’s signature
and binary authentication tree are the same as in Jiang et
al.’s scheme. The difference lies in the phase of veriﬁcation.
Consider
2h−l
message-signature
pairs,
{(Mk1 , αk1 ), (Mk1 +1 , αk1 +1 ), · · · , (Mk2 , αk2 )}, where
αi = (Ei , Fi ) for i = k1 , k1 + 1, · · · , k2 is the basic
signature scheme. All the signatures {αk1 , αk1 +1 , · · · , αk2 }
can be veriﬁed using the following steps:
1) Choose random vector ak1 , ak1 +1 , · · · , ak2
∈
∗ 2h−l
;
{Zq }
2) Check whether the following equation holds:

According to the security model of the batch veriﬁcation
signature, our two attacks can succeed against Jiang et
al.’s binary authentication algorithm. First, we analyze the
efﬁciency of the two attacks. Second, we analyze the success
probability of both attacks when the original approach was
ﬁxed by adding some computation overhead. We analyze
the two attacks for attacking the inner node (l, v). Supposed that there are n = 2h vehicles, and k1 = 2h−l v,
k2 = 2h−l (v + 1) − 1, l < h.
The two attacks can succeed in the unforgeability model
of the batch veriﬁcation signature, i.e., the attacker can get
batch veriﬁcation signature on a message that has not been
queried to the Sign oracle. For the ﬁrst attack, the attacker
needs 4(k2 − k1 ) + 3 scalar multiplication operations and
2(k2 − k1 ) + 1 point addition operations in the group G1 ,
and (k2 − k1 ) sign queries to the Sign oracle. For the second
attack method, the attacker needs k2 −k1 +2 scalar multiplication operations, 2(k2 − k1 ) + 1 point addition operations
and 2 inverse operations in the group G1 . According to
elliptic curve cryptography, the most expensive operation
is the pairing. The scalar multiplication, point addition,
and inverse operation have less computation cost than the
pairing. Hence, our two attack methods are computationally
feasible.
When the original approach was ﬁxed by adding some
computation overhead, we analyze our two attack methods. Speciﬁcally, the veriﬁer can choose several levels of
signatures to verify. Or, the veriﬁer chooses several nodes
of signatures to verify. First, when the veriﬁer can choose
several levels of signatures to verify, according to the BAT
algorithm, the veriﬁer only needs to choose the deepest level
to verify. When the deepest level passes the veriﬁcation,
other levels also can pass the veriﬁcation. So, we only
consider the chosen deepest level. Suppose that the chosen
deepest level is the t-level, where t is chosen randomly.
When t < l, the above two attacks can succeed. The
probability of success is not less than 1 − h−l
= hl . In
h
order to reduce the computation overhead, the veriﬁer would
be willing to choose small t < h. Otherwise, the batch

e(

k2


i=k1
k2


= e(

i=k1

ai Fi , P )
(ai (Ei + h(Mi , Ei )H(P IDi ))), Ppub )

where k1 = 2h−l v and k2 = 2h−l (v + 1) − 1.
A. Security Analysis
The improved scheme is the same as the original scheme
except the veriﬁcation phase. Thus, it can also offer some
conventional security properties for vehicular communications, such as identity privacy and identity traceability.
Although Jiang et al. claimed message integrity, they did
not give any formal proof. Schemes without formal proofs
may have security weaknesses. Our attacks show this point.
We give the formal proof of unforgeability.
Theorem 1: Let F be a forger who performs an existential
forgery attack against our scheme with adaptively chosen
message and given identity, within a time bound T with
probability  in the random oracle model. The forger F
queries the oracles Hash, Extract, Sign at most qh , qE , qS h +qS )
, then the CDH
times, respectively. If  ≥ 10(qh +1)(q
2k
problem can be solved with probability ≥ 19 and within run
E )T
time ≤ 23(qh +q
.

Due to the constraint of page limit, we omit the proof
here.
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n signatures with k ≥ 1
fake signatures
((k + 1) log 2 (n/k) + 4k − 2)
Cpar + (2(n − 1)k + n)Cmul
((k + 1) log2 (n/k) + 4k
−2)Cpar + nCmul
(2n + 2)Cpar
4nCmul

B. Performance analysis
Let Cmul denote the time cost to perform one point
multiplication over an elliptic curve, and Cpar the time of
a pairing operation. Since these operations dominate the
veriﬁcation overhead, we neglect all the other light-weight
operations. Table II gives the comparison of four signature
schemes in terms of veriﬁcation overhead for n authentic
single signatures and n signatures with k bogus signatures,
respectively.
The improved scheme has the same pairing computation
times as the BAT scheme. The performance analysis of the
schemes Basic, ECDSA and BAT can be found in Jiang
et al.’s paper [12]. The differences between our improved
scheme and BAT lie in the computation of Cmul . In the
case of n authentic signatures, our improved scheme needs
3nCmul although BAT needs nCmul . In the case of n
signatures with k fake signatures, for every fake signature,
our scheme can identify it with log2 n veriﬁcations at most
and needs (2log2 n+1 − 1)Cmul = (2n − 1)Cmul more
operations than BAT. Thus, it needs at most (2n − 1)kCmul
more operations than BAT.
From Table II, we know that our improved scheme is
more efﬁcient than Basic and ECDSA. At the same time, it is
less efﬁcient than BAT. However, since BAT is insecure, our
improved scheme is an attractive option. Note also that, since
ECDSA is not an identity-based signature scheme, extra
operations are needed to verify the public key certiﬁcate.
Thus, the overall message veriﬁcation time for ECDSA will
be larger.
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