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ABSTRACT
Generating synthetic data is a well-known option to limit disclosure
risk in sensitive data releases. The usual approach is to build a model
for the population and then generate a synthetic data set solely
based on the model. We argue that building an accurate population
model is difficult and we propose instead to approximate the original
data as closely as privacy constraints permit. To enforce an ex
ante privacy level when generating synthetic data, we introduce a
new privacy model called ε-synthetic privacy. Then, we describe a
synthetic data generation method that satisfies ε-synthetic privacy.
Finally, we evaluate the utility of the synthetic data generated with
our method.
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1

INTRODUCTION

The development of data science has boosted the demand for access
to microdata sets, that is, data sets whose records correspond to
individual subjects. Microdata sets can be generated in-house or
by external parties that release them for secondary use. Microdata
release faces two competing objectives that must be reconciled.
On the one side, the privacy of the subjects to whom the records
correspond must be preserved, and this is usually attained by modifying the original data. On the other side, the released data must
preserve the utility of the original data as much as possible; that is,
the released data must retain enough detail and accuracy. Statistical
disclosure control (SDC) [6, 7, 12], also known as anonymization,
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comprises a variety of techniques whose aim is to find an appropriate trade-off between utility and privacy. These techniques are
classified in three broad categories according to the kind of data
modifications they perform: perturbative masking (methods that
modify the original data without preserving their truthfulness),
non-perturbative masking (methods that reduce the level of detail
of the original data while preserving their truthfulness) and synthetic data (methods that build a new data set from scratch based on
a model of the original data). The focus of this paper is on synthetic
data sets.
When building a synthetic data set, there are two possible views
of the original data. We may think of the original data set as containing a sample from an underlying population or as containing
the whole population of interest. When the original data set is
regarded as a sample, the confidential attribute values are only
known for individuals in the sample; then a model relating the
confidential attributes and the non-confidential attributes is built
based on the sample; after that, the population is resampled and
the confidential attributes for the resampled individuals (of which
only the non-confidential attributes are known) are computed from
their non-confidential attributes using the model, which yields the
synthetic data set. When the original data set is viewed as containing the whole population, disclosure risk limitation is attained by
replacing by simulated values the original attribute values of these
individuals.
Generating a fully synthetic data set [18] takes three steps: (i)
a model for the population is proposed, (ii) the proposed model
is adjusted to the original data set, and (iii) the synthetic data
set is generated by drawing from the model (without any further
dependency on the original data). The utility of fully synthetic data
sets is highly dependent on the accuracy of the adjusted model. If
the adjusted model fits well the population, the synthetic data set
should be as good as the original data set to make inferences on
the population. In this sense, synthetic data are superior in terms
of data utility to masking techniques (which always lead to some
utility loss). This advantage of synthetic data is, however, mostly
theoretical, as (except for any relations between attributes that
are known beforehand) the model must be built from the analysis
of the original data. Thus, proposing a model that appropriately
captures all the properties of the population is, in general, not
feasible: there may be dependencies between attributes that are
difficult to model or, even, to observe in the original data. Given that
only the properties that are included in the model will be present
in the synthetic data, it is important to include all the properties of
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the data that we want to preserve. To reduce the dependency on
the models, alternatives to fully synthetic data have been proposed:
partially synthetic data [16] and hybrid data [4, 15]. Yet, these
alternatives normally result in more disclosure risk than full data
synthesis.
Fully synthetic data generation is regarded as quite safe in terms
of disclosure. Because the synthetic data are generated based solely
on the adjusted model, analyzing the risk of disclosure of the synthetic data can be reduced to analyzing how disclosive is the information that the model incorporates about the original data. Since
this information usually merely consists of some statistical properties of the original data, disclosure risk can be thought of being
intrinsically limited. However, an overfitted model can still produce
synthetic data that disclose too much about the original data. A
privacy model such that satisfying it provides an ex ante privacy
guarantee would make a lot of sense also for synthetic data.

Contribution and plan of this paper
We argue in this paper that current proposals to generating fully
synthetic data sets capture the relations between attributes only to
a limited extent. Instead of relying on partially synthetic or hybrid
data to overcome these limitations, we propose to maximize the
amount of information about the original data that is incorporated
by the model. Of course, doing so increases the risk of disclosure,
so the maximization is necessarily constrained by the tolerable
risk. This motivates us to propose a new privacy model, ε-synthetic
privacy, which gives a guarantee similar to the one of differential
privacy [10]: the generated synthetic data should not reveal the
presence or absence of any individual in the original data set.
In Section 2, background on synthetic data generation and differential privacy is given. In Section 3, we first show that differential
privacy is not suitable to account for privacy in synthetic data; then,
we propose ε-synthetic privacy, that is more suited to this purpose.
In Section 4, we describe a method to attain ε-synthetic privacy for
absolutely continuous attributes. Section 5 reports an assessment
of the utility of the generated synthetic data. Finally, Section 6
contains conclusions and future research directions.

2

BACKGROUND

This section introduces some basic concepts about synthetic data
and also about differential privacy.

2.1

Types of synthetic data sets

By synthetic data we mean simulated data, i.e. data obtained with a
random process. Thus, synthetic data bear no direct relation to any
specific record in the original data set. This is in contrast with perturbative and non-perturbative masking, where each record in the
anonymized data set is obtained from one or more original records.
Three types of synthetic data sets are usually considered: (i) fully
synthetic data sets, where every data item has been synthesized, (ii)
partially synthetic data sets, where only some attributes of some
records are synthesized (usually the ones that present a greater risk
of disclosure), and (iii) hybrid data sets, where the original data are
mixed with the synthesized data.
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2.2

Disclosure risk in synthetic data sets

The generation of a synthesized data item depends only on the
adjusted model. Hence, if the information on the original data
incorporated by the model is not disclosive, the ensuing synthetic
data will be safe. This is the case of existing methods such as
multiple imputation [18], which seeks to preserve the distribution
of the population; IPSO [2], which seeks to preserve the estimates
that can be obtained with the original data; and synthetic data
generated by Latin hypercube sampling [3], which seeks to preserve
the marginal distributions and rank correlations between attributes.
However, limiting the information included in the model also limits
the accuracy of the synthetic data, especially when the original data
have complex interdependencies. Using more flexible models has
been proposed [17], but doing so requires evaluating how much is
the disclosure risk thereby increased.
Although the above holds for synthesized data items in both fully
and partially synthetic data sets, there are important differences
in the disclosure risk limitation provided by these two approaches.
If we view the original data set as a sample of some underlying
population, a fully synthetic data set can be viewed as a resampling
of the population; the population units (individuals) included in the
synthetic data set are randomly selected from the original sample.
Resampling breaks the relation between the population units in
the original and the synthetic data sets and, thus, the risk of reidentification is minimized. This is not the case in partial synthesis,
where the population units in the original data set are the same
population units present in the partially synthetic data set. The
disclosure risk protection in a partially synthetic data set comes
from replacing the values of the original data set with higher risk
of disclosure by simulated values. The simulated values that are assigned to an individual should be representative but are not directly
related to her. Regarding hybrid data sets, we cannot even say that
they are independent from the original data; in fact, the specific
mixture of original and synthetic data determines the amount of
dependence (the more weight given to the original data, the more
dependence between original and hybrid data).
Disclosure risk in synthetic data sets is usually evaluated ex post,
once the synthetic data set has been generated. For example, record
linkage can be used for this assessment [5]. This contrasts with
the approach based on privacy models proposed by the computer
science community [10, 13, 14, 19, 22], that seeks to provide ex ante
privacy guarantees: a privacy model is actually just a specific target
privacy guarantee, which is attained with surety if certain masking
methods with certain parameterizations are used to generate the
protected data from the original data.

2.3

Differential privacy

Differential privacy [8, 10, 11] is a privacy model that has gained a
lot of attention because of the strong privacy protection it offers. It
is defined as follows:
Definition 2.1. (ε-differential privacy) A randomized function K
gives ε-differential privacy if for all data sets D 1 and D 2 differing
at most in one record, and all S ⊆ Ranдe (K ),
Pr(K (D 1 ) ∈ S ) ≤ exp(ε ) × Pr(K (D 2 ) ∈ S ).

A Non-Parametric Model for Accurate and Provably Private Synthetic Data Sets
The definition is illustrated in Figure 1: two data sets D 1 and
D 2 that differ in one record are queried with function f , and the
distributions of the responses Kf (D 1 ) and Kf (D 2 ) differ by a factor of at most exp(ε). That means that the output does not allow
discriminating between D 1 and D 2 . In other words, if r is the record
that differs between D 1 and D 2 , it is not possible to determine the
presence or absence of r in the original data set. Since D 1 and D 2
are arbitrary data sets that differ in one record, record r is also
arbitrary. That is, the disclosure risk incurred by any individual due
to her participation in the data sets is limited. Differential privacy is
a relative measure: it guarantees that the variation in the disclosure
risk between neighbor data sets is similar.

this approach will lead to overfitting but, if we are interested in the
original data rather than in obtaining predictions out of the model,
the only shortcoming of overfitting we should take care of is the
disclosure risk. Thus, we want protected data which stay as close
to the original data as it is possible with tolerable disclosure risk.
This is precisely the usual goal of statistical disclosure control.
To implement our approach, we want to generate a joint distribution that follows as closely as possible the empirical distribution of
the original data. Unlike the usual parametric modeling in multiple
imputation, we take a non-parametric approach. That is, we do
not assume the joint distribution to follow any specific family of
probability distributions; we only assume that the entries in the
original data set are independent from each other.

3.1
P( K f ( D1 )  S )
P( K f ( D2 )  S )

 exp( )

Figure 1: Illustration of ε-differential privacy

3

ACCURATE AND PROVABLY PRIVATE
SYNTHETIC DATA

ARES’17, Aug 29–Sep 1, 2017, Reggio Calabria, Italy

Data model

To analyze the risk of disclosure, we focus on the simplified view
of the synthetic data generation process depicted in Figure 2: a
probability distribution (i.e., a data generation model, not to be
confused with the privacy model mentioned above) is fitted to the
input data and is then repeatedly sampled to generate the synthetic
data set.

Original
data

Adjusted
distribution

Adjust

Synthetic
data

Sample

The specification of the model used for synthetic data generation is
a critical point. A simple choice may be to use a predictive model
Figure 2: Simplified view of the synthetic data generation
based on a sufficient statistic. Such a model lacks the complexity
process
needed to approximate the original data closely in a consistent
manner. Hence, the synthetic data set obtained with such a model
may substantially differ from the original data set, so its utility is
likely to be low (the good side is that its disclosure risk will also be
3.2 Assessing disclosure risk via differential
low). By increasing the complexity of the predictive model (e.g. by
privacy
adding several polynomial terms to a linear regression), we improve
As mentioned above, fitting a distribution too closely to the original
its adjustment to the original data, and hence we obtain synthetic
data would increase the disclosure risk beyond what is acceptable.
data sets that are closer to the original data set. However, an overly
We plan to use a privacy model to assess disclosure in synthetic
complex model has two main shortcomings: on the one hand, it may
data, in order to determine how accurate a data generation model
result in too high a disclosure risk, and on the other hand, it yields
we can afford. We first examine whether we can use ε-differential
worse out-of-sample predictions. In technical terms this is known
privacy. A priori, this privacy model has at least two attractive
as overfitting: rather than capturing the population distribution of
features:
the attributes of the original data set, the model mimics the values
• It provides strong privacy guarantees.
of the original data set. In other words, the bias (the error due
• Generating synthetic data by repeatedly and independently
to the model) is reduced because the model is complex enough
drawing from the data model (as described in Section 3.1) is
to be adjusted to a broader range of scenarios, but the variance
comparable to generating an ε-differentially private output
(the error that results from adjusting the model also to the random
in the sense that in both cases the output is a random
noise in the original data values) is increased. There is a trade-off
draw from a given distribution. Thus, differential privacy
between bias and variance. In general, in predictive models, the
is readily applicable as a privacy model for synthetic data.
goal is to minimize the sum of the errors introduced by both bias
You created this PDF from an application that is not licensed to print to novaPDF printer (http://www.novapdf.com)
and variance.
Unfortunately, the outcome of applying differential privacy to
When generating synthetic data for disclosure risk limitation,
the proposed synthetic data generation process turns out to be
we may take a different approach. Rather than trying to build a
disappointing. The problem is that, if ε-differential privacy is to
predictive model out of the original data, we may seek a model that
be satisfied, the data model cannot mimic the original data set as
approximates the original data as closely as possible. Of course,
closely as it should to obtain useful synthetic data. This problem
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becomes especially serious for large original data sets, as stated in
the following proposition.
Proposition 3.1. Let D 1 and D 2 be two arbitrary data sets that
differ in a single record. Let P 1 and P2 be the probability distributions
used for synthetic data generation that have been fitted to D 1 and D 2 ,
respectively. For any generated synthetic data set of size n to satisfy
ε-differential privacy, the probability distributions P1 and P2 must
differ, at any point, at most by a factor exp(ε/n).
Proof. For differential privacy to hold, the probability of getting
a specific synthetic data set must differ at most by a factor of exp(ε)
between original data sets that differ in one record.
For the case n = 1, the proposition immediately results from the
definition of differential privacy. Let S = {r 1 } be a synthetic data
set of size 1. For differential privacy to hold it must be P 1 (S ) ≤
exp(ε)P2 (S ); that is, P 1 and P2 must differ, at any point, by at most
a factor exp(ε).
Extending the proof to an arbitrary n is simple. We show it
for P1 and P2 being discrete probability distributions. Let S =
{r 1 , . . . ,r n } be a synthetic data set that contains n records obtained
by independently drawing from the adjusted distribution. Since
the records in S are not ordered, we must take into account that
several ordered combinations of records lead to the same S. If
S contains m different records r 1 , . . . ,rm each of them appearing
P
ni times (with m
i=1 ni = n), then the probability of S is P (S ) =
Q
n!
m P (r ) n i . For differential privacy to hold, it must be
i
n 1 !...nm !
i=1
P1 (S ) ≤ exp(ε)P2 (S ). This inequality can be rewritten as
m
Y

m
Y

n!
n!
P 1 (r i ) ni ≤ exp(ε)
P2 (r i ) ni .
n 1 ! · · · nm ! i=1
n 1 ! · · · nm ! i=1
Since r i are arbitrary points in the data domain and the number
P
of repetitions of each r i is also arbitrary (provided that i ni = n),
we have that P 1 and P2 must differ, at any point, by a factor at
most exp(ε/n). To check this, assume there is a point r in the data
domain such that the probabilities P1 (r ) and P2 (r ) differ by a factor
greater than exp(ε/n). If we consider the data set S that contains n
repetitions of r then we have P1 (S ) = P 1 (r ) n and P 2 (S ) = P2 (r ) n ,
and the probabilities P1 (S ) and P2 (S ) differ by a factor greater than
exp(ε).

When n grows, the factor exp(ε/n) in Proposition 3.1 quickly
converges to 1, which implies P1 = P2 and, thus, P1 is not representative of D 1 or P2 is not representative of D 2 anymore (because
D 1 , D 2 ). In the remainder of the section, we propose a privacy
model with strong privacy guarantees (in the line of differential
privacy) that is suitable for the synthetic data generation process
described in Section 3.1. First of all, we introduce some additional
notation.

3.3

Notation

We can view the generation of a synthetic data set as the realization
of a random variable X that outputs the synthetic data set. Let Dds
be set of synthetic data sets that can be generated by the adjusted
model. Then the synthetic data set is generated by drawing from
the random variable X : Ω → Dds . We use PX to refer to the
probability distribution over Dds induced by X .

Figure 3: Relation between the random variable X and the
random vector (Y1 , . . . ,Yn )
Using the random variable X , the synthetic data set is generated
in one shot. However, in Section 3.1 we restricted to a more specific
scenario where the synthetic data set is generated by drawing
from a set of identically distributed random variables, each of them
returning one of the synthetic records. Let Dr be the domain of
the synthetic records and let the identically distributed random
variables used to synthesize the records be Yi : Ω → Dr for i =
1, . . . ,n. We will use PY to refer to the probability distribution over
Dr induced by any of the Yi . Notice that, since a data set is an
unordered n-tuple (rather than an ordered one), the output of the
random vector (Y1 , . . . ,Yn ) is not exactly a data set. To obtain a data
set, we need to compose (Y1 , . . . ,Yn ) with a function that assigns
to every ordered n-tuple its corresponding unordered n-tuple. If
we use U n to refer to such function, we have X = U n(Y1 , . . . ,Yn )
(see Figure 3).

3.4

A privacy model for synthetic data sets

As shown in Section 3.2, differential privacy is not suitable to assess
the disclosure risk in data sets synthesized according to Section 3.1.
This is not a general criticism against differential privacy (which
has resulted in a wealth of contributions also in the context of
data publishing [20, 24, 26, 27]); we only mean that it is not useful
in our context. Relaxations of differential privacy (such as (ε,δ )differential privacy [9] and ε-individual differential privacy [25])
are equally unsuitable. Differentially private data sets are usually
generated by approximating a histogram [26] but, except for simple
data domains, this approach is problematic both in terms of computational complexity and in terms of utility. Alternative approaches
based on records masking with a previous sensitivity reduction
phase have been proposed [20, 24]. The latter approaches are more
computationally efficient and scale better to complex data domains.
What causes the problem described by Proposition 3.1 is that
the condition stated by differential privacy must be enforced even
for synthetic data sets that are not representative of the original
data set. However, when evaluating disclosure risk, we should be
primarily concerned with data sets that are representative of the
original data. By chance, accurate inferences about the individuals
in the original data set could be made from a non-representative
data set, but it unlikely that they qualify as privacy breaches.
In this section, we propose another privacy model with strong
privacy guarantees (similar to the ones of differential privacy) that
is more adapted to the synthetic data generation process described
in Section 3.1.
As previously stated, ε-differential privacy seeks to make the
probability of the response to a query similar between data sets that
differ in one record. In other words, given a response, we want to
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4.1
Original
data

Adjusted
distribution

Synthetic
data

P

differ in
1 record

The privacy model in the continuous case

First, we show that Definition 3.2 can be simplified when X is a.c.
by expressing it in terms of the density function of X evaluated on
data sets D 1 and D 2 that differ in one record.

D1

D
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P( D1 )
 exp( )
P( D2 )

D2

Definition 4.1. We say that an a.c. random variable X : Ω → Dds
is ε-synthetically private if, for all D 1 and D 2 in Dds that differ in
one record, we have
f X (D 1 ) ≤ exp(ε) f X (D 2 ),
where f X is the density function associated to X .
We next show that Definition 4.1 implies Definition 3.2.

Figure 4: Use of ε-synthetic privacy to evaluate the disclosure risk in synthetic data sets

prevent it from being associated to any specific individual. The fact
that we deal with synthetic data allows a different approach to reach
the same objective, based on bounding the ratio of probabilities
between output synthetic data sets that differ in one record. This
yields the following new privacy model:
Definition 3.2. (ε-synthetic privacy) Let X : Ω → Dds be a
random variable that is sampled to generate the synthetic data
set in a single shot. We say that X is ε-synthetically private if, for
all U1 and U2 subsets of Dds whose data sets differ in one record,
we have
PX (U1 ) ≤ exp(ε )PX (U2 ).
When we say in Definition 3.2 that U1 and U2 are subsets of Dds
whose data sets differ in one record, we mean that there are two
records r 1 and r 2 (with r 1 , r 2 ) in Dr such that U2 can be obtained
from U1 by replacing one instance of r 1 by r 2 in each of the data
sets contained in U1 . For technical reasons the above definition is
expressed in terms of subsets of Dds , but the intent of the definition
becomes apparent when dealing with a single data set: U1 = {D 1 }
and U2 = {D 2 }, where D 2 can be obtained from D 1 by replacing
one instance of r 1 by r 2 (see Figure 4).
If X is ε-synthetically private, it is not possible to determine with
enough certainty if any of the records in the generated output data
set was in the original data set. A comparison with ε-differential
privacy may help understand our proposal. Figures 1 and 4 illustrate differential privacy and ε-synthetic privacy, respectively. In
differential privacy, the probability of obtaining an output data set
D 0 is similar between input data sets D 1 and D 2 that differ in one
record r . Therefore, given the output dataset D 0 , it is not possible
to determine whether it came from D 1 or from D 2 . In other words,
it is not possible to determine whether r was in the original data
set D. In ε-synthetic privacy, given the input data set D and an
arbitrary record r , the probability of obtaining as output a data set
D 1 or a data set D 2 that differ in record r is similar. Therefore, it is
not possible to determine if the record r was in the input data set.

4

SYNTHETIC PRIVACY FOR CONTINUOUS
DATA

This section shows how to adjust the data model distribution to the
original data when the random variable X returning the synthetic
data set is absolutely continuous (a.c.).

Proposition 4.2. Let X : Ω → Dds be an a.c. random variable.
If X is ε-synthetically private according to Definition 4.1, then it is
ε-synthetically private according to Definition 3.2.
Proof. Let S 1 and S 2 be subsets of Dds whose data sets differ
in one record in the sense explained right after Definition 3.2 above.
We want to show that PX (S 1 ) ≤ exp(ε)PX (S 2 ).
Let r 1 and r 2 be the records that differ between the data sets in
S 1 and S 2 . Let д : Dds → Dds be the function that when applied
to a data set replaces one instance of r 1 by r 2 . S 2 is obtained by
applying д to each of the data sets in S 1 .
The probability PX (S 1 ) can be computed as the integral of the
density f X over S 1 :
ˆ
PX (S 1 ) =
f X (D 1 ).
D 1 ∈S 1

Since Definition 4.1 holds for X , we have f X (D 1 ) ≤ exp(ε) f X (д(D 1 )).
By substituting in the previous integral we have
ˆ
f X (д(D 1 )).
PX (S 1 ) ≤ exp(ε)
D 1 ∈S 1

As f X ≥ 0 and S ⊆ д−1 (д(S )) we have
ˆ
PX (S 1 ) ≤ exp(ε)

f X (д(D 1 )).
D 1 ∈д −1 (д(S 1 ))
Since D 2 = д(D 1 ) and D 1 ∈ д−1 (д(S 1 )) ⇔ D 2 ∈ S 2 , we

have

ˆ
PX (S 1 ) ≤ exp(ε)

D 2 ∈S 2

f X (D 2 ) = exp(ε)PX (S 2 ).


In both Definitions 3.2 and 4.1, the generated synthetic data set is
viewed as the realization of a random variable X , but in Section 3.3
we mentioned that the synthetic data set was generated by drawing
from a list of random variables Y1 , . . . ,Yn . Let us express the εsynthetic privacy condition in terms of Y1 , . . . ,Yn . Given that the
ε-synthetic privacy condition for an a.c. X can be expressed in
terms of the density f X , we simply need to express f X in terms
of f (Y1,...,Yn ) . For illustration purposes, we consider first the case
Dr ⊂ R and n = 2 (see Figure 5). We can split Dr × Dr (except
by a set of measure 0) into open sets Ui such that the function U n
restricted to each of these sets is bijective and of class C 1 (the open
sets are those above and below the dotted line in the left graph of
Figure 5). Then the density function f X can be expressed in terms
of f (Y1,Y2 ) as
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the previous discussion expressing f X in terms of f (Y1,...,Yn ) , the
ε-synthetic privacy condition can be stated as
X
f (Y1,...,Yn ) (r σ (1) , . . . ,r σ (n) ) ≤
σ ∈Sn

X
exp(ε)

f (Y1,...,Yn ) (s σ (1) , . . . ,s σ (n) ).

σ ∈Sn

As the random variables Y1 , . . . ,Yn are i.i.d., f (Y1,...,Yn ) (y1 , . . . ,yn )
is equal to fY (y1 ) · · · fY (yn ). Thus, the ε-synthetic privacy condition can be rewritten as
X
fY (r σ (1) ) · · · fY (r σ (n) ) ≤
σ ∈Sn

Figure 5: Relation between ordered 2-tuples (to the left) and
unordered 2-tuples (to the right)

exp(ε )

X

fY (s σ (1) ) · · · fY (s σ (n) ).

σ ∈Sn

Now, all terms in the left-hand side summation are equal; thus,
P
the summation σ ∈Sn fY (r σ (1) ) · · · fY (r σ (n) ) equals n!fY (r 1 ) · · · fY (r n ).
P
Similarly, σ ∈Sn fY (s σ (1) ) · · · fY (s σ (n) ) equals n!fY (s 1 ) · · · fY (sn ).
Hence, the ε-synthetic privacy condition can be written as

f X ({r 1 ,r 2 }) =
X
i:{r 1,r 2 } ∈U n (Ui )

f (Y1,Y2 ) (U n−1
|Ui ({r 1 ,r 2 }))|JU n −1 ({r 1 ,r 2 })|.
|Ui

The previous formula may seem rather complex at a first sight,
but it is easily simplified. First of all, for each i, the function U n−1
|Ui
is a Euclidean plane isometry; thus, the Jacobian JU n −1 is either 1
|Ui

or −1. In any case, by taking the absolute value we get 1. Secondly,
the goal of the summation is to consider all the possible ordered
tuples that lead to the unordered tuple {r 1 ,r 2 }. This is more clearly
expressed in terms of permutations. As a result we have:
f X ({r 1 ,r 2 }) =

X

f (Y1,Y2 ) (r σ (1) ,r σ (2) ),

σ ∈S2

where S2 is the set of all possible permutations of two elements.
It is straightforward to generalize the previous formula to data
sets of size n. In this case, the ordered tuples corresponding to the
unordered tuple {r 1 , . . . ,r n } are given by the permutations in Sn
X
f X ({r 1 , . . . ,r n }) =
f (Y1,...,Yn ) (r σ (1) , . . . ,r σ (n) ).
(1)
σ ∈Sn

To avoid losing generality, we have not required the random variables Y1 , . . . ,Yn to be independent from one another. However,
when they are independent, the ε-synthetic privacy condition can
be further simplified and expressed in terms of fY . This is shown
in the following proposition.
Proposition 4.3. Let Y1 , . . . ,Yn : Ω → Dr be independent identically distributed (i.i.d.) random variables with density fY . Let
U n : Drn → Dds be the function that assigns the corresponding
unordered n-tuple to an ordered n-tuple. Then X = U n(Y1 , . . . ,Yn ) is
ε-synthetically private if, and only if, ∀r ,s ∈ Dr \ Z , with Z a set of
measure 0, fY (r ) ≤ exp(ε ) fY (s).
Proof. According to Proposition 4.2, X = U n(Y1 , . . . ,Yn ) is εsynthetically private if, and only if, f X (D 1 ) ≤ exp(ε) f X (D 2 ) for
any two data sets D 1 and D 2 differing in one record. Let D 1 =
{r 1 ,r 2 , . . . ,r n } and D 2 = {s 1 ,s 2 , . . . ,sn } be data sets, where r i = si
for all i ≥ 2 and r 1 = r , s 1 = s are the records that differ. Given

n!fY (r 1 ) · · · fY (r n ) ≤ exp(ε)n!fY (s 1 ) · · · fY (sn ),
and by simplifying (recall that r i = si for all i ≥ 2) we get fY (r ) ≤
exp(ε) fY (s).


4.2

Adjusting the density to the original data
set

We have seen that for i.i.d. absolutely continuous random variables, ε-synthetic privacy requires the density function fY to satisfy
fY (r 1 ) ≤ exp(ε) fY (r 2 ) for any r 1 and r 2 in Dr . In this section we
propose a method to adjust such a probability distribution to the
original data.
Essentially, we want the probability mass of Y to be concentrated
around the points in the original data set as much as the previous
constraint on the density function allows (similarly as done in [21,
23]). For this reason, we consider a density function that takes two
different values: αu in the regions that are close to the records in
the original data set, and αd = exp(−ε )αu all over the rest.
Let Uu be the region with density αu and Ud be the region with
density αd . Since the total probability mass must be 1, we have
αu × m(Uu ) + αd × m(Ud ) = 1,

(2)

where m(U ) is the size of set U .
Notice that this equality is only possible when both m(Uu ) and
m(Ud ) are finite. Note also that the values of αu and the size of the
regions that satisfy the previous equality are not unique. In general,
if m is the measure of Dr ,
αu ∈ [1/m , exp(ε )/m ],
where the above bounds are obtained from Expression (2) using
that m(Uu ) + m(Ud ) = m, αd = exp(−ε)αu and 0 ≤ m(Uu ) ≤ m.
Also, we can obtain the following expression of the measure of
Uu as a function of αd , which will be used in the next section:
1 − αd m
.
(3)
αd (exp(ε) − 1)
Finally, since we want to give each of the records in the original data set equal weight in the synthetic data set, the higherprobability region Uu is evenly distributed around all original
m(Uu ) =
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Figure 6: Effect of αd on the concentration of the probability
mass around the original records

Figure 7: Tradeoff between the proportion of nonrepresentative records (abscissae) and the dispersion around
the original value of the records that are representative (ordinates), for different values of ε

records: the measure of the subset of Uu around each original
record is the same.

5

EVALUATION

We examine the resemblance1 of the adjusted distribution to the
original data. In particular, we evaluate: i) the trade-off between
the proportion of records in the synthetic data set that are representative of the original data and the level of concentration of the
probability mass around the original records; ii) the effect of the
cardinality of the data set on the concentration of the probability
mass around the original records; and iii) the absolute error in range
count queries.

5.1

Non-representative records and dispersion

The distribution proposed in Section 4.2 tries to concentrate the
probability mass around the records in the original data set as
much as possible. Due to the constraints introduced by ε-synthetic
privacy, this is only possible to a limited extent that is determined
by the values αd and αu = exp(ε )αd selected. On one side, we
want αd to be as small as possible, because the greater αd , the more
records will appear in the synthetic data set that bear no relation
to the original data. On the other side, reducing αd also reduces
αu ; hence, the extent to which we can decrease the dispersion of
the probability mass and concentrate it around the records in the
original data set is limited. Figure 6 shows, for ε = 3 and a domain
of measure 1, ε-synthetically private density functions for different
values of αd . For the sake of clarity we assume that the original
data set contains a single attribute that takes values in [0, 1] and a
single record with value 0.5. The figure shows that greater density
dispersions correspond to lower values of αd , and hence to lower
proportions of synthetic records that are not representative of the
original record.

To give additional insight, Figure 7 illustrates the trade-off between the proportion of non-representative records and the dispersion around the original value of the records that are representative,
for different values of ε. The closer both magnitudes to zero, the
better for utility, but the worse
1 for privacy (we need a greater ε to
come closer to (0, 0)).

5.2

Cardinality and dispersion

It seems natural that the impact of including a record in a data set
should be smaller when the size of the data set is large. This is indeed
the case in ε-synthetic privacy. Choosing ε and αd determines the
measure of the region Uu that is assigned density αu . When the
original data set contains a single record, such as in the top graph of
Figure 8, the higher-probability region Uu is entirely concentrated
around this record. On the other hand, if there are several records
in the original data set, such as in the bottom graph of Figure 8, the
region Uu is distributed around each of the original records; hence,
the probability mass around each original record is smaller. By
comparing both graphs in the figure, it can be seen that, the larger
the cardinality of the original data set, the smaller the dispersion of
the synthetic values with respect to the original values (because the
higher-probability subregions around the original values become
narrower).
For fixed αd , the dispersion around the original records depends
not only on the number n of records but also on the privacy parameter ε. Thus, if ε and n result in a certain dispersion, we can
wonder which is the ε 0 that yields the same dispersion with n 0
records. The dispersion is proportional to the width of the higherprobability subregions around each original data record, and this
width is m(Uu ) divided by the number of records. On the other
hand, m(Uu ) is given by Expression (3). Hence, we use the latter
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It is interesting to analyze what happens if we take the size
of the original data to be infinity. Since Uu is distributed among
such a large number of original records, the measure of the higherprobability subregion around each original record tends to zero
(assuming that the original records are distant enough as for the
subregions of Uu corresponding to different original records not to
intersect). Thus, the synthetic data set is generated by repeating n
times the following procedure: take a random record in the domain
Dr with probability αd , and a random original record otherwise.

αd = 0.3

8
7

Density

6
5
4
3

5.3

2

By solving the previous equality for ε 0 we get
1
!
(exp(ε) − 1)n
0
ε = ln
+
1
.
n0
If we take the dispersion around the original records as a (reciprocal)
measure of utility (the less dispersion, the more utility), we can
summarize the above argument by saying: increasing the size of
the original data set from n to n 0 is equivalent in terms of utility to
(exp(ε )−1)n
decreasing the level of protection from ε 0 = ln(
+ 1) to ε
n0
0
0
(it is easy to see that if n < n then ε < ε, that is, changing from ε 0
to ε means less privacy).

In any case, since the synthetic data set is generated by independently drawing from the adjusted distribution, the number of
records contained in U is given by a binomial distribution with
the appropriate probability: Binomial (n,P (U )). Table 1 shows the
absolute value of the expected error of the errors in terms of ε, αd ,
m(U ) and c, where for the sake of concreteness we assume that
m = 1 and n = 100.

1
0
0

0.2

0.4

0.6

0.8

1

Data Domain
9

αd = 0.3

8
7
6
Density

Errors in count queries

Count queries (a.k.a. predicate queries or range queries) count the
number of records within a region. The error in count queries is a
common measure to evaluate the utility of a mechanism generating
differentially private data sets [1]. Even though ε-synthetic privacy
is not differential privacy, it is similar enough for count queries to
remain a sensible utility benchmark.
Coming up with an analytical formula for the error in count
queries can be quite difficult, so one usually resorts to simulations.
Yet, obtaining a formula may give a better insight on the utility of
the data synthesis mechanism, even if it comes at the price of some
simplifying assumptions. We now set off to conduct this simplified
analytical assessment.
Let U ⊂ Dr be a subset of the domain of the records. By construction, the ε-synthetically private distribution has density mass
αu in the vicinity of the original records and αd all over the rest
of Dr . Thus, if m(U ) is the measure of U and c is the number of
original records within U , we can approximate the probability mass
assigned to U by the ε-synthetically private distribution as
c
(4)
P (U ) = m(U )αd + (1 − αd m).
n
The rationale of Expression (4) is that the probability mass that
remains after assigning density αd to all points in D r is 1 − αd m;
this mass must be evenly distributed among the n original records
and therefore the c original records in U get a proportion c/n of it.
In addition, U has density αd at all its points, which is an additional
mass m(U )αd . This approximation assumes that, for each record
contained in U , the region with density αu surrounding the record
is entirely contained in U . This assumption is realistic if the size of
this region is small (such as it is when the number of records in the
original data set is large). Moreover, the previous approximation
also requires that the number c of original records contained in
U be not greater than m (U )/(m(Uu )/n) , that is, the measure of U
divided by the width of the higher-probability subregion around
each original record. Beyond this bound, those subregions are not
large enough to contain the higher-probability subregion around
each original record; in this case, a better approximation for P (U )
is
P (U ) = m(U )αu .

5
4
3
2

1

1
0
0

0.2

0.4

0.6

0.8

1

Data Domain

Figure 8: Reduction of the dispersion around the original
records as the number of original records increases. Top,
original data set with one record; bottom, original data set
with 10 records.
expression to write that we want ε 0 such that
1 − αd m
1 − αd m
= 0
.
nαd (exp(ε) − 1) n αd (exp(ε 0 ) − 1)
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Table 1: Expected error in counts for a data set with m = 1 and n = 100 in terms of ε, αd and m(U )

ε = 1,αd = 0.4

ε = 2,αd = 0.4

ε = 2,αd = 0.2

m(U )
0.05
0.10
0.15
0.20
0.25
0.30
0.05
0.10
0.15
0.20
0.25
0.30
0.05
0.10
0.15
0.20
0.25
0.30

Expected Error
c = 0 c = 5 c = 10
2
0
4.56
4
2
0
6
4
2
8
6
4
10
8
6
12
10
8
2
0
2
4
2
0
6
4
2
8
6
4
10
8
6
12
10
8
1
0
2.61
2
1
0
3
2
1
4
3
2
5
4
3
6
5
4

A common approach to generate differentially private data sets
is based on generating a histogram by partitioning the data domain
in bins and counting the number of records in each of the bins. The
absolute error in each bin count is independent of the number of
records. As a result, the relative error is small when the number
of records in a bin is large but may be large when the number
of records in the bin is small. This limits the granularity of the
histogram bins: if there is a large number of bins with a small
number of records, the total error becomes too high. In contrast, in
our approach we do not use a specific partition in bins, and hence
we do not need to sacrifice granularity to gain accuracy. Another
shortcoming of histogram-based methods is that they compute
counts for specific bins, but if a count over a larger set is desired,
bin counts need to be added, which may incur a large error if the
number of added bin counts is large. This is not an issue in our
approach, which directly estimates a count query based on the
previously mentioned binomial distribution.
On the other side, a limitation of our approach is that the adjusted
distribution considers a minimum and a maximum density (αd and
αu , respectively). The accuracy of the count in a given region
depends on its average actual density and the error can only be
expected to be low only if the average actual density is within
[αd ,αu ]. By increasing the width of the [αd ,αu ] interval, the above
limitation is mitigated. Since αu = exp(ε )αd , the interval width
can be increased by increasing ε, that is, by lowering the privacy
level. This is perfectly coherent: the lower the privacy level, the
closer the adjusted distribution can be to the original data.

6

CONCLUSIONS AND FUTURE RESEARCH

Generating synthetic data is a well-known approach to disclosure
risk limitation. A model for the population data is built (based on
the original data) and a new data set is generated from scratch based
solely on the model. In this paper we argue about the difficulties

c = 15
9.56
4.12
0
2
4
6
4
2
0
2
4
6
7.61
1
0
1
2
3

c = 20
14.56
9.12
3.69
0
2
4
6
4
2
0
2
4
12.61
5.22
1
0
1
2

c = 25
19.56
14.12
8.69
3.25
0
2
10.22
6
4
2
0
2
17.61
10.22
2.83
1
0
1

of building an accurate model of the population and we propose,
instead, to approximate the original data as closely as possible. To
do so, we seek to incorporate in the model as much information as
possible about the original data. Of course, increasing the amount
of information about the original data in the model also increases
the risk of disclosure and, thus, can only be done to a limited extent.
We need a privacy model that gives an ex ante assessment of the
disclosure risk incurred by the synthetic data model.
Our first candidate privacy model was differential privacy, which
is well-known and provides strong privacy guarantees. However,
we found that differential privacy leads to a large utility loss. The
reason is that, given any two original data sets that differ in a
single record and an arbitrary synthetic data set, differential privacy
requires the probabilities of deriving the arbitrary synthetic data
set from either original data set to be similar. The fact that this
condition must be satisfied even for synthetic data sets that are not
representative of the original data sets is what leads to such a large
utility loss. We have proposed an alternative privacy model that
preserves the strong privacy guarantees of differential privacy but
is better suited to synthetic data generation. Given a synthetic data
model (adjusted to the original data) and two possible synthetic
data sets that differ in a single record, our alternative privacy model
requires the probabilities of getting each of those two data sets to
be similar.
In terms of data utility, approximating the empirical distribution
of the original data may be controversial. By overfitting the synthetic data model to the original data set, we lose predictive power
(that is, the ability to predict what would happen for an individual
not contained in the original data set). However, as long as we are
not interested in making predictions, such a loss is affordable. In
fact, it is common in disclosure risk limitation to seek the slightest
modification of the original data set that is enough to preserve
the privacy of the respondents. Which of the two approaches, i.e.
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building a model for the population (based on the original data) or
directly approximating the original data, is better depends on the
situation. If a model for the population data is known in advance,
using it seems the most sensible approach. If we view the original
data set as the population of interest, approximating the empirical
distribution of the original data seems the best option. If the original data set is viewed as a sample of some underlying population
for which a model is not known in advance, the confidence in the
inferred model is a key factor: a small original data set is unlikely
to allow inferring a model with reasonable confidence, so approximating the empirical distribution of the data set is a better option; a
large original data set makes both approaches reasonable, because
it allows inferring a model with high confidence and it also yields
an empirical distribution closer to the underlying population distribution. However, even with a large original data set, an inferred
model may fail to capture complex relations or relations between
attributes that are only apparent in a small number of records (e.g.
a relation that is only present for records that have some specific
values for some attributes, for example records corresponding to
individuals with a certain gender and a certain narrow age range).
In terms of disclosure risk, the more information about the original data we incorporate in the model, the greater the risk. Hence,
our proposal to overfit the synthetic data model to the original data
set might seem to incur too high a risk of disclosure. However,
constraining the data model overfitting so that it remains compliant with ε-synthetic privacy guarantees that disclosure risk is kept
under a pre-specified threshold.
Future work will involve extending and refining the methods
to attain ε-synthetic privacy. In particular, we need to develop
methods to satisfy this privacy model in the case of categorical
attributes. Extending/adapting the method given for the continuous
case seems a natural avenue.
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