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Introduction

Inference control in statistical databases, also known as Statistical
Disclosure Control (SDC) or Statistical Disclosure Limitation (SDL),
seeks to protect statistical data in such a way that they can be publicly
released and mined without giving away private information that can
be linked to specific individuals or entities. There are several areas of
application of SDC techniques, which include but are not limited to the
following;:

m  Official statistics. Most countries have legislation which compels
national statistical agencies to guarantee statistical confidential-
ity when they release data collected from citizens or companies.
This justifies the research on SDC undertaken by several coun-
tries, among them the European Union (e.g. the CASC project
[8]) and the United States.

m  Health information. This is one of the most sensitive areas re-
garding privacy. For example, in the U. S., the Privacy Rule of the
Health Insurance Portability and Accountability Act (HIPAA,[43])
requires the strict regulation of protected health information for
use in medical research. In most western countries, the situation
is similar.

m  FE-commerce. Electronic commerce results in the automated collec-
tion of large amounts of consumer data. This wealth of information
is very useful to companies, which are often interested in sharing
it with their subsidiaries or partners. Such consumer information
transfer should not result in public profiling of individuals and is
subject to strict regulation; see [28] for regulations in the European
Union and [77] for regulations in the U.S.

The protection provided by SDC techniques normally entails some
degree of data modification, which is an intermediate option between no
modification (maximum utility, but no disclosure protection) and data
encryption (maximum protection but no utility for the user without
clearance).

The challenge for SDC is to modify data in such a way that sufficient
protection is provided while keeping at a minimum the information loss,
i.e. the loss of the accuracy sought by database users. In the years that
have elapsed since the excellent survey by [3], the state of the art in
SDC has evolved so that now at least three subdisciplines are clearly
differentiated:
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Tabular data protection This is the oldest and best established part
of SDC, because tabular data have been the traditional output of
national statistical offices. The goal here is to publish static ag-
gregate information, i.e. tables, in such a way that no confidential
information on specific individuals among those to which the table
refers can be inferred. See [79] for a conceptual survey and [36] for
a software survey.

Dynamic databases The scenario here is a database to which the user
can submit statistical queries (sums, averages, etc.). The aggre-
gate information obtained by a user as a result of successive queries
should not allow him to infer information on specific individuals.
Since the 80s, this has been known to be a difficult problem, sub-
ject to the tracker attack [69]. One possible strategy is to perturb
the answers to queries; solutions based on perturbation can be
found in [26], [54] and [76]. If perturbation is not acceptable and
exact answers are needed, it may become necessary to refuse an-
swers to certain queries; solutions based on query restriction can
be found in [9] and [38]. Finally, a third strategy is to provide
correct (unperturbed) interval answers, as done in [37] and [35].

Microdata protection This subdiscipline is about protecting static
individual data, also called microdata. It is only recently that
data collectors (statistical agencies and the like) have been per-
suaded to publish microdata. Therefore, microdata protection is
the youngest subdiscipline and is experiencing continuous evolu-
tion in the last years.

Good general works on SDC are [79, 45]. This survey will cover the
current state of the art in SDC methods for microdata, the most com-
mon data used for data mining. First, the main existing methods will be
described. Then, we will discuss several information loss and disclosure
risk measures and will analyze several approaches to combining them
when assessing the performance of the various methods. The compari-
son metrics being presented should be used as a benchmark for future
developments in this area. Open research issues and directions will be
suggested at the end of this chapter.

Plan of this chapter

Section 1 introduces a classification of microdata protection methods.
Section 2 reviews perturbative masking methods. Section 3 reviews non-
perturbative masking methods. Section 4 reviews methods for synthetic
microdata generation. Section 5 discusses approaches to trade off infor-
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mation loss for disclosure risk and analyzes their strengths and limita-
tions. Conclusions and directions for future research are summarized in
Section 6.

1. A classification of microdata protection
methods

A microdata set V can be viewed as a file with n records, where
each record contains m attributes on an individual respondent. The
attributes can be classified in four categories which are not necessarily
disjoint:

m Jdentifiers. These are attributes that unambiguously identify the

respondent. Examples are the passport number, social security
number, name-surname, etc.

m  Quasi-identifiers or key attributes. These are attributes which
identify the respondent with some degree of ambiguity. (Nonethe-
less, a combination of quasi-identifiers may provide unambiguous
identification.) Examples are address, gender, age, telephone num-
ber, etc.

m  Confidential outcome attributes. These are attributes which con-
tain sensitive information on the respondent. Examples are salary,
religion, political affiliation, health condition, etc.

m  Non-confidential outcome attributes. Those attributes which do
not fall in any of the categories above.

Since the purpose of SDC is to prevent confidential information from
being linked to specific respondents, we will assume in what follows
that original microdata sets to be protected have been pre-processed to
remove from them all identifiers.

The purpose of microdata SDC mentioned in the previous section can
be stated more formally by saying that, given an original microdata set
V, the goal is to release a protected microdata set V' in such a way
that:

1 Disclosure risk (i.e. the risk that a user or an intruder can use V'
to determine confidential attributes on a specific individual among
those in V) is low.

2 User analyses (regressions, means, etc.) on V’ and on V yield the
same or at least similar results.

Microdata protection methods can generate the protected microdata
set 'V’
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m cither by masking original data, i.e. generating V' a modified
version of the original microdata set V;

m or by generating synthetic data V' that preserve some statistical
properties of the original data V.

Masking methods can in turn be divided in two categories depending
on their effect on the original data [79]:

m  Perturbative. The microdata set is distorted before publication.
In this way, unique combinations of scores in the original dataset
may disappear and new unique combinations may appear in the
perturbed dataset; such confusion is beneficial for preserving sta-
tistical confidentiality. The perturbation method used should be
such that statistics computed on the perturbed dataset do not dif-
fer significantly from the statistics that would be obtained on the
original dataset.

m  Non-perturbative. Non-perturbative methods do not alter data;
rather, they produce partial suppressions or reductions of detail
in the original dataset. Global recoding, local suppression and
sampling are examples of non-perturbative masking.

At a first glance, synthetic data seem to have the philosophical ad-
vantage of circumventing the re-identification problem: since published
records are invented and do not derive from any original record, some
authors claim that no individual having supplied original data can com-
plain from having been re-identified. At a closer look, some authors
(e.g., [80] and [63]) claim that even synthetic data might contain some
records that allow for re-identification of confidential information. In
short, synthetic data overfitted to original data might lead to disclo-
sure just as original data would. On the other hand, a clear problem of
synthetic data is data utility: only the statistical properties explicitly
selected by the data protector are preserved, which leads to the question
whether the data protector should not directly publish the statistics he
wants preserved rather than a synthetic microdata set. We will return
to these issues in Section 4.

So far in this section, we have classified microdata protection methods
by their operating principle. If we consider the type of data on which
they can be used, a different dichotomic classification applies:

m  Continuous. An attribute is considered continuous if it is numeri-
cal and arithmetic operations can be performed with it. Examples
are income and age. Note that a numerical attribute does not



necessarily have an infinite range, as is the case for age. When de-
signing methods to protect continuous data, one has the advantage
that arithmetic operations are possible, and the drawback that ev-
ery combination of numerical values in the original dataset is likely
to be unique, which leads to disclosure if no action is taken.

m  (Categorical. An attribute is considered categorical when it takes
values over a finite set and standard arithmetic operations do
not make sense. Ordinal and nominal scales can be distinguished
among categorical attributes. In ordinal scales the order between
values is relevant, whereas in nominal scales it is not. In the former
case, max and min operations are meaningful while in the latter
case only pairwise comparison is possible. The instruction level is
an example of ordinal attribute, whereas eye color is an example
of nominal attribute. In fact, all quasi-identifiers in a microdata
set are normally categorical nominal. When designing methods to
protect categorical data, the inability to perform arithmetic op-
erations is certainly inconvenient, but the finiteness of the value
range is one property that can be successfully exploited.

2. Perturbative masking methods

Perturbative methods allow for the release of the entire microdata set,
although perturbed values rather than exact values are released. Not all
perturbative methods are designed for continuous data; this distinction
is addressed further below for each method.

Most perturbative methods reviewed below (including additive noise,
rank swapping, microaggregation and post-randomization) are special
cases of matrix masking. If the original microdata set is X, then the
masked microdata set Z is computed as

Z=AXB+C

where A is a record-transforming mask, B is an attribute-transforming
mask and C is a displacing mask (noise)[27].

Table 1.1 lists the perturbative methods described below. For each
method, the table indicates whether it is suitable for continuous and/or
categorical data.

Additive noise
The noise additions algorithms in the literature are:

m  Masking by uncorrelated noise addition. The vector of observations
x; for the j-th attribute of the original dataset X is replaced by
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Table 1.1. Perturbative methods vs data types. “X” denotes applicable and “(X)”
denotes applicable with some adaptation

Method Continuous data | Categorical data

Additive noise
Microaggregation
Rank swapping
Rounding
Resampling
PRAM

MASSC

(X)
X

R ool

ol

a vector
Zj =T+ €
where ¢€; is a vector of normally distributed errors drawn from a

random variable €; ~ N(O,Jgj), such that Cov(eg,e;) = 0 for all
t # . This does not preserve variances nor correlations

m  Masking by correlated noise addition. Correlated noise addition
also preserves means and additionally allows preservation of cor-
relation coefficients. The difference with the previous method is
that the covariance matrix of the errors is now proportional to the
covariance matrix of the original data, i.e. ¢ ~ N(0,X%.), where
Ye = aX.

»  Masking by noise addition and linear transformation. In [49], a
method is proposed that ensures by additional transformations
that the sample covariance matrix of the masked attributes is an
unbiased estimator for the covariance matrix of the original at-
tributes.

»  Masking by noise addition and nonlinear transformation. An al-
gorithm combining simple additive noise and nonlinear transfor-
mation is proposed in [72]. The advantages of this proposal are
that it can be applied to discrete attributes and that univariate
distributions are preserved. Unfortunately, as justified in [6], the
application of this method is very time-consuming and requires
expert knowledge on the data set and the algorithm.

For more details on specific algorithms, the reader can check [5]. In
practice, only simple noise addition (two first variants) or noise addition
with linear transformation are used. When using linear transformations,
a decision has to be made whether to reveal them to the data user to
allow for bias adjustment in the case of subpopulations.



With the exception of the not very practical method of [72], additive
noise is not suitable to protect categorical data. On the other hand, it
is well suited for continuous data for the following reasons:

m It makes no assumptions on the range of possible values for V;
(which may be infinite).

m  The noise being added is typically continuous and with mean zero,
which suits well continuous original data.

m No exact matching is possible with external files. Depending on
the amount of noise added, approximate (interval) matching might
be possible.

Microaggregation

Microaggregation is a family of SDC techniques for continous mi-
crodata. The rationale behind microaggregation is that confidentiality
rules in use allow publication of microdata sets if records correspond
to groups of k or more individuals, where no individual dominates (i.e.
contributes too much to) the group and k is a threshold value. Strict
application of such confidentiality rules leads to replacing individual val-
ues with values computed on small aggregates (microaggregates) prior
to publication. This is the basic principle of microaggregation.

To obtain microaggregates in a microdata set with n records, these
are combined to form g groups of size at least k. For each attribute, the
average value over each group is computed and is used to replace each
of the original averaged values. Groups are formed using a criterion
of maximal similarity. Once the procedure has been completed, the
resulting (modified) records can be published.

The optimal k-partition (from the information loss point of view) is
defined to be the one that maximizes within-group homogeneity; the
higher the within-group homogeneity, the lower the information loss,
since microaggregation replaces values in a group by the group centroid.
The sum of squares criterion is common to measure homogeneity in
clustering. The within-groups sum of squares SSFE is defined as

SSE = Z i:(xij — &) (xij — Iy)

i=1 j=1

The lower SSE, the higher the within group homogeneity. Thus, in terms
of sums of squares, the optimal k-partition is the one that minimizes SSE.

For a microdata set consisting of p attributes, these can be microag-
gregated together or partitioned into several groups of attributes. Also
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the way to form groups may vary. Several taxonomies are possible to
classify the microaggregation algorithms in the literature: i) fixed group
size [15, 44, 23] vs variable group size [15, 51, 18, 68, 50, 20]; ii) exact
optimal (only for the univariate case, [41, 55]) vs heuristic microaggre-
gation; iii) continuous vs categorical microaggregation [75].

To illustrate, we next give a heuristic algorithm called MDAV (Max-
imum Distance to Average Vector,[23]) for multivariate fixed group size
microaggregation on unprojected continuous data. We designed and im-
plemented MDAV for the p-Argus package [44].

AvLcoriTHM 1.1 (MDAYV)

1 Compute the average record T of all records in the dataset. Con-
sider the most distant record x, to the average record T (using the
squared Euclidean distance).

2 Find the most distant record xs from the record x, considered in
the previous step.

3 Form two groups around x, and xs, respectively. One group con-
tains x, and the k — 1 records closest to x,.. The other group
contains rs and the k — 1 records closest to x.

4 1If there are at least 3k records which do not belong to any of the
two groups formed in Step 3, go to Step 1 taking as new dataset
the previous dataset minus the groups formed in the last instance

of Step 3.

5 If there are between 3k — 1 and 2k records which do not belong to
any of the two groups formed in Step 3: a) compute the average
record T of the remaining records; b) find the most distant record
xy from T; c) form a group containing x, and the k — 1 records
closest to x,; d) form another group containing the rest of records.
Ezit the Algorithm.

6 If there are less than 2k records which do not belong to the groups
formed in Step 3, form a new group with those records and exit the
Algorithm.

The above algorithm can be applied independently to each group of
attributes resulting from partitioning the set of attributes in the dataset.
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Data swapping and rank swapping

Data swapping was originally presented as an SDC method for databases
containing only categorical attributes [11]. The basic idea behind the
method is to transform a database by exchanging values of confidential
attributes among individual records. Records are exchanged in such a
way that low-order frequency counts or marginals are maintained.

Even though the original procedure was not very used in practice
(see [32]), its basic idea had a clear influence in subsequent methods.
In [59] and [58] data swapping was introduced to protect continuous and
categorical microdata, respectively. Another variant of data swapping
for microdata is rank swapping, which will be described next in some
detail.

Although originally described only for ordinal attributes [40], rank
swapping can also be used for any numerical attribute [53]. First, values
of an attribute X; are ranked in ascending order, then each ranked value
of X; is swapped with another ranked value randomly chosen within a
restricted range (e.g. the rank of two swapped values cannot differ by
more than p% of the total number of records, where p is an input param-
eter). This algorithm is independently used on each original attribute
in the original data set.

It is reasonable to expect that multivariate statistics computed from
data swapped with this algorithm will be less distorted than those com-
puted after an unconstrained swap. In earlier empirical work by these
authors on continuous microdata protection [21], rank swapping has been
identified as a particularly well-performing method in terms of the trade-
off between disclosure risk and information loss (see Example 1.4 below).
Consequently, it is one of the techniques that have been implemented in
the p — Argus package [44].

ExXAMPLE 1.2 In Table 1.2, we can see an original microdata set on the
left and its rankswapped version on the right. There are four attributes
and ten records in the original dataset; the second attribute is alphanu-
meric, and the standard alphabetic order has been used to rank it. A
value of p = 10% has been used for all attributes. [

Rounding

Rounding methods replace original values of attributes with rounded
values. For a given attribute X;, rounded values are chosen among a
set of rounding points defining a rounding set (often the multiples of a
given base value). In a multivariate original dataset, rounding is usu-
ally performed one attribute at a time (univariate rounding); however,
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Table 1.2. Example of rank swapping. Left, original file; right, rankswapped file

1 K 37 4.4 1 H 30 4.8
2 L 3.8 3.4 2 L 4.5 3.2
3 N 3.0 4.8 3 M 3.7 4.4
4 M 45 5.0 4 N 50 6.0
5 L 5.0 6.0 5 L 4.5 5.0
6 H 6.0 7.5 6 F 6.7 9.5
7 H 45 100 | 7 K 38 11.0
8 F 6.7 110 || 8 H 6.0 100
9 D 80 9.5 9 C 100 75
10 C 100 3.2 10 D 8.0 3.4

multivariate rounding is also possible [79, 10]. The operating principle
of rounding makes it suitable for continuous data.

Resampling

Originally proposed for protecting tabular data [42, 17], resampling
can also be used for microdata. Take ¢ independent samples S1,--- ,S;
of the values of an original attribute X;. Sort all samples using the same
ranking criterion. Build the masked attribute Z; as z1,--- ,T,, where n
is the number of records and Z; is the average of the j-th ranked values
in Sl,-“ ,St.

PRAM

The Post-RAndomization Method (PRAM, [39]) is a probabilistic,
perturbative method for disclosure protection of categorical attributes
in microdata files. In the masked file, the scores on some categorical
attributes for certain records in the original file are changed to a different
score according to a prescribed probability mechanism, namely a Markov
matrix. The Markov approach makes PRAM very general, because it
encompasses noise addition, data suppression and data recoding.

PRAM information loss and disclosure risk largely depend on the
choice of the Markov matrix and are still (open) research topics [14].

The PRAM matrix contains a row for each possible value of each
attribute to be protected. This rules out using the method for continuous
data.
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MASSC

MASSC [71] is a masking method whose acronym summarizes its four
steps: Micro Agglomeration, Substitution, Subsampling and Calibra-
tion. We briefly recall the purpose of those four steps:

1 Micro agglomeration is applied to partition the original dataset
into risk strata (groups of records which are at a similar risk of
disclosure). These strata are formed using the key attributes, i.e.
the quasi-identifiers in the records. The idea is that those records
with rarer combinations of key attributes are at a higher risk.

2 Optimal probabilistic substitution is then used to perturb the orig-
inal data.

3 Optimal probabilistic subsampling is used to suppress some at-
tributes or even entire records.

4 Optimal sampling weight calibration is used to preserve estimates
for outcome attributes in the treated database whose accuracy is
critical for the intended data use.

MASSC in interesting in that, to the best of our knowledge, it is the
first attempt at designing a perturbative masking method in such a way
that disclosure risk can be analytically quantified. Its main shortcoming
is that its disclosure model simplifies reality by considering only disclo-
sure resulting from linkage of key attributes with external sources. Since
key attributes are typically categorical, the risk of disclosure can be ana-
lyzed by looking at the probability that a sample unique is a population
unique; however, doing so ignores the fact that continuous outcome at-
tributes can also be used for respondent re-identification via record link-
age. As an example, if respondents are companies and turnover is one
outcome attribute, everyone in a certain industrial sector knows which
is the company with largest turnover. Thus, in practice, MASSC is a
method only suited when continuous attributes are not present.

3. Non-perturbative masking methods

Non-perturbative methods do not rely on distortion of the original
data but on partial suppressions or reductions of detail. Some of the
methods are usable on both categorical and continuous data, but others
are not suitable for continuous data. Table 1.3 lists the non-perturbative
methods described below. For each method, the table indicates whether
it is suitable for continuous and/or categorical data.
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Table 1.3. Non-perturbative methods vs data types

Method ‘ Continuous data ‘ Categorical data
Sampling X
Global recoding X X
Top and bottom coding X X
Local suppression X

Sampling

Instead of publishing the original microdata file, what is published is
a sample S of the original set of records [79].

Sampling methods are suitable for categorical microdata, but for con-
tinuous microdata they should probably be combined with other masking
methods. The reason is that sampling alone leaves a continuous attribute
Vi unperturbed for all records in .S. Thus, if attribute V; is present in an
external administrative public file, unique matches with the published
sample are very likely: indeed, given a continuous attribute V; and two
respondents o; and o9, it is highly unlikely that V; will take the same
value for both o and o0y unless 0; = o0y (this is true even if V; has been
truncated to represent it digitally).

If, for a continuous identifying attribute, the score of a respondent is
only approximately known by an attacker (as assumed in [78]), it might
still make sense to use sampling methods to protect that attribute. How-
ever, assumptions on restricted attacker resources are perilous and may
prove definitely too optimistic if good quality external administrative
files are at hand.

Global recoding

This method is also sometimes known as generalization [67, 66]. For
a categorical attribute V;, several categories are combined to form new
(less specific) categories, thus resulting in a new V/ with |[D(V/)| <
|D(V;)| where | -| is the cardinality operator. For a continuous attribute,
global recoding means replacing V; by another attribute V; which is a
discretized version of V;. In other words, a potentially infinite range
D(V;) is mapped onto a finite range D(V/). This is the technique used
in the p-Argus SDC package [44].

This technique is more appropriate for categorical microdata, where
it helps disguise records with strange combinations of categorical at-
tributes. Global recoding is used heavily by statistical offices.
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EXAMPLE 1.3 If there is a record with “Marital status = Widow/er”
and “Age = 177, global recoding could be applied to “Marital status” to
create a broader category “Widow/er or divorced”, so that the probability
of the above record being unique would diminish. Global recoding can also
be used on a continuous attribute, but the inherent discretization leads
very often to an unaffordable loss of information. Also, arithmetical
operations that were straightforward on the original V; are no longer
easy or intuitive on the discretized V. O

Top and bottom coding

Top and bottom coding is a special case of global recoding which
can be used on attributes that can be ranked, that is, continuous or
categorical ordinal. The idea is that top values (those above a certain
threshold) are lumped together to form a new category. The same is
done for bottom values (those below a certain threshold). See [44].

Local suppression

Certain values of individual attributes are suppressed with the aim
of increasing the set of records agreeing on a combination of key values.
Ways to combine local suppression and global recoding are discussed in
[16] and implemented in the p-Argus SDC package [44].

If a continuous attribute V; is part of a set of key attributes, then each
combination of key values is probably unique. Since it does not make
sense to systematically suppress the values of V;, we conclude that local
suppression is rather oriented to categorical attributes.

4. Synthetic microdata generation

Publication of synthetic —i.e. simulated— data was proposed long
ago as a way to guard against statistical disclosure. The idea is to
randomly generate data with the constraint that certain statistics or
internal relationships of the original dataset should be preserved.

We next review some approaches in the literature to synthetic data
generation and then proceed to discuss the global pros and cons of using
synthetic data.

Synthetic data by multiple imputation

More than ten years ago, it was suggested in [65] to create an en-
tirely synthetic dataset based on the original survey data and multiple
imputation. Rubin’s proposal was more completely developed in [57]. A
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simulation study of it was given in [60]. In [64] inference on synthetic
data is discussed and in [63] an application is given.

We next sketch the operation of the original proposal by Rubin.
Consider an original microdata set X of size n records drawn from a
much larger population of N individuals, where there are background
attributes A, non-confidential attributes B and confidential attributes C.
Background attributes are observed and available for all N individuals
in the population, whereas B and C' are only available for the n records
in the sample X. The first step is to construct from X a multiply-
imputed population of N individuals. This population consists of the
n records in X and M (the number of multiple imputations, typically
between 3 and 10) matrices of (B,C) data for the N — n non-sampled
individuals. The variability in the imputed values ensures, theoretically,
that valid inferences can be obtained on the multiply-imputed popula-
tion. A model for predicting (B, C) from A is used to multiply-impute
(B,C) in the population. The choice of the model is a nontrivial mat-
ter. Once the multiply-imputed population is available, a sample Z of
n’ records can be drawn from it whose structure looks like the one a
sample of n’ records drawn from the original population. This can be
done M times to create M replicates of (B, () values. The result are
M multiply-imputed synthetic datasets. To make sure no original data
are in the synthetic datasets, it is wise to draw the samples from the
multiply-imputed population excluding the n original records from it.

Synthetic data by bootstrap

Long ago, [30] proposed generating synthetic microdata by using boot-
strap methods. Later, in [31] this approach was used for categorical data.

The bootstrap approach bears some similarity to the data distortion
by probability distribution and the multiple-imputation methods de-
scribed above. Given an original microdata set X with p attributes, the
data protector computes its empirical p-variate cumulative distribution
function (c.d.f.) F. Now, rather than distorting the original data to ob-
tain masked data (as done by the masking methods in Sections 2 and 3),
the data protector alters (or “smoothes”) the c.d.f. F to derive a similar
c.d.f. F'. Finally, F’ is sampled to obtain a synthetic microdata set Z.

Synthetic data by Latin Hypercube Sampling

Latin Hypercube Sampling (LHS) appears in the literature as another
method for generating multivariate synthetic datasets. In [46], the LHS
updated technique of [33] was improved, but the proposed scheme is
still time-intensive even for a moderate number of records. In [12], LHS
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is used along with a rank correlation refinement to reproduce both the
univariate (i.e. mean and covariance) and multivariate structure (in
the sense of rank correlation) of the original dataset. In a nutshell,
LHS-based methods rely on iterative refinement, are time-intensive and
their running time does not only depend on the number of values to be
reproduced, but on the starting values as well.

Partially synthetic data by Cholesky decomposition

Generating plausible synthetic values for all attributes in a database
may be difficult in practice. Thus, several authors have considered mix-
ing actual and synthetic data.

In [7], a non-iterative method for generating continuous synthetic mi-
crodata is proposed. It consists of three methods sketched next. Infor-
mally, suppose two sets of attributes X and Y, where the former are
the confidential outcome attributes and the latter are quasi-identifier
attributes. Then X are taken as independent and Y as dependent
attributes. Conditional on the specific confidential attributes z;, the
quasi-identifier attributes Y; are assumed to follow a multivariate nor-
mal distribution with covariance matrix ¥ = {o;;} and a mean vector
x; B, where B is a matrix of regression coefficients.

Method A computes a multiple regression of ¥ on X and fitted Y}
attributes. Finally, attributes X and Y} are released in place of X and
Y.

If a user fits a multiple regression model to (y/4,x), she will get es-
timates B 4 and )y A which, in general, are different from the estimates
B and ¥ obtained when ﬁttlng the model to the original data (y,x).
IPSO Method B modifies ¢/, into y/; in such a way that the estimate Bp
obtained by multiple linear regression from (yJ, ) satisfies Bp = B.

A more ambitious goal is to come up with a data matrix y such
that, when a multivariate multiple regression model is fitted to (y;, x),
both sufficient statistics B and ¥ obtained on the original data (y, x) are
preserved. This is achieved by IPSO Method C.

Other partially synthetic and hybrid microdata
approaches

The multiple imputation approach described in [65] for creating en-
tirely synthetic microdata can be extended for partially synthetic mi-
crodata. As a result multiply-imputed, partially synthetic datasets are
obtained that contain a mix of actual and imputed (synthetic) val-
ues. The idea is to multiply-impute confidential values and release non-
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confidential values without perturbation. This approach was first ap-
plied to protect the Survey of Consumer Finances [47, 48]. In Abowd
and Woodcock [1, 2], this technique was adopted to protect longitudinal
linked data, that is, microdata that contain observations from two or
more related time periods (successive years, etc.). Methods for valid in-
ference on this kind of partial synthetic data were developed in [61] and
a non-parametric method was presented in [62] to generate multiply-
imputed, partially synthetic data.

Closely related to multiply imputed, partially synthetic microdata is
model-based disclosure protection [34, 56]. In this approach, a set of
confidential continuous outcome attributes is regressed on a disjoint set
of non-confidential attributes; then the fitted values are released for the
confidential attributes instead of the original values.

A different approach called hybrid masking was proposed in [13]. The
idea is to compute masked data as a combination of original and syn-
thetic data. Such a combination allows better control than purely syn-
thetic data over the individual characteristics of masked records. For
hybrid masking to be feasible, a rule must be used to pair one original
data record with one synthetic data record. An option suggested in [13] is
to go through all original data records and pair each original record with
the nearest synthetic record according to some distance. Once records
have been paired, [13] suggest two possible ways for combining one orig-
inal record X with one synthetic record X,: additive combination and
multiplicative combination. Additive combination yields

Z=aX+(1-a)X,
and multiplicative combination yields
Z =X X

where « is an input parameter in [0,1] and Z is the hybrid record.
[13] present empirical results comparing the hybrid approach with rank
swapping and microaggregation masking (the synthetic component of
hybrid data is generated using Latin Hypercube Sampling [12]).
Another approach to combining original and synthetic microdata is
proposed in [70]. The idea here is to first mask an original dataset using
a masking method (see Sections 2 and 3 above). Then a hill-climbing
optimization heuristic is run which seeks to modify the masked data
to preserve the first and second-order moments of the original dataset
as much as possible without increasing the disclosure risk with respect
to the initial masked data. The optimization heuristic can be modified
to preserve higher-order moments, but this significantly increases com-
putation. Also, the optimization heuristic can take as initial dataset a
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random dataset instead of a masked dataset; in this case, the output
dataset is purely synthetic.

Pros and cons of synthetic microdata

As pointed out in Section 1, synthetic data are appealing in that,
at a first glance, they seem to circumvent the re-identification problem:
since published records are invented and do not derive from any origi-
nal record, it might be concluded that no individual can complain from
having been re-identified. At a closer look this advantage is less clear.
If, by chance, a published synthetic record matches a particular citizen’s
non-confidential attributes (age, marital status, place of residence, etc.)
and confidential attributes (salary, mortgage, etc.), re-identification us-
ing the non-confidential attributes is easy and that citizen may feel that
his confidential attributes have been unduly revealed. In that case, the
citizen is unlikely to be happy with or even understand the explanation
that the record was synthetically generated.

On the other hand, limited data utility is another problem of synthetic
data. Only the statistical properties explicitly captured by the model
used by the data protector are preserved. A logical question at this point
is why not directly publish the statistics one wants to preserve rather
than release a synthetic microdata set.

One possible justification for synthetic microdata would be if valid
analyses could be obtained on a number of subdomains, i.e. similar
results were obtained in a number of subsets of the original dataset and
the corresponding subsets of the synthetic dataset. Partially synthetic
or hybrid microdata are more likely to succeed in staying useful for
subdomain analysis. However, when using partially synthetic or hybrid
microdata, we lose the attractive feature of purely synthetic data that
the number of records in the protected (synthetic) dataset is independent
from the number of records in the original dataset.

5. Trading off information loss and disclosure
risk

Sections 1 through 4 have presented a plethora of methods to protect
microdata. To complicate things further, most of such methods are
parametric (e.g., in microaggregation, one parameter is the minimum
number of records in a cluster), so the user must go through two choices
rather than one: a primary choice to select a method and a secondary
choice to select parameters for the method to be used. To help reducing
the embarras du choiz, some guidelines are needed.
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Score construction

The mission of SDC to modify data in such a way that sufficient
protection is provided at minimum information loss suggests that a good
SDC method is one achieving a good tradeoff between disclosure risk and
information loss.

Following this idea, [21] proposed a score for method performance
rating based on the average of information loss and disclosure risk mea-
sures. For each method M and parameterization P, the following score
is computed:

IL(V,V') + DR(V, V')
2

Score(V, V') =

where IL is an information loss measure, DR is a disclosure risk
measure and V' is the protected dataset obtained after applying method
M with parameterization P to an original dataset V.

In [21] and [19] IL and DR were computed using a weighted combina-
tion of several information loss and disclosure risk measures. With the
resulting score, a ranking of masking methods (and their parameteriza-
tions) was obtained. In [81] the line of the above two papers was followed
to rank a different set of methods using a slightly different score.

To illustrate how a score can be constructed, we next describe the
particular score used in [21].

EXAMPLE 1.4 Let X and X' be matrices representing original and pro-
tected datasets, respectively, where all attributes are numerical. Let V
and R be the covariance matriz and the correlation matrixz of X, respec-
tively; let X be the vector of attribute averages for X and let S be the
diagonal of V. Define V', R, X', and S' analogously from X'. The
Information Loss (IL) is computed by averaging the mean variations of
X-X', X-X',V-V' 58", and the mean absolute error of R— R’ and
multiplying the resulting average by 100. Thus, we obtain the following
expression for information loss:

/
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The expression of the overall score is obtained by combining informa-
tion loss and information risk as follows:

IL + (0.5DLD+Oé5PLD)+ID

S —
core 5

Here, DLD (Distance Linkage Disclosure risk) is the percentage of cor-
rectly linked records using distance-based record linkage [19], PLD (Prob-
abilistic Linkage Record Disclosure risk) is the percentage of correctly
linked records using probabilistic linkage [29], ID (Interval Disclosure)
is the percentage of original records falling in the intervals around their
corresponding masked values and IL is the information loss measure de-
fined above.

Based on the above score, [21] found that, for the benchmark datasets
and the intruder’s external information they used, two good perform-
ers among the set of methods and parameterizations they tried were: i)
rankswapping with parameter p around 15 (see description above); ii)
multivariate microaggregation on unprojected data taking groups of three
attributes at a time (Algorithm 1.1 with partitioning of the set of at-
tributes). O

Using a score permits to regard the selection of a masking method
and its parameters as an optimization problem. This idea was first used
in the above-mentioned contribution [70]. In that paper, a masking
method was applied to the original data file and then a post-masking
optimization procedure was applied to decrease the score obtained.

On the negative side, no specific score weighting can do justice to all
methods. Thus, when ranking methods, the values of all measures of
information loss and disclosure risk should be supplied along with the
overall score.

R-U maps

A tool which may be enlightening when trying to construct a score or,
more generally, optimize the tradeoff between information loss and dis-
closure risk is a graphical representation of pairs of measures (disclosure
risk, information loss) or their equivalents (disclosure risk, data utility).
Such maps are called R-U confidentiality maps [24, 25]). Here, R stands
for disclosure risk and U for data utility. According to [25], “in its most
basic form, an R-U confidentiality map is the set of paired values (R, U),
of disclosure risk and data utility that correspond to various strategies
for data release” (e.g., variations on a parameter). Such (R, U) pairs are
typically plotted in a two-dimensional graph, so that the user can easily
grasp the influence of a particular method and/or parameter choice.
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k-anonymity

A different approach to facing the conflict between information loss
and disclosure risk is suggested by Samarati and Sweeney [67, 66, 73, 74].
A protected dataset is said to satisfy k-anonymity for k > 1 if, for each
combination of quasi-identifier values (e.g. address, age, gender, etc.),
at least k records exist in the dataset sharing that combination. Now
if, for a given k, k-anonymity is assumed to be enough protection, one
can concentrate on minimizing information loss with the only constraint
that k-anonymity should be satisfied. This is a clean way of solving the
tension between data protection and data utility. Since k-anonymity
is usually achieved via generalization (equivalent to global recoding, as
said above) and local suppression, minimizing information loss usually
translates to reducing the number and/or the magnitude of suppressions.

k-anonymity bears some resemblance to the underlying principle of
microaggregation and is a useful concept because quasi-identifiers are
usually categorical or can be categorized, i.e. they take values in a finite
(and ideally reduced) range. However, re-identification is not necessarily
based on categorical quasi-identifiers: sometimes, numerical outcome
attributes —which are continuous and often cannot be categorized—
give enough clues for re-identification (see discussion on the MASSC
method above). Microaggregation was suggested in [23] as a possible way
to achieve k-anonymity for numerical, ordinal and nominal attributes.
A similar idea called data condensation had also been independently
proposed by [4] to achieve k-anonymity for the specific case of numerical
attributes.

Another connection between k-anonymity and microaggregation is the
NP-hardness of solving them optimally. Satisfying k-anonymity with
minimal data modification has been shown to be NP-hard in [52], which
is parallel to the NP-hardness of optimal multivariate microaggregation
proven in [55].

6. Conclusions and research directions

Inference control methods for privacy-preseving data mining are a hot
research topic progressing very fast. There are still many open issues,
some of which can be hopefully solved with further research and some
which are likely to stay open due to the inherent nature of SDC.

We first list some of the issues that we feel can be and should be
settled in the near future:

» Identifying a comprehensive listing of data uses (e.g. regression
models, association rules, etc.) that would allow the definition
of data use-specific information loss measures broadly accepted
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by the community; those new measures could complement and/or
replace the generic measures currently used. Work in this line has
been started in Europe in 2006 under the CENEX SDC project
sponsored by Eurostat.

m  Devising disclosure risk assessment procedures which are as uni-
versally applicable as record linkage while being less greedy in com-
putational terms.

m Identifying, for each domain of application, which are the external
data sources that intruders can typically access in order to attempt
re-identification. This would help data protectors figuring out in
more realistic terms which are the disclosure scenarios they should
protect data against.

m  Creating one or several benchmarks to assess the performance of
SDC methods. Benchmark creation is currently hampered by the
confidentiality of the original datasets to be protected. Data pro-
tectors should agree on a collection of non-confidential original-
looking data sets (financial datasets, population datasets, etc.)
which can be used by anybody to compare the performance of SDC
methods. The benchmark should also incorporate state-of-the-art
disclosure risk assessment methods, which requires continuous up-
date and maintenance.

There are other issues which, in our view, are less likely to be resolved
in the near future, due to the very nature of SDC methods. As pointed
out in [22], if an intruder knows the SDC algorithm used to create a pro-
tected data set, he can mount algorithm-specific re-identification attacks
which can disclose more confidential information than conventional data
mining attacks. Keeping secret the SDC algorithm used would seem
a solution, but in many cases the protected dataset itself gives some
clues on the SDC algorithm used to produce it. Such is the case for a
rounded, microaggregated or partially suppressed microdata set. Thus,
it is unclear to what extent the SDC algorithm used can be kept secret.

Other data security areas where slightly distorted data are sent to a
recipient who is legitimate but untrusted also share the same concerns
about the secrecy of protection algorithms in use. This is the case of
watermarking. Teaming up with those areas sharing similar problems is
probably one clever line of action for SDC.
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