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for Tesearch at all.

-with how to protect confidentiality in order to reap the full benefit of data col-

“and workshops of the Committee on National Statistics at the National Academy
* of Sciences-—National Research Council.

Foreword

'nﬁdentiaiity, Disclosure, and Data Access:
"'_Theory and Practical Applications for
Statlstlcal Agenc1es

1o particularize the information according to the needs of each in-
ght' 'u?;e it And we are on the verge of new mformation technology

nce between the risk of disclosure and the benefits of research is a pre-
arious one. Sinall changes in the risk of disclosure translate into large changes in
archi and public policy benefits. If statistical agencies become more risk-
averée, much valuable research will suffer, Some data may not be made available

As professionals who are knowledgeable about data, we must be concerned

cted. This volume tells us how. It brings together what we know from research
and practice. It builds on the work of many researchers, as well as the panel study

The volume describes and compares the methods that have been developed to |
protect confidentiality while at the same time providing access to data, through '
various means that either alter the data or restrict access to them. It also discusses,
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Chapter 6

A Quantitative Comparison of Dlsclosure Control
Methods for Microdata”

Josep Domingo-Ferrer
Universitat Rovira i Virgili

Viceng Torra
Institut d’Investigacic en Intelligéncia Artificial

1. Introduction

As described in Chapter 5, there is a plethora of statistical disclosure control
(SDC) methods to protect microdata. This chapter provides guidance in choosing a
particular SDC method by comparing some of the methods discussed in Chapter 5
on the basis of both information loss and disclosure risk. Information loss can be
readily quantified using analytical measures (either generic or data-use-specific). It
is far more difficult to assess disclosure risk in a way that is both analytical and ap-
plicable to all methods, For this reason, our approach to disclosure risk evaluation
is empirical, based on reidentification experiments carried out using record-linkage
algorithms.

Methodology

The methodology we use to compare SDC methods is as follows:

o Test data collection. We obtained test data from publicly available microdata
files. This guarantees public-domain reproducihility of the experiments reported
here. The price paid is that the data we start from are not original but have
already undergone some amount of disclosure protection.

This work was funded in part by the T.S. Bureau of the Census under Contracts No. OBLIG-
2000-29158-0-0 and OBLIG-2000-29144-03-0 and by the European Commission under Project
‘CASC’ IST-2000-25069. We are indebted to William Winkler for providing a U.S. Census
Bureau implementation of probabilistic record linkage. Thanks go to Francesc Sebé, Narcis
Macii, and Angel Torres for their help in automating the probabilistic record linkage software
and running the experiments. Comments by Josep Maria Mateo-Sanz, the editors, and scveral
reviewers are gratetully acknowledged as well.
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» [Information loss merrics. Information loss actually depends on the data nses to
be supported by the masked (i.e., SDC-protected) data. However, potential data
uses are so diverse that it is hard even to identify them. An alternative and more
pragmatic approach for a general purpose comparison is to use a battery of
generic, simple, and easily understandable information loss metrics that try to
capture structural differences between the original and the masked data files.

»  Disclosure risk assessment. This risk is empirically quantified as explained
above.

»  Empirical work. Experiments are condncted to obtain t-uples of the form
(method, parms, risk, loss), where parms are the input parameters to imethod, risk
is the percentage of reidentified records in the test dataset, and loss is the infor-
mation loss. Given risk, it is possible to find method and parms such that
risk(loss, method(parms)) is minimal (at least over the set of available t-uples).
Given loss, it is possible to find method and parms such that risk{loss,
method(parms)) is minimal (at least over the set of available t-uples).

Structure of This Chapter

In Section 2, SDC methods included in the comparison are briefly reviewed, fo-
gether with their parameterizations. Empirical ways to assess disclosure risk are
presented in Section 3, The comparison rationale and results are presented in Sec-
tion 4 for continuous data and in Section 5 for categorical data. Conclusions are
summarized in Section 6.

2. SDC Methods Included in the Comparison

This chapter compares a subset of the methods described in Chapter 5. In this sec-
tion, we briefly review the methods to be compared and specify the parameteriza-
tions we cousider. Methods for continuous microdata and categorical microdata are
discussed separately.

SDC Methods for Coutinuous Microdata

Microdata SDC methods can be classified as perturbative and nonperturbative
(Willenborg and De Waal 2001). Perturbative methods distort records hefore re-
lease, which allows release of the whole population microdataset. Nonperturbative
methods do not alter data but partially suppress or reduce the detail of the original
dataset. We consider only perturbative methods for continuous data hecause re-
identification is very easy for unperturbed continuous variables. The reason is that,
if a continuous variable V; is left unperturbed in the masked file and is present in an
external administrative public file, unique matches are very likely, hecause for a
continuous variable (even omne truncated due to digital representation) V; is not
likely to take the same value for two different records (i.e., it is unlikely that
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Vi(oy) = Vifo,) if 0, # 05). Thus, distortion turns cut to be the only effective way to

protect continuous microdata. The subset of perturbative methods considered is:

*  Additive noise (Noisep for short, where p is a parameter). Gaussian noise is
added to the original data to get the masked data. If the standard deviation of the
original variable is 5, noise is generated nsing a N(@,ps). Values of p considered in
the experiments below are (.01, .02, 0.04, 0.06, 0.08 np to 0.2 with 0.02 incre-
ments. :

* Data distortion by probability distribution (abbreviated Distr (Liew ef al. 1985))..
For each variable in the original microdataset, the best fitting distribution is
found; then the fitted distribution is used to generate the masked dataset. There
are no parameters. Crystal Ball software (Crystal Ball 2001) is used to find the
best fitting distribution.

*  Resampling. If n is the number of records in the dataset, take with replacement ¢
independent samples X, ..., X, of size r of the values of an original variable V;.
Independently rank each sample (using the same ranking criterion for all sam-
ples). Build the masked variable V’; by taking as first value the average of the
first values of the samples, as second value the average of the secoud values, and
so on. Resampling is tested for ¢+ = 1 (Resamp] for short) and ¢ = 3 (Resamp3
for short).

o Microaggregation. Records are clustered into small aggrepgates or groups of size
at least k (Defays and Nanopoulos 1993; Domingo-Ferrer and Mateo-Sanz
2002). Rather than publishing a variable for a given individual, the average of the
values of the variable over the group to which the individual belongs is pub-
lished. Variants of microaggregation considered include individual ranking (abbr.
MicIRk); microaggregation on projected data using z-scores projection {abbr.
MicZk), and principal components projection (ahbr. MicPCPE); and microaggre-
gation on unprojected multivariate data considering two variables at a time (abbr,
Mic2mulk), three variahles at a time (abbr. Mic3mulk), four variables at a time
(abbr. Mic4mulk), or all variables at a time (abhr. Micmulk). Values of k between
3 and 10 have been considered.

» Lossy compression (abbr. JPEGg, where g is a parameter). This method is new
and we propose it for continuous data. The idea is to regard a numerical micro-
data file as an image (with rows being records and columns being variables).
Lossy compression, and more specifically the JPEG algorithm (Joint Photo-
graphic Experts Group 2001), is then used on the image, and the compressed
image is mierpreted as a masked microdata file. Depending on the lossy coimn-
pression algorithin used, appropriate mappings between variable ranges and
color scales will be needed. The JPEG quality g is taken as a parameter with val-
ues from 5 percent up to 100 percent with 5 percent incremennts.

* Rank swapping (abbr. Rankp, where p is a parameter). Although originally
described only for ordinal variables, this method can be used for any uumerical
variable (Moore 1996). First, values of variable V; are ranked in ascending order;
then each ranked value of V; is swapped with another ranked value randomly cho-
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sen within a restricted range (e.g., the rank of two swapped values cannot differ
hy more than p percent of the total number of records). We consider values of p
from 1 to 20.

SDC Methods for Categorical Microdata

For categorical data we consider both perturbative and nonperturbative methods
and parameterizations. Each method depends ou a single parameter and the set of
variables to be masked, as described below.

 TJop-coding (abbr. Tpv, where p is a parameter aud v is a set of variables). This
method is applied to ordinal categorical variables. In this case the last p values of
the variable are recoded into a new category. We consider values of p from | to 9.
For example, TSo corresponds to the experiment with a set of variables "o" with
the parameter p = 3 (i.e, five categories are top-coded). _

s Bottom-coding (abbr. Bpv, where p and v are as above). This method is also
applied to ordinal categorical variables. In this case the first p values of the vari-
able are recoded into a new category. We consider values of p from 1 to 9. For
example, B3s corresponds to the experiment with a set of variables "s" with the
parameter p = 3 (i.e., three categories are bottormn-coded).

s Global recoding (abbr. Gpv, where p and v are as above). In glohal recoding,
some of the categories of the variable are recoded into new ones. Our experimen-
tation cousiders the following parameterization: recode the p lowest frequency
categories into a single one. As before, we consider values of p from 1 to 9.

o  Post-Randomization Method or PRAM (abbr. Ppv, where p and v are as above).
The scores of some categorical variahles for certain records in the original file
are changed to a different score according to a prescribed probability mechauism
(a Markov matrix). We select the approach described in Kooiman et al. (1998) to
define the PRAM matrix, as follows. Let Ty=(Ty(1), .., Ty(K))}t be the vector of
frequencies of the K categories of variahle V in the original file (assume without
loss of generality that T\,(k) 2 T(K) > 0 for k< K) and let & be such that 9 < 9 <
1. Then the PRAM matrix for variable ¥ is defined as:

1- 0T, (K)/ Ty(k) il =k
Pt =Y 0r By /(B-1T ) ifl#k
Let parameter p be p: = 108. For each variable we have built niue matrices gener-
ated with p taking integer values between 1 and 9.
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3. Disclosure Risk Measures

Chapter 5 discusses ways to measure the information loss caused by SDC methods
for microdata, However, the assessment of the quality of an SDC method cannot be
limited to information loss; disclosure risk must also be measured. The method
that optimizes the trade-off between hoth magnitudes subject to some user require-
ments turns owt to be the best option. To understand the trade-off, consider the two
extreme cases betweeu which SDC methods lie:

» If masking consists of encrypting original data, then no disclosure is possible,
but no information at all is released (maximum information foss, minimum dis-
closure risk).

e If no masking is perfermed and the original data are released, users can perform
fully accurate computations, but disclosure of iudividual respondent data is very
likely, especially for microdata (minimum information loss, maximum disclo-
sure risk}.

Literature on disclosure risk basically relates to nonperturbative methods, in
which a sample of the original dataset is published. Disclosure risk is measured
here as the probability that a sample unique is a population umque (Elliot ef al.
1998; Skiuuer et af. 1994). Unless the sample size is much smaller than the popula-
tion size, such a probability cau be dangerously high; in that case, an intruder who
jocates a unique value in the released sample can be almost cer(ain that there is a
single individual in the population with that value, which is very likely to lead to
that iudividual's identification.

The uniqueness property as stated above is not relevant for perturbative meth-
ods, because, even though the whole microdataset is released, it is released with
some distortion. Because there is little in the literature on disclosure risk that can
be used for a broad class of perturbative methods—disclosure risk measures tend
to be method-specific (Adam and Wortmann 1989 is still up-to-date)—empirical
methods, such as record liukage techniques, provide a more unified approach. We
briefly describe below two approaches to record linkage that yield empirical dis-
closure risk measures and one analytical measure based on interval disclosure.

Distance-Based Record Linkage

This approach to record linkage is described in Pagliuca and Seri (1999) for the
specific case of microaggregation masking using the Euclidean distance. It can be
generalized, however, for any perturbative method provided that a distance be-
iween the original and the masked value can be defined. As n any record liukage
context, it is assumed that an intruder has an external dataset containing as key
variables the same variables present in the released masked dataset, The intruder is
assumed to try to link the masked dataset with the external dataset using the key
variables.
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Linkage then proceeds by computing the distances between records in the origi-
nal and tbe masked datasets. The distances used are standardized to avoid scaling
problems. For each record in the masked dataset, the distance to every record in the
oripinal dataset is computed. Then the ‘nearest’ and ‘second nearest’ records in the
original dataset are considered. A record in the masked dataset is labeled as
‘linked’ when the nearest record in the original dataset turns out to he the corre-.
sponding origimal record. A record in the masked dataset is labeled as ‘linked to
2nd nearest’ when the sécond nearest record in the original dataset turns out to he
the corresponding original record. In all other cases, a record in the masked dataset
is labeled as ‘not linked’. The percentage of ‘linked” and ‘linked to 2nd nearest’ is
a measure of disclosure risk.

The Euclidean method above requires rescaling variables as well as an assump-
tion on the weight of variables when computing a distance. For instance, in the pro-
posal of Pagliuca and Seri (1999}, all variables have the same weight.

Probabilistic Record Linkage

In Jaro (1989), a record linkage method was described and illustrated on the 1985
census of Tampa, Florida. The matching algorithm uses the linear sum assignment
model to ‘pair’ records in the two files to be matched (the original file and the
masked file in our case). The percentage of correctly paired records is a measureof
disclosure risk,

Although less simple than the Euclidean method, this approach is attractive be-
cause it does not assume rescaliug or weighting of variahles and requires the user
to provide only two probabilities as input. For that reason, this method of record
linkage will be termed probabilistic in what follows.

We use the U.S. Census Bureau implementation of probabilistic record linkage
provided by William Winkler (U.S. Bureau of the Census 2000; Winkler 1998)
{with some additions) in our experimentation.

Interval Disclosure

For a record in the masked dataset, compute rank iutervals as follows: Each vari-
able is independently ranked and a rank interval is defined around the value the
variable takes on each record. The ranks of values within the interval for a variable
around record r should differ less than p percent of the total uumber of records and
the rank in the center of the interval should correspond to the valne of the variable
in record r. Then, the proportion of original values that fall into the interval cen-
tered around their correspouding masked value is a measure of disclosure risk. A
100 percent proportion means that an attacker is completely sure that the original
value Hes in the interval around the masked value (interval disclosure).
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4, Comparisen for Continuous Microdata

This section details the steps of the methodology outlined in the introduction for
the case of continuous data.

Test Data Collection

We constructed a microdataset using the Data Extraction System (DES) of the U.3.

Census Bureau (htip://fwww.census.gov/DES/www/welcome.htmml). From -the

available data sources, we chose the Current Population Survey corresponding to

1995—specifically, the file group ‘March Questionnaire Supplement—Person

Data Files’. Variables and records were selected as follows:

* Variable selection. Our continuous variable selection was based on the require-
ment that the values of each span a wide range. Thirteen variables were selected;
AFNLWGT (Final weight), AGI (Adjusted gross income), EMCONTRB
{Employer contributiou for health insurance), ERNVAL (Business or farm net
earnings), FEDTAX (Federal income tax liability), FICA (Social Security retire-
ment payroll reductiou), INTVAL (Amount of interest income), PEARNVAL
(Total personal earnings), POTHVAL (Total other persons income), PTOTVAL
(Total personal income), STATETAX (State income tax liability), TAXINC (Tax-
able income amount), WSALVAL (Amount: Total wage and salary).

»  Record selection. Our selection of 1,080 records was based on the need to keep
the number of repeated values for each variable low (in principle, one would not
expect repeated values for a continuous variable, but there were repetitions in the
dataset),

* The resulting dataset had three properties that were importaut to our work:

(1) The number of records was fewer than 1,200, which allowed repeated ex-
perimentation with the probabilistic record linkage software in reasonable
time.

(2) Seven variables had no repeated values: FEDTAX, AFNLWGT, AGI, EM-
CONTRB, PTOTVAL, TAXINC, STATETAX. Because absence of repeated
values is a distinguishing feature of really continuous variables, these seven
were chosen as key variables for record linkage.

(3) 1,080 (the number of records) is the largest integer less than 1,200, which is
a multiple of 5, 8, and 9. Thus, when the microaggregation SDC method is
used, the dataset can be microaggregated with minimal group sizes £ = 3, 4,
5,6, 8,9, and 10 so that all groups have exactly size k.
We used the resulting data to carry out the empirical work described iu the *Em-
pirical Work’ section below.
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Information Loss Metrics
Let X and X’ be the matrices representing the original and the masking datasets, respectively.

Let V and R be the covariance matrix and the correlation matrix of X; let X be the vector of

variable averages for X and let § be the diagonal of V. Define V', R, X', and S analogously

from X’ . The Information Loss (IL) is computed by averaging the mean variations of X - X,

X-X ,V—V’, §—5, and the mean absolute error of R — R’ and multiplying the resulting
average by 100. According to the formulae given in Chapter 5 we obtain:

el
Vi i l u ] .
sty B2 4R R E ol
w’l I ] r<isj U‘ 1—|‘jj| o 1sig] )/S
= wff=li={ i={ i=1 4= + .
IL = 100+{L = + > + S5+ T) - (Pz ;
7

Term 2 is analogous to term 1 but only with respect to the averages of variables.
Term 4 is analogous to term 3 but only with respect to the variances of variables
{not covariances).

Disclosure Risk Assessment

The Distance Linkage Disclosure risk (DD} is the average percentage of linked
records using distance-based record linkage; the average is computed over the
number of key variables that the intruder is assumed to know (we consider knowl-
edge of anywhere from one to seven variables). Similarly, the Probabilistic Link-
age Disclosure risk (PLD} is the average percentage of correctly paired records
using probabilistic linkage. The Interval Disclosure (I2)) is the average percentage
of original values falling in the intervals around their corresponding masked values
(averages that have been computed over all parameter values, Le., 1 percent to 10
percent with 1 percent increments).

Empirical Work

Table 1 contains a ranking of methods described in Section 2 (we try the parameter
values described in that section for each method). The table contains columns
specifying IL, DLD, PLD, and ID and also an overall score constructed as follows:

Score = 0.5(IL) + 0.125(DLD) +0.125(PLD) + 0.25 (ID)

The rationale of the above weighting is to give equal weight to information loss
(0.5) and to disclosure risk. The 0.5 weight of disclosure risk is equally divided
among ID (0.25) and record linkage. The 0.25 weight of record linkage is equally
divided among both approaches to record linkage. The correlation between DLD
and PLD is actually 0.962, so both approaches are very similar. The (IZ, DLD}, (IL,
PLD), and (IL, ID) correlations are —0.605, —0.551, and —0.807; thus, the lower the
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information loss, the higher the disclosure risk, as one would expect. The [LRank,
DLDRank, PLDRank, and IDRank columns contain the ranking of each method
with respect to IL, DLD, PLD, and ID; the lower the raok, the better a method per-
forms (i.e., lower information loss and disclosure risk).

Table 1: Comparison Results for Continuous Microdata

1IL- DLD- PLD- ID-
Method IL DLD PID ID Score Rank Rank Rank Rank
Rankl5 19.01 1.19 0.15 3505 1844 53 6 7 21

Rankl% 2295 093 008 28.04 186l 59 2 2 2
Rank16 2091 139 011 3218 18.69 56 8 5 16
Rank13 1677 217 012 4035 1876 48 12 6 28
Rankl4 1972 192 0.07 37.00 1936 55 10 1 25
Rankl1 1432 243 025 4781 1945 44 13 14 39
Ranki2 1637 250 025 4373 1946 47 14 11 35
Rank20 2581 0.69 0.09 2683 1971 64 1 3 1
Rank18 2574 095 0.09 2925 2031 63 4 4 6
Rank10 13.37 390 038 53.17 2051 41 24 17 45
Rank17 25.12 152 0.20 3095 20.51 61 9 9 10
Rank(9 11.66 5.01 052 5758 20091 38 37 29 49
Rank08 11.60  6.07 0.85 6337 2251 37 39 39 56
Rank07 925 751 1.08 6871 2287 36 4 43 63
Rank06 7.87 9.02 279 7380 23.86 26 43 36 71
Mic3muld7 11.06 1934 470 7234 26.62 36 6§ 65 69
Rank05 678 1680 13.60 78.89 2691 22 58 70 77
Mic3muld9 1346 1922 344 6991 27.04 42 67 60 65
Mic3mulld 1484 17.99 3.44 68.61 2725 46 64 59 62
Mic4mulO4 1214 1976 6.67 7T1.85 2733 39 69 63 68
Micdmuld5 1450 17.43 545 69.09 27.39 45 61 66 64
Mic3mul08 1351 2081 4.15 7068 2754 43 71 63 66
Mic4mul08 18.89 1778 335 62.84 27.80 52 62 58 55
Mic3mulde 1024 2041 1390 74.00 2791 33 70 71 72
Mic4mui07 1936 17.10 2.08 6441 28.13 54 o0 53 58
Micdmul06 1791 17.82 3.98 6641 28.28 50 63 62 60
Mic4mul09 21.35 1593 2.00 6l.66 28.33 58 57 52 54
Micdmull0 2298 16.85 237 6056 28.03 60 59 55 51
Mic3mul05 973 2378 1829 76.59 2927 31 76 73 74
Mic3mul4 7.45 2349 2275 7914 2929 2475 75 79
Mic4mul03 10.69 2288 16.69 76.89 29.51 35 74 72 75
Rank04 590 2277 2278 84.12 20.67 20 73 76 80
Micmuld3  27.67 1426 1.88 5723 30.16 65 54 50 47
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Table 1: Comparison Results for Continuous Microdata (Continued)

IL- DLD- PLD- 1ID-

Method IL DLD PID ID Score Rank Rank Rank Rank
Micmul04 ™ 31.74 1372 138 5244 30.86 o7 53 48 44
Mic3mull3 6.29 2970 29.06 82.95 31.23 21 79 80 85
Micmul05 35.12 11.73 1.14 4843 31.27 70 46 44 41
Micmul07 37.68 1320 120 4346 31.50 72 52 45 34
Micmul06 38.77 13.00 1.22 4576 32.60 73 50 46 37
Micmul08 4153 13.12 099 4266 33.19 75 51 42 32
Rank03 507 31.73 3692 8953 33.50 18 80 83 93
MicZmull0 10.68 4938 27.29 7743 3428 34 86 78 76
Micmull0 4469 14.66 050 4041 3434 76 55 27 29
Noise(.16 3256 1565 4.66 64.39 3491 68 56 64 57
Micmul09 4598 12.82 0.85 40.99 3495 79 49 40 30
Mic2mul09 993 51.03 33.04 7894 3521 32 87 81 78
Mic2mul08 8.55 5431 33.70 7977 3522 27 88 82 80
MicZmul)7 7.53 5472 37.41 81.40 35.63 25 89 84 83
Noise(.12 2524 2221 2239 7158 36.09 62 72 74 67
Noise0.1 21.14 2770 29.03 7520 36.46 57 78 79 73
MicZmul6 7.03  56.383 42.00 82,89 36.54 23 90 86 84
JPEGO080 33.97 19,13 6.93 6635 36.83 69 65 69 59
Noise0.14 3513 1921 624 67.62 3765 71 66 67 61
Noise0.18  41.12 1196 3.52 6095 3773 74 47 61 52
Noise0.08 17.43 36.06 39.76 79.84 38.15 49 82 85 81
Rank02 =~ 290 4726 57.47 9456 3818 11 8 90 96
JPEG(70 4492 966 234 5728 3828 77 44 54 48
Noise0.2 4597 10.01 097 57.63 3877 78 45 41 50
MicZmul05 5.88 58.97 56.84 8540 3877 19 92 g9 88
JPEGO085 29.47 23.85 2448 7280 38.98 66 77 77 70
Mic2mul04 490 61.53 60.69 87.26 39.54 17 94 91 89
JPEG090 18.17 3537 4698 80.87 39.60 51 81 87 82
Noise0.06  13.03 4554 5622 84.16 40.28 40 84 88 87
Mic2mul03 3.28 6697 6479 90.51 40.74 15 95 92 94
Noise0.04 893 5851 6528 8895 42.18 23 91 94 90
JPEG075 5045 1267 290 6127 4249 80 48 57 53
JPEG(095 9.06 6011 6656 8923 42.67 29 93 96 92
Resamp3 315 6790 67.63 96.81 4272 14 96 o7 97
Rank01 2.34 69,19 6635 99.54 43.00 9 97 95 106
JPEG(65 5777 7.02 190 53.87 4347 81 40 51 46
Noise0.02 424 7734 71.32 9442 4431 16 99 98 95
Resampl 311 7542 71.85 9836 44.56 13 98 899 99
MicPCP03 69.62 3.16 0.77 3841 4490 84 17 38 26

Table 1: Comparison Results for Continuous Microdata (Continued)

IL- DLD- PLD- 1ID-

Method IL DLD PLD ID Score Rank Rank Rank Rank
JPEGO055 6370 357 126 4970 45.13 83 38 47 42
Noise(.01 2,57 8519 74.13 97.03 4546 10 100 103 98
JPEG100 3.06 8714 73.03 99.14 4634 12101 100 101
MiclR10 1.19 9737 74.07 99.12 46.81 8 102 "102 100
MicIRO8 103 97.84 74.07 9929 46,83 6 108 101 103
MicIR09 1.14 9796 7440 9924 4693 7 109 104 102
MiclR06 0.87 97.66 7528 09951 46.93 5 106 105 105
3
1
2

MicIRO5 0.60 9758 7599 9958 4654 104 106 107
MicIR0O3 045 9739 7896 99.79 4722 103 107 109
MicIR04 0.64 97.63 7978 99.67 4741 105 108 108
MicIRO7 0.81 97779 88.06 9942 48.49 4 107 109 104
MicPCPO4 7884 343 0.62 3600 4892 g7 19 32 23
JPEGO50 7320 426 0.67 4796 49.21 86 3l 36 40
JPEGO60 7124 766 152 51.71 49.69 85 42 49 43
MicPCPO5S 8255 394 0.69 34.10 5038 88 25 37 20
MicPCPO7 8928 4.02 0.62 3256 53.36 91 27 a3 17
MicPCP0O9 90.78 454 025 3140 53.84 94 34 12 13
MicPCPO6  90.26 337 050 3342 5397 93 18 26 19
MicZ03 00.25 3.16 0.61 3571 5452 92 16 31 22
JPEGO35 88.80 365 044 4320 5571 90 20 23 33
JPEG045 87.55 4.5 0.67 4678 56.07 89 30 a5 38
MicZ04 9494 370 053 33.04 5626 96 21 30 18
MicPCPO8 9693 397 034 3204 57.02 97 26 16 14
MicPCP10  97.82 4,13 046 3119 5728 98 29 24 11
JPEGO40 9099 372 066 4498 57.29 95 22 34 36
MicZ07 102,87 427 038 3053 59.65 99 32 20 9
MicZ06 10392 388 041 3043 60.10 100 23 21 8
MicZ05 104.06 4.03 042 31.30 6041 101 28 22 12
MicZ08 107.92 455 052 2960 6199 102 35 28 7
MicZ10 10979 483 038 2820 6259 103 36 18 3
MicZ09 11091 435 038 2836 63.14 105 33 19 4
Distr 58.62 43.05 064.88 8898 065.04 82 83 93 9]
JPEG(O30 11048 3.02 048 4179 66,12 104 15 25 31
JPEGO25 15515 213 025 3876 8756 106 11 13 27
JPEG020 16491 136 029 36.11 91.69 107 7 15 24
JPEGO15 20266 1.10 0.15 32.06 10950 108 5 8 15
JPEGO10Q  269.38 0.93 022 2544 14194 109 3 10 5
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Because publishing the original data without masking yields a score of 50 (JL.=0
and DLD = PLD = ID = 100), methods scoring above 50 in Table 1 are of no use.

Figure 1. Comparison of SDC Methods for Continuous Microdata
With Best Parameter Choice
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Figure 1 gives a comparison of SDC methods for continnous microdata when the

best parameter choice is made. Rank swapping with parameter 15 (Rank15) stands

out as the best performer. For multivariate microaggregation, taking three variables

at a time and groups of size at least 7 (Mic3mul07} turns out to be the best parame-~

ter choice. See Section 6 for expanded conclusions.

5. Comparison for Categorical Microdata

This section details steps of the methodology outlined in the iniroduction for the
case of categorical data,

Test Data Collection

In order to compare masking methods for categorical microdata, we used data from
the American Housing Survey 1993 (also obtained from the U.S. Census Bureau us-
ing the DES). We selected the varigbles BUILT (year structure was built), DEGREE
(long-term average degree days), GRADE] (highest school grade), METRO (met-
ropolitan areas), SCH (schools adequate), SHP (shopping facilities adeguate),
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TRANI (principal means of transportation to work), WHYMOVE (primary reason
for moving), WHYTOH (main reason for choice of house), WHYTON (main rea-
son for choosing this neighborhood). We took the first 1,000 records from the corre-
sponding data file (we chose a small dataset for the same reasons mentioned above
for continuous microdata).

Five subsets of variables were defined from the set of sclected variables, and the
same analysis was performed for each of them in the testing process. Three groups
were defined by grouping variables with similar number of categories; *s’, ‘m’, and
‘I’ correspond to groups of variables with small, medium, and large number of cat-
egories, respectively. Additionally, ‘v’ corresponds to the group of variables with
medium or large number of categories (union of ‘m’ and ‘I); ‘0’ corresponds to the
subset of variables defined as ordered. The variables used and the groups of vari-
ables are given in Table 2, This table also includes the number of categories for
each variable.

Table 2: Yariables Used in the Masking Process
and in
the Reidentification Process

Variables u 1 s m 0 N. of Cat.
BUILT X X X 25
DEGREE ' X X 8
GRADEI1 X X X 21
METRO X 9
SCH _ X 6
SHP X 6
TRAN1 X X 12
WHYMOVE X X 18
WHYTOH X X 13
WHYTON X X 13

Information Loss Metrics

For categorical data, we considered three kinds of information loss measures: di-
rect comparison of categorical values, comparison of contingency tables, and en-
tropy-based measures (see Chapter 5 for details).

Direct Comparison of Categorical Values. A distance is defined over the range
of categorical variables. When the range of a variable is an ordinal scale, the dis-
tance between category « and b is proportional to the number of categories
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between a and b. When the range of a variable is not ordinal, the distance is 1 if the
values are different and O if they are not. We denote this information loss measure
by Dist.

Comparison of Contingency Tables. For a given subset of variables, contingency
tables arc computed for a file before and after applying the masking process. The
number of differences between the two contingency tables is denoted by CTBIL.
Because the number of cells in a contingency table depends on the number of cate-
gories in the variable, we also consider the normalizing of CTBIL by dividing it by
the number of cells in all tables. We denote the resulting information loss measure
by ACTBIL,

Entropy-Based Measures. In Kooiman er al. (1998), the use of Shannon's en-
tropy to measure information loss is discussed. The idea is that this information-
theoretic measure can be used in SDC, if the masking process is modeled as the
noise that would be added to the original dataset in the event of its being transmit-
ted over a noisy channel. Because this measure depends only on the masked dataset
and does not account for its relation with the original data, we define a new infor-
mation loss measure.

Let V be a variable in the original dataset and ¥’ be the corresponding variable
in the PRAM-masked dataset (we take PRAM because it is a very general method
encompassing the rest of the masking methods considered for categorical data).
Then the entropy-based information loss measure EBIL is defined as:

EBIL(Py v, G) = £, cH(V|V' =)

where j,. is the value taken by V’ in record r, and

"
HY|V =j) = — 2, PV =i[V'= Dlogp(V =i|V'=])

f=1

Py = {p(V' =j|(V=10} being the PRAM Markov matrix.

The new information loss measure taking original data into account is:
IL(PV= v FG) =X, GPRIL(PV, yolpde)
where i, is the value taken by V in record » of F and j,. is, as before, the value taken
by ¥ inrecord r of G and
PRIL(Py ypui.j) = —logP(V = i|V'= j)

We compute EBIL and IL using two different data files to estimate probabilities:
the same file masked (EBILMF and ILMF) and a reference file (EBILRF and
ILMF).

A Quantitative Comparison of Disclosure Control Methods for Microdata 125

Disclosure Risk Assessment

The Probabilistic Linkage Disclosure risk (£LD) is the number of correctly paired
records using probabilistic linkage. PLDRank is the ranking of the method with re-
spect to PLD (normalized with maximal value 100). The inability to use the Eu-
clidean distance for categorical data makes computation of DLD and D more
cumbersome than for continuous data. Although distance definitions exist for cate-
gorical variables (as the ones used for the information loss measures), difficulties
arise in ordering pairs of records. .

Empirieal Work

Table 3 contains a ranking of methods described in the section ‘SDC Methods for
Categorical Microdata’ (the parameter values described in that section were tried
for each method). The table contains columns with information loss measures
{(Dist, CTBIL., ACTBIL, EBILRF, ILRF, ERII.MF and IIL.MF), a reidentification
measure (PLD), and a score of the methods {Score and Ave. Score) defined as an
average between the ranks of disclosure risk and information loss measures. The
(Dist, PLD), (CTBIL, PLD), (ACTBIL, PLD), (EBILRF, PLD), (ILRE PLD),
(EBILFM, PLD), and (ILFM, PLD) correlations are, respectively, -0.4898, -0.4156,
-0.5520, -0.345, -0.288, -0.3368 and -0.408. Here again, as expected, the lower the
information loss, the higher the disclosure risk.

Table 3: Comparison Results for Categorical Microdata

B = § o E - .

i a z B E B B B 3 af gf & 4&
= B & © 2 8 B B & =22 =22 2 &3
T5u 235 2716 31830 11.10  2892.10 3030.30 2952.60 2952.60 560 7282 3919 41.60
TSs 428 2372 1478%  27.00 245340 2564.10 250630 250690 2390 70.19 47.04 41.60

T30 347 1093 6148 5.20 166100 172740 168750 1687.50 1500 5676 3588 41.60
T51 853 319 1820 1.00 48680 48140° 47450 47490 5830 3236 4535 41.60
T5m 765 344 1874 290 43870 46620 44570 44570 4500  36.11 4056 41.60
T6u 200 3152 35786 1250 376410 300070 381950 381950 500 8023 4262 4219
Tos 457 2789 16400 30.00  3256.00 335730 329980 329980 26,70 7481 5074 42,19
T6o 287 1242 6886 580 210670 2171.90 2130.50 2130.50¢ 10L00 5977 34.88 4219
Tot 785 391 2220 £30 67120 663.60 65550 63550 4890 3718 4303 42,19
T6m 751 363 1966 290 50810 54340 51970 51970 4170 37.64 39.65 42.19
T3u 288 1081 14154 490 942,10 S03.80 94640 94640 1060 55.65 33.10 4290
T3s 748 819 6150 11.20 69120 71740 70670 706,70 41,10 5162 4637 42.90
T3o 758 559 3258 280 57640 58840 579.10 57910 42.80 4190 4234 4290
T3l 943 177 1028 060 17940 17850 173.30 17330 7890 23.38 51.13 4290
T3m 825 262 1442 2.10 25050 24650 23970 23970 5280 3037 41,57 4290
T4du 254 2475 29456 10,30 2289.30 235770 231140 231140 120 6907 3B.15 4313
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Table 3: Comparison Results for Categorical Microdata (Continued)

3 2 2 =

S5z EE g 2 % aigil
= 2 A B § B 2 & 2 E& %= & 43
Tds 292 3144 13756 25.10 189640 194390 101760 1917.60 2830 67.27 47.80 43.15
T4o 529 854 4896 410 111770 113510 112490 112490 3000 5065 4032 4315
Tdt og8 233 1348 0.80 30490 303.10 297.10 297.10 7110 27.31 4921 4315
Tdm 775 331 1812 2.60 39200 413.30 39380 39380 4610 3440 4025 43.15
Glu 423 55 770 030 000 000 000 000 2330 1241 17.87 4325
Gls 1000 sl 408 000 000 D00 000 000 9830 1380 5606 4325
Glo 998 35 210 020 000 000 000 000 9560 648 51.02 43325
Gll 998 4 04 Q00 000 000 000 000 9610 065 4838 43.25
Glm 962 4 24 000 000 000 000 000 8440 130 4202 43.25
TTa 265 3453 38344 (340 438000 456400 4475.60 447560 780 8264 4521 4415
Ts 697 3067 17418 31.80 380190 394370 3879.00 387990 3500 B0O9 5755 4415
T7o 307 1314 7172 6.10 228150 234520 230370 230370 1280 6176 37.27 4415
T 719 483 2736 160 90320 893.80 88550 88550 3830 4171 4002 44.15
T7m 751 186 2072 300 S8R00 62030 59570 59570 4220 3017 4069 4415
T9u 420 4163 43976 1540 492140 5230.90 S5133.50 513350 2440 8815 5630 4418
T9s 187 3695 19294 73530 4097.70 4368.10 4305.50 4305.60 440 8356 4400 44.18
T 297 1604 8162 690 292590 2017.30 2834.90 2834950 1220 6699 139.61 4418
9l 534 812 4392 250 166560 158590 1536.00 153600 30.60 4935 3995 4418
T9m 725 468 42 350 82370 86270 82800 82800 3850 4319 41.04 4418
TSu 510 4167 43940 1530 4957.20 524420 514020 514020 2890 8833 5861 4475
T8s 44 3774 19386 3540 4337.20 458370 451120 451120  0.60 8ddd 4250 4475
T80 320 1494 7172 660 263550 262250 254250 254260 1440 G481 39.63 4475
T8I 643 679 3726 2.10 130840 122240 117550 L175.50 3330 4708 4021 4475
T8m 774 303 2108 310 62000 660.50 62000 6£29.00 4560 4000 42.78 4475
Géu 188 1260 16606 690 1246.10 127240 124180 124180 1670 60.88 3877 4535
Gds 720 1215 8690 19.80 1183.50 120320 117560 117560 3940 6148 50.46 4535
Gdo 810 424 2508 240 56010 597.20 S517.50 S517.50 5110 3921 4516 4535
Gdl 983 71 420 030 8180 14490 7610 7610 90.00 1463 5231 4535
Gdm 899 si 316 050 6260 6930 6610 6610 66.10 1394 40.02 4535
T2u 14 655 8802 310 40650 40040 38890 38890 1390 4435 29.12 4536
T25 ROD 462 3598 660 30140 299.50 29330 29330 6560 3972 5264 4536
T2 903 330 1960 170 21800 21050 20590 20580 6830 30.7% 4956 4536
T2l 965 132 780 040 8320 7940 7610 7610 8500 1949 5225 4536
T2m @73 193 1058  1.50 10500 t01o0 9560 9560 6LL0 2537 4324 4536
Tlu 197 292 3058 LI0 D00 000  DOO 000 1940 2500 2222 4688
Tis 1000 172 1362 250 000 000 Q00 000 9800 2370 61.30 46,88
Tio 1000 109 654 060 000 D00 000 000 9940 1556 57.50 4688
T 996 40 240 040 000 000 000 000 9390 630 5009 46.88
Tlm 933 50 279 040 000 Q00 000 000 7670 991 4320 46.88
Gan 180 546 7384 3]0 44040 44550 43280 43280 1720 4356 3039 4703
G3s 916 513 3872 880 41020 41250 40220 40220 7330 4380 58.56 47.03
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Table 3: Comparison Results for Categorical Microdata (Continued)

3 3 £ & > v e
: 8 & 8 5 E & 3§ 2 gfaff gt
5 R A 0 X m B B 2 BRI & =8
Glo 943 234 1384 130 24960 24670 22590 22590 7940 2824 53.84 4703
G3i 992 40 236 010 3930 4540  27.60  27.60 9170 935 50.51 47.03
G3m 918 33 194 030 3020 3260 3060 3060 7390 981 4185 47.03
G2u 411 211 2858 120 11870 12370 1E8.30 IIRI0 2110 2810 24.65 “47.47
G2s 1000 194 1466 330 11030 11540 11010 110,10 10000 2907 G4.54 47.47
G2o 992 117 702 070 7930 7440 7100 7100 9280 1940 5609 47.47
G21 996 11 66 000 550  7.60 700 .00 9440 463 4954 4747
G2m 040 17 100 020 850 830 800 8O0 7RID 676 4255 4747
Bou 591 5061 49270 17.20 628270 6359.20 622820 622820 3280 9570 6428 47.92
BYs 50 4000 20000 36,60 5199.20 S5375.00 5200170 529180 170 8940 4553 4792
BY 284 1498 7934 670 2553.10 266180 246810 2468.10  R90 6532 3711 47.92
B9l 733 655 3676 210 104690 £103.30 93180 9ILRO 4000 4546 4273 47.92
BOm 760 1061 5270  7.60 1083.50 OB420 93640 93640 4390 5507 4993 47.92
BSu 571 4990 49068 17.10 601B.90 613900 6020.20 602030 3170 9491 6329 48.66
Bgs 50 4000 20000 3660 519920 537500 520170 5291.80  1.10 B9O5 4553 48.66
BRo 296 1465 7810  6.60 2438.60 253520 235040 235140 170 6370 37.69 48.66
Bl 7T 599 3380 150 86970 90RT0 74970 74970 4670 4287 4477 4B.66
BSmn 813 990 5068 740 81970 76350 72850 72850 5170 5241 52.04 4R.66
Gou 778 4746 48140 20,10 603590 622370 612040 612050 4720 9491 71.06 4898
G9s 50 4000 20000 4570 519920 5375.00 529170 329180 280 9079 4678 48.98
G% 285 1313 7214 6.80 233650 281820 240420 240420 940 6347 3646 4898
Gol 764 411 2356 150 73520 117260 79510 79510 4440 3972 4208 48.98
G9m 779 746 4140 690 83660 B4BT0 82870 82870 47R0 4921 4850 4898
G5u 395 2899 34516 1440 2933.20 3140.60 3073.50 3073.50 1890 7458 4674 4922
G5s 8§34 2809 16918 38.60 2820.80 300730 294730 204730 5500 7481 6491 4922
Gso 648 631 3698  3.50 886.80 1080.00 914.10 91410 3390 4634 4012 4922
Gsl 072 116 680 040 15280 28500 35200 15200 8720 1977 53.50 4922
G5m 876 90 502 080 1:240 13310 E2620 12620 G220 1944 4083 4922
G8u 858 4283 45544  £O.00 5680.40 SR9L.10° 579200 5792.00 S59.40 9306 7625 4933
G8s 50 4000 20000 4570 5199.20 537500 529170 520180 220 9134 4678 4933
G8o 253 1244 6952 6.60 219550 258870 2230.80 2230.80 670 6106 3187 4933
G8l 825 322 1856 1.20 54360 89330 58110 S8L10 5330 3440 4387 4933
G8m 849 283 1544 260 48120 51600 50020 50020 5720 3458 4590 49.33
G6u 464 3288 37942 1590 373420 394040 385440 385440 2720 8134 54328 49.49
Gés 694 3152 17984 4110 354730 37TI6TO 364170 364170 3670 8125 5896 49.49
G6o 471 875 5064  4.80 139400 167480 1427.80 1427.80 27.80 5L87 4032 49.49
G6l 925 176 1026 060 24940 47520 26250 26250 7560 2523 5030 4949
G6m 876 136 766 130 18690 22380 21260 21260 6280 2421 4350 49.49
B7u 667 4886 48578  17.00 5678.90 581410 5707.10 5707.10 3440 9352 6398 49.58
B7s 78 3967 19934 3640 5028.60 5226.80 514670 514680 330 8B.06 45.69 49,38
B7o 289 1368 7430 630 2220.10 2300.80 2129.80 212990 11.10 6194 3653 49.58
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Table 3: Comparison Results for Categorical Microdata (Continued)

3 - E .
i & 3z E F 2 & 2 2 aqf g% § s
= 2 A O 2 B B B B E2 £ & 44
B7t 854 478 2720 1.60 50370 G07.40 46520 46520 5890 318.52 48,70 4958
B7m 842 919  4BR42 7.00 65020 SBLA0 56030 56030 5560 5046 53.01 4958
B6u 688 4761 47670  16.60  5139.10 532330 5230.60 5230.70  35.60 9042 6299 49.76
Bé6s 160 3855 10644 3590 4552.60 4795.10 4728.20 472820 390 8593 4491 4976
Bbo 320 1287 1044 6.00 192240 2011.50 185240 185240 13.30 5949 36.4] 49.76
Bol 899 420 2406 1.40 42860 43200 29930 29930 67.80 35.05 3t41 49.76
B6m R47 906 4796 T.00 58650 S28.20 50230 50250 3670 4949 33.08 49.76
GTa 8RO 3867 42628 Y780 483990 5078.10 4985.60 498570 63.90 87.0% 7549 50.25
G7s 354 3581 10362  44.20 454680 4745.60 4665.60 466370 15.60 8319 5037 5025
GYo 246 1181 6710 6.30 206270 2430.60 2101.80 2101.80 610 5954 3282 50.25
G71 881 243 1408 0.90 37150 695.60 403.50 40350 6440 3023 4734 5025
G7m 875 186 1044 1.70 20310 33240 32000 32000 G170 2880 4523 50.25
B5u 691 458% 46568 1630  4524.60 4697.50 4G0B.60 460B.60 36.10 §7.08 6160 50.36
Bas 278 3604 19288 3530 4007.60 4247.40 4181.10 4181.10 830 83.01 4567 35036
BSo 393 1207 6634 560 1633.60 172400 157650 157640 17.80 5731 3755 50.36
B5l 915 394 2280 £30 151.40  363.60 24190 24100 7280 3343 5310 50.36
B5m 861 887 4728 6.90 517.00 45020 427.50 42750 60,00 4778 5389 50.36
Bdu 824 3516 37970 1330 2037.10 2998.90 2937.50 2937.50 5220 7894 6558 52.55
Bds 446 2650 15784 28,50  2502.600 2625.10 2585.60 25B5.60 25.60 7120 4838 52.55
B4o 522 858 4780 400 1065.10 [149.10 103230 103230 2640 49.77 3961 5255
B4 974 119 H4 0.40 132.80  188.10 90.10 90,10 87.80 1944 5361 5255
B4m 882 806 4640 6.70 43450 737380 35190 35190 6300  46.11 5556 52.55
B3n 825 2150 34974 1220 2053.00 2066.50 2017.70 2017.70 53.90 7361 63775 52.7%
B3s 576 2294 14336 2620 166850 1742.00 171370 {713.70 3220 67.13 4968 5271
Bio 710 606 3550 3.00 60440 66850 58720 587.20 3780 4329 40.53 5271
B3l 985 i02 a4 0.30 86.50 12850 64,60 64.60  90.60 1683 5370 5271
B3m 890 856 4598 6,70 19150 32480 304.00 30400 66770 4509 3588 5271
Fou 394 60863 1858 090 567830 5499.00 614630 5676.60 1830 7870 4852 354.83
P9s 733 30863 880 2.60 3125.20 3839.40 3243.10 3738.60 40.60 6528 5292 5483
PYo 800 98.462 662 070 531810 6BOOT0 4916.00 4718.10  50.00 4472 4736 54.83
P91 947 1012 248 020 5305.10 611210 5005.10 4164.70 81.10 51.67 6639 54.83
POm 907 3000 M2 030 2553.10 165970 200320 1938.00  70.60 4736 5856 5483
B2u 795 2738 31508 1100 119740 120540 ¢185.20 118520 4940 66.20 57.82 5520
B2s 698 1949 12786 2340 99700 $042.30 1028.30 1028.10 37.20 6347 35035 5520
B2o 921 336 2006 1.70 193.80 24890 214.10 2i4.10 75.00  31.81 5340 55.20
B2l 992 81 484 0.30 48.60 74.80 46,70 46,70 9220 1472 5347 5520
B2m 945 T8O 4346 6.30 19950 163,10 157.10 15710 B0O.G6D 4134 6095 55.20
Piun 399 6017 1748 0.90 5624.80 546430 6091.80 564180 20,00 7773 4887 5542
P8s 758 3077 804 240 307730 380870 3193.40 3707.00 4330 6417 5375 5542
P8o 828 87916 604 060 527660 6879.40 4871.70 469690 5440 4333 48,89 5542
P81 950 10109 230 020 5200.60 6110.10 499030 415540 8390 5074 6731 5542
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£ o 3z B FE 8 ¥ g 58 e¥ %t 4%
= B B © % B 2 & =2 5332 & 24
P8l 904 3000 140 030  2547.50 1655.60 2898.40 193480 6940 47.08 58.26 5542
PTu 387 60088 1544 0.80  5564.20 5426.50 6031.00 5605.60 16.10 76,99 4655 55.44
PIs 788 3008.8 700 2.10  3024.80 3779.00 3[39.80 3678.10 4830 06296 5565 5544
PTo BS0 78.787 522 0,60 523610 686130 482940 467100 57.80 4208 4993 55.44
P7l 958 1009.9 224 020 527220 6102.00 4974.00 4139.50 8330 4995 66.64 5544
PTm 905 3000 134 0.30 253930 1647.50 289130 192740 70.00 4681 5840 5544
Pou 410 60593 1426 070 5503.80 5367.20 597160 554480 20,60 7574 48.15 56.37
Pas 802 30593 668 2,00 297180 373680 30B6.70 3633.40 50.60 6190 56.23 56.37
Poo 862 0B.418 480 0.50 5188.40 6B45.20 478290 4645.10 60.60 40.60 50.58 5637
ol 966 1009 186 0.10  5255.80 6l07.80 4962.60 4137.00 86.10 49.03 67.57 5637
Pom 910 3000 18 0.20  2532.00 163050 2884.90 191140 7220 46.39 5931 5637
Biu 537 1950 23888 8.30 0.00 0.00 0.00 0.00  31.10 5176 4144 5754
Bis 1000 1302 9198  16.80 Q.00 0.00 0.00 0.00 9670 4972 7319 3754
Blo 1000 146 876 0.70 0.00 0.00 0.00 0.00 97.20 1880 58.01 5754
Bil 1000 59 354 .20 Q.00 0.00 0,00 0,00 9780 963 53.70 5754
Bim 970 648 3770 5.50 0.00 0.00 0.00 0.00 B6.70 36.02 6134 57.54
P5u 421 60502 1228 0.60 544530 5288.20 591290 5466.10 2220 7440 4831 58.09
PS5s 842 30502 578 170 292240 367750 3035310 357520 56,10 6046 5829 5800
P5o 903 58.17 432 0.50  5143.50 6Bi5.B0 473930 461010 6890 3958 54.24 58.09
It 975 10079 182 0.10 523460 610600 4946.10 413080 88.90 4838 68.63 58.09
P5m 925 3000 98 0.20 252290 16i0.70 287790 1891.00 76.10 4583 6097 58.09
Pdu 429 6041.6 954 0.50 5379.50 522540 584840 540280 2500 7278 4889 58.78%
Pds 880 3041.0 468 140 2866,00 3629.60 2978.10 3526.80 6330 3894 61.13 5878
Pdo 008 48.183 376 0.40 509230 6785.80 4690.50 457130 7170 3745 54.56 5878
P4l 974 1006.5 164 0.10 521480 610530 493220 412290 8830 47.64 6799 58.78
Pdm 939 3000 66 010 2513.50 $595.80 287020 187600 7780 4491 6134 5878
P3u 446 6034.1 842 (340 531640 518640 ST8600 536330  26.10 71.76 4894 59.63
P3s 896 3034.1 406 1.20 281270 359220 292350 3488770 067.20 5745 6234 5963
3o 933 39313 322 030 504130 675390 464170 453120 7720 3593 56.57 59.63
P31 979 1005.1 142 0310 3191.00 6091.00 491540 410160 8940 4671 6R.08 359.63
P3m 944 3000 60 0.10 250370 159420 2862.50 1874.60 80.00 4440 6220 59.63
P2u 419 6020.2 706 040 5248.30 5142.60 571840 532000 2170 7023 4395 6030
P2g 920 30262 340 1.00 275430 3557.10 2863.80 345440 7440 56.06 6525 60,30
P2o 951 29.846 242 030 49860.80 6724.90 4588.80 449450 81.70 33.94 37.80 6030
P21 592 10035 106 0.10 516530 6082.30 4896.60 4084.50 9330 45.60 6947 60.30
P2m 953 3000 42 10 249400 1585.50 2854.60 1806.20 82.20 43.84 &3.03 60.30
Plu 422 6013.3 360 020 5172.10 5048.10 5642.10 522680 2280 6579 442R 6136
Pls 965 3013.3 178 0.50 268740 3463.20 279480 3360.60 B5.60 5245 69.00 61.36
Plo 987 15.006 126 0.1 4920.50 665970 4526.30 4422.00 9110 3074 60.93 61.36
P11 996 10022 50 0.00  5133.50 6071.40 4874.00 4067770 95.00 4431 69.65 61.306
Plm 956 3000 16 0.00 2484.70 1584.90 2847.40 186620 8280 43.1¢ 62954 61.36
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In this table, Dist, CTBIL, ACTBIL, EBILRF, ILRF, EBILMF, and ILMF are the
information loss measures described in Subsection 5.2. AILRank is an average rank
defined from the ranks of these measures (DistRank, CTBILRank, ACTBILRank,
EBILRFRank, ILRFRank, EBILMFRank, ILMFRank—not displayed) that gives the
same weight to the three classes of information loss measures (distance, contin-
gency table, and entropy-based measures). Within a class, all measures also have
the same importance, Therefore, AILRank is defined as:

N CTRITRank + ACTETLRank | EBILRFRank+ ILRFRank + ERILMFRank + TLMFRank
DistRamk + 5 + .

AtLRank = 3

PLD is the number of correctly paired records using probabilistic linkage, and
PLDRank is the ranking of the method with respect to PLD (normalized with max-
imal value 100).

The score is defined as

Score = (PLDRank + AILRank)/2

to give the same importance to disclosure risk and information loss, and an average
score is computed for each pair (masking method, parameter). The average is de-
fined over the different choices of variables considered. This is the colurnn labeled
Ave. Score. Figure 2 is a graphical comparison of the selected SDC methods when
the best parameter choice is made (average values over the considered groups of
variables—‘m’, ‘w’, ‘s’, ‘0", and ‘I’-—are displayed). Top-coding with several pa-
rameterizations turns out to he the best performer (the best parameter choice being
5). See Section 6 for more details.

The results presented here are based on ranks mstead of on the values of the in-
formation loss measures, because the ranges of the latter are different and difficult

to compare with one another.
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Figure 2. Comparison of SDC Methods for Categorical Microdata
With Best Parameter Choice
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6. Conclusions

There is a rich array of methods for microdata disclosure control, A set of propos-
als for continuous and categorical microdata has been identified and described in
this chapter. Measures for assessing information loss have also been described.
Regarding methods for masking continuous microdata (Table 1), Distr, MicZk,
MicIRk, MicPCPk, and resampling score around or above 50 for all tried &, so their

use is not recommended. Multivariate microaggregation on unprojected data, pro-

posed in Domingo-Ferrer and Mateo-Sanz (2002), is the only form of microaggre-
gation scoring well. Taking three variables at a time seems the best strategy, but
even in this case, microaggregation is second to rank swapping. Rank swapping
outperforms the best microaggregation and is the best performer (for p around 15
percent). However, being a stochastic method, it is not reproducible and this may
iead to disclosure in on-line databases allowing repeated queries. Microaggrega-
tion on unprojected data can still be a good option in such cases. Lossy compres-
sion (JPEG) in its current form is not excellent, but the general approach is
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promising; it is a new proposal, so there is room for improvement (such as using
other compression algorithms). It is worth noting that random noise masking as
implemented to carry out this experimentation is a simple algorithm based on
univariate Gaussian noise generation; refinements using multivariate Gaussian
noise (Kim 1986) should perform much beiter.

Regarding methods for categorical microdata, parameterizations of top-coding
are the best rated, while the PRAM methods (with the parameters described above)
are poorly rated. In general, for the former methods the reidentification risk is low
while the information loss is moderate. For the PRAM methods, both reidentifica-
tion risk and information loss are high. However, the results show that the informa-
tion loss and the number of reidentifications are highly dependent on the set of
variables and the number of categories in each variable. In this sense, the selected
parameterizations for PRAM seem particularly ill-suited for variables with a large
number of categories.
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