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Abstract. This chapter describes microaggregation, a technique for statistical con-
fidentiality that uses aggregation operators. We describe the goals of statistical
confidentiality and its application to continuous and categorical data. We show the
application of the method to a small publicly available data set. The chapter finishes
by reviewing some of the practical problems of the application of microaggregation
to statistical disclosure control.

1 Introduction

National Statistical Offices disseminate information that allows researchers,
media and general public to perform their own analyses and studies. This
information is collected beforehand from individual and corporate respon-
dents. Although released information should be as detailed as possible from
the users’ viewpoint, dissemination is in conflict with respondents’ privacy.
Disclosure risk is defined as the risk of re-identification of particular respon-
dents. That is, if some sensitive and confidential data that have been released
are subsequently linked to a particular respondent, confidentiality is lost.

Statistical offices must avoid disclosure to protect the confidentiality of
the information provided by respondents. The two usual approaches to dis-
closure protection (i.e. re-identification avoidance) are either to partially sup-
press data (data suppression or sampling methods) or to perturb them before
publication. In this way, the disclosure risk decreases. However, data have
to maintain the so-called analytical validity [20], i.e. similar results should
be obtained when the same statistical analysis is performed on disclosure-
protected data and on the original confidential data. Therefore, as [14] point
out, “Statistical offices are confronted with the problem of ensuring that the
risk of a breach of confidentiality (a disclosure) is acceptably low, while at
the same time preserving as much as possible the information content of the
data to be released.”
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Statistical Disclosure Control (SDC) is the discipline that seeks to modify
statistical data so that they can be published without giving away the iden-
tity of any respondent behind the data. SDC methods for microdata! (sets of
records, each containing information about an individual respondent such as
a person, household, ...) are usually known as masking methods. At present,
there is a wide range of masking methods for microdata [6]. For example:
additive noise, global recoding, record swapping, microaggregation, resam-
pling, PRAM, etc). This chapter focuses on microaggregation, a perturbative
method based on aggregation operators.

In addition to masking methods, other tools are required by Statistical
Offices to ensure data protection. We underline the following:

e Measures to assess the level of information loss due to a masking method
(information loss measures).

e Measures to assess the disclosure risk associated to the masked data (dis-
closure risk measures).

Information loss measures quantify the data suppression/perturbation in-
troduced by an SDC method in the masked dataset. Disclosure risk measures
evaluate the re-identification risk inherent to the masked dataset. Both mea-
sures are useful to make the decisions and trade-offs when releasing the data.
For perturbative masking (which does not involve data suppression) informa-
tion loss measures are based on the differences between some computations
on the original data and on the masked data, e.g. differences between cor-
relations, differences between contingency tables, distance between original
and masked records. Disclosure risk measures for perturbative masking are
based on re-identification algorithms.

Re-identification algorithms take as input an original microdata set and
a masked version of it and try to link masked records with the original ones.
For example, record linkage [15] is used to link records in separate files that
relate to the same respondent. Re-identification algorithms in [12,20,15] are
based on the presence of a set of common variables in both files. The more
records are correctly linked, the more re-identification and the higher the
disclosure risk. Algorithms have been designed so that not only exact matches
are considered but also partial matches. This is so because, as pointed out
in [20], “the normal situation in record linkage is that identifiers in pairs of
records that are truly matches disagree by small or large amounts and that
different combinations of the non-unique, error-filled identifiers need to be
used in correctly matching different pairs of records”. In particular, this is
the case with masked data.

In this chapter, we consider the use of aggregation methods for statisti-
cal confidentiality. The structure of this chapter is as follows. In Section 2
the general approach to microaggregation is described. Section 3 discusses

! National Statistical Offices also release tabular data (tables containing aggregated
data), but these will not be dealt with in this paper.
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microaggregation for quantitative variables. Section 4 deals with microaggre-
gation for qualitative variables. Section 5 contains the chapter conclusions,
as well as some comments on open research issues.

2 Microaggregation

Microaggregation is a perturbative masking method and as such consists
on the replacement of the variable values of each respondent by perturbed
values. In the case of microaggregation, perturbed values correspond to the
aggregation of the values of some similar respondents.

Microaggregation relies on a confidentiality rule that is very often applied
by Statistical Offices: publication of a data vector is not allowed if it corre-
sponds to a group of less than k respondents. To allow for publication, at
least k respondents should share the same values. To satisfy this condition,
groups of at least k similar respondents are formed and the individual value
for each respondent is replaced by the average value of the group. According
to this, microaggregation is defined by the following two steps:

1. Partition of the respondents into a set of disjoint groups so that the
number of respondents in each group is at least k.

2. For each respondents, the value of each variable is replaced by the aggre-
gation of the corresponding values of all respondents in the same group.

According to this, formalization of the method is based on the notion of
“similarity” / “distance” and the use of an aggregation operator:

1. Let X = {z1,22,---,2,} be a set of given data for n respondents for
which p variables are observed. Thus, z; is a p-dimensional vector z; =
(i1, -, Tip). Let d(z,y) be a p-dimensional distance. Then, if we denote

a partition of X into g groups by G = {G1,---,G,}, with |G;| being the
cardinality of groups G; and #; being the average data vector of G;, the
optimal partition G for microaggregation is the one that minimizes:

g
Yo Y diz, ) (1)
i=1 z;EG;

while satisfying |G;| > k for all G; € G.
2. Given an optimal solution G, z; is replaced by &; if =; belongs to group
G; (&; is the average of the elements in G;).

Note that usual clustering methods (e.g. k-means) do not directly apply
to this problem because they do not consider group cardinality contraints.

Exactly solving the above minimization problem has been shown to be
NP-hard when data are numerical and d(-, -) is the squared Euclidean distance
[13]. This is enough to understand why existing practical methods are of
heuristic nature [5]. We distinguish below two types of heuristics, depending
on whether they deal with univariate or multivariate data:
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Univariate microaggregation: A single variable is considered in the mask-
ing process (i.e., p = 1) or, if several ones are considered, they are masked
in successive and independent processes. Fixed-size microaggregation and
variable-size microaggregation methods exist. The former yield partitions
where all groups except perhaps one have the same size k. The remaining
group can contain more than k elements. In variable-size microaggrega-
tion the only restriction is that all groups have at least k elements. In
this case, several groups can exist with more than k elements. Figure 1
illustrates the advantages of variable-sized groups. If fixed-size microag-
gregation with k = 3 is used, we obtain a partition of the data into three
groups, which looks rather unnatural for the data distribution given. On
the other hand, if variable-sized groups are allowed then the five data on
the left can be kept in a single group and the four data on the right in
another group; such a variable-size grouping yields more homogeneous
groups, which results in lower information loss. The following approaches
have been considered for group building:

e Elements are sorted either in ascending or descending order. Groups
are defined with k£ consecutive elements. This approach is followed in
[2].

o Genetic algorithms [10,5]. The fitness function is proportional to Ex-
pression (1).

e Modified Ward’s algorithm [10,5]. Ward’s hierarchical agglomerative
clustering has been modified to accomodate group cardinality con-
straints.

Multivariate microaggregation: In this case, several variables are consid-
ered and masked simultaneously (not necessarily all variables at a time,
see Section 3). This is, a single partition is used to mask several variables.
Two alternatives can be considered:

e Projected data. A new variable is defined as the projection of the
multivariate data into a single axis. The optimal partition is com-
puted on the new variable. Aggregated values are computed using
that partition and the original values.

o Unprojected data. Clustering is performed directly on the multivariate
data. Modified Ward’s algorithm can again be used here.

3 The numerical case

When variables are numerical the usual distance d(-,-) in Expression (1) is
the squared Euclidean distance. Therefore, the function to minimize is the
within-groups sum of squares and, thus, Expression (1) becomes:

DD -l (2)

i=1 T j €qG;
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Fig. 1. Variable-sized groups versus fixed-sized groups

At present [10,5,2], the aggregation of the values of all respondents in the
same group is computed using the arithmetic mean. There are several results
worth mentioning when the arithmetic mean is used as Z; in Expression (2):

e Modified Ward’s algorithm is attractive in this case because the under-
lying Ward hierarchical clustering chooses at each step two groups for
joining which minimize the increase in the within-group sum of squares.

e The use of heuristics is theoretically justified, because it has been shown
in [13] that minimizing Expression (2) with #; being the arithmetical
mean is NP-hard.

e It is reported in [7] that multivariate microaggregation on unprojected
data taking two or three variables at a time (rather than all variables) is
the microaggregation algorithm offering the best tradeoff between infor-
mation loss and disclosure risk.

It has to be said that aggregation operators other than the arithmetical
mean could also be applied, the most straightforward being the OWA op-
erator [21,22]. This is so because this operator can model low influence of
extreme values?. This is an attractive property in statistical confidentiality,
where no individual value should dominate (i.e. contribute too much to) the
group aggregated value published in the masked dataset.

2 An OWA operator with a non-decreasing fuzzy quantifier Q such that its deriva-
tive is large for values near to 0.5 and small for values near 0 and 1. This is, a
fuzzy quantifier corresponding to “about one half”.
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4 The categorical case

Two aspects have to be addressed in the categorical case: the definition of
a distance and the definition of an aggregation procedure. The degree of
difficulty of both definitions is similar.

In general, there exist two main approaches to deal with ordinal scales and
define operators on these scales. On the one hand there are sets of methods
that rely on an underlying semantics defined for each term (e.g. an interval or
a fuzzy set). Operators are then defined according to this semantics. On the
other hand there exist methods that try to circumvent the explicit definition
of a semantics by directly operating over the terms. The latter approach can
be implemented by first establishing the desired properties of the operator
and then considering all possible operators that satisfy these properties (e.g.,
t-conorms in [11]); another implementation possibility is first assuming a set
of basic operators in the ordinal scale and then building complex operators
from the basic ones. This second possibility is the one chosen in [3] to define
the convex combination operator (assumption of a negation function on the
ordinal scale) and in [8] to define aggregation (assumption of a dual pair of
t-norm / t-conorm on the ordinal scale). However, the basic operator is some-
times associated with an implicit semantics. This is the case when negation
is considered.

In order to define qualitative aggregation for statistical disclosure con-
trol, we consider two approaches: (i) define operations based on user-defined
semantics and (ii) define operations based on semantics inferred from basic
operators. In particular, we consider the negation function as the basic opera-
tor. As shown below, negation implicitly induces a semantics [16] from which
aggregation operators and distances can be defined. We do not consider the
definition of aggregation operators from properties because aggregation is not
associative and the definition of a non-associative m-dimensional operator on
a n-dimensional domain through tables is far from practical: n™ values are
required (and consistency has to be checked).

We take negation as our basic operator instead of other alternatives (e.g.,
t-norms in [8]) because the meaning of negation is clear for non-experienced
users. As [4] and [18] point out, the negation of a term can be understood as
its antonym. From a practical point of view, classical negation (an involutive
operator over the domain) restricts the semantics too much because it implies
equal informativeness for all terms. To overcome this difficulty, we use the
negation introduced in [16]. Both negations are reviewed below.

Classical negation functions are defined over an ordinal scale L = {lo, - -,l,}
(with < defined such that Iy < --- < [,,) as functions from L to L that satisfy
the following two properties [11,9]:

N1: if I <! then N(I) > N(l') for all [,I' in L
N2: N(N(l))=lforalllin L
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For a given L, conditions N1 and N2 determine the negation function N.
This is formally stated by the following proposition proven in [1]:

Proposition 1. For each set of ordered linguistic labels L = {lp,---,l,}
there exists only one negation function that satisfies conditions N1 and N2.
This negation is of the form: N(l;) = l,_; for all l; in L.

This proposition implies that each term in the pair < [;,1,,—; > carries the
same information or, in other words, that /; and l,,_; are equally informative.
Moreover, this proposition shows that as soon as conditions N1 and N2 are
fulfilled, implicit assumptions are made for the underlying semantics of the
labels.

However, equal informativeness is not adequate in some situations because
the amount of information should be different for different labels. To overcome
equal informativeness, [16] introduced a new negation function over linguistic
labels. The new negation is a function from L to parts of L (i.e., p(L)). [16]
also introduced a method to induce a semantics from that negation. Here
semantics is understood as a mapping from the set of labels L into intervals
in [0, 1].

Definition 1. [16] A function N from L to (L) is a negation function if it
satisfies:

CO0: N(I) is a non-empty interval in L
C1: if I <!’ then max N(l) > min N(I') for all [,l' in L
C2: ifl e N(I'), then I' € N(I)

In Definition 1, C1 and C2 are generalizations, respectively, of N1 and N2,
and CO0 is a technical condition.

Note that the negation defined here is, following [4], an inner operator. An
alternative definition would be to consider a membership function for each
l; and the negation of each membership function. This would be an external
operator following [4]. Both definitions of negation correspond to the idea of
antonyms.

A semantics is a mapping of each label into subintervals of the unit in-
terval. Thus, assuming that there exists a negation function Ny in [0, 1] that
is the counterpart of the function N in L, it is possible to define a semantics
consistent with Ny. In other words, for each label I; an interval I(l;) C [0, 1]
is defined, where the set of intervals constitute a partition of [0, 1] consistent
with N;. Consistence is defined as follows (see Definition 3.8 in [16]):

e The negation of all the elements in the interval of label [; is in the intervals
of the negation of ;. This is,

for all I; € L,for all z € I(l;), Ni(z) € I*(N(l;))

where I*(A) is defined as I*(A) = UieaI(l).
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e No label in N(I;) is “superfluous”. This condition needs only to be for-
mulated for the extreme labels in N(1;): if N(l;) = {l;y,--, i, }, then:
1. there exists a value = € I(l;) such that Ny(z) € Ir(l;,)
2. there exists a value x € I(l;) such that Ny(z) € I.(l;,)
where I'r and I, mean intervals open in the upper limit and the lower
limit, respectively.

An example of semantics that is consistent with the usual negation in the
unit interval Ny(z) = 1 — z is the following one given in [16]:

Proposition 2. Let N be a negation function from L to p(L) according to
Definition 1. Then, the following expression defines a semantics for L into
[0,1] consistent with Ny(z) =1 — z.

2, INO| iy, IND)|
Yier INDI Xy IND)

where | - | is the cardinality operator.

1) = |

When the negation function N is such that |[N({)| = 1 for all [ € L,
the intervals reduce to the one with maximal neutrality (this is, maximal
similarity on their imprecision). In other words, all intervals have the same
measure.

Using the mapping of Proposition 2 it is possible to define a distance and
an aggregation operator over L by considering the intervals induced by N.
An example is given after the next definition.

Definition 2. Let L be an ordinal scale and N be its negation function.
Then the distance d : L x L — [0, 1] is defined as

d(li,1;) = (center(I(l;)) — center(I(1;)))?
where center(-) is the center of the interval (if I(l;) = [min, maz] we define

center(I(l;)) = (min 4+ maz)/2). Similarly, an m-dimensional aggregation
operator C : L™ — L is defined as

Clar, -+, am) = I ((1/m) zm: center(I(a;)))
where I~ (z) =1 if x € I(]).

4.1 Example

This approach has been applied to mask 21 records of the American Housing
Survey 1993 (data publicly available from the U. S. Bureau of the Census
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through the Data FExtraction System [19]). Two variables have been consid-
ered: BUILT (year the household structure was built) and DEGREE (long
term average heating degree days). Both are defined on an ordinal scale.

Variable BUILT has an explicit semantics: its range is (01 — 09,80 — 93)
where 09 corresponds to years earlier than or equal to 1919, 08 to the interval
(1920 — 1929), 07 to the interval (1930 — 1939), and in a similar way for
categories 06,05,04,03 and 02; 01 corresponds to year 1979, and categories
from 80 — 93 correspond to years 1980 — 1993. Distance and aggregation are
computed for this variable according to these intervals and using expressions
in Definition 2.

The range of variable DEGREE is {coldest, cold, cool, mild, mized, hot}.
In this case, distance and aggregation have been defined using negation func-
tions. We have used the one given in Table 1. Note that the term mild over-
laps with hot and mized as its negation is defined as {cool, cold, coldest}.
This term is not considered when building the intervals. Using Proposition 2,
the negation in Table 1 induces the intervals given in Table 2 (a graphical
interpretation is given in Figure 2).

The original records to be masked and the masked records are given in
Table 3 (left and right columns, respectively). Computing the information loss
of this method for the records in Table 3 with a distance-based information
loss (based on the distance between the old and the new record [17]) yields
an average loss of 0.144 (the average is computed over the set of records).

N(coldest) = {hot} N(mized) = {cool, cold}
N(cold) = {hot, mized}|N(hot) = {cold, coldest}
N(cool) = {mized} N(mild) = {cool, cold, coldest}

Table 1. Negation function for variable DEGREE

I(coldest) = [1/8, 8/8]|I(mized) = [2/8, 4/8]
I(cold) = [5/8, 7/8] |I(hot) = [0/8, 2/8]
I(cool) = [4,8, 5/8] |I(mild) = [0/8, 4/8]

Table 2. Induced intervals for variable DEGREE

5 Conclusions and open research issues

This chapter has described microaggregation and its application to disclo-
sure protection of continuous and categorical variables. While quantitative
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| hot | mixed | cool | cold |cold&et|
I I I I I I

mild

Fig. 2. Intervals induced for variable DEGREE

|Built Degree|Built’ Degree’|
80 mild | 81 mixed
81 cool 81 mixed
81 cool 81 mixed
84 mild | 84 cool
84  cold 84 cool
84  cold 84 cool
84  cool 85 cool
85 mixed| 85 cool
85  cool 85 cool
85  cool 86 mixed
86  cool 86 mixed
86 mild | 8 mixed
86 mild | 8 mixed
86 mild | 8  mixed
87  cool 86 mixed
87 coldest| 88 cold
88  cool 88 cold
89  cool 88 cold
92  cold 92 cold
92  cold 92 cold
93  cold 92 cold

Table 3. Original variables BUILT and DEGREE and their masked versions.
Groups displayed in this table have been built with k = 3.

microaggregation has been a research topic for about ten years, qualitative
microaggregation is quite new. Due to this, the research problems in both
areas are quite different.

For continuous variables, the squared Euclidean distance is the natural
similarity measure to use and the arithmetic mean is the most straightfor-
ward aggregation operator. With these choices, it has very recently been
shown that exact optimal microaggregation of continuous variables is NP-
hard. Practical microaggregation methods such as those described in [5] are
heuristic. An open research issue is to design heuristics which guarantee that
the information loss they cause is at most p% percent above the minimal in-
formation loss, where p is an input parameter. A second open research issue
is to find the microaggregation heuristic that achieves an optimal tradeoff
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between information loss and disclosure risk. Indeed, in [7] it is shown that
multivariate microaggregation on unprojected data taking only two or three
variables at a time is a good option; it remains to be seen which is the best
option. A third open issue is whether aggregation operators alternative to
the arithmetic mean (e.g. OWA) could improve the aforementioned tradeoff
and/or reduce the complexity of exact optimal microaggregation.

In ordinal scales, research should be focused on the definition of methods
for microaggregation. However, not all existing aggregation operators are
suitable. Note that operations for statistical confidentiality should have a
clear semantics and be defined in an easy way (the smaller the number of
parameters, the best), because their potential users are seldom experts in
soft computing methods. Moreover, operators have to be tested to determine
their information loss and the disclosure risk when data is released. It is
clear that methods with high information loss and disclosure risk are of little
interest,.

In this work, we have proposed the use of negation functions to define a
semantics for ordinal scales when such a semantics does not exist beforehand.
Further work is needed to exhaustive analyze its implications for information
loss and disclosure risk of the resulting methods.
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