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Abstract. National Statistical Offices collect data from respondents and then pub-
lishes them. To avoid disclosure, data is protected before the release. One of the
existing masking methods is microaggregation. This method is based on obtaining
a set of clusters (clustering stage) and then aggregating the values of the elements
in the cluster (aggregation stage). In this work we propose the use of fuzzy c-means
in the clustering stage.

1 Introduction

National Statistical Offices (NSO) collect data from respondents and then
disseminate them. Due to legal restrictions, data has to be protected so that
no disclosure of sensitive data is possible. This is, it should not be possible
to link sensitive data from a particular respondent to this respondent.

To avoid disclosure, data is masked before their release. Statistical Disclo-
sure Control studies masking methods for applying some distortion to data in
such a way that the data is still analytically valid. This is, the published data
is valid for researchers and users because they can reach to similar conclusions
than the ones inferred from the original data.

At present, there exist a large set of micro-data protecting methods. For
example, among the most widely used [4], we find the following ones: sam-
pling, top and bottom coding, recoding, data swapping, microaggregation.
See [2] and [8] for an extensive review of micro-data methods and [1] for a
detailed analysis comparing information loss and disclosure risk for existing
methods.

This work is devoted to one of the methods for numerical micro-data
protection: microaggregation.

1.1 Microaggregation

Given a datafile to be protected, microaggregation consists on obtaining mi-
croclusters of similar records (at least k records have to be included in each
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cluster) and then publishing the averages of each cluster instead of publishing
the original data. According to this, the method is defined by the following
two steps (see [3] for details):

Step 1: Partition of the records into a set of disjoint groups so that the
number of records in each group is at least k.

Step 2: For each record, the value of each variable is replaced by the aggre-
gation of the corresponding values of all records in the same group.

Thus, this method consists on applying a clustering method to the original
data and then returning for each record the prototype of the cluster instead
of returning the record itself. This method can be formalized as follows:

1. Let X = {z1,22,---,2,} be a set of given data for n respondents for
which p variables are observed. Thus, z; is a p-dimensional vector z; =
(i1, -, Tip)- Let d(z,y) be a p-dimensional distance. Then, if we denote

a partition of X into g groups by G = {G1,---,G,}, with |G;| being the
cardinality of groups G; and &; being the average data vector of G;, the
optimal partition G for microaggregation is the one that minimizes:

g
Yo D dlz, ) (1)
i=1 T €qG;

while satisfying |G;| > k for all G; € G.
2. Given an optimal solution G, z; is replaced by Z; if z; belongs to group
G;. elements in G;).

Finding the optimal solution in Equation 1 is not an easy task. The fol-
lowing difficulties are found:

1. The size of all clusters has to be at least k and as similar to k as possi-
ble. Clusters of less records are not allowed. This constraint, not usually
considered in clustering, required the development of specific clustering
methods.

2. The problem of finding the best k-size partition of the domain is a NP
problem. To have approximated solutions, heuristic approaches have been
developed.

3. Classical microaggregation techniques assign the same values to all records
in a cluster. This give clues to attackers, specially in the case of applying
multivariate microaggregation to several groups of variables for the same
records.

In this work, we introduce the use of fuzzy c-means for microaggregation.
We define an heuristic method based on fuzzy c-means to obtain partitions
of at least size k. Then, for each record, the mean value of all variables is
not necessarily taken from the same cluster. Instead, using fuzzy membership
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values, they can be taken from different clusters. An additional advantage of
fuzzy c-means is the existence of efficient computational algorithms (as the
one described [6]).

The structure of this work is as follows. In Section 2, we review fuzzy
c-means. Then, in Section 3 we detail our approach. The paper finishes with
the conclusions.

2 Fuzzy c-means

While classical clustering methods partition the records of a given domain
into a disjoint set of clusters, fuzzy clustering methods build a set of clusters
in which elements can belong at the same time to several of them. When an
element belongs to more than one cluster their membership is partial. This is
modeled considering membership degrees in the [0, 1] interval in such a way
that 0 means no membership and 1 means full membership. In this case, it
is commonly assumed that for a given element in the set, the summation of
the membership of this element to all clusters is 1. Formally, this is defined
as follows:

Let X = {z1,---,z,} be the set of elements (records or respondents in
our application), then a set of membership functions A = {A;,---,A.} is a
fuzzy partition of X into ¢ clusters if and only if:

Y Ai(m) =1 forallzyeX
=1

Here, A;(z}) is interpreted as the membership of the k-th element to the i-th
set.

Note that restricting A;(zy) in {0, 1} this definition corresponds to a crisp
partition.

Among existing fuzzy clustering methods, a well known one is Fuzzy c-
means. This method is a generalization of the k-means clustering method.
This latter method consists on finding the set of ¢ clusters such that the
following objective function is minimized:

n c
TAV) =3 Aiaw) - ||z — il
k=1 i=1
subject to the following constraints: A;(z) € {0,1} and Y7 | A;(zx) =1
for all z € X. Here, || - || corresponds to the Euclidean distance, and V' =
{vi}i=1,...c are the centers of the clusters.
Defining,

M = {(Ai(zx))| A () € {0, 1},§C:A,.(mk) =1 for all k}

i=1
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the problem to be solved is to find A and V' such that minacmJ(A, V).
For computing the fuzzy c-means, the constraints M are replaced by:

c
My = {(Ai(zx))|Ai(zr) €0,1], > As(ay) = 1 for all k}
i=1
However, solving the same problem with these new fuzzy constraints lead
to the same crisp solution because the objective function is linear with respect
to A;(xr), and the optimization problem is solved using linear programing.
Therefore, the optimal solution for A;(zy) is found at an extremal point in
the [0, 1] interval. Thus, it is a crisp value.
To obtain a fuzzy solution, the following objective function was proposed
(see e.g. [7] and its references for details):

n C

JAYV) =55 (Asla)™ - llak — vil?
k=1 i=1
Here, m is a real number m > 1 that influences the membership values.
With m = 1, the solution is crisp and, then, the larger is m, the more fuzzy
the clusters we obtain.
To find A and V' that minimize this objective function constrained in My,
the following algorithm is used (see [7] or [5]):

Step 1: Generate an initial A and V
Step 2: Solve mingen, J(A, V) computing (A;; stands for A;(zy)):

° ||$k —’l)i||2 ﬁ -1
A = —
k (;(ka—ij?) )
Step 3: Solve minyJ(A,V) computing:
v = 21 n(Aik) " Tk
Ph=r (Aig)™

Step 4: If the solution does not converge, go to step 2; otherwise, stop

3 At least k Fuzzy c-means

As the fuzzy c-means do not assure that clusters have at least k elements, we
have defined an algorithm for clustering based on the fuzzy c-means. Being k
the minimum number of records allowed in a cluster, the algorithm is defined
in the Algorithm 1. Note that in this algorithm, fem(X, ¢, m) corresponds to
standard fuzzy c-means (as described in Section 2).

Once the clusters have been obtained, the values for the variables are
(randomly) replaced by the values of the center of the class. When an element
belongs to several clusters, the corresponding center is selected by a random
distribution proportional to the membership degree.
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Algorithm 1 micro-fuzzy-c-means

Algorithm At least k fuzzy c-means (X, k, m) is
begin
c:=n/(3 k)
P = fem(X, ¢, m);
cardMin = min,cp |p|
if cardMin < k then
decrease ¢, increase m and start again
end if
for p € P do
nothing
begin
if |p| > 2- k then
define m/' in terms of m and |p|;
micro-fuzzy-c-means (p, k, m’);
end if
end
end for
end

4 Conclusions

In this work we have shown the applicability of fuzzy c-means to microag-
gregation. Future work is on the comparison of our approach to existing
techniques following the approach in [1].
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