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Abstract

Microaggregation is a technique for protect-
ing the privacy of respondents in individual
data (microdata) releases. This papers starts
with a survey of the general definitions and
concepts related to microdata protection and
then reviews the state of the art of microag-
gregation, to which our group has substan-
tially contributed.

Keywords: Privacy, Microdata, Statistical
disclosure control, Microaggregation.

1 INTRODUCTION

Privacy in statistical databases, also known as Statisti-
cal Disclosure Control (SDC) or Statistical Disclosure
Limitation (SDL), seeks to protect statistical data in
such a way that they can be publicly released with-
out giving away confidential information that can be
linked to specific individuals or entities. There are
several areas of application of SDC techniques, which
include but are not limited to the following:

e Official statistics. Most countries have legisla-
tion which compels national statistical agencies
to guarantee statistical confidentiality when they
release data collected from citizens or companies.
This justifies the research on SDC undertaken
by several countries, among them the FKuropean
Union (e.g. the CASC project[2]) and the United
States.

e Health information. This is one of the most sensi-
tive areas regarding privacy. For example, in the
U. S., the Privacy Rule of the Health Insurance
Portability and Accountability Act (HIPAA,[17])
requires the strict regulation of protected health

information for use in medical research. In most
western countries, the situation is similar.

o E-commerce. FElectronic commerce results in the
automated collection of large amounts of con-
sumer data. This wealth of information is very
useful to companies, which are often interested
in sharing it with their subsidiaries or partners.
Such consumer information transfer should not
result in public profiling of individuals and is sub-
ject to strict regulation; see [11] for regulations in
the European Union and [28] for regulations in
the U.S.

The protection provided by SDC techniques normally
entails some degree of data modification strictly be-
tween the following two extreme situations:

Data encryption If the released data are encrypted,
then they are extremely protected, but they are
useless if the data user cannot decrypt them.

No modification If the original data are re-
leased without modification, then their useful-
ness/accuracy is maximal, but no protection
whatsoever against disclosure is offered.

The challenge for SDC is to modify data in such a way
that sufficient protection is provided while keeping at
a minimum the information loss, i.e. the loss of the
accuracy sought by database users. In the years that
have elapsed since the excellent survey by [1], the state
of the art in SDC has evolved so that now at least three
subdisciplines are clearly differentiated:

Tabular data protection This is the oldest and
best established part of SDC, because tabular
data have been the traditional output of national
statistical offices. The goal here is to publish
static aggregate information, ¢.e. tables, in such
a way that no confidential information on specific
individuals among those to which the table refers



can be inferred. See [29] for a conceptual survey
and [13] for a hands-on survey.

Dynamic databases The scenario here is a database
to which the user can submit statistical queries
(sums, averages, etc.). The aggregate informa-
tion obtained by a user as a result of successive
queries should not allow him to infer information
on specific individuals. Since the 80s, this has
been known to be a difficult problem, subject to
the tracker attack [25]. One possible strategy is to
perturb the answers to queries; solutions based on
perturbation can be found in [10], [21] and [27]. If
perturbation is not acceptable and exact answers
are needed, it may become necessary to refuse an-
swers to certain queries; solutions based on query
restriction can be found in [3] and [15]. Finally, a
third strategy is to provide correct (unperturbed)
interval answers, as done in [14] and [12].

Microdata protection This subdiscipline is about
protecting static individual data, also called mi-
crodata. It is only recently that data collectors
(statistical agencies and the like) have been per-
suaded to publish microdata. Therefore, micro-
data protection is the youngest subdiscipline and
is experiencing continuous evolution in the last
years.

This paper starts with an introduction to microdata
protection. Then, some background on microaggrega-
tion is given. In the final sections, several types of
microaggregation algorithms we have contributed are
described.

2 A CLASSIFICATION OF
MICRODATA PROTECTION
METHODS

A microdata set V can be viewed as a file with n
records, where each record contains m attributes on an
individual respondent. The attributes can be classified
in four categories which are not necessarily disjoint:

e Identifiers. These are attributes that unambigu-
ously identify the respondent. Examples are the
passport number, social security number, etc.

o Quasi-identifiers or key attributes. These are at-
tributes which identify the respondent with some
degree of ambiguity. (Nonetheless, a combina-
tion of quasi-identifiers may provide unambigu-
ous identification.) Examples are name, address,
gender, age, telephone number, etc.

o Confidential outcome attributes. These are at-
tributes which contain sensitive information on

the respondent. Examples are salary, religion, po-
litical affiliation, health condition, etc.

e Non-confidential outcome attributes. Those at-
tributes which do not fall in any of the categories
above.

Since the purpose of SDC is to prevent confidential
information from being linked to specific respondents,
we will assume in what follows that original micro-
data sets to be protected have been pre-processed to
remove from them identifiers and quasi-identifiers with
low ambiguity (such as name).

The purpose of microdata SDC mentioned in the pre-
vious section can be stated more formally by saying
that, given an original microdata set V, the goal is
to release a protected microdata set V' in such a way
that:

1. Disclosure risk (i.e. the risk that a user or an
intruder can use V' to determine confidential at-
tributes on a specific individual among those in
V) is low.

2. User analyses (regressions, means, etc.) on V'
and on V yield the same or at least similar results.

Microdata protection methods can generate the pro-
tected microdata set V'

e cither by masking original data, i.e. generating
V' a modified version of the original microdata
set 'V;

e or by generating synthetic data V' that preserve
some statistical properties of the original data V.

Masking methods can in turn be divided in two
categories depending on their effect on the original
data [29]:

o Perturbative. The microdata set is distorted be-
fore publication. In this way, unique combinations
of scores in the original dataset may disappear
and new unique combinations may appear in the
perturbed dataset; such confusion is beneficial for
preserving statistical confidentiality. The pertur-
bation method used should be such that statistics
computed on the perturbed dataset do not dif-
fer significantly from the statistics that would be
obtained on the original dataset.

e Non-perturbative. Non-perturbative methods do
not alter data; rather, they produce partial sup-
pressions or reductions of detail in the original
dataset. Global recoding, local suppression and



sampling are examples of non-perturbative mask-
ing.

At a first glance, synthetic data seem to have
the philosophical advantage of circumventing the re-
identification problem: since published records are in-
vented and do not derive from any original record,
some authors claim that no individual having sup-
plied original data can complain from having been re-
identified. At a closer look, some authors (e.g., [31]
and [23]) claim that even synthetic data might contain
some records that allow for re-identification of confi-
dential information. In short, synthetic data overfitted
to original data might lead to disclosure just as origi-
nal data would. On the other hand, a clear problem of
synthetic data is data utility: only the statistical prop-
erties explicitly selected by the data protector are pre-
served, which leads to the question whether the data
protector should not directly publish the statistics he
wants preserved rather than a synthetic microdata set.

So far in this section, we have classified microdata pro-
tection methods by their operating principle. If we
consider the type of data on which they can be used,
a different dichotomic classification applies:

e Continuous. An attribute is considered continu-
ous if it is numerical and arithmetic operations
can be performed with it. Examples are income
and age. Note that a numerical attribute does not
necessarily have an infinite range, as is the case
for age. When designing methods to protect con-
tinuous data, one has the advantage that arith-
metic operations are possible, and the drawback
that every combination of numerical values in the
original dataset is likely to be unique, which leads
to disclosure if no action is taken.

e Categorical. An attribute is considered categori-
cal when it takes values over a finite set and stan-
dard arithmetic operations do not make sense.
Ordinal and nominal scales can be distinguished
among categorical attributes. In ordinal scales
the order between values is relevant, whereas in
nominal scales it is not. In the former case, max
and min operations are meaningful while in the
latter case only pairwise comparison is possible.
The instruction level is an example of ordinal at-
tribute, whereas eye color is an example of nom-
inal attribute. In fact, all quasi-identifiers in a
microdata set are normally categorical nominal.
When designing methods to protect categorical
data, the inability to perform arithmetic opera-
tions is certainly inconvenient, but the finiteness
of the value range is one property that can be
successfully exploited.

3 BACKGROUND ON
MICROAGGREGATION

Microaggregation is a family of perturbative SDC tech-
niques for continous microdata. The rationale behind
microaggregation is that confidentiality rules in use
allow publication of microdata sets if records corre-
spond to groups of k or more individuals, where no
individual dominates (i.e. contributes too much to)
the group and k is a threshold value. Strict appli-
cation of such confidentiality rules leads to replacing
individual values with values computed on small ag-
gregates (microaggregates) prior to publication. This
is the basic principle of microaggregation.

To obtain microaggregates in a microdata set with n
records, these are combined to form ¢ groups of size
at least k. For each attribute, the average value over
each group is computed and is used to replace each of
the original averaged values. Groups are formed using
a criterion of maximal similarity. Once the procedure
has been completed, the resulting (modified) records
can be published.

Consider a microdata set with p continuous attributes
and n records (i.e. the result of recording p attributes
on n individuals). A particular record can be viewed
as an instance of X' = (X3, -+, X,,), where the X; are
the attributes. With these individuals, g groups are
formed with n; individuals in the i-th group (n; > k
and n = > _; n;). Denote by z;; the j-th record in
the i-th group; denote by Z; the average record over
the i-th group, and by T the average record over the
whole set of n individuals.

The optimal k-partition (from the information loss
point of view) is defined to be the one that maximizes
within-group homogeneity; the higher the within-
group homogeneity, the lower the information loss,
since microaggregation replaces values in a group by
the group centroid. The sum of squares criterion is
common to measure homogeneity in clustering. The
within-groups sum of squares SSFE is defined as

g N
SSE = Z Z(@"i]‘ = @) (i) — T;)
i=1 j=1

The lower SSE, the higher the within group homogene-
ity. The total sum of squares is

g n;
SST = Z Z(x” — f)’(xij — .’f)
i=1 j=1

In terms of sums of squares, the optimal k-partition is
the one that minimizes SSE.

For a microdata set consisting of p attributes, these
can be microaggregated together or partitioned into



Figure 1:
groups

Variable-sized groups versus fixed-sized

several groups of attributes. Also the way to form
groups may vary. We next review the main proposals
in the literature.

4 FIXED VS VARIABLE GROUP
SIZE

Classical microaggregation algorithms [4] required
that all groups except perhaps one be of size k; al-
lowing groups to be of size > k depending on the
structure of data was termed data-oriented microag-
gregation [19, 5]. Figure 1 illustrates the advantages
of variable-sized groups. If classical fixed-size microag-
gregation with £ = 3 is used, we obtain a partition of
the data into three groups, which looks rather unnatu-
ral for the data distribution given. On the other hand,
if variable-sized groups are allowed then the five data
on the left can be kept in a single group and the four
data on the right in another group; such a variable-
size grouping yields more homogeneous groups, which
implies lower information loss.

However, except for specific cases such as the one de-
picted in Figure 1, the small gain in within-group ho-
mogeneity obtained with variable-sized groups hardly
justifies the higher computational overhead of this op-
tion with respect to fixed-sized groups. This is partic-
ularly evident for multivariate data, as noted by [24].

5 EXACT OPTIMAL VS
HEURISTIC
MICROAGGREGATION

For p = 1, i.e. a univariate dataset or a multivariate
dataset where attributes are microaggregated one at
a time, an exact polynomial shortest-path algorithm
exists to find the k-partition that optimally solves the
microaggregation problem [16].

For p > 1, finding an exact optimal solution to the mi-

croaggregation problem, i.e. finding a grouping where
groups have maximal homogeneity and size at least k,
has been shown to be NP-hard [22].

Unfortunately, the univariate optimal algorithm
by [16] is not very useful in practice and this for two
reasons: i) microdata sets are normally multivariate
and using univariate microaggregation to microaggre-
gate them one attribute at a time is not good in terms
of disclosure risk (see [6]); ii) although polynomial-
time, the optimal algorithm is quite slow when the
number of records is large.

Thus, practical methods in the literature are heuristic:

e Univariate methods deal with multivariate
datasets by microaggregating one attribute at a
time, i.e. attributes are sequentially and inde-
pendently microaggregated. These heuristics are
known as individual ranking [4]. While they are
fast and cause little information loss, these uni-
variate heuristics have the same problem of high
disclosure risk as univariate optimal microaggre-
gation.

e Multivariate methods either rank multivariate
data by projecting them onto a single axis (e.g.
using the first principal component or the sum
of z-scores, [4]) or directly deal with unprojected
data [19, 5]. When working on unprojected
data, we can microaggregate all attributes of the
dataset at a time, or independently microaggre-
gate groups of two attributes at a time, three at-
tributes at a time, etc. In any case, it is preferable
that attributes within a group which is microag-
gregated at a time be correlated [30], in order to

keep as much as possible the analytic properties
of the file.

To illustrate, we next give an algorithm called MDAV
(Maximum Distance to Average Vector) for multivari-
ate fixed group size microaggregation on unprojected
data. We designed and implemented MDAV for the
u-Argus package [18].

Algorithm 1 (MDAYV)

1. Compute the average record T of all records in the
dataset. Consider the most distant record x, to
the average record T (using the squared Euclidean
distance).

2. Find the most distant record x5 from the record
x, considered in the previous step.

3. Form two groups around x, and x4, respectively.
One group contains x, and the k—1 records closest



to x,.. The other group contains xs and the k — 1
records closest to .

4. If there are at least 3k records which do not belong
to any of the two groups formed in Step 3, go to
Step 1 taking as new dataset the previous dataset
minus the groups formed in the last instance of
Step 3.

5. If there are between 3k — 1 and 2k records which
do not belong to any of the two groups formed in
Step 3: a) compute the average record T of the
remaining records; b) find the most distant record
z, from T; c) form a group containing x, and the
k —1 records closest to x,.; d) form another group
containing the rest of records. FExit the Algorithm.

6. If there are less than 2k records which do not be-
long to the groups formed in Step 3, form a new
group with those records and exit the Algorithm.

The above algorithm can be applied independently to
each group of attributes resulting from partitioning the
set of attributes in the dataset.

6 CATEGORICAL
MICROAGGREGATION

Recently [26], microaggregation has been extended to
categorical data. Such an extension is based on exist-
ing definitions for aggregation and clustering, the two
basic operations required in microaggregation. Specif-
ically, the median is used for aggregating ordinal data
and the plurality rule (voting) for aggregating nomi-
nal data. Clustering of categorical data is based on
the k-modes algorithm, which is a partitive clustering
method similar to c-means. A version of categorical
microaggregation similar based on the MDAV algo-
rithm above is currently being developed [9].

7 CONCLUSION

Statistical disclosure control for microdata has been
introduced and motivated. Microaggregation is a per-
turbative SDC masking approach to whose advance-
ment our group has substantially contributed. Our
enhancements and, in particular, the MDAV method,
have turned microaggregation into one of the best op-
tions for the protection of continuous microdata (e.g.
financial data). This statement is supported by empir-
ical performance comparisons [8, 32] between microag-
gregation and other methods.
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