Co-Utile Enforcement of Digital Oblivion

Josep Domingo-Ferrer

Abstract Digital storage in the information society allows perfect and unlimited
remembering. Yet, the right of an individual to enforce oblivion for pieces of infor-
mation about her is part of her fundamental right to privacy. In this chapter, we detail
a co-utile solution to digital forgetting based on anonymously fingerprinting expira-
tion dates. Due to co-utility, people who learn information about an individual are
rationally interested in helping the individual enforce her oblivion policy. Thanks
to this rational involvement, even services for content spreading like Facebook or
YouTube would be interested in fingerprinting downloads, thereby effectively en-
forcing the right of content owners to canceling content.

1 Introduction

The information society rests on the availability of huge, cheap and perfect digital
storage. Piles of information about everything and everyone are being gathered con-
tinuously and stored digitally. Such a wealth of data can be thought of as an external
memory available to all of us: by checking it, we can remember a lot and other
people can remember a lot about us. While such perfect and comprehensive remem-
bering may be felt as an advantage when we are the ones who remember, it clearly is
a shortcoming when it allows others to remember things about us which we would
prefer to be forgotten (embarrassing party pictures, etc.). Perfect remembering may
not even be good when we are the ones who remember: e.g. remembering wrongs
too well for our entire lifetime may be a hindrance to our happiness. For the above
reasons, the right of an individual to enforce oblivion for pieces of information about
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her is increasingly being regarded as part of her fundamental right to privacy (e.g.
see [19] and references therein).

Some potential responses to privacy-encroaching digital remembering are re-
viewed and criticized in [19]. We briefly summarize this analysis below:

e [Individual responses. Digital abstinence is one possible individual response,
whereby the individual is assumed to be able to adjust her information sharing
behavior. However, getting people to constrain what they wish to share is diffi-
cult. Another individual attitude is cognitive adjustment: it consists of living with
comprehensive digital memory, while at the same time limiting the influence dig-
ital memory has on our decision-making. The idea is to accept that people can
change and restrict ourselves to looking at their most recent behavior and opin-
ions. Cognitive adjustment may be too ambitious a goal, because humans cannot
help taking into account the information at their disposal.

e Legal responses. Information privacy rights enforced by law could limit what
information and for how long is stored on other individuals. It is not clear whether
the legal system is able to effectively enforce privacy rights and whether the
individuals are willing to bring actions against perpetrators.

o Technology responses. Enforcing digital rights management (DRM) has been
suggested as a way to enable an individual to control her private informa-
tion [4, 18]. The idea is that individuals would add meta-data to their personal
information detailing who can use it, for what purpose and price. Besides tech-
nical objections to the very notion of DRM, it seems quite unrealistic to assume
that an average individual will spend a few hours detailing usage policies and
will keep the above meta-information up-to-date.

The author of [19] proposes expiration dates as a simple solution to enforce dig-
ital forgetting. Information stored in digital memory is associated with expiration
dates set by the information creator (the user first recording the information). The
author goes further to assume that digital storage devices could be made to automat-
ically delete information that has reached or exceeded its expiry date. Alternative
approaches based on employing smart cards on the user side to process encrypted
content [6] could also be envisioned, whereby the smart card would not decrypt the
content after its expiration date.

We adopt here the solution based on expiration dates, but we focus on its secure
technical enforcement. First, we need to embed in the information the expiration
date associated with it, in order to prevent such an expiration date from being altered
or suppressed. Second, storage devices which automatically delete information past
its expiration date do not currently exist; worse yet, placing trust in the hardware
(storage devices, smart cards, etc.) to implement information protection policies has
proven to be a flawed approach: e.g., hardware copy prevention mechanisms for
CDs and DVDs were easily bypassed.

We specify protocols whereby a content creator can embed an expiration date
in the content, spread the content and trace whoever is using and/or transferring
the content after the expiration date has passed. We also show how to motivate the
players to rationally play their corresponding roles specified in the protocols under
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the umbrella of co-utility [10, 12] (see also the first chapter of this book). Dishonest
receiver tracing is made possible as follows:

e The content carries a different fingerprint for each receiver, so that unlawful con-
tent usage and spreading can be traced; we state protocols based on anonymous
fingerprinting, whereby the content forwarder does not learn the real identity of
honest receivers nor does she see the fingerprinted content these receive (which
prevents the forwarder from framing honest receivers by spreading herself con-
tent fingerprinted with a receiver’s identity);

e The sender does not need to fingerprint and send the content individually to each
receiver; doing so would be not only extremely cumbersome, but also quite un-
realistic, as we cannot prevent one receiver from forwarding the content to other
receivers;

e Since the protocols are co-utile, receivers are rationally interested to collaborate
in fingerprinting the content they forward to other interested receivers. With our
simple solution, even services for content spreading like Facebook or YouTube
would be interested in fingerprinting downloads, thereby effectively enforcing
the right of content owners to canceling content. Note that the current Terms
of Service of those services [13, 25] only guarantee that they will not further
spread the content after the user withdraws it from the service, but they take no
responsibility for further spreading conducted by third parties who obtained the
content while it was posted.

2 Watermarking, fingerprinting and anonymous fingerprinting

Let D(0) € {0,1}* denote some digital content (bit-string) some of whose bits can
be changed in such a way that the result remains “close” to D(0) (where “close”
means “with a similar utility”), but, without knowing which particular bits were
changed, altering a “good portion” of these bits is impossible without rendering
the content useless. The changed bits are usually called a mark or watermark; if
bits are changed differently for each user receiving the content, the mark can also be
called fingerprint. The algorithm used to embed a mark while satisfying the previous
two conditions is called a watermarking algorithm; to embed a fingerprint can also
be termed “to fingerprint”. The second requirement above is actually the marking
assumption stated in [2]. Finally, let 2 denote the set of all “close copies” of D(0).
See [5] for more information on watermarking and fingerprinting.

Whether the original content D(0) is needed for mark/fingerprint recovery de-
pends on the method used for embedding: a watermarking method is said to allow
blind detection if only the marked content D and the embedded mark are needed for
recovery, in addition to the key used for embedding; methods which need also D(0)
are called informed watermarking. In return for their smaller flexibility, informed
methods tend to be more robust to content manipulation.

An asymmetric or public-key watermarking method is one in which different
keys are used for watermark embedding and recovery, in such a way that the recov-
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ery key can be made public without compromising the secrecy of the embedding
key. This allows public verifiability of the embedded mark. See [5] for more back-
ground on watermarking algorithms.

Anonymous fingerprinting is a special type of fingerprinting in which the finger-
printer does neither see the fingerprinted content nor the receiver’s identity except
in case of unlawful redistribution. Anonymous fingerprinting procedures were pro-
posed in [22, 7, 8, 3, 1], among others. We take the following model from [3].

Definition 5.1. An anonymous fingerprinting scheme involves a merchant (i.e. a fin-
gerprinter), a buyer (i.e. a receiver) and a registration center. Let ¢ denote the maxi-
mal size of a collusion of buyers against which the scheme is secure. An anonymous
fingerprinting scheme consists of the following five procedures.

FKG-RC: A probabilistic key setup algorithm for the registration center. Its out-
puts are the center’s secret key x¢ and its public key yc, which is published in an
authenticated manner.

FReg: A probabilistic two-party protocol (FReg-RC, FReg-B) between the reg-
istration center and the buyer. Their common input is the buyer’s identity /Dp
and the center’s public key yc. The center’s secret input is its secret key xc. The
buyer’s output consists of some secret xp and related information yg. The center
obtains and stores yp and IDp.

FPrint: A two-party protocol (FPrint-M, FPrint-B) between the merchant and the
buyer. Their common input consists of yc. The merchant’s secret input is D(0)
and a transaction number j and her output is a transaction record r;. The buyer’s
secret input is xg and yp and her output consists of a copy D(B) € .

FRec: This may be a protocol or an algorithm whose purpose is to recover the
identity of a/the fraudulent buyer responsible for the redistribution of a version
De2:

e It is a two-party protocol between the merchant and the registration center if
the merchant needs the help of the registration center. The merchant’s input
is a copy D € 2, all transaction records r; and perhaps the original content
D(0). The center’s input consists of its secret key x¢ and its list of yg’s and
IDpg’s. The merchant’s output is a/the fraudulent buyer’s identity together with
a proof p that this buyer indeed bought a copy of D(0), or L in case of failure
(e.g., if more than c buyers colluded to produce D).

e It is an algorithm run by the merchant alone if the merchant can determine
a/the fraudulent’s buyer identity with just D, all transaction records 7; and per-
haps the original content D(0) (if the underlying watermarking is not blind).

FVer: A verification algorithm, that takes as input the identity /Dp of an accused
buyer, the public key yc of the registration center, and a proof p, and outputs 1
iff the proof is valid.

The solution in [3] guarantees the following properties:

Correctness:  All protocols terminate successfully whenever players are honest (no
matter how other players behaved in other protocols).
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Anonymity and unlinkability: ~ Without obtaining a particular D(B), the merchant
—even when colluding with the registration center— cannot identify a buyer
(anonymity). Furthermore, the merchant is not able to tell whether two purchases
were made by the same buyer (unlinkability).

Protection of innocent buyers: No coalition of buyers, the merchant, and the reg-
istration center is able to generate a proof p such that FVer(IDg,yc, p) = 1, if
buyer IDp was not present in the coalition.

Revocability and collusion resistance: ~ Any collusion of up to ¢ buyers aiming at
producing a version D € & from which none of them can be re-identified will
fail: from D the merchant will obtain enough information to identify at least one
collusion member.

3 A protocol suite for digital oblivion

Assume that a player P’ has a content D(0) for which she wishes to enforce an
expiration date 7'(0). Let 22! be the set of peers to whom P° directly releases a fin-
gerprinted version of D(0). Let 2’ be the set of peers which receive a fingerprinted
version of D(0) after i hops, that is, peers in &' receive a fingerprinted version of
D(0) from some player in 22~ !. Note that the sets 2 are not fixed in advance. The
membership of a certain peer P to one of those sets is established when P obtains
a fingerprinted version of D(0) from another peer P': if P’ belongs to &?"~!, then
P belongs to Z?!. Assuming that the number of hops is limited to N, the following
protocol can be used for P° to spread D(0) while enforcing expiration date 7(0). In
the protocol, players are only known by pseudonym, not by their real identities.

Protocol 1

1. P° embeds the expiration date T (0) into D(0) using a blind and robust asymmet-
ric watermarking algorithm such that T (0) can be recovered by anyone seeing
the watermarked content but it cannot be altered without substantially damaging
the quality of the content. Public recoverability of T (0) is necessary to preclude
disputes about the expiration date.

2. For any P/ to whom P° wishes to forward the content, P° and P7' run an anony-
mous fingerprinting scheme such as the one described in Section 2 where the
underlying watermarking is blind. The secret input by P° is the watermarked
content obtained in Step 1. After running FReg and FPrint, P/ obtains a finger-
printed copy D(0, j1) of the content and P° obtains a transaction record r(0, ji )
(partially or totally consisting of information input by P° herself like the trans-
action number).

3. fori=1toN—1do

for all pairs (PJi, Piit1) such that P/i € P and PJi wishes to forward the
content to P/i+! do
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a. Engage in the same anonymous fingerprinting scheme described in Step 2
whereby P/i+! obtains a fingerprinted version

D(O7j17j27"' 7ji+1)

and P’i obtains a transaction record r(j;, ji+1) (partially or totally consist-
ing of information input by PJi herself like the transaction number);
b. Pl sends r(ji, jis1) to P°.
end for

end for

In Protocol 1 we are implicitly assuming that the asymmetric watermarking
scheme used in Step 1 and the watermarking scheme underlying the anonymous
fingerprinting scheme allow embedding 7'(0) and at least the N successive finger-
prints corresponding to the N hops in such a way that:

1. Tt still holds that the resulting D(0, ji,- -, jn) is close to
D(0), that is D(0, ji,---, jn) € 2.

2. Embedding a new fingerprint does not destroy the previously embedded finger-
prints. In fact, this results from the aforementioned marking assumption and the
previous assumption on the “closeness” of D(0) and D(0, ji,-- -, jn)-

If the maximum N for which the above holds is chosen, then players will be
rationally interested in not performing more than N hops in Protocol 1: indeed, in
the same way as more hops would damage the embedded fingerprints, they would
damage the perceptual quality of the content, which would no longer belong to 2.

The need for blind watermarking and for P/ to return the transaction record to
P? will be justified in Section 3.1 below.

3.1 Security analysis

Systematically detecting all copies used beyond the expiration date is outside the
scope of this work and it is probably an infeasible task in general; e.g. if expired
copies are not publicly used, it will be very difficult to spot them. Hence, in this
section, we assume that one copy of the content D €  is detected by P after the
expiration date 7'(0) fingerprinted in it (for example, P° finds D posted on the web
or some social media). What we target is oblivion in the public domain, that is,
identifying who makes public use of expired content; private oblivion is certainly
impossible to enforce, because each individual’s private memories are her own. We
focus on how P° can identify the redistributor’s identity, that is, whose content the
detected one is.

P runs the following protocol to establish the identity of the redistributor.
Whereas the names P/i are pseudonyms of the players, the protocol allows find-
ing real identities of players. For i = 1 to N, let R’ be the set of i-hop transaction
records received by PO in Protocol 1 fori =1 up to N, that is,
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R' = {r(ji-1,ji) : VPt € 271 Plie 21},

where P/ := P% and r(jo, j1) := r(0, j1 ). Further, let R' (P/i-1) be the subset of i-hop
transaction records originated by player P/i-!, that is,

RI(Pi=1) = {r(ji_1,ji) : VP € P'}.

Protocol 2

1. Seti:=1 and finished := false;
2. while finished = false and i < N do

if Ri(PJi-1) & ( then
a.  Sample without replacement one transaction record r' from R'(P/i-1);
b.  Run with the registration center the FRec protocol with inputs the redis-
tributed content D and r';
c.  if the real identity of a player PJi can be successfully recovered then
i.  Request the set R (PJ) from Pli;
i. i:=i+1;
else finished: = true;
end while
. Output the real identity of PJi-\ as the redistributor’s identity.

W

Some remarks on the above identity recovery process follow:

The anonymous fingerprinting scheme used must be based on an underlying blind
watermarking method. Indeed, by construction of Protocol 1, unless the redis-
tributor belongs to 22!, P? does not know the original unmarked content cor-
responding to D. Imagine that the redistributor is some P/i € 22!(PJi-1) where
ZP'(PJi-1) is the set of i-hop players who received the content from P/i-1, with
1 <i < N.Inthat case, D = D(0, ji,---, j;) and the original unmarked content is
D(0,j1,-+-,ji—1), only known to P/i-1, not to PP.

Unless a player redistributes her received content, she is the only one to know that
content, because anonymous fingerprinting is also asymmetric: the fingerprinter
does not see the fingerprinted content. Therefore, no one can frame an honest
receiver P/i by accusing her of redistributing D(0, ji,- -, j;), because the latter
content is known to no one but P/i.

PY only wants to obtain the identity of the last player who fingerprinted the redis-
tributed content. There is a trade-off between anonymity preservation and search
efficiency:

— Since spreading is potentially exponential, Protocol 2 tries to reduce the search
space and the computational burden for P°, even if this implies anonymity loss
for all players along the path between P° and the redistributor.

— Since P° receives all transaction records in Protocol 1, if preserving the
anonymity of all honest players is more important than reducing the search
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space, Protocol 2 could be modified for P to start searching backwards: first
search 2" by trying FRec with the redistributed content and all N-hop trans-
action records; if the redistributor was not found, then search 22¥-1 etc.;
the search would stop as soon as a real identity (the redistributor’s) could be
successfully recovered. The first and only recovered identity would be the re-
distributor’s; the registration center would refuse its necessary collaboration
in FRec if P tried to identify other players after the redistributor had been
found. This approach prioritizes anonymity preservation but it can implode
P, who must try a virtually exponential number of transaction records.

e Protocol 2 works even if some peers fail to send the transaction record to P in
Protocol 1. Assume that P/i and P/i+! engage on a transfer of content and that
this transfer takes place without any fingerprinting or without P/i sending the re-
sulting transaction record to P°. Since P° does not have the transaction record
for the transfer to P/i+1, PO will not be able to identify P/i+! in case P/i+! per-
forms unauthorized redistribution. By following the chain of transaction records,
Protocol 2 will accuse P’i of redistribution. Note that P/i is indeed guilty for not
having correctly followed Protocol 1 and thus can be held liable for the redis-
tribution performed by P/i+! or by anyone in Z27+2(PJit1). A particular case of
the above is when P/i publishes the content on the web or otherwise releases
it without keeping track of who accesses it. In that case, P/ will be accused of
redistribution.

3.2 Practical instantiation

Blind and robust asymmetric watermarking schemes for Step 1 of Protocol 1 can be
found, for example, in [14, 15, 16, 24]. The audio watermarking scheme described
in [20] can be used as a scheme underlying the anonymous fingerprinting in Pro-
tocol 1, because it satisfies the requirements listed above. The scheme is blind, so
that it is possible to extract the embedded mark from a marked audio object without
knowing the original unmarked audio object.

Also, the scheme tolerates embedding several successive fingerprintings without
significant damage to the content utility or the previous fingerprints. We have used
the Objective Difference Grade (ODG) based on the ITU-R Recommendation stan-
dard BS 1387 [17, 23] to evaluate the damage inflicted by successive fingerprintings.
This standard makes it possible to evaluate the transparency of the fingerprinting
scheme by comparing the perceptual quality of the marked files with respect to the
original content D(0). The ODG values are in the range [—4,0], where 0 means im-
perceptible, —1 means perceptible but not annoying, —2 means slightly annoying,
—3 means annoying and —4 means very annoying. In order to evaluate the ODG,
we have used the Opera software by Opticom [21]. The imperceptibility results are
shown in Table 1. As it can be noticed, the transparency slowly decreases for each
successive receiver in Protocol 1. However, even with 5 embedded fingerprints, the
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ODG result is much closer to 0 (imperceptible) than —1 (perceptible but not annoy-
ing); hence, even in this worst case, the perceptual quality achieved by Protocol 1
with the scheme [20] can be regarded as very satisfactory.

Table 1 Imperceptibility results with five successive fingerprintings

Content |# fingerprints] ODG
D(0, /1) 1 0.000
D(0, j1,/2) 2 —0.004
D(0, j1, j2,j3) 3 —0.034
D(0,j1,.J2,j3:J4) 4 ~0.115
D(0, j1,J2, 3,4, J5) 5 ~0.193

Furthermore, the scheme can be adapted for anonymous fingerprinting. The
adaptation is described in detail in [11] and summarized next. The scheme uses
a double embedding strategy:

e A time-domain synchronization watermark (“SYN”) is embedded for fast search
of the information watermark position;
e A frequency-domain information watermark is embedded next to the SYN marks.

This double embedding strategy makes it possible to embed the transaction
records r(ji, ji+1) and the receiver related information yp in different domains. The
transaction records can be embedded as synchronization marks in the time domain
with different bit strings, and the related information yp can be embedded more ro-
bustly in the frequency domain. This scheme has the additional advantage of a very
fast search of transaction records; extracting an embedded transaction record from
a portion of audio takes less time than playing that portion.

In order to preserve anonymity and make the registration center necessary for
redistributor identification (as mandated by Protocol 2), we let yp be the receiver
identity encrypted under the registration center’s public key. To obtain unlinkability,
a random nonce is appended to the receiver’s identity before encrypting it under the
registration center’s public key. Embedding next to yp a hash of xp (or xp encrypted
with the public key of the receiver) has the additional advantage of thwarting a
collusion of the sender P° and the registration center, who would not be able to
produce a correctly fingerprinted copy of the content corresponding to any receiver.

If the sender P° finds a version of the audio file illegally redistributed on the In-
ternet, she can search for the transaction records in the time domain (fast search)
and then extract the information yp related to the malicious receiver. This informa-
tion (yp) will then be sent to the registration center in order to identify the illegal
redistributor.

We published the scheme described so far in [9]. Next, we justify its co-utility.
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4 Rational involvement of players by means of co-utility

In this section, we show how to motivate the players to rationally play their cor-
responding roles specified in the protocols under the umbrella of co-utility. Show-
ing that players have no interest in deviating is especially necessary in peer-to-peer
(P2P) protocols whose correct operation depends on the commitment of the play-
ers. For more details on the notion and formal definition of co-utility, see the first
chapter of this book (or [10, 12]).

PY has an obvious interest in correctly following Protocol 1. If she deviates by not
correctly participating in the anonymous fingerprinting process, the entire expiration
date enforcement does not even start. Let s° be the strategy whereby P° follows
Protocol 1. Let us now analyze the strategies of the other players.

Each player P/i £ P has at least the following possible strategies with respect to
PO and Piiv1 € 21 (Pi):

s{)": _Correctly follow Protocol 1 by engaging in anonymous fingerprinting with

PJi+1 and returning transaction record r(j;, ji11) to P°;

s{" . Deviate from Protocol 1 by engaging in anonymous fingerprinting with PJi+1

but not returning r(j, ji+1) to P%;
sé": Deviate from Protocol 1 by anonymously forwarding to P/i+! the content with-

out fingerprinting and returning a fake transaction record (j;, ji41) to P%;
sé" :  Deviate from Protocol 1 by anonymously forwarding the content without fin-

~ gerprinting and not returning any transaction record;
sﬁ" :  Deviate from Protocol 1 by not forwarding the content and not returning any
transaction record.

We next discuss how to achieve co-utility, that is, how Protocols 1 and 2 need to be
modified to ensure that, for any player P/i, her rational choice is strategy s{)".

4.1 Utility without reward or punishment

Consider the following payoffs:

dj: Payoff that P/i derives from obtaining D(0, ji,- - j;), without losing her
anonymity. That is, d;, combines the functionality payoff of P/i obtaining the
content and the privacy payoff of P/i preserving her anonymity thanks to anony-
mous fingerprinting with P/i-1 If PJi pays a fee or reward for obtaining the con-
tent, this fee or reward must be deducted from d,.

—vj;:  Negative payoff (that is, cost) that P/ incurs from engaging in anonymous
fingerprinting with P/i+1; this cost may be quantified in terms of computation and
communication.

—wj;:  Negative payoff (that is, communication cost) that PJi incurs for returning
the transaction record r(ji, ji+1) to PP.
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—fj;: Negative payoff (communication cost) that PJi incurs from anonymously
forwarding the unfingerprinted content to P/i+!. Obviously f;, < v;, because for-
warding unfingerprinted content is simpler than anonymously fingerprinting it.

If there are no other payoffs (like reward earned for following the protocol or
punishment incurred for not following it), the general utility functions of the above
strategies are the following:

uj; (S{)i) =dj,—vj—wj;
uj; (S{i) = dji Vi
uj; (séi) =dj— fj; —wj

u/i(séi> = d/i - f/i;

wji(sy) = dj.
Clearly, strategy s‘{" has the maximum utility. Considering a sequence of players
PO P/t ... PIN with Pii € 2'(PJi-1) fori =1 to N, the dominant strategy solution
of the game is '
(Soaszjlla_a"' a_)'

In plain words, the rational equilibrium is for P? to conduct anonymous fingerprint-
ing of the content with P/! and for P/! to acquire the anonymously fingerprinted
content and do nothing else. The strategies of the rest of players are irrelevant, be-
cause they receive no content.

4.2 Utility with reward and no punishment

In an attempt to induce rational players to correctly follow Protocol 1, we can think
of introducing a reward for a player who forwards the content to other players. P/i+!
pays areward g;,., j; to P/i upon receiving the content. P/#+! discounts g;, , ;. from
her panyf dj - N . . '

In this case, the utility functions of the four strategies of P' are:

(Y — . L ) .

uj,(sy) =dj, F&jivrdi — Vi — Wiis
Jiy _ 7. Ly,
uj; (511) =dj + 8jir1rdi — Viis

Jiy — 7. L f .

uj; (521) =dj+ jisroi — Jii —Wiis
Jiy — 7. . ..
uj,(sy) =dj, +8jir.i — fis

uj; (Sklli) =dj.
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If the reward is sufficient to cover the costs of P/i anonymously forwarding the
content without fingerprinting, that is, if g;,., ;; > fj,, then s5' has the maximum
utility. In these conditions, the dominant strategy solution of the game is

0 J IN-1
(s 7Sé17“, 7SN l’s’N).
In plain words, the rational equilibrium is for P to correctly follow Protocol 1 with
P/t and for P/i (i=1,--- ,N — 1) to anonymously forward the content to P/i+! with-
out fingerprinting and without returning any transaction records to PP, The strategy
of PV can only be sf(" , because P’V is not supposed to forward the content any fur-
ther.

4.3 Utility with reward and punishment

A punishment mechanism is needed to motivate players P/! through P/N-1 to re-
turn valid transaction records to P° (and therefore correctly engage in anonymous
fingerprinting with the next player).

Let —pj, be the expected negative payoff (punishment) that P/ incurs when ac-
cused of redistribution as a result of not having returned a valid transaction record
r(ji, ji+1)- This is actually an expected negative payoff, computed as the probabil-
ity of being accused times the cost of being accused: such cost may be a fine, the
utility loss of being disgraced vs P, etc. We can recompute the utilities of the four
strategies available to P/i:

uj; (S(])i) =dj+&jii1ji — Vi — Wi

uj; (S{i) =dji+8ji1.ji —Vii — Pjis
uj; (Séi) =dj;+8jijiyy — fii —Wj; — Pjis ey

ui(sé) =dji+8jy1i — Lii — Pjis
u;(sy) = dj.

Assume like above that gj,., ;. > fj;. Assume also that
Vi tWwj <Dj; (@3]

that is, anonymously fingerprinting the content and returning the correct transaction
record is less costly than the punishment. Then,

lljl.(S{i) suj, (s(j)i);
() < wji(sp)s

uj; (Séi) <uj, (Y(])l)
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With the above constraints, P/ will rationally choose uj,(s{/) if the reward is suf-
ficient to cover the costs of anonymous fingerprinting and returning the transaction
record, i.e. if

8jinjin = Vit Wi ®)

Otherwise, P/ will choose u},(s}) (no forwarding). At any rate, the strategies con-
sisting of forwarding unfingerprinted content will not be chosen by P/i. Therefore,
even if P/i+! has no rational interest in getting a fingerprinted content, she will have
to increase the reward to meet Inequality (3) if she wants to be forwarded the content
at all. Under conditions (2) and (3), the dominant strategy solution of the game is

(SO Sél . N st)

) ) ) Y N
In plain words, with the proposed modifications, we have succeeded in inducing a
rational behavior for P and players P/i (i=1,--- ,N —1) which consists of cor-
rectly following Protocol 1. The strategy of P/N can only be 53", because PN is not
supposed to forward the content any further.

Lemma 5.1. With the utility functions defined in Equations (1) and the constraints
(2) and (3), in Protocol 1 there is co-utility between P/i and P/t for any i €
{0,---N —1}. Additionally, the equilibrium strategy between P/i and P/i+! results in
increased redistribution tracing capabilities for PP.

Proof. With the utilities in this section, the dominant strategy solution has been
shown to be the one in which every player P/i plays s{)i. Note that s{{ yields the
maximal possible payoff d;,, , for P/i+!: indeed, P/+! obtains the content while pre-
serving her anonymity (thanks to anonymous fingerprinting). Now, whatever the
strategy chosen by PJit1, the general utility function u j+; monotonically increases
with dj, . ' '

Hence, the best strategy for P/i results in enhanced general utility for P/i+!, what-
ever PJit1’s strategy.

Additionally, since the best strategy for P/ is to transfer fingerprinted content,
PY increases her tracing capability, because she can trace this transfer in case of
redistribution (Protocol 2). The lemma follows.

5 Conclusions

We have described protocols whereby expiration dates for digital content can be
enforced thanks to rational involvement by all players having received the content.
This rational, co-utile approach allows digital oblivion to be effectively enforced.
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