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Abstract Electronic tickets demonstrate, without the use
of paper, the possession of the right to access or use of a
service. In this scenario, the security and privacy achieved
in the paper-based system must be preserved in the elec-
tronic ticketing systems. In addition to these requirements,
the transferability of a ticket from one user to another (with-
out involving a third party) is very useful but also gener-
ates other issues to be solved in terms of security and pri-
vacy. For example, the users that transfer the same ticket
twice must be identified (it is a fraud), but the rest of users
have to preserve their privacy (anonymity). In this article
we present two proposals of an electronic ticketing system
with anonymity and transferability, based on the use of RSA
signatures or group signatures, respectively, thus presenting
different levels of complexity and anonymity. Moreover, we
have implemented both proposals and its performance has
been evaluated. The results of this evaluation are useful in
order to prove the viability of the proposals even when com-
plex cryptography is used. The strength of the anonymity
and the execution costs are the parameters to take into ac-
count to choose the more adequate proposal for a specific
application.
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1 Introduction

The presence of information technologies is increasing pro-
gressively in our society. Users can access online services
regardless of the place and time. For example, they can pur-
chase a movie or theater ticket online. Nonetheless, in some
cases, they have to print the ticket to have access to the ser-
vice. In other words, the process is not completely elec-
tronic because a printed ticket is required. Thanks to the
introduction of smartphones, all the processes can be per-
formed electronically. These devices offer a good computa-
tional power, high storage capacity, and also different com-
munication technologies, such as Near Field Communica-
tion (NFC). All these features can be available in a small
device that allows mobility and flexibility, and which makes
the system perfectly suitable for management, e-ticketing
and e-payment schemes [5]. Electronic tickets can be de-
fined as a representation of the owner’s rights to act as a user
of a service, thus preserving the same requirements than the
ones offered in paper format. We would like to emphasize
the following properties: anonymity and transferability.

In the same way as paper tickets, electronic tickets have
different properties according to the services for which they
are used. These services can be classified according to the
anonymity offered. For instance, a plane e-ticket is non-
anonymous: the identity of the passenger is a fixed pa-
rameter that is part of the e-ticket. In the case of e-tickets
with revocable anonymity, the beneficiary can use the ticket
as the owner of it but without any need for identification.
This modality helps to avoid fraud related to the reuse of
e-tickets. E-tickets with non-revocable anonymity are not
linked to a user at all. The user who owns this e-ticket is
the one who can use this service. In transferable tickets, sev-
eral kinds of anonymity can be achieved, that is, weak or full
depending on the features of the proposals.
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Regarding the transferability property, there are sev-
eral e-ticket sales and distribution companies that allow
e-ticket transfer 1 2. Nonetheless, typical transfers of e-
tickets are performed through a central service and are non-
anonymous. We would like to transfer an electronic ticket in
the same way that we can transfer a paper ticket, i.e. anony-
mously and without the participation of a central service.

We can find new systems by using cryptographic tech-
niques that enable online e-ticket issue and verification, as
in [4], [6], [9], [11], [12]. These actions are really impor-
tant if users purchase the electronic tickets before their use,
and not everywhere the e-ticket is able to be used with an
online connection to a central database. In [13], a recent im-
plementation of electronic tickets over mobile devices with
NFC technology has been performed. Another example is
the InMoDo system (Mobile Phone as a Ticket) 3, and it has
been adopted by the Swedish national train company, among
others.

In some concrete systems, the receiver of an electronic
ticket uses smartcards to carry it. This is the case of Oyster
card for public transport in London. This system was de-
signed in order to make the scanners work independently
when the central system connectivity was down.

However, users can not transfer their e-tickets to other
users in [4], [12] and [13]. The transferability defined in [6]
is carried out between transports systems. Users can use sev-
eral transport systems (metro, bus, etc..) with the same e-
ticket but they cannot transfer their e-tickets between them.
Finally, the transferability provided in [9] and [11] does not
allow the resolution of the conflict. Users can transfer the
same e-ticket to several users (overspending) and they can
prevent from being identified.

1.1 Contribution

A complete survey in this field can be found in [10]. The
previous proposals, which have been already analyzed, use
two different approaches to provide transferability to e-
tickets: i) use a central service that synchronizes the trans-
fer of e-tickets between users and does not allow revocable
anonymity; ii) use a basic method of transfer without a com-
plete conflict resolution system. In this case, it is not possi-
ble to identify the author of the overspending.

Thus, the main goal of our contribution is to preserve
the security properties of (a) revocable anonymity, where
the user’s identity could be only revealed in case of misbe-
haviour, (b) transferability, where electronic tickets can be
transferred as a resale or loan without the collaboration of
a central service, and (c) short-term linkability, where the

1 http://www.ticketmaster.com/transfer
2 https://www.e-ticket.lu
3 http://inmodo.com/

user can easily demonstrate that she is the same user when
receiving the ticket and later when transferring it. This can
be achieved by using different approaches. In [1], we pre-
sented a proposal that uses short-term linkability with group
signatures. We now present two approaches and we compare
both of them in relation to security and privacy (anonymity).

Both approaches, could allow to deploy transferable
electronic ticketing in real scenarios, by fulfilling these se-
curity requirements. However, the anonymity degree pro-
vided by both approaches is different, since one offers
strong anonymity, the other offers weak anonymity. Strong
anonymity is achieved using more robust cryptography
and a more complex protocol. For this reason we expect
higher computational cost than in the proposal with weak
anonymity. On the other hand, weak anonymity should be
faster because it is based on lightweight cryptography.

We have implemented both proposals in order to evalu-
ate its performance, trying to show if the additional compu-
tation can be executed in time for the viability of the sys-
tem, thus proving whether the strong anonymity is possible
in transferable e-ticketing.

1.2 Document organization

First, section 2 details a brief background explaining the
cryptographic techniques used in the protocols. In section 3,
we explain the two proposals with its desired properties, the
entities and phases. The security analysis is performed in
section 4, section 5 describes the implementations and the
performance evaluation and finally, in section 6, we com-
pare the approaches, state the conclusions and future work.

2 Background

We use the short group signature (BBS) scheme [3] in order
to verify that a user is a correct member of a certain group
of users. Next, we introduce the main definitions related to
the BBS signature, either the group signatures scheme and
the Zero-Knowledge Proof (ZKP) of the group signatures.

2.1 Group signatures scheme

In this section, we specify the procedures (KeyGenG,

SignG, V erifyG, OpenG, SignLinkableG,

V erifyLinkableG) to be further used in the protocol
with their parameters. KeyGenG, SignG, V erifyG and
OpenG are constructed from the same BBS scheme [3].
Both SignLinkableG and V erifyLinkableG have also
been constructed in [7]. Consider bilinear groups G1 and
G2 with respective generators g1 and g2. Suppose that
the SDH assumption [8] holds on (G1, G2), and that the
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Linear assumption [3] holds on G1. The scheme uses a
bilinear map e : G1 × G2 → GT and a hash function
H : {0, 1}∗ → Z∗p. The public values are g1, u, v, h ∈ G1

and g2, w ∈ G2. Here w = gγ2 for some secret γ ∈ Zp. The
functions are:

– KeyGenG(n). This algorithm takes a parameter n as
input, which is the number of members of the group.
The algorithm has the following steps:
1. select h R← G1\{1G1

} and gmsk = (ξ1, ξ2), where
ξ1, ξ2

R← Z∗p, and set u, v ∈ G1 such that uξ1 =

vξ2 = h;
2. select γ R← Z∗p and set w = gγ2 ; and
3. generate for each user Ui, 1 ≤ i ≤ n, an SDH tu-

ple (Ai, xi) by performing: select xi
R← Z∗p and set

Ai ← g
1/(γ+xi)
1 . The parameter γ is the private mas-

ter key of the group key issuer.
– SignG(gpk, gsk[i],M). Given a group public key
gpk = (g1, g2, h, u, v, w), a private user’s key gsk[i] =
(Ai, xi) and a message M ∈ {0, 1}∗, compute and out-
put a signature of knowledge σ = (T1, T2, T3, c, sα,

sβ , sx, sδ1 , sδ2). Note that the tuple (T1, T2, T3) is the
linear encryption of A, that is: (T1, T2, T3) = (uα, vβ ,

Ahα+β) for α, β R← Zp. There are also some helper val-
ues δ1 ← xα and δ2 ← xβ. The parameter c is the
self-generated challenge (hash of the information in the
commit information of the proof of knowledge). Finally,
(sα, sβ , sx, sδ1 , sδ2) are the response values of the proof
of knowledge.

– V erifyG(gpk,M, σ). Given a group public key gpk =

(g1, g2, h, u, v, w), a message M and a group signature
σ = (T1, T2, T3, c, sα, sβ , sx, sδ1 , sδ2), verify that σ is a
valid signature of the message.

– OpenG(gpk, gmsk,M, σ). This algorithm is used in or-
der to trace a signature to a concrete signer inside the
group. It is only available for the group manager, as she
is the holder of the gmsk master key and knows all the
pairs (Ai, xi). Given a group public key gpk = (g1, g2,

h, u, v, w), the group master private key gmsk = (ξ1,

ξ2), a messageM and a signature σ = (T1, T2, T3, c, sα,

sβ , sx, sδ1 , sδ2), it proceeds as follows. First, recover the
user’s A by performing A ← T3/(T

ξ1
1 · T

ξ2
2 ). If the el-

ements {Ai} of the user’s private keys are given to the
group manager, then she can look up the user index cor-
responding to the identity A recovered from the signa-
ture.

– SignLinkableG(gpk, gsk[i],M
′, σ, α, β). Given a

group public key gpk, a private user’s key gsk[i], a
message M ′, a previous signature σ, and the values α, β
used for that signature, compute and output a signature
σ′. In order to use this procedure correctly, it is defined
as follows:

– First use: standard SignG(gpk, gsk[i],M) obtain-
ing a group signature σ and using (α, β).

– Further uses: SignLinkableG(gpk, gsk[i],M
′, σ,

α, β):
1. use the same pair (α, β) producing the same lin-

ear encryption of A as in the first time: (T1, T2,
T3) = (uα, vβ , Ahα+β); and

2. given a message M ′, sign the message and out-
put a signature σ′ ← (T1, T2, T3, c

′, s′α, s
′
β , s
′
x,

s′δ1 , s
′
δ2
), where

c′ ← H(M ′, T1, T2, T3, R
′
1, R

′
2, R

′
3, R

′
4, R

′
5) ∈

Zp.
Note that the triviality of the several signatures are pro-
duced by the same user, as the information (T1, T2, T3)

is public in the same signature. In addition, the random
values (rα, rβ , rx, rδ1 , rδ2) must be different from the
previous times, that is: (rα′ 6= rα, rβ

′ 6= rβ , rx
′ 6= rx,

rδ1
′ 6= rδ1 , rδ2

′ 6= rδ2) in order not to reveal informa-
tion.

– V erifyLinkableG(σ, σ
′). This algorithm takes two sig-

natures σ and σ′ as input and outputs true or false de-
pending on whether the signatures have been produced
by the same signer’s pseudonym: (T1

?
= T1

′, T2
?
= T2

′,

T3
?
= T3

′).

2.2 ZKP of the group signatures scheme

In our proposal, both standard and linkable group signatures
are used, as they enable to verify the internal message in-
formation as well as to verify that determined signatures
related to the same event or e-ticket belong to the same
anonymous user. Despite these advantages, the signatures
are generated by the same user, and the verifications can be
performed offline, that is, the verifier does not take a role
during the signature generation, and the verification process
therefore becomes critical. Then we detail the procedures
ZKPGCommit, ZKPGResponse and ZKPGV erify:

– ZKPGCommit(M
∗). This procedure is performed by

the user that wants to demonstrate (prover) to another
user (verifier) that she is the right holder of the ticket.
Given a public group key gpk = (g1, g2, h, u, v, w), a
group private key for the user gsk[i] = (Ai, xi) and
a signed message M∗ = (M,σ), where σ = (T1, T2,

T3, c, sα, sβ , sx, sδ1 , sδ2), it generates the commitment
m′ = (T1, T2, T3, R

′
1, R

′
2, R

′
3, R

′
4, R

′
5) as output.

1. we have to demonstrate the ownership of the values
(α, β, x, δ1, δ2) that have been generated by the sig-
nature of M∗, keeping then the resulting values with
the linear encryption of A: (T1, T2, T3) = (uα, vβ ,

Ahα+β);
2. the values rα′, rβ ′, rx′, rδ1

′, rδ2
′ R← Zp are selected

and then the following values are generated:
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a) R′1 ← urα
′
;

b) R′2 ← vrβ
′
;

c) R′3 ← e(T3, g2)
rx

′ · e(h,w)−rα′−rβ ′ · e(h,
g2)
−rδ1

′−rδ2
′
;

d) R′4 ← T rx
′

1 · u−rδ1 ′
; and

e) R′5 ← T rx
′

2 · v−rδ2 ′
.

3. the output m′ = (T1, T2, T3, R
′
1, R

′
2, R

′
3, R

′
4, R

′
5) is

generated.
– ZKPGResponse(m

′, c′). Given a commitment m′

where m′ = (T1, T2, T3, R
′
1, R

′
2, R

′
3, R

′
4, R

′
5) and a

challenge c′ given by the verifier, the prover generates
the response s′ = (sα

′, sβ
′, sx

′, sδ1
′, sδ2

′) where their
values are given by:
1. sα′ ← rα

′ + c′α;
2. sβ ′ ← rβ

′ + c′β;
3. sx′ ← rx

′ + c′x;
4. sδ1

′ ← rδ1
′ + c′δ1; and

5. sδ2
′ ← rδ2

′ + c′δ2.
– ZKPGV erify(m

′, c′, s′). Given a commitment m′

where m′ = (T1, T2, T3, R
′
1, R

′
2, R

′
3, R

′
4, R

′
5), a chal-

lenge c′ given by the verifier, and the response s′ = (sα
′,

sβ
′, sx

′, sδ1
′, sδ2

′) provided by the prover, the verifier
checks
1. usα

′ ?
= T c

′

1 ·R′1;
2. vsβ

′ ?
= T c

′

2 ·R′2;
3. e(T3, g2)sx

′ · e(h,w)−sα′−sβ ′ · e(h, g2)−sδ1
′−sδ2

′ ?
=

(e(g1, g2)/e(T3, w))
c′ ·R′3;

4. T sx
′

1 · u−sδ1 ′ ?
= R′4; and

5. T sx
′

2 · v−sδ2 ′ ?
= R′5.

3 Description of the System

In this section, we describe our system proposal. First of all,
the security requirements to achieve are briefly introduced
in Section 3.1. Then, the details of the first approach are
presented in Section 3.2 while the details of the second ap-
proach are presented in Section 3.3.

3.1 Requirements

We can classify e-ticket requirements into two cate-
gories [10]. On the one hand, we have security requirements,
and on the other hand we have functional requirements for e-
tickets. The main security requirements desired for our pro-
posal are:

– Authenticity: the generated ticket is demonstrably gen-
uine.

– Non-repudiation: the issuer of the ticket cannot deny its
generation.

– Integrity: the ticket cannot be modified after its issue.

– Revocable anonymity: the ticket is anonymous, but if the
user performs an unauthorized use, it can be then identi-
fied.

– Reusability: depending on the needs and features of the
ticket it could be used multiple times or only once.

– Non-overspending: the ticket cannot be used more times
than those established in the issue.

– Exculpability: the service provider cannot accuse the
user of the ticket before its use.

– Transferability: the ticket can be transferred to other
users, without losing any of the requirements previously
stated.

The functional requirements considered are the following:

– Validity time: the ticket can be valid until an established
time.

– Online/Offline: ticket verification can require a connec-
tion to the Internet or a centralized system for checking
(Online), or this connection is not necessary (Offline).

3.2 Details of the protocol in the First Approach

This section describes the approach based on RSA signa-
tures. The entities can be classified in two categories: ba-
sic actors and management. The basic actors are the User
(U), Issuer (I) and Service provider (P). The manage-
ment is made up Registration Authority (RA) to assign a
pseudonym to users, Certification Authority (CA) to cre-
ate RSA public key certificates, and a Law Enforcement
Authority (Ł) to intervene in case of conflict. The protocol
presents seven phases: Registration, Ticket Issue, between I
and U ; Ticket Transfer (first time), between two users U1 and
U2; Ticket Transfer (following ‘j’ times), also between two
users U1 and U2; Ticket Verification (standard), between U
and P; Ticket Verification (transferred), also between U and
P; and finally the Revocation of anonymity phase, which is
only used in case of conflict, and where Ł andRA cooperate
to revoke the user anonymity.

3.2.1 Registration

First, the user has to install the application of e-tickets on
her smartphone. She must then register to make use of the
various features that have been implemented in the e-ticket
application. To do so, she contacts with the registration au-
thority (RA) to receive an alias (PseuU ). Afterwards, U gets
a public key certificate from the certification authority (CA).
Once this process has been completed, she can start using e-
tickets to get access to the services offered. The registration
protocol is carried out as follows:

1. U :
a) generates her RSA key-pair (public, private);
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b) creates a message with the user’s information:
Credentials = (ID,CreditCardInformation,

publicRSAkeyInfo,AdditionalInformation).
The information in this message may vary depending
on the final requirements of the implemented system;

c) sends Credentials to RA;
2. RA:

a) verifies the user’s identity and the user’s informa-
tion, and generates a new pseudonym (PseuU ) for
this U .
Should verification fail, RA stops the protocol;

b) signs P̂seuU = SignRA(PseuU ||
publicRSAkeyInfo); and

c) sends PseuU
∗ = (PseuU , P̂seuU ) to U ;

3. U :
a) sends PseuU

∗ to CA in order to obtain a public key
certificate;

4. CA:
a) generates the user’s certificate of her public RSA

key: certU ; and
b) sends certU to U .

The certU has the regular structure of an X.509 Pub-
lic Key Certificate.

U has now registered and she has a valid certU to use
the e-ticket system.

3.2.2 Ticket issue

Once we have purchased it, the e-ticket exists only as a dig-
ital record. The buyer (U) receives the equivalent to a real
ticket in her mobile device, which will be used to ensure ac-
cess to the service. Technically, the electronic ticket is an
information structure with identifying data (unique to each
ticket) and descriptive data (indicating the contracted ser-
vice). To get an e-ticket, U has to perform the following op-
erations:

1. U : sends a request to know what services are available:
Req.
The Req message is a signed message with the user’s
certificate (certU ) attached to it;

2. I: verifies the user’s credentials and sends the list of ser-
vices to U : List.
Should verification fail, I stops the protocol;

3. U :
a) selects the service Sv from the List;
b) generates the ticket request V∗ = (V, V̂), where

V = (Sv||nα) and the signature request is V̂ =

SignU (V);
where Sign()U is a regular RSA signature operation
using the U’s private key; and

c) sends V∗ to I;
4. I:

a) generates the ticket information: T = (Sn,V∗,Ti,
Tv,Tc), where the ticket includes Sn as the ticket
serial number, V∗ received from U , Ti that is the date
of issue, Tv is the validity time, and Tc is the terms
and conditions. The terms and conditions include in-
formation such as: ticket issuer, price, and whether
the ticket is transferable or not.

b) signs the ticket: T∗ = (T, SignI(T));
where this signature is the standard RSA signature
with the I’s private key; and

c) sends the ticket T∗ to U ;
5. U :

a) verifies the signature of T∗.
U has now received a valid ticket from I that gives the
right to use the selected service.

3.2.3 Ticket Transfer (first time)

In this protocol, two users, U1 and U2, follow the steps de-
scribed below to transfer an electronic ticket. The owner, U1,
selects the desired ticket and generates a transfer request to
a second user U2. After the execution of this protocol, U2
obtains the permission to use the ticket. The transfer works
as follows:

1. U1: sends the ticket (T∗) to U2;
2. U2:

a) verifies the information and signature of T∗;
b) generates a random value nλ0

R← Zp;
c) generates the first transfer commitment with the

number of transferred times k = 0 and the agreed
price for the transfer: cβ0

= H(nλ0
||k = 0||price||

flag transfer);
d) signs it: ĉβ0

= (SignU (cβ0
)); and

e) sends c∗β0
= (cβ0

, ĉβ0
) to U1;

3. U1:
a) verifies the information and signature of cβ0

;

b) generates a random value nβ0

R← Zp; and
c) sends Cβ0

= SignU1(c
∗
β0
||nβ0

) to U2;
4. U2:

a) verifies the tranfered information and signatures
(Cβ0

and T.V∗): The signatures must have been per-
formed by the same user (in this case, by U1).

3.2.4 Ticket Transfer (following ’j’ times)

1. U1: sends (T∗, Cβi , c
∗
βi

for {i = 0, ...(j − 1)}) to U2;
2. U2:

a) verifies the information inside the ticket and signa-
ture of T∗;

b) verifies that signatures T.V∗, and Cβi for i =

{0...(j − 1)} are chained properly;
c) generates a random value nλj

R← Zp;
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d) generates the new transfer commitment with the
number of transferred times k = j and the agreed
price for the transfer: cβj = H(nλj ||k = j||price||
flag transfer);

e) signs it: ĉβj = (SignU (cβj )); and
f) sends c∗βj = (cβj , ĉβj ) to U1;

3. U1:
a) verifies the information and signature of c∗βj ;

b) generates a random value nβj
R← Zp; and

c) sends Cβj = SignU1(c
∗
βj
||nβj ) to U2;

4. U2:
a) checks the correctness of the information
b) verifies the signature Cβj and verifies that this signa-

ture and the signature ĉβj−1have been performed by
the same user (in this case, by U1).

3.2.5 Ticket Verification (standard)

This protocol is used when no transfer has been performed
since its issue. Here, U shows the ticket to P in order to
be verified to receive the associated service. The protocol
works as follows:

1. U sends the ticket T∗ to P;
2. P:

a) verifies the information and signature of T∗; and
b) generates a random value nγ

R← Zp and sends it back
to U ;

3. U
a) generates Y∗ = (Y, Ŷ), where Y = (nγ ||T.Sn||

flag spend standard) and Ŷ = Sign(Y); and
b) sends Y∗ to P;

4. P:
a) verifies the signature of Ŷ and checks that this signa-

ture and the signature T.V̂ are generated by the same
user; and

b) stores (T∗,Y∗ = (Y, Ŷ)) in P’s centralized
database.

3.2.6 Ticket Verification (transferred)

The procedure to verify a transferred ticket is similar to the
previous case (section 3.2.5). Additionally, P has to check
the transfer commitment chain. In the following protocol,
the ticket has been transferred (j + 1) times:

1. U sends the ticket T∗ to P together with all Cβi for i =
{0...j} and ;

2. P:
a) verifies the information and signature of T∗; and
b) verifies the signature chain Cβi for i = {0...j};
c) generates a random value nγ

R← Zp and sends it back
to U ;

3. U
a) generates Y∗ = (Y, Ŷ), where Y = (nγ ||T.Sn||

flag spend transferred) and Ŷ = Sign(Y); and
b) sends Y∗ to P;

4. P:
a) verifies that both signatures (Y∗, c∗βj ) have been gen-

erated by the same user; and
b) stores (T∗,Y∗, Cβi∀i = {0...j}) in P’s centralized

database.

3.2.7 Revocation of Anonymity

The real identity of the user in this e-ticket system is hidden
beneath a pseudonym (PseuU ). Moreover, the RA could al-
low any user the right to have more than one PseuU in order
to make it more difficult to trace the behaviour of the users.
In any case, the system pretends to achieve what is usually
called weak anonymity (it is unfeasible for an attacker to
identify the spender of an e-ticket in a transaction) [2] in
contrast to strong anonymity (it is unfeasible for an attacker
to decide whether two transactions are made by the same
user or not).
In this section, the steps to revoke user anonymity are de-
scribed:

1. P detects an overspending case: a single ticket has been
spent more than once;

2. Case 1: the ticket has been spent more than once using
the same PseuU
a) P:

i. In this case, P has found two Y∗ with the sig-
nature of a same U associated to a single ticket;
then

ii. sends (Y∗1 ,Y
∗
2 ) to a Law Enforcement Authority

(Ł);
b) Ł:

i. verifies the received information;
ii. sends a request to RA to reveal the user identity

of the U linked to the pseudonym of the signa-
tures in (Y∗1 ,Y

∗
2 );

c) RA: reveals the user identity to Ł
3. Case 2: different users have spent the same e-ticket

a) P:
i. In this case, P has two Y∗ associated to a single

T∗, but they are signed by different users. So,
the U who has the right to spend it is the one
who owns a longer signature chain: Cβi for i =
{0...j}; then

ii. The information associated to the ticket verifi-
cation from both cases (two Y∗ ’s and T∗) is
then sent to a Law Enforcement Authority (Ł);

b) Ł:
i. verifies the information received;
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ii. sends a request to RA to reveal the user’s iden-
tity of the U linked to the shorter signature
chain;

c) RA: reveals the user identity to Ł

3.3 Details of the protocol in the Second Approach

This section describes the approach based on the short group
signature (BBS) scheme [3]. There are four main entities
in the system: User (U), Issuer (I), Service provider (P)
and Group Manager (MG), which only interacts in case of
conflict. The protocol has six phases.

3.3.1 Ticket issue

In this protocol, U receives a valid ticket from I in order to
be further used. The protocol works as follows:

1. I generates and sends a random value nα
R← Zp;

2. U :
a) selects the service Sv;
b) generates V∗ = (V, V̂), where V = (Sv||nα||

flag issue) and V̂ = SignG(gpk, gsk[i],V) is the
group signature;

c) sends V∗ to I;
3. I:

a) verifies the group signature: V erifyG(gpk,V, V̂);
b) generates the ticket information: T = (Sn,V,Ti,Tv,

Tc), where the ticket includes V received from U , Sn
as the ticket serial number, Ti as the date of issue, Tv
as the validity time, and Tc as the terms and condi-
tions;

c) signs the ticket: T∗ = SignI(T), where this signa-
ture could be a standard RSA-like signature; and

d) sends the ticket T∗ to U ;
4. U verifies the signature of T∗.

3.3.2 Ticket transfer (first time)

In this protocol, U1 transfers the original ticket to U2 by giv-
ing the permission to use it with a group signature which is
linked to the commitment of the ticket V∗ issued. The pro-
tocol works as follows:

1. U1:
a) generates a commitment mβ0

=

ZKPGCommit(T
∗); and

b) sends the commitment and the ticket (mβ0
||T∗) to

U2;
2. U2:

a) verifies the information and signature of T∗:
V erifyI(T

∗);
b) verifies the group signature: V erifyG(gpk,T.V,

T.V̂);

c) generates a random value nλ0

R← Zp; and
d) generates the first challenge with the number of

transferred times k = 0 and the price for the transfer
agreed: cβ0

= H(nλ0
||k = 0||price||flag transfer)

and sends it to U1;
3. U1:

a) generates the response sβ0
=

ZKPGResponse(mβ0
, cβ0

);

b) generates a random value nβ0

R← Zp; and
c) sends (sβ0 ||nβ0) to U2;

4. U2:
a) verifies the response: ZKPGV erify(mβ0

, cβ0
,

sβ0); and
b) generates W0

∗ = (W0, Ŵ0), where W0 = (nβ0
||

T∗||flag transfer) and its group signature Ŵ0 =

SignG(gpk, gsk[i],W0) and sends it to U1;
5. U1:

a) verifies the group signature: V erifyG(gpk,W0,

Ŵ0); and
b) generates X0

∗ = (X0, X̂0), where X0 = W0
∗ and X̂0

is a group signature which is linkable only to V∗:
X̂0 = SignLinkableG(gpk, gsk[i],W0

∗, V̂, α, β),
and sends it to U2;

6. U2:
a) verifies the group signature: V erifyG(gpk,X0, X̂0)

and
b) verifies that the two signatures have been performed

by the same user:
V erifyLinkableG(T.V̂, X̂0). X0

∗ works as a trans-
fer agreement of the ticket of the user U1 to the user
U2.

3.3.3 Ticket transfer (following ‘k’ times)

In this protocol, U1 transfers the (already transferred) ticket
Xk−1 to U2 by giving the permission to use it with a group
signature which is linked to the commitment of the ticket
previously received. The protocol works as follows:

1. U1:
a) generates a commitment mβk =

ZKPGCommit(Xk−1); and
b) sends the commitment and ticket (mβk ||Xk−1) to U2;

2. U2:
a) verifies the information and signature of T∗:
V erifyI(T

∗), the group signature: V erifyG(gpk,
V, V̂), and the linkability of the two group signatures
of the beginning of the first transfer:
V erifyLinkableG(X̂0,T.V̂);

b) for each transfer ∀i ∈ [0, k), verifies the group sig-
natures
V erifyG(gpk,Xi, X̂i) and V erifyG(gpk,Wi, Ŵi),
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and checks the linkability of V erifyLinkableG(X̂i,

Ŵi−1);
c) generates a random value nλk

R← Zp; and
d) generates the first challenge: cβk = H(nλk ||k||

price||flag transfer) (with the price of the transfer
agreed) and sends it to U1;

3. U1:
a) generates the response sβk =

ZKPGResponse(mβk , cβk);

b) generates a random value nβk
R← Zp; and

c) sends (sβ0
||nβ0

) to U2;
4. U2:

a) verifies the response: ZKPGV erify(mβk , cβk ,

sβk); and
b) generates Wk

∗ = (Wk, Ŵk), where Wk = (nβk ||
Xk−1||flag transfer) and its group signature is Ŵk =

SignG(gpk, gsk[i],Wk), and sends it to U1;
5. U1:

a) verifies the group signature: V erifyG(gpk,Wk,

Ŵk); and
b) generates Xk

∗ = (Xk, X̂k), where Xk = Wk
∗ and X̂k

is a group signature which is linkable only to Wk−1
∗:

X̂k = SignLinkableG(gpk, gsk[i],Wk
∗, Ŵk−1, α,

β), and sends it to U2;
6. U2:

a) verifies the group signature: V erifyG(gpk,Xk, X̂k);
and

b) verifies that the two signatures have been performed
by the same user:
V erifyLinkableG(X̂k, Ŵk−1). Xk

∗ works as a
transfer agreement of the ticket of the user U1 to the
user U2.

3.3.4 Ticket verification (standard)

This protocol is used when no transfer has been performed
since its issue. Here, U shows the ticket to P in order to
be verified to receive the associated service. The protocol
works as follows:

1. U sends the ticket T∗ to P;
2. P:

a) verifies the information and signature of T∗; and
b) generates a random value nγ

R← Zp and sends it back
to U ;

3. U generates Y∗ = (Y, Ŷ), where Y = (nγ ||T.Sn||
flag spend standard) with a group signature which is
linkable only to V∗:
Ŷ = SignLinkableG(gpk, gsk[i],Y, V̂, α, β);

4. P:
a) verifies the group signature: V erifyG(gpk,Y, Ŷ)

and verifies that the two signatures are generated by

the same user:
V erifyLinkableG(T.V̂, Ŷ); and

b) stores T.Sn in P’s centralized database.

3.3.5 Ticket verification (transferred)

This protocol is used when some transfer has been per-
formed since its issue. Here, U shows the ticket toP in order
to be verified and to receive the associated service. The pro-
tocol works as follows:

1. U sends the transferred ticket Xk
∗ to P;

2. P:
a) verifies the information and signature of Xk

∗:
V erifyI(T

∗) and
V erifyG(gpk,Xk, X̂k). The service provider P can
detect whether the ticket has been transferred or not
depending on its content;

b) verifies that the two signatures which are included
in the ticket have been generated by the same user:
V erifyLinkableG(X̂0,T.V̂).

c) for all the transfers, ∀i ∈ [0, k]: verifies all
the group signatures V erifyG(gpk,Xi, X̂i) and
V erifyG(gpk,Wi, Ŵi), and also the linkability of
Wi−1

∗ : V erifyLinkableG(X̂i, Ŵi−1) where
needed; and

d) generates a random nγ
R← Zp and sends it back to

U ;
3. U generates Y∗ = (Y, Ŷ), where Y = (nγ ||T.Sn||

flag spend transferred) and its linkable group signature
to Wk

∗ as follows:
Ŷ = SignLinkableG(gpk, gsk[i],Y, Ŵk, α, β);

4. P:
a) verifies the group signature: V erifyG(gpk,Y, Ŷ),

and verifies that the two signatures are generated by
the same user:
V erifyLinkableG(Ŵk, Ŷ), where the ticket re-
ceiver then has to demonstrate that she is the same
user both in the transfer and verification phases; and

b) stores T.Sn in the P’s centralized database.

3.3.6 Revocation of anonymity

This protocol follows the same procedure described in sec-
tion 3.2.7. To spend an e-ticket, any user has to do a new
signature at the 3rd step of the ticket verification phase (in
both cases: sections 3.3.4 and 3.3.5). In case of controversy
(such as an e-ticket overspending case), the group manager
MG could take part in the resolution of the controversy and
could revoke the anonymity of the signer that misbehaved
by calling the OpenG procedure.
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4 Security and transferability of the System

The security analysis is organized in four propositions
that state the security features of the two approaches.
The respective claims then discuss and provide evidence
to support the propositions. The security arguments are
presented for each approach if necessary. This discussion
does not provide any demonstration of the security of the
cryptographic primitives and does not pretend to be a formal
analysis of the security of the protocol, but it substantiates
the security properties of the protocol. Moreover, the results
of this discussion will provide information to compare the
benefits of each approach.

Proposition 1 Both proposals of anonymous transferable
e-ticketing preserve authenticity, non-repudiation and in-
tegrity of the e-ticket.

Claim 1 It is computationally unfeasible to make a new
fraudulent e-ticket.
Security Argument. First approach. A valid e-ticket has the
form T∗ = SignI(T). The I generates the ticket informa-
tion: T = (Sn,V∗,Ti,Tv,Tc) and signs the ticket: T∗ =

SignI(T), where this signature is the standard RSA signa-
ture with the I’s private key.
Security Argument. Second approach. A valid e-ticket has
the form T∗ = (T,SignI(T)).
In both cases, the first step that P does when an e-ticket is
received is the verification of the signature. The Ticket Veri-
fication protocol will continue only if this verification is pos-
itive; otherwise, P refuses U’s request. Thus, making a new
fraudulent valid e-ticket would be equivalent to breaking the
signature scheme, which would be computationally unfea-
sible as we have supposed that I uses a secure signature
scheme.

Claim 2 The issuer I cannot deny the emission of a valid
e-ticket.
Security Argument. A valid e-ticket has I’s signature, and
the signature scheme used is secure. Consequently, the iden-
tity of the issuer is associated to the ticket i.e. the signature
is a non-repudiation piece of evidence of her origin.

Claim 3 The content of the e-ticket cannot be modified.
Security Argument. If someone modifies the content of the
ticket, a new I’s signature then has to be generated over the
modified content; otherwise, the e-ticket will not pass the
verification i.e. it will not be valid. Again, if it is computa-
tionally unfeasible to forge I’s signature, it is unfeasible to
modify the content of the e-ticket.

Proposition 2 The e-ticketing systems described in §3.2
and §3.3 are anonymous. The offered service is revocable
anonymous.

Claim 4 The protocol to get an e-ticket is anonymous.
Security Argument. First Approach. After obtaining her cre-
dentials, U contacts the I in order to receive the e-ticket. U
attaches the credentials to the request. The request is signed
using a regular RSA signature using U’s private key. Since
the credentials are issued by the credentials issuer, I does
not know the identity of U . However, if U uses its credentials
in several requests, I can link these requests. So the tickets
are anonymous but linkable until U renews its credentials.
For this reason, the anonymity achieved by this approach is
a weak anonymity.
Security Argument. Second Approach. The user establishes
a connection with the ticket issuer I in order to receive the
e-ticket. Additionally, the user does not use any personal
authentication method to get the e-ticket. I generates and
sends the e-ticket to U if she accredits to be a member of the
group of users by producing a valid group signature over a
challenge sent by I. The V erifyG(V) procedure performed
by I cannot identify the user due to the group signatures
properties. For this reason, the anonymity achieved by this
approach is strong anonymity.

Claim 5 An e-ticket has revocable anonymity.
Security Argument. First Approach. The e-ticket is gener-
ated by I, who only knows the user’s credentials as we have
discussed in the previous claim. The only item inside the e-
ticket that can be used to identify the user is the ticket re-
quest V∗ = (V, V̂), where V = (Sv||nα) and the signature
request is V̂ = SignU (V). Since the proposal presents weak
anonymity, the RA can reveal the user’s identity by using
this information included in the e-ticket if it is required by Ł.
Security Argument. Second Approach. A valid e-ticket does
not have any information related to the user’s identity. The
e-ticket is generated by I, who does not know the user’s
identity as we have discussed in the previous claim. The only
item inside the e-ticket that can identify the user is the group
signature V, and only the group manager MG can reveal
this information by performing OpenG(gpk, gmsk,M, σ),
because it is the only entity that knows gmsk. Therefore,
e-tickets can be spent anonymously but anonymity can be
revoked byMG .MG plays the role of a trusted third party,
thus it will only do that by law enforcement.

Claim 6 In spite of e-ticket anonymity, a fake user cannot
spend an e-ticket impersonating another user. Security Ar-
gument. First Approach. In order to spend the e-ticket, the
legitimate U has to prove the ownership of the e-ticket with
the use of a pair of RSA signatures. The provider verifies
the information and the signature of T∗ = SignI(T). In
the standard verification, the provider generates a random
value and the user signs a new element containing the ran-
dom number using her private RSA key. Finally, the provider
checks whether the signature included in the e-ticket and the
new one are generated by the same user. If this is not the
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case, the e-ticket will not be accepted. In the verification of
transferred tickets, a similar procedure is used. See proposi-
tion 4.
Security Argument. Second Approach. In order to spend the
e-ticket, the legitimate U has to prove the ownership of the
e-ticket with the use of a linkable signature Y with the ele-
ment V, placed inside the e-ticket. An illegitimate U cannot
perform the SignLinkableG operation properly: the fraud
will be detected because the V erifyLinkableG() operation
performed in the ticked verification protocol will warn P
about this impersonation attack.

Proposition 3 The protocol controls overspending.

Claim 7 If the ticket is only validated by one P , the veri-
fication can be offline and P can control any overspending
attempt.
Security Argument. In this case, the security argument is the
same for both approaches. P maintains a database with the
serial numbers of the e-tickets already validated (i.e used).
P can check both the issuer’s signature and whether the e-
ticket has not been spent before by using the information
stored in the database. So the provider does not need to con-
tact any party during the validation of an e-ticket.

Claim 8 If the ticket is validated with several providers, all
Ps must then be connected and must share a database of
spent tickets.
Security Argument. In this case, the security argument is
similar for both approaches. The set of providers main-
tains a shared database with the serial numbers of the e-
tickets that have been already validated. The contents of
this database are used by the providers to decide whether
they accept and validate a new ticket. So the provider does
not need a connection with the issuer during the verifica-
tion of an e-ticket, but the set of providers must share a
database instead. If a persistent connection is not avail-
able, the overspending can then be detected and the iden-
tity of the overspender can be revealed by the group man-
ager through the OpenG(gpk, gmsk,M, σ) procedure in
the second approach, and the credentials issuer in the first
approach. Thus, the verification can be offline.

Proposition 4 Users can transfer their e-ticket to other
users by using the proposed scheme. The transferability op-
eration among users preserves the security properties no
matter how many transfers of the e-ticket have been made.

Claim 9 A transferred e-ticket can guarantee authentic-
ity, non-repudiation and integrity properties as a non-
transferred e-ticket.
Security Argument. First Approach. For each transfer, a new
transfer commitment is added to the ticket, including the
number of transfers and the agreed price for the transfer,

and it is signed by the user. Since a new RSA signature is
added to the e-ticket, the properties of the signature keep
authenticity, non-repudiation and integrity of the transferred
e-ticket since the discussion of proposition 1 is already valid.
Security Argument. Second Approach. During a transfer, the
format of the e-ticket is not substantially altered. Only a new
group signature of the new owner is added to the e-ticket so
that the properties of the signature keep authenticity, non-
repudiation and integrity of the transferred e-ticket, since
the discussion of proposition 1 is already valid.

Claim 10 A transferred e-ticket preserves the anonymity of
its owner.
Security Argument. First Approach. During a transfer, the
owner of the e-ticket signs the transfer commitment us-
ing her credentials. The receiver of the transferred e-ticket
checks that the signature has been generated by the same
user who obtained the ticket during the issue or a previous
transfer. The identity of the signer is protected by the anony-
mous credential, so the weak anonymity is preserved during
the transfer phase. The receiver of the ticket also signs a
commitment in a similar way as in the issue of the ticket, so
the anonymity of a transferred ticket is the same anonymity
of an issued ticket, in this case weak anonymity, due to the
possibility of linkage.
Security Argument. Second Approach. During a transfer, the
owner of the e-ticket proves its ownership with a ZKP oper-
ation in order not to disclose her identity. The receiver of
the transferred e-ticket includes a new group signature in it,
so her identity is similarly protected in the same way, as we
see in step 4 of the ticket verification protocol (transferred
version).

Claim 11 A transferred ticket cannot be overspent.
Security Argument. First Approach. The overspending de-
tection procedure described in proposition 3 is also valid
for transferred e-tickets as well as the anonymity revocation
which can be made through the credentials issuer because
this property relies on the verification made by P on the se-
rial number of the e-ticket stored in the database. The trans-
fer of any e-ticket does not change its serial number and
the provider receives the transfer commitment chain that in-
cludes all the signatures, and it can easily identify the user
that has overspent the ticket.
Security Argument. Second Approach. The overspending de-
tection procedure described in proposition 3 is also valid
for transferred e-tickets as well as the anonymity revoca-
tion which can be made using OpenG(gpk, gmsk,M, σ),
because this property relies on the verification made by P
on the serial number of the e-ticket stored in the database.
The transfer of any e-ticket does not change its serial num-
ber.
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5 Implementation and performance evaluation of both
approaches

There are several important factors to consider when we de-
sign an e-ticketing system that should be usable in practice.
The response time is one of them. Thus, we have imple-
mented both protocols and we present some results regard-
ing their time performance.

In Section 5.1, 5.2 and 5.3, we describe the developed
components. Finally, we present the obtained results with
the costs in the user side (Section 5.4).

5.1 Implementation

To implement the e-ticketing system in both versions (RSA
signature and Group Signature), we have followed these
requirements: general requirements (section 5.1.1), func-
tional requirements (section 5.1.2), and technical require-
ments (section 5.1.3). The requirements of these sections are
related to the way of developing the system implementation.

5.1.1 General requirements

The basic security requirements to be met by our imple-
mentations of the electronic ticketing system are anonymity,
portability and integrity. The system must be fraud resis-
tant, so it has to ensure that the user is going to be identified
if she commits fraud. In this case, a Trusted Third Party will
revoke the anonymity of the user. The operations available
in the system must also be secure and ensure confidentiality
and authenticity in communications between the different
entities involved in the protocol.

5.1.2 Functional Requirements

Functional requirements are focused on the usability of the
application and the management of electronic tickets by the
user, since users must be satisfied with their experience.

The system based on group signatures has a higher com-
putational cost, whereas the system implemented with RSA
signatures has faster operations that do not add any remark-
able delay, as we can see in the section 5.4.

Computation carried out in the application must be com-
pletely transparent to the user. Also, we have developed an
intuitive GUI so that users know exactly what to do and how
to manage their tickets in any operation.

5.1.3 Technical Requirements

We have used the JAVA programming language to imple-
ment the e-ticketing system. This language offers a wide va-
riety of open source libraries. The basic information is rep-
resented in XML, with which we have an efficient access to
the information stored within a message.

Both implementations have two distinct parts: the client
application (implemented in Android, where users can get
new tickets, manage, transfer and/or consume these tickets)
and the cloud side, which implements the security protocol
and the overall management of tickets.

The entities at the cloud side created to implement the
e-ticketing system are:

– CA and Validation Service: On the one hand, the CA ser-
vice is responsible for generating the credentials of each
user and each ticket. It is also responsible for authen-
ticating user credentials (certificate) and tickets (owner
signature). On the other hand, the Validation Service has
to check whether a fraud has been committed or not.

– Register and Credentials Provider: this service is re-
sponsible for registering new users. Also, it sends the
new credentials (issued by the CA) to users.

– Ticket Issuer: this service allows users to obtain new
tickets. Before issuing the tickets, it checks the user’s
authenticity.

– Ticket Consumer: this application gives a reliable service
in exchange of an e-ticket. It verifies the user’s certificate
and signature before allowing the ticket spending. If a
fraud is detected, the user’s anonymity can be revoked.

These entities are merely external web services hosted in
the cloud. In our case, we have used two different platforms:
in case on the RSA signatures implementation we have used
the OpenShift platform by RedHat (OpenShift is a platform
as a service product from Red Hat. It supports applications
such as web programming cartridges4) and in case of the
Group Signatures implementation we have used the App En-
gine from Google 5. We have developed these programmes
in Java in all the cases, and databases are implemented in
SQL.

Finally, Android has been chosen to make the mobile e-
ticketing application. The most important reasons to choose
this language are, on the one hand, the specific libraries that
are available for both NFC and Bluetooth communications,
both required to exchange tickets. On the other hand, the
cryptographic libraries JPBC and BouncyCastle, which al-
lowed us to programme the encryption operations and cre-
ate, manage and verify certificates. Figure 1 depicts the sys-
tem framework.

5.2 RSA Implementation

In this section, we would like to highlight some of the as-
pects of the implementation of the external entities in our
e-ticketing system using the RSA signature scheme.

4 https://www.openshift.com
5 https://cloud.google.com/appengine/docs/whatisgoogleappengine
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Fig. 1 E-ticketing System Framework

5.2.1 Register and Credentials Provider

Digital signatures are used to guarantee the authentication
of the messages exchanged. The structure of these messages
follows the pattern of an XMLDSIG message (figure 2). The
organization of such messages is depicted in figure 2. The
tags of this message structure are:

– SignedInfo: It refers and contains the signed data.
– SignatureMethod and CanonicalizationMethod: They

are used by SignatureValue and they are included to pre-
vent tampering.

– One or more Reference elements are included to specify
the resource that is being signed and any transformation
that it is going to be applied to the resource before sign-
ing:
– DigestMethod specifies the hash algorithm.
– DigestValue contains the result of applying the hash

function.
– SignatureValue: It contains the result of the signature

operation over the SignedInfo element, encoded using
BASE64 scheme. CanonicalizationMethod specifies the
signature algorithm.

– KeyInfo: It allows the signer to provide slots with the key
that validates the signature, usually in the form of one or
more X.509 digital certificates.

– Object: contains the signed data in case of an enveloped
signature.

5.2.2 Ticket Issuer

The Ticket Issuer is a web service that uses a database with
one table of Ticket objects. The objects have the serial num-
ber of each electronic ticket and the rest of its content. The
information is encoded in BASE64. The User ID (the owner
of the ticket) is stored together with each e-ticket.

Ticket signatures are also created with the XMLDSIG
scheme. For example, the issuer signs with its private key

Fig. 2 XML structure of a XMLDSig Digital Signature

(RSA-2048 key) and includes the XML digital certificate
with its public key to verify that the ticket has been truly
signed by this entity. Once the digital signature has been
generated, it is added to the ticket.

5.2.3 CA and Validation Service

The database used by this web service has a table to store
the spent tickets. The database stores the serial number of
each spent ticket, its content (encoded in BASE64) and the
User ID who has spent the ticket. This table is essential to
detect any possible fraud of double-spending. Note that the
electronic ticket, depending on the number of times that has
been transferred (k times), will contain k signatures that be-
long to the owners of the ticket. As we have explained in
3.2.5, if all the signatures checks are correct (the verifica-
tion is made using the library XMLDSIG), then the web ser-
vice generates a random challenge and sends it to the user.
The user uses the challenge to create a signature. Next, the
web service can verify the authenticity of the user. If not,
the process stops automatically and sends a notification to
refuse the user request.

5.2.4 Ticket Consumer

The application eTickets is one of the main actors of the de-
veloped system, which allows the user to register for the ser-
vice, obtain, manage and transfer tickets and eventually con-
sume them. To achieve persistence, we have used the SQLite
language supported by Java in the Android platform. The eT-
ickets application has two tables:

– Credentials: It stores the different credentials that a user
has to use in the program. The user’s credentials have a
public key (PublicKey) and a private key (PrivateKey).
These credentials also have the public key certificate is-
sued by the external certification body.

– Tickets: It stores the tickets of the user. It has the follow-
ing attributes:
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– ID (integer): It consists of the ticket ID number (se-
rial number).

– Content (text): Content ticket in text format.
– SignerParameters (array of bytes): It is the signature

parameters used to sign the corresponding ticket.

The application has a menu (SlideMenuClickListener),
which manages the different functions of the application.
The available options are:

– Home: It gives access to presentation view. The cus-
tomer cannot make any special functionality because it
is the first view that he/she sees when turning on the mo-
bile app.

– Register: It gives access to log view. It allows the user to
register in the e-ticketing system.

– eTickets: It launches the view with the tickets list. Allows
the user to see the tickets that owns and to get new ones.

– Ticket Transfer: This is a view to transfer a ticket to an-
other user.

– Ticket Spending: It gives access to the view with the op-
tion to spend the tickets.

Finally, note that the implemented system uses three dif-
ferent communications technologies:

– Internet: Entities involved in the scheme communicate
via HTTP or HTTPS connection.

– NFC: A sender can send an NFC message to a receiver
without waiting for an answer.

– Bluetooth: Two entities establish a connection using
Bluetooth technology and exchange data in a bidirec-
tional channel.

To implement the Transfer Ticket operation, we use two
wireless technologies such as NFC (unidirectional commu-
nication due to some constraints of the Android library) and
Bluetooth (bidirectional communication). To combine them,
we use EasyNFC library. NFC is used to establish the Blue-
tooth communication channel between sender and receiver
of the e-ticket.

The issuer builds an NFC message using NFC Data Ex-
change Format (NDEF). The message is divided into differ-
ent Records, where we can place the exchanged data with
the format of string of bytes. In our case, in this message
we put the essential information to establish the connection,
which includes the physical address of the sending device
and the communication channel.

The eTicket application includes some information so
that the receiving device starts up the application as soon
as it receives the notification. It also enables the Bluetooth
of the device. Then, the application uses EasyNFC to open
an internal Bluetooth connection server, which is awaiting
connections from other devices. Once the transfer request
is received, the app shows a menu to accept or cancel the
ticket transfer (figure 3). If the user accepts it, it starts the
ticket information exchange.

Fig. 3 e-Ticket Transfer: sender (left) and recipient (right)

5.3 Group signatures Implementation

This version of the e-ticketing system has the same features
as the previous scheme with RSA signatures. The distinction
from one to the other is the use of different cryptographic
schemes. Thus, in this section, we only focus on the imple-
mentation of the Group Signature Cryptography (the rest of
the features are shared with the RSA implementation).

In this case, we use the JPBC Java (Java Pairing Based
Cryptography) library [14], which has all classes and proce-
dures to deal with additive cyclic groups of prime order and
bilinear pairing functions [15]. The bilinear pairing function
can be set in different options, depending on the type of el-
liptic curve generated [14]. Due to efficiency reasons, we
have chosen a type A curve [16]. Next, we will briefly re-
view the Java classes we have created to implement the main
operation of the e-ticketing scheme.

5.3.1 GroupManager Class

GroupManager class is responsible for generating all user
credentials. This class performs theKeyGenG(n) operation
with the n parameter, which represents the number of SDH
tuples (Ai, xi) (see 2.1), which are the users’ private keys of
a group.

In the following steps of the protocol, we also gener-
ate some random values h R← G1\{1G1

} and two values
gmsk = (ξ1, ξ2), which are the secret master key of the
group. These two values (ξ1, ξ2) are stored in a GroupMas-
terSecretKey class because they play an essential role: if a
user commits fraud, OpenG(gpk, gmsk,M, σ) operation is
used to reveal the user identity.

Regarding the generation of credentials (SDH tuples),
each xi value is randomly selected from Z∗p, and it is asso-

ciated to Ai ← g
1/(γ+xi)
1 . Each pair is stored in a different

SecretKey object, and it is the private key for each user
in the group. Finally, it creates an object that represents the
public key of the group (GroupPublicKey class), where all
public values are stored. Note that each user group will have
a different GroupPublicKey and SecretKey objects.
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5.3.2 Signer Class

This class aims to generate signatures according to the
proposed group signature scheme. There are two sig-
nature types: regular and linkable. Each one is gener-
ated by a different function:SignG(gpk, gsk[i],M) and
SignLinkableG(gpk, gsk[i],M

′, σ, α, β).
SignG() operation receives as parameter a public key

group GroupPublicKey and a private key SecretKey, to-
gether with the message (in text form) to be signed. The re-
sult of the signature operation is the message and the Sigma
object which contains the values (T1, T2, T3), the challenge,
c, and the values (sα, sβ , sx, sδ1 , sδ2). Both elements (mes-
sage and Sigma) are encapsulated in a Signature class ob-
ject, which is more flexible and follows the object-oriented
paradigm.

Moreover, the SignLinkableG() operation is different
from the conventional group signature. It operates over the
GroupPublicKey and SecretKey parameters of the user,
a message M ′ (text format), as well as a signature previ-
ously calculated, and the parameters α, β used in the previ-
ous computed signature. The output of the operation is struc-
turally identical to the SignG() operation: a Signature ob-
ject, the M ′ message and the σ′ object.

5.3.3 Verifier Class

This class focuses primarily on verifying group sig-
natures, whether regular or linked. Depending on the
case, it executes the operation V erifyG(gpk,M, σ) or
V erifyLinkableG(σ, σ

′), respectively.
V erifyG() function receives as a parameter a

GroupPublicKey and the Signature object to be
verified. Then, it checks whether the group signature
σ = (T1, T2, T3, c, sα, sβ , sx, sδ1 , sδ2) is valid or not. The
signature will be valid only if the challenge c provided
by the parameter matches with the new challenge c′,
calculated according to the protocol specification. The
V erifyLinkableG() operation verifies the linkability of
two Signature objects. Thus, it checks that a user has
generated both signatures. The operation verifies that the
values (T1, T2, T3) from the first signature match the ones
from the second signature.

5.3.4 Zero-Knowledge-Proof (ZKP)

The purpose of ZKP is to verify that a signed message
is being used for its proper owner. This is equivalent to
saying that the user knows the secret parameters (α, β,

x, δ1, δ2) which the group signature was generated with.
To do that, we have implemented the following proto-
cols: ZKPGCommit(M∗), ZKPGV erify(m′, c′, s′) and
ZKPGResponse(m

′, c′).

ZKPGResponse() receives, as a parameter, the ob-
ject ZKPGCommit(M∗), which represents the commit-
ment generated by the procedure with the same name, and
a new challenge c′. The user is responsible for generating a
response to the ZKP by computing the values s′ = (sα

′, sβ
′,

sx
′, sδ1

′, sδ2
′) with the appropriate algorithm.

Finally, given a ZKPCommit commitment and a
ZKPResponse response generated by the user, the veri-
fier performs the operation ZKPGV erify(), which veri-
fies that the parameters of both operations match.

If these comparisons have a positive result, the function
returns a boolean true value which confirms that the ZKP is
correct. Otherwise, it returns false.

5.3.5 Final Encapsulation

We have wrapped all implemented classes together as a sin-
gle unit. Therefore, all the operations of the cryptographic
protocol have been encapsulated within a single Java library.
So, this new library can be imported by any external entity,
without having access to the implemented internal code.

Thus, the implemented external entities of this version of
the e-ticketing scheme have the same features than the enti-
ties in the RSA implementation, but now with the capability
of executing the above cryptographic operations.

5.4 Cost results

We have studied the cost of execution of both protocols as
well as the partial times of each phase of the protocols (Reg-
istration, Ticket Issue, Ticket Transfer and Ticket Verifica-
tion), in order to identify the most costly parts of each pro-
tocol in the client (user) side.

We have executed a set of experimets using four user
agents (four smartphones) for each measure. The devices are
a Samsung Galaxy S3, a Google Nexus 5, a Samsung Galaxy
Fame and a Google Nexus S.

In sections 5.4.1 and 5.4.2 we present the average values
of the phases of both proposals. For the second proposal, the
group signature-based one, some operations present large
delays and for this reason we have broken down the oper-
ations of each phase (section 5.4.3) in order to detect which
ones are the main cause of the delays.

5.4.1 Time cost results for the RSA-based proposal.

In this section we present the cost results for the RSA-based
proposal. Figure 4 shows the average time (in seconds) re-
quired to complete each transaction (Registration, Ticket Is-
sue, Ticket transfer and Ticket Verification phases) taking
into account the interaction with the other entities. We de-
tail the results obtained for the four user agents: Samsung
Galaxy S3, Google Nexus 5, Samsung Galaxy Fame and
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Google Nexus S. In general, all the transactions are consid-
ered practical because the computational cost is lower than
5 seconds in all operations required for the use of a non-
transferred ticket. As expected, the ticket transfer is the most
costly operation.

Quadrant and Antutu are benchmarks devoted to eval-
uate the CPU and graphics performance of electronic de-
vices. They also assess the memory speed and the external
and internal storage read/write speeds. The final score re-
ceived after a running of a benchmark test is a combina-
tion of the evaluated features. According to these bench-
marks 6, Nexus 5 and Galaxy S3 have a better performance
results than Galaxy Fame and Nexus S. The performance
evaluations of our protocol follow the expected relationship
according to the scores received by the devices when they
are evaluated by the previous mentioned benchmarks. Thus,
Nexus 5 and Galaxy S3 run our protocol faster than Galaxy
Fame and Nexus S.

Fig. 4 Execution time of the phases of the RSA Signature Proposal.

5.4.2 Time cost results for the Group Signature-based
proposal

The results for the Group Signature-based proposal pre-
sented in this section will be compared with the results of
the RSA-based proposal. Figure 5 shows the average time
(in seconds) required to complete each transaction (Regis-
tration, Ticket Issue, Ticket transfer and Ticket Verification

6

http://www.hardwarezone.com.sg/review-google-nexus-s-succeeding-
one/performance-part-i-8/
http://www.verygoodreview.com/android-phone/samsung-galaxy-
fame-gt-s6810-review.html/
http://www.verygoodreview.com/comparison/samsung-galaxy-s-iii-
s3-gt-i9300-vs-htc-one-x.html/
http://mobileandphone.com/lg-google-nexus-5-vs-samsung-galaxy-
s4-vs-lg-g2/

phases). As expected, due to the complexity of the Group
Signature-based proposal, here we have greater delays com-
pared with the RSA-based proposal. Once again, the ticket
transfer is the most costly phase. In this phase we can ob-
serve a great difference among the most powerful devices
(Samsung Galaxy S3 and Google Nexus 5) and the others.
For these devices the required time to perform a ticket trans-
fer is around four times the required time for the RSA-based
proposal. Taking into account these results, the execution
cost (time) for the Group signature-based proposal is above
the desired performance parameters for the protocol (even if
the ticket is used without being transferred). The differences
among the devices show that the evolution in the computa-
tional power of the smartphones will lead, eventually, to a
better performance, allowing in the near future the use of
complex protocols, as the group signature-based protocol.
The devices with better scores in the benchmarks (Nexus
5 and Galaxy S3) can perform the most costly operation
with half as time as less powerful devices (Galaxy Fame and
Nexus S).

Fig. 5 Execution Time of the phases of the Group Signature Proposal.

5.4.3 Distribution of the cost among operation for the
Group Signature-based proposal

While the cost results for the RSA-based proposal are low
and make the protocol viable (in the sense that all the op-
eration can be completed in less than 5 seconds for a non-
transferred ticked), the cost results for the Group Signature-
based proposal are, in some cases, too high. Due to the
fact that the Group Signature-based proposal offers better
anonymity (strong anonymity versus weak anonymity), we
want to discover which of the operations involved in the
Group Signature-based proposal are the cause of greater
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computational cost. In this section, we have itemized the op-
erations of each phase of the protocol and we have evaluated
their cost. The operations are described in Table 1 and match
with the steps of the protocol description in section 3.3.

REGISTRATION ISSUE
WS (Web Service) Connection WS Request and Nonce Return
Key Charge in the Smartphone Signature Creation

Smartphone Configuration Ticket Emission by WS
XMLDSig Verification

TRANSFER (A to B) VERIFICATION
ZKP Commit (A) Connect, Send Ticket to server

Bluetooth Transfer (A) WS Verif. and Nonce creation
Ticket XMLDsig Verification (B) Linkable Signature Creation
Ticket Signature Verification (B) Linkable signature Verification

Challenge generator (B)
ZKP Response (A)

ZKP Verification (B)
New signature generation (A)
Receptor Signature Verif. (A)

New Linkable Signature Verif. (A)
Simple Verification (B)

Linkable Verification (B)

Table 1 Operations for each phase.

For each phase of the protocol, we have calculated the
cost and we have detailed it for the operations included in
Table 1. We represent the costs in Figures 6, 7, 8 and 9. This
way, it can be easily observed which operations contribute
mainly to the total cost.

Fig. 6 Registration phase operations in the Group Signature Proposal.

In Figure 6, we can see that the most costly operation
for both smartphones is the connection to the web service.
In this operation, the user sends her data to the web service
and obtains the keys. This stage is not critical for the total

delay since the registration is not executed every time the
user wants to use a ticket.

Fig. 7 Issue phase operations in the Group Signature Proposal.

In Figure 7, we observe that the generation of the ticket
is the part with the highest cost. At the same time, we can
see that the verification of the XML signature is very quick
for all the devices while the time used for the generation of
the signature differs from one device to the other.

The most complex phase is the transfer of the ticket. Al-
though it is not executed for each ticket, the time required for
the transfer will have to be reduced in a viable implementa-
tion. The results of the performance evaluation, see Figure 8,
gives us the knowledge of which operations are more costly.
This information will be very useful in the design of an im-
proved version of the protocol. The time required for some
opertions, like the Bluetooth transfer and the creation and
verification of signatures are reduced considerably in the ex-
ecutions using the most powerful devices.

Finally, for the verification of the ticket, the generation
of the linkable signature and the connection with the server
are the most costly operations, while the verification is very
quick, as it can be seen in Figure 9. However, for this stage,
the delay is more balanced among the operations, for all the
devices.

6 Comparison of the approaches and Conclusions

We have presented two approaches to obtain anonymity in
transferable electronic ticketing systems. These approaches
guarantee the anonymity for their users even when the sys-
tem allows the transfer of tickets between them through pay-
ment or loan. We have to take into account that the kind of
attacks that can be performed in a transferable system are
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Fig. 8 Transference phase operations in the Group Signature Proposal.

Fig. 9 Verification phase operations in the Group Signature Proposal.

greater than those in a non-transferable system due to the
possibility of attack by confabulated users.

The first approach provides anonymity using RSA sig-
natures and a registration authority. A transfer commitment
chain is generated to maintain anonymity as well as security
during the transfers. Users are not identified if they use the
system properly. Moreover, the system allows the revoca-
tion of the identity of fraudulent users. However, if the user
uses her credentials several times, the tickets can be linked.
For these reason, the anonymity provided by this approach
is called weak anonymity.

The second scheme proposed is fully anonymous be-
cause a group signature scheme has been used. It allows
the issuer to verify that the user belongs to a valid group
of users, yet it cannot identify which one she is. If the
user tries to commit fraud, the group manager can revoke
her anonymity. To achieve transferability, we use a linkable

group signature scheme. With this technique, group signa-
tures from the users involved in the transfer operation are
used in order to generate a ticket transfer agreement, which
could be further used as evidence in case of conflict between
the parties.

This paper includes the development and evaluation of
the performance of the protocols in a mobile platform, in
order to check its feasibility. We have described the imple-
mentation of both proposals including requirements, RSA
implementation and group signature implementation.

The performance of the system will be a very impor-
tant point because users have to be able to obtain, vali-
date or transfer the ticket in a short time. For this reason
we have evaluated both proposals, with different degrees
of anonymity. The second approach, more robust, has pre-
sented efficiency problems to be used in some current de-
vices and, although the increased complexity of the second
approach could be justified in order to obtain a greater de-
gree of anonymity, its viability depends strongly on the de-
velopment of future devices and networks (communication
cost are an important part of the total cost), in which the cost
of execution will surely be reduced. Moreover, the results of
the performance evaluation give us the knowledge of which
operations are the most costly. This information will be very
useful in order to design an improved version of the proto-
col with the aim of obtaining an efficient fully anonymous
transferable e-ticketing scheme.
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