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Abstract

In recent years, the rise of blockchain technology and its applications has led the software development industry to
consider Blockchain-Powered Decentralized Applications (dApps) as Serverless REST APIs. However, to engage
with dApps, users require a blockchain wallet. This tool facilitates the generation and secure storage of a user’s
private key and verifies their identity, among other functionalities. Despite their utility, blockchain wallets present
significant challenges, such as reliance on trusted third parties, vulnerability to adversaries observing and potentially
linking user interactions, key recovery issues, and synchronization of cryptographic keys across multiple devices. This
paper addresses these challenges by introducing a fully decentralized multi-platform wallet that leverages blockchain
and InterPlanetary File System (IPFS) technologies for managing asymmetric keys and enabling key recovery. This
novel approach empowers users to interact with dApps built on blockchain smart contracts while preserving their
privacy and ensuring seamless key recovery in case of device theft or damage. The proposed system is economically
viable, with in-depth cost analysis, and demonstrates resilience against security and privacy attacks. A comparative
analysis highlights the advantages of the new scheme over existing mainstream and state-of-the-art solutions. Finally,
a preliminary prototype implementation is presented to validate the system’s feasibility.
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1. Introduction

Over the past few years, blockchain technology and its underlying distributed ledger system have emerged as
highly recognized, scalable, and dependable platforms. This infrastructure has played a pivotal role in reducing re-
liance on traditional centralized architectures across a wide array of Internet-based services, while also addressing
inherent security complexities in distributed systems. Notable examples include the use of blockchain-powered De-
centralized Applications (dApps) as serverless REST APIs [1, 2]; the adoption of Self-Sovereign Identity (SSI) as
an emerging paradigm for establishing and managing individuals’ digital identities [3, 4]; the management of users’
personal data [5, 6] and medical health records [7, 8] under GDPR and other legislative frameworks; and, last but not
least, its application in Intelligent Transportation Systems (ITS) [9, 10, 11]. These examples highlight the far-reaching
potential and impact of this disruptive technology.

The blockchain platform offers significant advantages such as immutability, accessibility, auditability, and re-
silience. Consequently, all stored information remains unalterable and accessible solely to authorized users. More-
over, data transactions are thoroughly tracked, with data replicated across all nodes within the distributed network,
facilitating detection and tracing of potential attackers while ensuring secure data backup.

However, the blockchain ecosystem introduces its own vulnerability: individuals must utilize a blockchain wallet
for platform engagement. This tool serves as a user interface bridging the gap between blockchain networks and
real-world applications. Specifically, a blockchain wallet: i) facilitates the generation and storage of a user’s private
key; ii) authenticates a blockchain user by confirming possession of said private key without reliance on third-party
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intervention; and iii) grants a user access to their personal digital assets stored on the blockchain (e.g., cryptocurrency
ownership).

Given the considerations above, it becomes evident that the relevance of blockchain wallets cannot be overlooked.
Depending on their design and functionalities, these wallets can pose substantial security and privacy risks to users.
Among the most commonly used blockchain wallets, two primary types can be identified: i) online wallets such as
Binance 1 Coinbase 2 and Kraken 3; and ii) web browser extension wallets such as Metamask 4, Solflare (solana) 5 and
Myeherwallet (Ethereum) 6.

Online wallets present a significant drawback: users must rely on a third party to safeguard their private keys
and manage their assets. Web browser extension wallets mitigate this issue by storing private keys within the user’s
browser, thereby reducing the risk of data theft, though not entirely eliminating it. Nevertheless, these wallets still
face critical challenges related to privacy concerns and the limited capacity to share and manage private keys across
multiple personal devices.

Concerning threats to user privacy, the repeated use of the same key pair for blockchain interactions introduces
significant risks. Adversaries could potentially link a wallet to a specific individual, gaining access to sensitive in-
formation. For example, an attacker might identify a cryptographic key pair used across multiple dApps by the same
user and subsequently exploit those dApps as pseudo-identifiers in record linkage attacks to uncover personal data. To
mitigate this risk, it is essential to employ fresh key pairs for each dApp interaction or blockchain activity. Therefore,
an effective privacy-preserving solution would involve a wallet that automatically and transparently generates and
manages new key pairs for each use.

In addition to this, the envisioned privacy-preserving wallet must address the challenges posed by the multitude
of devices that users integrate into their daily lives. Ensuring the protection and synchronization of cryptographic
key pairs across these diverse devices presents a non-trivial task. While utilizing the Cloud for synchronization may
offer a direct solution, it introduces a centralization point that undermines the claimed benefits of full decentralization.
Consequently, the forthcoming privacy-preserving wallet design must be capable of dealing with the complexities of
the current multi-platform ecosystem while upholding its inherently advantageous decentralized characteristics.

Last but not least, providing key recovery functionality in blockchain wallets is paramount for ensuring user
confidence, convenience, and security in the decentralized ecosystem. The inherent nature of blockchain technology,
with its emphasis on decentralization, also brings forth the challenge of individual responsibility for key management.
In this context, offering key recovery mechanisms becomes essential to address the risk of losing access to digital
assets due to forgotten or leaked keys. By enabling users to recover their keys in the event of loss or damage to their
devices, blockchain wallets can enhance user experience and reduce the fear of irreversibly losing valuable assets.
Moreover, key recovery features can encourage broader adoption of blockchain technology by providing a safety net
for users who may be hesitant to engage with decentralized systems due to concerns about key management.

1.1. Related work

As previously mentioned, blockchain wallets serve as foundational components within this technology, prompting
numerous proposals in the literature to design and create effective and secure solutions. These efforts often revolve
around the design aspects concerning the generation, storage, recovery, and operation of blockchain’s cryptographic
keys. Based on these criteria, blockchain wallets can be categorized into three main categories: i) trusted third-party-
dependent wallets, ii) multi-signature wallets, and iii) seed-derived wallets.

The first category, trusted third-party-dependent wallets, represents perhaps the most extensively explored realm,
primarily focusing on the storage of cryptographic keys (or core data facilitating their recovery) in external repos-
itories. These repositories may consist of servers owned by service providers or other third parties chosen directly
by users themselves. Some relevant proposals that fall within this category are [12, 13, 14, 15, 16, 17, 18, 19, 20].

1Binance: https://www.binance.com/
2Coinbase: https://www.coinbase.com/
3Kraken: https://www.kraken.com/
4Metamask: https://metamask.io/
5Solflare: https://solflare.com/download
6Myeherwallet: https://www.myetherwallet.com/
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It is interesting to analyze the evolutionary trajectory of these solutions. For instance, [12] introduces a two-server
password-authenticated secret sharing (2PASS) scheme, wherein users initially distribute secret shares of their pass-
word and secret key to both servers. Later, they can retrieve these shares by sending new secret shares of their
password to the same servers, which collaboratively determine whether all received secrets constitute shares of the
same password. Similarly, [16] presents a secret key backup and recovery protocol that relies on the threshold se-
cret sharing algorithm, through which the wallet splits user’s cryptographic keys into multiple shares and distributes
them among carefully selected third parties. Along the same lines, [18] proposes HasDPSS, a blockchain-based key
management system tailored for decentralized storage. Acknowledging the diverse reliability of participants, this sys-
tem incorporates a hierarchical access structure to enable fine-grained key management, building upon the principles
of secret sharing. Finally, works such as [19] and [20] enhance security by incorporating biometrics to encrypt the
shares of private keys. However, all proposals in this category inherently rely on external entities to safeguard users’
cryptographic materials, a significant limitation discussed in the introduction concerning widely used online wallets,
impeding their ability to meet the requirements outlined in this paper.

Works falling into the second category, multi-signature wallets, share similarities with those introduced earlier,
as they partition their secrets and enlist external parties to store the resulting fragments. Nonetheless, their primary
emphasis lies in safeguarding cryptographic keys against misuse rather than prioritizing recoverability, which is pre-
sumed due to the distribution of keys or key shares among a group of participants within the system. Some proposals
within this category are [21, 22, 23, 24, 25]. Notably, [22] exemplifies this approach with a threshold-optimal signature
algorithm, where the secret key is distributed among n parties, and at least t of them are required to sign a transaction.
Additionally, [23] presents an advancement over [22] by leveraging homomorphic encryption to reduce computa-
tional costs. While the focus on safeguarding against misuse is a relevant aspect of these solutions, two significant
drawbacks emerge: firstly, correct key recovery depends on the involvement of a sufficient number of participants,
potentially resulting in temporary unavailability or prolonged recovery times if participants are intermittently offline;
and secondly, there exists a clear reliance on external entities, which diverges from the requirements outlined in this
paper.

In the solutions that fall into the third and last category, seed-derived wallets, cryptographic material is generated
by deriving it from an initial seed. A common method involves generating this seed from mnemonic words, which
users must commit to memory to enable recovery of their cryptographic keys. This approach is notably employed
in popular web browser extension wallets like Metamask, as introduced earlier in the paper. However, should a user
forget these mnemonic words, all associated data on the blockchain linked to the corresponding secret keys would be
irrevocably lost. Moreover, writing down these mnemonic words introduces a potential security vulnerability. To miti-
gate these concerns, alternative approaches leveraging biometric data or personal information have been devised by the
scientific community. These proposals offer key recovery without the need for third-party storage of cryptographic
keys or related core information used for recovery. Noteworthy schemes within this category are [26, 27, 28, 29].
Given their direct alignment with the requirements outlined in this paper, these are discussed in further detail.

In [26], the authors propose an innovative approach to key generation and recovery in a healthcare blockchain,
utilizing biosensors alongside fuzzy vault techniques. Prior to transmitting physiological signals to the healthcare
blockchain, a biosensor node generates a key using additional physiological signals and fuzzy vault technology. This
key is then employed to encrypt the respective signals. Later, when a user seeks to retrieve her physiological data
from the blockchain, she can use her biosensor node to recover the encryption key and utilize it for data restoration.
However, a significant drawback of this method arises if a user experiences drastic changes in physiological signals,
such as those resulting from accidents or illnesses, rendering key recovery impossible. Furthermore, there exists a
potential vulnerability wherein an adversary capable of intercepting the physiological signals used in seed generation
could gain access to the user’s keys.

Authors in [27] introduce the “Partial Knowledge Recovery Scheme” (PKRS), which facilitates the retrieval of
an encrypted private key by leveraging personal security questions. When a user intends to secure a private key,
she is prompted with a series of questions. Next, the answers to these questions are utilized to encrypt fragments
of the private key, resulting in the creation of a secured private key. This secured private key comprises an array of
tuples, each containing a question alongside a private key fragment encrypted with the corresponding answer. Upon
requesting the recovery of the associated private key, the user must provide answers to a subset of the stored security
questions. These answers, stored within the secured private key, activate and combine the fragments, ultimately
enabling key recovery. Notably, this scheme requires no external entity during the recovery process, as all necessary
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information is contained within the secured private key itself. However, it is imperative to acknowledge that a third
party is still necessary for storing the secured private key. In addition to that, an adversary may use social engineering
techniques to gather user information and deduce the answers to the security questions.

Seo et al. [28] present a comparable method but, in this case, images are used instead of questions. In particular,
the authors propose a novel approach to private key generation and recovery, based on the concept that users retain
lasting memories from distinct images. Cryptographic keys are generated through a process involving these images
and their associated locations, chosen by the user to evoke natural memories. Later, the user’s private key is derived
based on the specified picture locations. During key recovery, the user must recall the locations of the chosen pictures
from the initial key generation phase. However, a significant drawback of this approach surfaces: adversaries with
knowledge of the picture locations may exploit this information to retrieve the corresponding private key. Moreover,
the effectiveness of this method heavily relies on the user’s long-term memory capabilities, thereby posing challenges
similar to those encountered by wallets utilizing mnemonic words for seed generation.

The authors of [29] advocate for the implementation of hardware wallets to safeguard cryptographic material.
Their proposal involves employing an Elliptic-Curve Diffie-Hellman (ECDH) key agreement protocol to back up
hardware wallets. Through this method, the root of private keys is transferred between hardware wallets, address-
ing potential Man-In-The-Middle attack vulnerabilities associated with ECDH through side-channel human visual
verification facilitated by the display screen on a hardware wallet. Consequently, the user possesses two hardware
wallets with identical private keys, with one serving as the primary wallet and the other as a backup. However, in our
operational context, where a new key pair is generated for each service access, adopting this scheme would impose
a significant overhead on the user. In particular, each key pair would need manual securing, rendering the process
cumbersome and impractical.

1.2. Contributions and organization of the paper

This work tackles the challenges previously outlined by presenting a comprehensive solution: a fully decentral-
ized multi-platform wallet leveraging blockchain and InterPlanetary File System (IPFS) technologies for managing
asymmetric keys and facilitating key recovery.

In essence, our novel approach empowers users to engage with dApps built on smart contracts (SCs) deployed
on the blockchain, all the while safeguarding their privacy against potential attackers seeking to uncover sensitive
information. Additionally, our proposed system ensures that users can seamlessly recover their keys in the event of
device theft or damage.

The new proposal falls within the category of seed-derived wallets. As previously discussed, this type of scheme
generates cryptographic keys by deriving them from an initial seed, which may consist of a list of mnemonic words,
as seen in the widely used Metamask wallet, or from biometric data and personal information, as referenced in
[26, 27, 28, 29]. Specifically, the new system adopts the same approach as Metamask, utilizing mnemonic words as
the initial seed. While safeguarding these sensitive words poses its own security challenges, we consider, as discussed
in the related work section, that relying on biometric data and personal information presents even greater problems.

The rest of this paper is organized as follows: Section 2 offers a brief overview of the technologies and concepts
used in our contribution. Section 3 elaborates on the new scheme, detailing the design requirements, system archi-
tecture, governing smart contract, and a high-level description of the protocols employed. Section 4 formalizes the
protocols that comprise our solution. Section 5 assesses the compliance with functional requirements. Section 6 is
dedicated to analyzing the security and privacy aspects of the proposal. Section 7 provides a comparative analysis
between the new system and existing counterparts in the industry and literature. Section 8 focuses on implementing a
preliminary prototype for validating the system’s feasibility. Finally, Section 9 presents the concluding remarks.

2. Background

This section introduces a brief overview of the primary technologies and concepts employed in the new contribu-
tion.
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2.1. ECDSA

Elliptic Curve Digital Signature Algorithm (ECDSA) [30] consists of a variant of the Digital Signature Algorithm
(DSA) using elliptic-curve cryptography.

The signature process begins by having the two parties, Alice and Bob, agree on the curve parameters ( CURVE ,
G , n ). In addition to the field and equation of the curve, they need G, a base point of prime order on the curve; being
n the multiplicative order of the point G. Assuming that every nonzero element of the ring N/n is invertible, N/n must
be a field. It implies that n must be prime according to Bézout’s identity.

Once the parties have agreed on the parameters, Alice creates a key pair. This consists of a private key integer dA,
randomly selected in the interval [1, n − 1]; and a public key curve point QA = dA × G (× denotes the elliptic curve
point multiplication by a scalar).

Then, for Alice to sign a message m, she performs the following steps:

1. Calculate h = H(m), where H() is a cryptographic hash function with output converted into an integer.
2. Let z be the Ln leftmost bits of h, where Ln is the bit length of the group order n (z can be greater than n, but it

cannot be longer).
3. Select a cryptographically secure random integer k from [1, n − 1].
4. Calculate the curve point (x1, y1) = k ×G.
5. Calculate r = x1 mod n. If r = 0, go back to step 3.
6. Calculate s = k−1(z + rdA) mod n. If s = 0, go back to step 3.
7. The signature is the pair (r, s). (And ( r,−s mod n ) is also a valid signature.)

Once the signature process has been completed and Alice has sent m, (r, s) to Bob, he can authenticate the signature
by using a copy of her public-key curve point QA. But first, Bob must verify that QA is a valid curve point as follows:

1. Check that QA is not equal to the identity element O, and its coordinates are otherwise valid.
2. Check that QA lies on the curve.
3. Check that n × QA = O.

After that, Bob authenticates the signature as follows:

1. Verify that r and s are integers in [1, n − 1]. If not, the signature is invalid.
2. Calculate h = H(m), where H() is the same function used in the signature generation.
3. Let z be the Ln leftmost bits of h.
4. Calculate u1 = zs−1 mod n and u2 = rs−1 mod n.
5. Calculate the curve point (x1, y1) = u1 ×G + u2 × QA. If (x1, y1) = O then the signature is invalid.
6. The signature is valid if r ≡ x1 mod n, invalid otherwise.

Note that an efficient implementation would compute inverse s−1 mod n only once. Also, using Shamir’s trick,
a sum of two scalar multiplications u1 × G + u2 × QA can be calculated faster than two scalar multiplications done
independently.

On the signature process, it is not only required for k to be secret, but it is also crucial to select different k for
different signatures. Otherwise, an attacker can find dA as: given two signatures (r, s) and (r, s′), employing the same
unknown k for different known messages m and m′, an attacker can calculate z and z′. Since s − s′ = k−1(z − z′), the
attacker can find k = z−z′

s−s′ . Finally, using the equation in step 6, s = k−1(z + rdA), the attacker can calculate the private
key dA =

sk−z
r . All operations in this paragraph are done modulo n.

From now one we denote the key pair (da, QA) as (S K, PK) for the private and the public key respectively.

5



CURVE the elliptic curve field and equation used
G elliptic curve base point, a point on the curve that generates a subgroup

of large prime order n
n integer order of G, means that n×G = O, where O is the identity element
dA the private key (randomly selected)
QA the public key dA ×G (calculated by elliptic curve)
m the message to send

Table 1: ECDSA Parameters

2.2. Crypto wallets

In the domain of blockchain transactions, as previously stated, the individual initiating the transaction validates
it by signing with a private key, while other nodes utilize public keys for transaction verification. These private keys
serve as the “passwords” for the transaction address and must be securely stored to prevent unauthorized access and
misuse of linked assets. Crypto wallets serve as the means to achieve this security.

Crypto wallets are hardware or software applications used for storing private keys essential for transactions while
also functioning as client software enabling blockchain operations. By means of these wallets, individuals can seam-
lessly manage their assets published on the blockchain, including cryptocurrencies and smart contracts, leveraging
their private keys to authorize transactions. Furthermore, selected crypto wallets extend their utility by granting ac-
cess to dApps and assorted decentralized services, thereby offering users a comprehensive ecosystem for managing
and interacting with their digital resources.

A wallet comprises private keys, serving as both the repository for these keys and the primary interface of crypto
clients. This interface traditionally integrates various functionalities beyond key storage, including transaction history,
address book management, and currency exchange rate tracking.

According to [13] and [31], there are various wallet implementations leveraging different technologies. This
diversity permits us to categorize them into the following groups:

• Web (online) wallets: Services accessible to users through a browser interface, eliminating the need for down-
loading or installation. One advantageous aspect of these services is their universal accessibility, enabling users
to connect from any location and device via the internet. However, while many web wallets offer users control
over their keys, the management and storage of cryptographic keys typically rest with a third party. Conse-
quently, the security of these web wallets relies on the provider’s handling of these keys and the level of trust
users place in them.

• Mobile wallets: Mobile applications available on Android and iOS platforms where cryptographic keys are
generated and securely stored. These wallets are often considered more secure than online counterparts, offering
users greater control over their keys. However, they require regular data backups to prevent the complete loss
of cryptographic keys in the event of device malfunction, loss, or security breach.

• Desktop wallets: Applications installed on personal computers provide users with complete control over their
cryptographic keys. These keys are typically stored within an encrypted file, safeguarded by a private password
known only to the user. Maintaining the secrecy and safety of this password is paramount, as its loss would
entail losing access to all private keys and associated assets stored within the blockchain.

• Hardware wallets: Offline devices, such as USB drives or physical sheets with printed private keys, offer
enhanced security. By storing private keys offline, they mitigate the risk of hacking. Additionally, many of
these devices are equipped for online transactions, featuring compatibility with various internet interfaces.

On the other hand, [32] and [33] further categorize wallet implementations into more specific classifications,
considering not only the devices used to store keys but also the methods by which these keys are managed:
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• Keys in local storage: Software manages multiple private keys by storing them in the device’s local storage,
often within a file or database. When initiating a new transaction, a blockchain client can access these keys and
broadcast the transaction across the network. This approach offers several advantages, including the elimination
of cognitive overhead for users, as the software manages key access. Moreover, this system can generate and
store a virtually unlimited number of keys due to their small size. However, the reliance on local storage
poses various security threats to consider, such as unauthorized access by other applications, potential malware
attempting to breach the keys file, and risks associated with physical theft, loss, or equipment malfunction.

• Password-protected (encrypted) wallets: Private keys are stored locally, similar to the preceding type of wal-
let, yet the wallet file performs encryption using a key derived from a user-selected password or passphrase.
This measure mitigates the risk of physical theft, although it requires the user’s recall of the password used for
encrypting the keys. If the password is forgotten, access to all blockchain assets associated with the aforemen-
tioned keys is lost. Additionally, it is worth mentioning that a user cannot access the keys on a new device by
simply entering the password, she must also transfer the encrypted wallet file to this new device.

• Offline storage of keys: Keys are stored offline on some form of portable media, such as a USB or a piece of
paper (as in previously explained Hardware wallets). While this approach offers the advantage of resilience
against malware attacks, it renders the wallet inaccessible for immediate software use, preventing users from
accessing their assets in a easy and comfortable way.

• Air-gapped key storage: Similar to the previous implementation, wallets are stored on a secondary device
capable of generating, signing, and exporting transactions without ever being connected to a network. This
method enhances resistance to key theft, as the keys are never directly exposed on an internet-connected device.

• Password-derived keys: Cryptographic keys are generated based on a password chosen by the user. However, a
limitation of this approach is that it only creates one keypair, requiring the user to choose a new password for
each new keypair or adopt a more robust solution, such as the Bitcoin Improvement Proposal 32 (BIP-32) [34],
i.e., hierarchical deterministic wallets.

• Hosted wallet: Private keys are managed by a third-party entity, allowing users to access their keys or transac-
tional functionalities via a hosted-wallet web service using standard web authentication methods like passwords
or two-factor authentication. Additionally, providers of hosted wallet web services may offer smartphone appli-
cations as clients, which offer the advantage of simplicity compared to web-based interfaces. However, similar
to Web wallets, the primary concern with this approach lies in the security of cryptographic keys, which relies
on the provider’s practices and the level of trust users place in them.

2.2.1. Bitcoin Improvement Proposal 39 (BIP-39)

BIP-39 [35] describes the implementation of a mnemonic code, which is a series of easily memorable words, for
generating deterministic wallets. Employing mnemonic codes or phrases enhances the usability of managing a wallet
seed for humans compared to dealing with raw binary or hexadecimal representations. The protocol consists of two
main steps: i) generating a mnemonic code; and ii) converting these words into a binary seed. This seed can later be
used to generate deterministic wallets using BIP-32 or similar methodologies.

The aforementioned steps work as follows:

1. For the generation of the mnemonic code a 32 bits multiple entropy variable ENT is generated (size between
128 and 256 bits): Gen(128 − 256)→ ENT .

2. Next, a checksum is generated by calculating the SHA256 hash of ENT and taking the first size-of-ENT divided
by 32 bits: CS = Parse(|ENT |/32)(Hash256(ENT ))

3. This checksum is appended to the end of the initial entropy and the resulting concatenated bits are split into
groups of 11 bits: [MS ] = split11bits(ENT |CS ). Each one of these groups encodes a number from 0-2047,
serving as an index into a wordlist.

4. Finally, these numbers are converted into words and used to form a mnemonic sentence. The mnemonic can be
protected with a passphrase; if not, an empty string is used instead.
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Table 2 illustrates the relation between the initial entropy length (ENT ), the checksum length (CS ), and the
resulting length of the generated mnemonic sentence (MS ) in words.

CS = ENT / 32
MS = (ENT — CS) / 11

ENT CS ENT+CS MS
128 4 132 12
160 5 165 15
192 6 198 18
224 7 231 21
256 8 264 24

Table 2: Length relation between ENT, CS and MS

To generate a binary seed, the PBKDF2 function is used with a mnemonic sentence (in UTF-8 NFKD) as the
password, while using the mnemonic along with the passphrase (also in UTF-8 NFKD) as the salt. The iteration count
is set to 2048, and HMAC-SHA512 serves as the pseudo-random function. The resulting derived key has a length of
512 bits (equivalent to 64 bytes).

2.2.2. Bitcoin Improvement Proposal 32 (BIP-32)

BIP-32 [34] establishes a standard for hierarchical deterministic wallets, enabling seamless interoperability across
various clients while fully leveraging all generated key pairs. This specification consists of two parts: i) the method-
ology for deriving a hierarchical structure of key pairs from a single seed; and ii) a comprehensive illustration of
constructing a wallet framework on top of this hierarchical structure.

In the protocol explanation, we assume the use of elliptic curve cryptography, specifically adhering to the field and
curve parameters delineated in secp256k1 [36]. The summation of two coordinate pairs is defined as application of
the EC group operation, while the employment of the HMAC-SHA512 function adheres to the specifications outlined
in RFC 4231 [37]. Moreover, we adopt the following standard conversion functions:

• point(p): returns the coordinate pair resulting from EC point multiplication (repeated application of the EC
group operation) of the secp256k1 base point with the integer p.

• ser32(i): serialize a 32-bit unsigned integer i as a 4-byte sequence, most significant byte first.

• ser256(p): serializes the integer p as a 32-byte sequence, most significant byte first.

• serP(P): serializes the coordinate pair P = (x, y) as a byte sequence: (0x02 or 0x03)||ser256(x) (i.e., EC1’s
compressed form), where the header byte depends on the parity of the omitted y coordinate.

• parse256(p): interprets a 32-byte sequence as a 256-bit number, most significant byte first.

The protocol comprises a function tasked with deriving a set of child keys from a parent key. To mitigate depen-
dence solely on the parent key during derivation, both private and public keys are extended with an additional 256 bits
of entropy. This extension, denoted as the chain code, remains consistent for corresponding private and public keys,
spanning 32 bytes. The extended private key is denoted as (S K, c), while the extended public key is represented as
(PK, c), where S K denotes the standard private key, PK = point(S K), and c signifies the chain code. Each extended
key accommodates 231 normal child keys and 231 hardened child keys, each with an assigned index. Normal child
keys are allocated indices ranging from 0 to 231 − 1, whereas hardened child keys utilize indices from 231 to 232 − 1.
To simplify notation for hardened key indices, iH symbolizes i + 231.

Regarding the child keys, a vulnerability has been identified within BIP-32-compliant wallets. More specifically,
if an attacker gains access to the master public key along with any child private key, she can then reconstruct the master
private key. However, BIP-32 introduces a safeguard against this vulnerability by permitting “hardened” child private
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keys, which can be compromised without jeopardizing the master private key. Additionally, these hardened keys lack
the property of the master public key, which would otherwise enable anyone to derive a public child key from it. This
property exposes a vulnerability wherein an attacker could discern the owner of a public child key through a brute
force attack on the master public key.

The Child Key Derivation (CKD) algorithm depends on whether the child key is hardened or not (alternatively,
whether i ≥ 231), as well as whether we are referring to private or public keys. From a parent extended private
key, a child extended private key and/or a child extended public key can be derived using CKD. Additionally, CKD
can derive a child extended public key from another parent extended public key. However, our focus in this study
lies on deriving private child keys from private parent keys exclusively, generating only hardened child private keys
to circumvent the aforementioned vulnerability and to sidestep the master public key property. Accordingly, child
private keys are computed via the function CKDpriv((S Kpar, cpar), i)→ (S Ki, ci) as follows:

1. Check whether i ≥ 231 (i.e., whether the child key is a hardened).
(a) If it is hardened: let I = HMAC − S HA512(Key = cpar,Data = 0x00||ser256(S Kpar)||ser32(i)) (the 0x00

pads the private key to make it 33 bytes long).
(b) If it is not hardened (it is a normal child key): do i+ = 231 and go back to step 1.

2. Split I into two 32-byte sequences, IL and IR.
3. The returned child key S Ki is parse256(IL) + S Kpar mod(n).
4. The returned chain code ci is IR.
5. In case parse256(IL) ≥ n or S Ki = 0, the resulting key is invalid, and it is required to proceed with the next

value for i. Note that this situation can happen with a probability lower than 1 in 2127.

To start the execution of the derivation protocol, an initial key pair known as the master key is required. The
generation of the master key involves the use of a seed value, employed in the following manner:

1. Generate a seed byte sequence S of a chosen length (between 128 and 512 bits; 256 bits is advised) from a
pseudo-random generator. In this paper, we use the seed obtained from the BIP-39 protocol, as explained in
Section 2.2.1.

2. Calculate I = HMAC − S HA512(Key = ”Bitcoinseed”,Data = S ).
3. Split I into two 32-byte sequences, IL and IR.
4. Use parse256(IL) as master secret key, and IR as master chain code. If parse256(IL) = 0 or parse256(IL) ≥ n, the

master key will be invalid.

2.3. InterPlanetary File System (IPFS)
The InterPlanetary File System7, introduced by Juan Benet in [38], is a protocol that defines a file sharing peer-

to-peer network for storing and sharing data in a distributed file system. Employing content-addressing, IPFS assigns
a unique identifier to each file within a global namespace, interlinking IPFS hosts. Unlike conventional centralized
servers, IPFS operates on a decentralized model, wherein user-operators collectively host portions of the overall data,
thereby offering resilience in file storage and sharing. Any participant within the network can store a file using its
content address, enabling any other peer to locate and request the content from any node possessing it via a distributed
hash table (DHT).

In addition to its primary function as a data storage system, IPFS is frequently integrated with various other
technologies, including blockchain. For instance, in [39], Kumar et al. introduce an IPFS-based blockchain storage
model. Here, transactions are stored within the IPFS distributed file system, with only the transaction hash recorded in
the blockchain block. This approach effectively addresses the storage challenges arising from the increasing volume
of blockchain transactions.

However, in conventional P2P file-sharing network systems like IPFS, data stored in nodes remains immutable,
as it can only be removed by other nodes and not by the data owner. Such a characteristic may raise concerns when
managing certain types of data. To address this challenge, Yeh et al. proposed a solution in [40]: a monitorable P2P
file-sharing system built upon a consortium blockchain, enabling file revocation within a decentralized environment.
Their approach leverages a trusted execution environment (TEE), such as Intel Software Guard Extensions (SGX).
This TEE ensures the integrity of the P2P file-sharing system’s executables and generates a file authentication code
for each IPFS node, thereby ensuring correct synchronization of the system.

7InterPlanetary File System (IPFS): https://docs.ipfs.tech/
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3. The proposed solution

In this section, we describe in detail our proposed fully decentralized multi-platform wallet, leveraging blockchain
and IPFS technologies to deliver its functionalities.

Initially, we introduce the set of requirements pivotal to the design of the new scheme. Next, we present the
architecture of the proposed system. Following this, we describe the smart contract utilized for storing cryptographic
keys. Finally, we provide a high-level overview of how the proposed system operates.

3.1. Requirements

In our comprehensive review of existing literature and in light of the identified weaknesses, we have identified
some points that our multi-platform wallet must fulfill to effectively address these challenges.

Primarily, the new scheme must facilitate the generation and access of key pairs across various devices while
ensuring convenient management for users. Furthermore, emphasizing the paramount importance of trust, our ob-
jective is to develop a solution that operates autonomously, thereby eliminating dependence on third-party entities.
Additionally, our approach prioritizes user privacy and security, carefully addressing concerns regarding key recovery
procedures and potential cyber-attacks. This holistic strategy not only ensures seamless functionality but also provides
a robust defense against vulnerabilities, fostering a secure and trustworthy environment for users.

Aligned with these objectives, we have crafted a series of functional, security, and privacy requirements, which
are introduced in the subsequent sections.

3.1.1. Functional requirements

The proposed system must fulfill a set of functional requirements in order to address the challenges highlighted in
the current literature:

R1.1. Users should have the capability to generate keys from various devices utilizing the provided wallet.

R1.2. Key pairs should always be accessible to users, including the option to export them from the wallet for use in
other applications if desired.

R1.3. Users should have the capability to recover all cryptographic keys in the event of loss of access to the wallet.

R1.4. The solution must be economically viable for users.

3.1.2. Security and privacy requirements

The proposed system must fulfill a set of security and privacy requirements in order to be robust enough. These
requirements are built on the premise that the software components of the proposed system are correctly implemented
and run on personal devices (i.e., smartphones, laptops, etc.) whose operating systems natively apply protection
measures. These measures prevent adversaries with physical access to those devices from logging in, retrieving or
altering sensitive data, or modifying the application code in any way.

R2.1. Keys must be kept confidential from adversaries.

R2.2. Keys should be safe against tampering by attackers.

R2.3. Keys should not be kept by a third party, thus ensuring that the system does not rely on external trust.

R2.4. Keys should remain unlinked to each other or to a specific user, ensuring that all generated keys are independent.
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Figure 1: System’s architecture

3.2. System architecture

Figure 1 depicts the general overview of the proposed system, where the Plug-in and the Smartphone App com-
ponents are especially relevant and serve as access points for the users.

The Plug-in component is required to be installed on web browsers through which users access blockchain-based
dApps. This plug-in is responsible for seamlessly generating cryptographic keys and deploying/utilizing smart con-
tracts automatically and transparently for the user, facilitating the use of dApps.

The Smartphone App component serves as a smartphone application through which users can add and configure a
new Plug-in installed on their device’s browser. Additionally, this app allows users to recover all generated keys and
access all deployed smart contracts, enabling seamless interaction with them.

The cryptographic key pairs generated by the Plug-in components are securely stored within the Key Storage
component. This storage system leverages IPFS technology, making it fully decentralized. The IPFS solution enables
key recovery by offering a distributed and secure storage layer that eliminates reliance on a central authority, without
imposing any cost on users.

Interactions among the Smartphone App, the different Plug-ins, and the Key Storage system are facilitated through
blockchain-based smart contracts. Specifically, the setup of the Key Storage and all related key management interac-
tions are governed by the Secure Key Management Smart Contract. Further details about this smart contract will be
provided in the subsequent section.

3.3. Secure Key Management Smart Contract

The Secure Key Management Smart Contract (SKM SC) is a smart contract deployed on the blockchain by each
user of the proposed system. Its purpose is to enable user access to cryptographic keys stored on IPFS and facil-
itate information exchange between the browser plug-in and the smartphone during initial setup. To provide these
functionalities, the smart contract comprises a single class that includes:

• Smartphone app identifier: This refers to the root public key of the smartphone (“smartphoneID” argument).
This value is automatically configured during the deployment of the smart contract, with the public key asso-
ciated with the private key used to sign the deployment transaction. The public key serves as an encryption
mechanism for all cryptographic keys generated by the various plug-ins.
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• Authorized plug-ins: This comprises a list of public keys belonging to plug-ins authorized to interact with the
smart contract, thereby adding references to new cryptographic keys stored in IPFS (“whiteList” argument).

• References to cryptographic keys: This mapping correlates the public keys of the plug-ins in the “whiteList”
list with hash references to files stored in IPFS. These files contain encrypted cryptographic keys generated by
each plug-in (“refsList” argument).

• Temporal value: This temporal data field serves as a medium for exchanging information between the Smart-
phone app and the plug-ins (“temp” argument).

Once the SKM SC instance is created (Algorithm 1), the following methods are available for interaction:

• The addDevice() and removeDevice() methods (Algorithms 2 and 3) facilitate the addition or removal of a new
public key to the “whiteList” list. These methods are exclusively accessible via the smartphone application,
employing the private key associated with the public key specified in “smartphoneID” for transaction signing.

• The storeRef() method (Algorithm 4) updates the value in the mapping corresponding to the public key associ-
ated with the private key used for transaction signing. This value represents a reference to a file in IPFS where
the keys generated by a plug-in are stored. Access to this method is limited to devices whose public keys are
stored in the “whiteList” list or to the smartphone application.

• The modTemp() method (Algorithm 5) updates the data within the “temp” field. Access to this method is
restricted to the smartphone application.

The size of the smart contract grows with the addition of plug-ins into the system. Specifically, for each registered
plug-in, the “whiteList” argument acquires a new 20-byte public key, while the “refsList” argument includes a boolean
value and an IPFS reference, totaling 33 bytes. In aggregate, these components require two 32-byte memory slots (i.e.,
64 bytes) within the smart contract. Note that, the contract’s size remains unaffected by the number of cryptographic
keys generated by these plug-ins. It is considered that this increase in size does not pose scalability concerns because
each user has their own smart contract, which in turn manages only a limited number of devices used for internet
browsing. According to Statista8, the global average of devices and connections per person in 2023 was approximately
3.6.

Algorithm 1: Constructor generates a new Secure Key Management Smart Contract instance
Input: smartphone ID PKsp, digitalSignature ssp

Output: res
Initialisation: res← error

1 if veri f y(PKsp, ssp) then
2 smartphoneID← PKsp;
3 whiteList ← [ ];
4 re f sList ←< K,V >;
5 temp← null;
6 res← success;

Return: res

3.4. The proposed system in a nutshell

The proposed wallet operates through four distinct protocols, which are briefly summarized below and will be
explained in detail in the following section.

8Statista: https://www.statista.com/statistics/1190270/number-of-devices-and-connections-per-person-worldwide/
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Algorithm 2: addDevice adds a new public key to the “whiteList” list
Input: device ID PKdevice, digitalSignature ssp

Output: res
Initialisation: res← error

1 if veri f y(smartphoneID, ssp) then
2 whiteList.add(PKdevice);
3 res← success;

Return: res

Algorithm 3: removeDevice removes an existing public key from the “whiteList” list
Input: device ID PKdevice, digitalSignature ssp

Output: res
Initialisation: res← error

1 if veri f y(smartphoneID, ssp) then
2 if PKdevice in whiteList then
3 whiteList.remove(PKdevice);
4 res← success;

Return: res

Algorithm 4: storeRef updates the IPFS reference in the mapping corresponding to the device that has
invoked the method, or the position associated with the specified device if the method is invoked by the
smartphone app

Input: device ID PKdevice, digitalSignature s, IPFS reference IPFS re f
Output: res
Initialisation: res← error

1 if veri f y(PKdevice, s) OR veri f y(smartphoneID, s) then
2 if PKdevice in whiteList then
3 re f sList[PKdevice]← IPFS re f ;
4 res← success;

Return: res

Algorithm 5: modTemp modifies the data contained in the “temp” field
Input: temporal value newTemp, digitalSignature ssp

Output: res
Initialisation: res← error

1 if veri f y(smartphoneID, ssp) then
2 temp← newTemp;
3 res← success;

Return: res
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1. Set-up: The setup of the proposed wallet involves two steps. First, users must install and configure the provided
Smartphone App on their smartphones. During this process, users receive a personal password and 24 mnemonic
words that they must remember. Additionally, the Root cryptographic keys are generated, which are crucial for
creating all subsequent cryptographic keys. Following this, users must install and configure the Plug-in in the
browsers where they intend to use the wallet.

2. Session key pair generation: After completing the setup, users who wish to access blockchain-based dApps must
follow this protocol to generate the necessary key pairs. During this process, the browser’s Plug-in automatically
detects the intent to interact with a dApp, and transparently generates and stores the key pairs. These key pairs
are securely stored in IPFS, enabling their recovery in case of loss. By utilizing a fully distributed storage
technology like IPFS, the wallet eliminates the need for third-party services that may require trust.

3. Key inventory: Users utilize the Smartphone App installed on their smartphones to execute this protocol and
manage all cryptographic key pairs generated by the wallet to date. Specifically, the Smartphone App displays
each key pair associated with a particular Plug-in and dApp. Additionally, the wallet offers options to export a
selected key pair in PKCS#12 format, send it via email, or transfer it to an external device.

4. Key recovery: This protocol enables users to recover all their cryptographic keys if their smartphones running
the Smartphone App are compromised, lost, or damaged. To do this, users must reinstall the Smartphone App
and use their personal password and 24 mnemonic words to regenerate their original Root cryptographic keys.
With these Root keys, they can access the fully distributed IPFS to recover all the derived keys used to interact
with each dApp. If the files stored in IPFS are unavailable, the proposed wallet can use the Root keys to generate
new keys and store them again in distinct locations within IPFS.

4. Protocols

In this section, we establish the formal protocols governing the proposed system, providing enough detail to
facilitate their implementation. These protocols are: Set-up, Session key pair generation, Key inventory, and Key
recovery.

4.1. Set-up

This protocol aims to install and configure both the Smartphone App and the web browser Plug-in. It is divided
into two distinct subprotocols, each devoted to one of these components. It is worth mentioning that a Smartphone
App is expected to handle multiple Plug-in components.

4.1.1. Setting-up the Smartphone App
Installing the Smartphone App involves the User and the app component itself to follow these steps (see Figure 2):

1. The User installs the Smartphone App in her/his smartphone and creates a new secure log-in, by specifying a
username and a password pw.

2. The Smartphone App executes the BIP-39 protocol using pw as input, generating 24 mnemonic words and a
512-bit seed, known as the BIP-39 seed.

3. The User securely stores the 24 mnemonic words, as they are essential for key recovery in the event of compro-
mise to either the smartphone or the key storage.

4. The Smartphone App executes the BIP-32 protocol using the BIP-39 seed as input. This process generates the
Root Secret Key S K0 and the Root Chain Code C0.

5. The Smartphone App stores S K0 in the smartphone’s secure storage.
6. The Smartphone App derives the Root Public Key PK0 as follows: PK0 = S K0 ×G (see Section 2.1).
7. The Smartphone App uses the Root Key pair (S K0, PK0) to deploy a new SKM SC onto the blockchain, resulting

in the generation of a hash hS C that uniquely identifies the published smart contract.
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Figure 2: Set-up the Smartphone App

4.1.2. Setting-up the web browser Plug-in

Installing and configuring the Plug-in component in the User’s chosen browser requires the collaboration of these
entities along with the already deployed Smartphone App to complete the following steps (see Figure 3):

1. The User installs the provided Plug-in in a browser of her/his choice.
2. The User introduces the hS C (i.e., the SKM SC identifier) into the Plug-in.
3. The Plug-in retrieves PK0 from the smart contract.
4. The Plug-in uses a secure symmetric cryptosystem (e.g., AES [41]) to generate a new session key Ki.
5. The Plug-in generates a QR image containing the computed session key Ki and the browser’s identifier i.
6. The Smartphone App scans the QR image shown in the web browser by the Plug-in and retrieves Ki and i.
7. The Smartphone App employs S K0, C0, and the hashed browser’s identifier, denoted as S HA256(i), as inputs to

the BIP-32 protocol. This process generates the Master Secret Key S Ki and the Master Chain Code Ci specific
to that particular Plug-in.

8. The Smartphone App derives the corresponding Master Public Key PKi as follows: PKi = S Ki ×G (see Section
2.1). This element unequivocally identifies that specific Plug-in component.

9. The Smartphone App adds PKi to the authorized Plug-in components list of the SKM SC (referred to as the
whileList argument) using the addDevice() method.

10. The Smartphone App uses the session key Ki to encrypt the set (S Ki, PKi, Ci). This is, EncKi (S Ki, PKi, Ci).
11. The Smartphone App stores the pair (EncKi (S Ki, PKi, Ci), i) in the temporal data field of the SKM SC (referred

to as the “temp” argument) using the modTemp() method.
12. The Smartphone App deletes the set (S Ki, PKi, Ci) from its memory.
13. The Plug-in retrieves the pair (EncKi (S Ki, PKi, Ci), i) from the “temp” argument of the SKM SC.
14. The Plug-in uses the session key Ki to decrypt EncKi (S Ki, PKi, Ci), obtaining the set (S Ki, PKi, Ci).

Note that each web browser the User intends to utilize requires its specific Plug-in component. Consequently, this
sub-protocol must be performed for each necessary web browser Plug-in.

4.2. Session key pair generation

Upon completion of the Set-up protocol, users can seamlessly access various blockchain-based dApps. To facilitate
these accesses, the installed Plug-in in the web browser must automatically and transparently generate and manage
the needed cryptographic keys. The steps involved in this process are next detailed (see Figure 4):
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Figure 3: Set-up the web browser Plug-in

1. The User accesses a new blockchain-based dApp.
2. The Plug-in computes a hash value based on the domain name j of the dApp service provider, which serves to

uniquely identify the specific dApp. This hash value is generated using the function S HA256( j).
3. The Plug-in uses the browser’s Master Private Key S Ki, Master Chain Code Ci, and the dApp identifier

S HA256( j) as inputs to the BIP-32 protocol. This process generates a Secret Key S Ki j and a Chain Code
Ci j specific to that particular dApp. Then, the Plug-in derives the corresponding Public Key PKi j as follows:
PKi j = S Ki j ×G (see Section 2.1).

4. The Plug-in provides the key pair (S Ki j, PKi j) to the User, facilitating seamless interaction with the dApp.
While the detailed implementation of this aspect falls outside the scope of this paper, one possible approach
could emulate the user interface of browser plugins such as Metamask, presenting the key pair to the User and
offering the choice between exporting it in 9 or uploading it to the Key Storage system.

5. The Plug-in uses a secure symmetric cryptosystem (e.g., AES [41]) to generate a new session key Ki j.
6. The Plug-in uses the session key Ki j to encrypt the set (S Ki j, PKi j, j). This is, EncKi j (S Ki j, PKi j, j).
7. The Plug-in uses the Root Public Key PK0 to encrypt the session key Ki j. This is, EncPK0 (Ki j).
8. The Plug-in stores the set (EncKi j (S Ki j, PKi j, j), EncPK0 (Ki j)) in the IPFS. This process entails a series of

automated sub-steps that facilitate subsequent access to the cryptographic keys by the Smartphone App.
(a) The Plug-in obtains the hash reference hi of the file stored in the IPFS, which contains all the encrypted

cryptographic keys generated by the Plug-in. This retrieval is fulfilled by leveraging its identifier PKi

within the “refsList” mapping contained in its associated SKM SC. If the “refsList” field is empty, the
procedure goes directly to step 8c, where the plug-in generates a new file with a new IPFS reference.

9Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications Version 2.1: https://datatracker.ietf.org/doc/
html/rfc3447
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Figure 4: Session key pair generation

(b) The Plug-in gathers the f ilehi from the IPFS.
(c) The Plug-in updates f ilehi by appending the set (EncKi j (S Ki j, PKi j, j), EncPK0 (Ki j)). This process gener-

ates an updated reference h′i for the stored file.
(d) The Plug-in uses the storeRef() method of its associated SKM SC to update the “refsList” mapping with

the new reference.

4.3. Key inventory

This process enables the User to manage and monitor all cryptographic key pairs she has generated. To achieve
that, the User uses the Smartphone App component, which follows the next steps (see Figure 5):

1. The Smartphone App periodically retrieves the “refsList” value from the SKM SC, which includes the hash refer-
ences hi to the files stored in IPFS, each one linked to a certain Plug-in i and storing all encrypted cryptographic
keys generated by this entity.

2. If a certain IPFS hi has been modified, such as the reference hi changing or a new file being added (when a
Plug-in generates a new key pair for the first time), the Smartphone App retrieves the corresponding file f ilehi

from the IPFS. Else, the protocol goes to the first step.
3. The Smartphone App gets the encrypted keys linked to the updated f ilehi . This is, EncKi j (S Ki j, PKi j, j),

EncPK0 (Ki j).
4. The Smartphone App decrypts the session key Ki j using the Root Secret Key S K0. This is, DecS K0 (EncPK0 (Ki j)).
5. The Smartphone App decrypts the set (S Ki j, PKi j, j) using the session key Ki j. This is, DecKi j (EncKi j (S Ki j, PKi j, j)).

The decrypted set is stored in the Smartphone App’s file system.
6. The Smartphone App shows to the User each generated key pair (S Ki j, PKi j) associated with a particular Plug-in

i and a specific dApp j. Additionally, the system provides options for exporting a selected key pair in PKCS#12
format, sending it via email, or transferring it to an external device.
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Figure 5: Key Management

4.4. Key recovery

The User should be capable of recovering her/his cryptographic keys if her/his device is compromised, lost, or
damaged. Accordingly, this section details the recovery process of the proposed new wallet covering three scenarios:
i) the User’s smartphone is no longer accessible (e.g. stolen, lost, or broken); ii) the IPFS files that store the keys
generated by the web browser plug-ins are deleted; and iii) both situations occur simultaneously.

4.4.1. Smartphone App is no longer accessible

When a User’s smartphone is compromised, lost, or damaged, access to her/his Smartphone App is forfeited.
Consequently, she also loses access to the Root Key pair (S K0, PK0) necessary for decrypting and accessing all
cryptographic keys generated by the wallet. In such an event, the recovery key process entails regenerating this Root
Key pair through the following steps (see Figure 6):

1. The User installs the Smartphone App on a new smartphone device and establishes a new secure login, by
setting up her/his username and password pw.

2. The User inputs the 24 mnemonic words generated during the Set-up protocol into the Smartphone App, along
with the initial password pw used during the wallet’s initial configuration

3. The Smartphone App runs the BIP-39 protocol using the provided 24 mnemonic words and the initial password
pw, thereby generating the original 512-bit seed known as the BIP-39 seed.

4. The Smartphone App executes the BIP-32 protocol using the BIP-39 seed as input. This process generates the
original Root Secret Key S K0 and Root Chain code C0.

5. The Smartphone App stores S K0 in the smartphone’s secure storage.
6. The Smartphone App derives the Root Public Key PK0 by means of S K0 as follows: PK0 = S K0 × G (see

Section 2.1).
7. The Smartphone App fetches the SKM SC published on the blockchain using the Root Key pair (S K0, PK0) and

stores its hash hS C in the app’s storage.
8. The Smartphone App follows the procedure explained in Section 4.3 to retrieve all cryptographic key pairs

previously generated.

4.4.2. IPFS file is unavailable

In the event that the IPFS nodes hosting the key pairs file generated from a specific browser i become inaccessible
or delete the file, the User directs the Smartphone App to execute the following steps to regenerate the file (see Figure
7):
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Figure 6: Key Recovery when Smartphone App is no longer accessible

Figure 7: Key Recovery when IPFS file is unavailable

1. The User activates the process to regenerate the session key pairs stored in the IPFS through the Smartphone
App.

2. The Smartphone App generates a new session key K′i .
3. The Smartphone App retrieves from its file system all the stored key pairs that the Plug-in i generated to interact

with each distinct dApp j.
4. The Smartphone App uses the new session key K′i to encrypt all the key pairs retrieved in the former step. This

is, EncK′i (S Ki j, PKi j, j)
5. The Smartphone App encrypts K′i using the Root Public Key PK0. This is, EncPK0 (K′i ).
6. The Smartphone App adds all the newly re-encrypted key pairs and the session key into a new file, denoted as

f ile′i .
7. The Smartphone App stores f ile′i in the IPFS. This process returns the reference h′i to the stored file.
8. The Smartphone App utilizes the storeRef() method within the SKM smart contract to update the “RefsList”

field linked to the Plug-in i with the fresh reference h′i . This method is run through a transaction signed by the
Root Secret Key S K0, with the Plug-in’s public key PKi provided as an argument.

4.4.3. Lost access to Smartphone’s app and IPFS file is unavailable
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In the event of the User losing access to the Smartphone App and simultaneous unavailability or removal of the
key pairs file stored by a specific Plug-in i on IPFS nodes, the recovery process for each key pair generated for each
dApp j proceeds as follows (see Figure 8):

1. The User initiates the Key recovery process detailed in Section 4.4.1 (i.e., “Smartphone App is no longer acces-
sible”) to reinstall the Smartphone App and regain access to the Root key pair (S K0, PK0).

2. The Smartphone App retrieves the identifier i associated with the Plug-in i whose IPFS key pairs file is unavail-
able from the SKM SC.

3. The Smartphone App retrieves the Master Secret Key S Ki and Master Chain code Ci for the specific Plug-in i
via the BIP-32 protocol. This procedure uses the Root Private Key S K0, the Root Chain code C0, and the hash
of the Plug-in identifier S HA256(i) as input parameters.

4. The Smartphone App uses S Ki to derive the Plug-in’s Master Public Key PKi as follows: PK0 = S K0 ×G (see
Section 2.1).

5. The Smartphone App generates a new Secret Key S Ki j and a new Chain code Ci j for each dApp j via the BIP-32
protocol. This procedure uses the Plug-in’s Master Private Key S Ki, the Plug-in’s Master Chain code Ci, and
the hash of the dApp identifier S HA256( j) as input parameters.

6. The Smartphone App uses S Ki j to derive the corresponding Public Key PKi j as follows: PK0 = S K0 ×G (see
Section 2.1).

7. The Smartphone App shows to the User each generated key pair (S Ki j, PKi j) associated with a particular Plug-in
i and a specific dApp j. Additionally, the system provides options for exporting a selected key pair in PKCS#12
format, sending it via email, or transferring it to an external device.

5. Functional analysis

This section examines the functional requirements outlined in Section 3.1.1. The following discussion comprises a
series of propositions, each addressing a specific requirement, with multiple claims provided to support its fulfillment.

5.1. Proposition-1: Users must be capable of using different devices to generate their cryptographic keys

This proposition addresses requirement R1.1, which states that Users should have the capability to generate keys
from various devices utilizing the proposed wallet. The following two claims support this assertion.

Claim 1. The web browser Plug-ins are the components that generate the cryptographic keys needed to interact with
the different dApps

Proof. A User can install and configure a web browser Plug-in i on one of her/his devices by following the steps
specified in 4.1.2. As a result of this process, Plug-in i acquires a Master key set (S Ki, PKi, Ci). Next, when the User
accesses a dApp j, Plug-in i uses S Ki, Ci and the hash of the dApp’s identifier S HA256( j) as inputs in the BIP-32
protocol to compute a new key pair (S Ki j, PKi j). This key pair is then used to interact with the specific dApp j.

Claim 2. Users have the flexibility to install and set-up a Plug-in within the web browser of each of their capable
devices, allowing for multiple installations across different devices.

Proof. As specified in the “Setup” protocol (see Section 4.1), each User owns a single Smartphone App operating
within her/his smartphone. The Smartphone App is responsible for generating the 24 mnemonic words, the BIP-39
seed, the Root Keys (S K0, PK0), and the Root Chain Code C0. Next, this cryptographic material is used during the
installation of the distinct Plug-ins to compute the corresponding Master key sets (S Ki, PKi, Ci) mentioned in the
previous claim.

As shown in “Key inventory” protocol (see Section 4.3), the cryptographic keys generated by all Plug-ins linked
to a particular Smartphone App are directly managed by the User through the Smartphone App itself.
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Figure 8: Key Recovery when Smartphone App is no longer accessible and IPFS file is unavailable

5.2. Proposition-2: Users must have the capability to access their cryptographic keys at any given moment and utilize
them on alternative platforms

This proposition addresses requirement R1.2, which states that key pairs must be available for Users at any time,
also in the case they want to export them from the wallet and import them in another application. The following three
claims support this assertion.

Claim 3. All key pairs (S Ki j, PKi j) generated by a User through her/his installed Plug-ins to interact with dApps are
stored in the IPFS, with corresponding references stored and accessible via the SKM smart contract.

Proof. As specified in the “Session key pair generation” protocol (see Section 4.2), each Plug-in i stores distinct key
pairs (S Ki j, PKi j) generated for interaction with various dApps j in a file f ilehi on IPFS. Each key pair is stored in
the format of the set (EncKi j (S Ki j, PKi j, j), EncPK0 (Ki j)). The reference hi of f ilehi in IPFS is stored in the “refsList”
field of the publicly accessible SKM smart contract.

Claim 4. A User can access the key pairs generated by the different Plug-ins using her/his Root Key pair (S K0,
PK0).

Proof. As specified in the “Key inventory” protocol (see Section 4.3), a User can use her/his Smartphone App to
access the “refsList” field of the deployed SKM smart contract. From there, she can retrieve the f ilehi file stored in
IPFS, obtain the encrypted key pairs (EncKi j (S Ki j, PKi j, j), EncPK0 (Ki j)), and decrypt them using the Root Secret key
S K0 which is only known by the Smartphone App.
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Claim 5. A User can export a selected key pair in PKCS#12 format using her/his Smartphone App, with options to
send it via email or transfer it to an external device.

Proof. As seen in the previous claim, a User can retrieve the key pairs generated by the different Plug-ins through
her/his Smartphone App. Furthermore, this tool provides options for exporting a selected key pair in PKCS#12 format,
sending it via email, or transferring it to an external device (refer to the “Key inventory” protocol in Section 4.3).

5.3. Proposition-3: Users must have the capability to recover their cryptographic keys in the event of loss of access
to the wallet

This proposition addresses requirement R1.3, stating that the proposed system should enable Users to recover all
cryptographic keys generated by the various Plug-ins in the event of smartphone loss or change, resulting in the loss
of access to the Smartphone App. The following two claims supports this assertion.

Claim 6. A User can recover her/his Root Key pair (S K0, PK0) in the event of smartphone loss or damage.

Proof. According to the “Key recovery” protocol (see Section 4.4), a User who has lost access to her/his Smartphone
App (for instance, due to smartphone loss or damage) can install a new instance of the Smartphone App on a new
device. Then, by inputting the 24 mnemonic words and the password pw, she can re-generate her/his Root Key pair
(S K0, PK0) using the BIP-39 and BIP-32 protocols.

Claim 7. A User can recover all the key pairs generated by the different Plug-ins using her/his Root Key pair (S K0,
PK0).

Proof. After regenerating the Root Key pair, the User can utilize it to recover all key pairs generated by the various
Plug-ins, as depicted in the previous Claim 4

5.4. Proposition-4: The new system must be economically viable for users

This proposition addresses requirement R1.4, stating that the proposed system should incur low costs in terms of
blockchain gas consumption, ultimately leading to reduced economic costs. This factor is crucial, as it significantly
impacts the feasibility of deploying the system in real-world scenarios.

To evaluate these costs, a realistic environment for the new wallet has been established. This setting is based on
the following points:

• The personal blockchain Ganache10, a widely adopted platform for Ethereum distributed application develop-
ment, has been employed. Ganache empowers developers to deploy Smart Contracts, execute commands, and
inspect data state, all while controlling chain operations and associated costs.

• The SKM smart contract, coded in Solidity11, has been compiled using the Truffle suite12, a well-known ecosys-
tem for Web313 development. This suite offers a comprehensive development environment, asset pipeline, and
testing framework for Smart Contracts using the Ethereum Virtual Machine (EVM).

• The new proposal has been deployed on the Polygon Chain14 network, chosen after an analysis of some of
the most relevant EVM-compatible networks concerning latency, throughput, and gas costs. Note that every
interaction involving the deployment of a smart contract function requires a fee to compensate the mining node
for processing and recording the transaction on the blockchain. Gas serves as the unit representing this fee in
EVM-compatible networks. Users obtain gas from mining nodes by exchanging it for the network token (such
as Ether in the Ethereum network). It is important to differentiate between gas and the network token: gas
denotes a fixed cost for actions on the blockchain, while the network token is a fluctuating virtual currency used
to acquire network resources. Table 3 provides a summary of the aforementioned analysis, highlighting the
Polygon Chain as the most efficient network.
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Network Consensus
Protocols Token

Mining
Block
Time

Transaction
Throughput Gas Cost Token

Price
Tx Base
Fee Cost

Ethereum
Mainnet 15 PoS ETH 13s 13.1 tps 48 Gwei 2,637.81

$ 2.66 $

Binance Smart
Chain 16 DPoS BNB 3s 51.6 tps 3 Gwei 322.49 $ 0.02 $

Polygon Chain PoS MATIC 2s 45.7 tps 136.9 Gwei 0.86 $ 0.002 $
Fantom Opera

Chain 17 Lachesis FTM 1s 2.5 tps 9.97 Gwei 0.39 $ 0.01 $

BitTorrent Chain
18 PoS BTT 2s 0.04 tps 304015

Gwei 9.7x10−7$ 6.19x10−6$

Avalanche Chain
19 Snowman AVAX 2s 17.3 tps 25 nAVAX 39.39 $ 0.021 $

HECO Chain 20 HPoS HT 3s 5.32 tps 2.3 Gwei 1.44 $ 6.96x10−5$

Cardano 21 PoS ADA 20s 7 tps 0.17 ADA
(per Tx) 0.53 $ 0.09 $

Table 3: Comparison of EVM compatible blockchains (data gathered in February 2024)

The following claim supports this proposition.

Claim 8. When deployed on the Polygon Chain network, the new system demonstrates reduced costs in terms of gas,
tokens, and dollars.

Proof. The cost analysis of the functions provided by the SKM smart contract considers Users with 1 to 9 installed
Plug-ins and 1 to 20 generated keys per Plug-in.

Table 4 illustrates that deploying the SKM smart contract requires 768490 gas, equivalent to 0.09 USD when
utilizing the Polygon Chain network. Concerning the operational costs of the SKM smart contract, Figures 9(a) and
9(b) demonstrate that the addDevice and removeDevice functions entail a constant gas cost of 44713 and 14856,
respectively. Similarly, Figure 10 indicates that the modTemp function carries a constant cost of 29426 gas. Finally,
Figure 11 reveals that the storeRef function incurs an initial cost of 43049 gas due to the generation of the data
structure for references. From that point, the cost remains constant at 28058 gas, notwithstanding of the number of
loaded devices or stored key pairs in the system.

As a concluding remark, focusing on the cost in USD of running the smart contract functions as a measure of the
economic feasibility of the new system, our findings on the Polygon Chain network indicate that all operations are
economically viable.

10Ganache: Ganache:https://trufflesuite.com/ganache/
11Solidity: https://soliditylang.org/
12Truffle suite: https://trufflesuite.com/truffle/
13web3j: https://docs.web3j.io/
14Polygon Chain: https://docs.polygon.technology/
15Ethereum Mainnet: https://etherscan.io
16Binance Smart Chain: https://bscscan.com
17Fantom Opera Chain: https://ftmscan.com
18BitTorrent Chain: https://bttcscan.com
19Avalanche Chain: https://snowtrace.io
20HECO Chain: https://hecoinfo.com
21Cardano: https://cardano.org/
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(a) Add Device Operation Evaluation (b) Remove Device Operation Evaluation

Figure 9: Add and Remove Device Operation Evaluation

Figure 10: Modify Temporal Value Operation Evaluation

Figure 11: Store the Reference of a new Key Pair Operation Evaluation
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Operation Gas used Cost (Token) Cost (USD $)

newSKMSmartContract 768490 0.1052 0.0905
addDevice 44713 0.0061 0.0053

removeDevice 14856 0.0020 0.0017
modTemp 29426 0.0040 0.0035
storeRef 43049 - 28058 0.0059 - 0.0038 0.0051 - 0.0033

Table 4: Cost of the different functions of the SKM SC

Attack target Attack description and coverage

Key confidentiality

Attacker physically steals the smart-
phone and attempts to access all keys.

Addressed by the multi-factor authenti-
cation system in use (as stated in the at-
tacker model).

Attacker obtains the mnemonic words
and tries to reconstruct all keys.

Covered in Proposition 5, Claim 9.

Attacker attempts to steal the Plug-in’s
master key pair during its transmission
between the Smartphone App and the
Plug-in or while stored in IPFS.

Covered in Proposition 5, Claims 10
and 11.

Attacker tries to steal the Plug-in’s mas-
ter key pair while stored on the smart-
phone or the Plug-in device.

Addressed by the native protection
measures implemented by their respec-
tive operating systems (as stated in the
attacker model).

Attacker acts as a trusted third party and
attempts to exploit this trust to access
all keys.

Covered in Proposition 7, Claim 16.

Key integrity

Attacker tries to tamper with the Smart-
phone App’s keys stored on the smart-
phone.

Addressed by the native protection
measures implemented by their respec-
tive operating systems (as stated in the
attacker model).

Attacker attempts to tamper with the
Plug-in’s keys while stored on the
smartphone or the Plug-in device.

Addressed by the native protection
measures implemented by their respec-
tive operating systems (as stated in the
attacker model).

Attacker tries to tamper with the Plug-
in’s keys during their transmission be-
tween the Smartphone App and the
Plug-in.

Covered in Proposition 6, Claim 12.

Attacker attempts to tamper with the
reference to the Plug-in’s keys stored in
IPFS or the uploaded file itself.

Covered in Proposition 6, Claims 13
and 14.

User privacy

Attacker tries to compromise the pri-
vacy of the Users by linking different
keys or associating a specific key with a
particular User.

Covered in Proposition 8, Claim 16.

Table 5: Types of attacks and their coverage

6. Security and privacy analysis

This section focuses on studying the security and privacy requirements of the provided system (see Section 3.1.2).
The discussion is organized as a set of propositions, where each proposition may have several claims to support its
fulfillment.

To provide context for this analysis, Table 5 maps the various anticipated attack types to the propositions and
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claims that form the basis of this security evaluation. Additionally, the attacker model is based on the following
assumptions:

• The computational power available to the attacker is insufficient to compromise modern computationally secure
cryptosystems.

• An attacker who gains physical access to the User’s devices running the Smartphone App and the distinct web
browser Plug-ins cannot log into the compromised devices due to the native protection measures implemented
by their respective operating systems. These measures prevent adversaries from retrieving or altering sensitive
data or modifying the application code in any way.

• All the underlying algorithms are implemented correctly, and the parameters meet the necessary security re-
quirements.

• The digital wallet, installed on the smartphone, effectively authenticates the user using a multi-factor authen-
tication system comprising a user ID, password, and biometric third factor. It stands as the sole trusted entity
empowered to generate, backup, recover, and store all cryptographic keys. During the setup process, users are
prompted to establish a secure passphrase in compliance with NIST standards [42].

6.1. Proposition-5: Keys must be kept confidential from adversaries
This proposition addresses requirement R2.1, which focuses on protecting the confidentiality of the generated

cryptographic keys. This assertion is based on the premise that the personal devices (i.e., smartphones or laptops)
running the software components of the proposed system are natively secure, as stated in the attacker model. It is
supported by the following three claims, demonstrating that even if potential adversaries gain access to the mnemonic
words used to generate the Root secret key, the SKM smart contract, or the files stored in IPFS, they are unable to
retrieve the distinct computed secret keys.

Claim 9. Adversaries cannot deduce the Root secret key solely from knowledge of the mnemonic words used during
its generation.

Proof. The Root secret key S K0 is derived through the use of the BIP-32 protocol alongside a BIP-39 seed as an input
parameter. This seed, in turn, is generated by employing the BIP-39 protocol, with input parameters consisting of a
User-provided password pw and the mnemonic words. Consequently, the Root secret key S K0 remains secure as long
as the password pw is protected against adversaries.

Note that, with knowledge of the mnemonic words, a computationally capable attacker can initiate a brute-force
attack to deduce pw. The success of such an attempt is directly correlated with the complexity of pw. Therefore, to
mitigate these risks, Users must set strong pw according to the NIST standards [42].

Claim 10. The confidentiality of the Plug-in’s Master key pair during its exchange between the Smartphone App and
the Plug-in is securely protected against any adversary.

Proof. The exchange of information between the Smartphone App and the Plug-in occurs through the designated
“temp” field of the SKM SC. All data transmitted within this field is encrypted using a secure symmetric cryptosystem
and a unique session key Ki specific to Plug-in i. Consequently, during the exchange of the Plug-in’s Master key pair,
it is encrypted using the corresponding Ki. This session key in use is encoded into a QR code, requiring physical
access for reading it. By ensuring the concealment of the QR code, the session key remains protected, preventing any
attempts by adversaries to eavesdrop it and, hence, decrypt the Plug-in’s Master key pair.

Claim 11. The key pairs (S Ki j, PKi j) generated by Plug-in i to interact with distinct dApps j are publicly stored in
IPFS. Nevertheless, their confidentiality against any potential adversary is securely protected.

Proof. In the proposed system, all key pairs (S Ki j, PKi j) are stored in a file published on IPFS, with its reference
stored in the SKM SC’s “refsList” field, thus making it publicly accessible. In order to protect against unauthorized
access by attackers who might obtain this file, the key pairs (S Ki j, PKi j) are encrypted using a secure symmetric
encryption scheme and a session key Ki j before being stored on the IPFS. Then, the session key is further encrypted
using the Root public key PK0, ensuring that only the holder of the corresponding Root secret key S K0 possesses the
ability to decrypt the aforementioned key pairs.
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6.2. Proposition-6: Keys must remain intact against tampering attempts by attackers

This proposition addresses requirement R2.2, which focuses on protecting the integrity of the Plug-in’s Master
key pair (S Ki, PKi) and Chain code Ci during transfer, as well as the end key pairs (S Ki j, PKi j) stored in IPFS.
This assertion is based on the premise that the personal devices (i.e., smartphones or laptops) running the software
components of the proposed system are natively secure, as stated in the attacker model. It is supported by the following
three claims.

Claim 12. The proposed system ensures the integrity of the Plug-in’s Master key pair (S Ki, PKi) and Chain code Ci

against any adversary during its transfer from the Smartphone App to the Plug-in.

Proof. As mentioned in the “Setting-up the web browser Plug-in” protocol (see Section 4.1.2), the Master key pair
(S Ki, PKi) and the Master Chain code Ci are transmitted from the Smartphone App to each Plug-in via the “temp”
field of the SKM smart contract.

To manipulate this field, an entity must execute a digitally signed transaction on the blockchain, invoking the
modTemp() function of the SKM smart contract. Each function within the SKM smart contract is tied to a designated
set of authorized keys, dictating which entities can execute them. In the case of the modTemp() function, when the
Smartphone App creates and deploys this smart contract, it sets its Root Public key PK0 as the only authorized party
that can perform this operation.

As a result, only the Smartphone App, as the sole owner of the corresponding Root Secret key S K0, retains the
capability to use this function and alter the contents of the “temp” field. This strict control ensures that while the
Root Secret key S K0 remains secure, the integrity of the cryptographic keys stored in the “temp” field remains secure
throughout their transit from the Smartphone App to each Plug-in.

Claim 13. The proposed system ensures the integrity of the reference to the key pairs (S Ki j, PKi j) stored in IPFS,
protecting it against unauthorized modifications.

Proof. As mentioned in the “Session key pair generation” protocol (see Section 4.2), key pairs (S Ki j, PKi j) are stored
in the IPFS and the corresponding reference to their location is recorded in the “refsList” field of the SKM smart
contract.

To manipulate this field, an entity must execute a digitally signed transaction on the blockchain, invoking the
storeRef() function of the SKM smart contract. Only entities possessing the Master Secret keys S Ki linked to the
Master Public keys PKi, specified in the “whitelist” field of the SKM smart contract, are permitted to use the storeRef()
function. Moreover, the smart contract only allows an entity that knows a certain Master Secret key S Ki to modify
its particular position in the “refsList” field. In order to add or remove values from the “whileList” field, an entity
must send a digitally signed transaction invoking the addDevice()/removeDevice() methods. These operations, in turn,
require the entity to possess the Root Secret key S K0, which is only know by the Smartphone App.

As a result, as long as the Smartphone App’s Root Secret key S K0 and the Plug-ins’ Master Secret keys S Ki

are kept confidential, no adversary can tamper with the references to the IPFS. Also, if an adversary can disclose
the Master Secret key of a certain Plug-in, she will then be able to modify only the IPFS reference of this specific
Plug-in.

Claim 14. The proposed system ensures the integrity of the key pairs (S Ki j, PKi j) stored in IPFS, protecting it against
unauthorized modifications.

Proof. Regarding the integrity of the files uploaded to the IPFS, it is noteworthy to mention the immutability property
22 inherent in IPFS technology. This property establishes that once a file is added to the IPFS network, its content
remains unalterable without modifying the corresponding reference. Consequently, any attempt by an adversary to
manipulate the key pairs (S Ki j, PKi j) stored within IPFS would require altering their original references.

22IPFS Immutability: https://docs.ipfs.tech/concepts/immutability/
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6.3. Proposition-7: Keys must not be held by third parties

This proposition addresses requirement R2.3, which focuses on offering a fully decentralized multi-platform wallet
that does not rely on external trust to provide its functionalities. The following claim supports this assertion.

Claim 15. The proposed system does not depend on any trusted third party to store the generated cryptographic keys.

Proof. The proposed system leverages the fully distributed technologies blockchain and IPFS to facilitate communi-
cation between its various components and securely store generated cryptographic keys. Specifically, the SKM smart
contract deployed on the blockchain orchestrates communication between the Smartphone App and the Plug-ins while
managing the keys, which are securely stored in the IPFS instead of relying on any third-party storage system.

6.4. Proposition-8: Keys must remain unlinked between them and unassociated with individuals

A blockchain wallet is considered anonymous when it is impossible to connect addresses (key pairs) with their
owners’ identities. In this context, this proposal addresses requirement R2.4, aiming to ensure that a derived public
key remains indistinguishable from another unless additional information is leaked.

The following claim supports this assertion, showing how the proposed system implements the BIP-32 protocol
to generate unlinkable cryptographic keys.

Claim 16. The proposed system generates key pairs that are unlikable between them.

Proof. In the proposed system, the BIP-32 protocol is used to generate all the cryptographic keys. As explained in
Section 2.2.2, this method contains a vulnerability wherein an attacker can deduce a parent private key S Kpar given
the parent public key PKpar and a child private key S Ki. This is possible because parent public keys are used in the
key derivation function CKDpub((PKpar, cpar), i). In order to avoid this weakness, our implementation of the BIP-
32 protocol exclusively employs the key derivation function CKDpriv((S Kpar, cpar), i) to generate‘ ‘hardened” child
private keys using the parent private key as input. In this way, even in the event of an attacker knowing a child private
key, the recovery of the parent private key S Kpar becomes infeasible.

7. Comparative analysis

This section compares the new proposal with both the well-established mainstream schemes introduced in Section
2.2 and the state-of-the-art solutions present in the literature and detailed in Section 1.1.

For this analysis, we have mapped each of the considered requirements to specific properties that a wallet may
or may not fulfill. This correspondence is illustrated in Table 6. Note that we have divided requirement 1.2 into two
properties: one addressing direct access to the user’s generated keys, and the other focusing on the ability to use those
keys across different platforms or devices.

Table 7 summarizes the comparison between the new proposed solution and existing mainstream schemes based
on the aforementioned properties (taking into account their implementation specification and the study of [33]). The
table indicates whether a wallet fully satisfies a property (✓), partially satisfies it (+/-), does not satisfy it (X), or we
lack sufficient information to reach a conclusion (EMPTY SPACE).

As illustrated in Table 7, the new proposal particularly excels in terms of interoperability (immediate access to
keys and/or cross-device portability), key unlinkability (i.e., privacy), key recovery, and resistance to theft. This
superiority is anticipated, as these features were fundamental to the design of the new proposal, making the difference
with respect to mainstream schemes.

Regarding the state-of-the-art schemes in the literature, Table 8 reveals that multi-signature wallets (i.e., [21, 22,
24, 25]) fall behind in terms of immediate Access to keys, as their primary focus is on safeguarding cryptographic
keys against misuse rather than ensuring their availability. These schemes are assumed to offer some degree of key
recovery through the distribution of keys or key shares among a group of participants. However, they do not account
for scenarios where participants lose their shares or become malicious.

The seed-derived wallet presented in [26] employs biosensors for key generation. Consequently, the number of
keys that can be generated is limited by the range of signals these biosensors can measure, and the system’s interoper-
ability is confined to its designed purpose. Additionally, significant changes in a user’s physiological signals, such as
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Requirement Property

R1.1. Users should have the capability to generate keys from various
devices utilizing the provided wallet.

Multiple Key Pairs
Generation

R1.2. Key pairs should be accessible to users at all times, including the
option to export them from the wallet for use in other applications if
desired.

Immediate Access to
Keys

Cross-Device
Portability

R1.3. Users should have the capability to recover all cryptographic keys
in the event of loss of access to the wallet.

Key Recovery

R1.4. The solution must be economically viable for users.
Economically

available
R2.1. Keys must be kept confidential from adversaries. Resistant to Theft

R2.2. Keys should be safe against tampering by attackers.
Key Integrity and

Authenticity

R2.3. Keys should not be kept by a third party, thus ensuring that the
system does not rely on external trust.

No Trusted Third
Parties

R2.4. Keys should remain unlinked to each other or to a specific user,
ensuring that all generated keys are independent.

Key Unlikablility

Table 6: Proposal comparison with existing solutions

those caused by accidents or illnesses, may impede key recovery. Furthermore, there is a potential vulnerability: an
adversary who intercepts the physiological signals used in seed generation could gain access to the user’s keys

The proposals by Singh et al. [27] and Seo et al. [28] utilize the individuals’ memory for key protection. Specif-
ically, they employ answers to questions and specified picture locations to encrypt fragments of the private key for
future recovery. While these schemes do not require an external entity during the recovery process, they do rely on a
third party for storing the secured private key. Furthermore, an adversary might exploit social engineering techniques
to gather user information, deduce the answers to security questions, or identify the images and their locations.

Rezaeighaleh et al.’s proposal [29] utilizes hardware wallets to safeguard cryptographic material, wherein users
possess two hardware wallets with identical private keys, one acting as the primary wallet and the other as a backup.
However, should users wish to generate multiple key pairs, this scheme imposes a significant overhead. Additionally,
using these keys across different devices or services entails further inconvenience, requiring users to carry and connect
the device each time they are used. Moreover, storing keys on these devices exposes them to the risk of physical theft.
If both devices are lost or one is damaged unexpectedly, access to the cryptographic keys could be irretrievably lost.

In conclusion, this comparison highlights the superiority of the new wallet over existing literature, particularly in
terms of key recovery, and it also demonstrates notable strengths in properties such as immediate Access to keys, cross-
device portability and key unlinkability. On top of that, it is important to note that none of the previously mentioned
solutions consider the economic costs they entail, a crucial factor in assessing the feasibility of these schemes.

8. Preliminary prototype implementation

To evaluate the viability of the new proposal, we developed a preliminary prototype of the wallet. This section
begins with a discussion of the technical aspects of the implementation, followed by an overview of the user interface,
and concludes with an analysis of the runtime performance of the various protocols.

8.1. Implementation details

The implemented prototype consists of three essential components: the Smartphone App, the Secure Key Man-
agement Smart Contract, and the web browser Plug-in. The source code for the Smartphone App and the Secure Key
Management Smart Contract can be found at https://github.com/imiguelrodriguez/TFGwallet, while the
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Our Proposal ✓ ✓ ✓ ✓ +/- ✓ ✓ ✓ ✓
Keys in Local
Storage (e.g.,

Bitcoin Core23,
Android Bitcoin

Wallet24)

✓ ✓ X X ✓ X ✓

Password-
protected

(Encrypted)
Wallets (e.g.,
MultiBit25)

✓ ✓ X X ✓ X ✓

Offline Storage
of Keys (e.g.,
Bitaddress26,
Bitcoin Paper

Wallet27)

✓ X ✓ X ✓ X ✓

Air-gapped Key
Storage (e.g.,

Bitcoin
Armory28,
Trezor29).

✓ X X X +/- X ✓

Password-derived
Keys (e.g.,

Brainwallet30)
✓ ✓ ✓ ✓ ✓

Hosted Wallet
(e.g., Coinbase31,

Binance 32)
+/- +/- ✓ +/- +/- ✓ X

Table 7: Proposal comparison with existing mainstream schemes

code for the Plug-in is accessible at https://github.com/imiguelrodriguez/TFGwalletPlugIn. Below, we
provide an overview of the most significant aspects of their development:

• The Smartphone App was designed to run on an Android device, while the Plug-in was developed to operate on
the Google Chrome web browser.

• The Smartphone App was developed using the Android Studio IDE, with the code written in Kotlin and struc-
tured according to the Model-View-Controller (MVC) architecture.

• The Plug-in was developed using web-based technologies, including HTML, CSS, and JavaScript.

• Protocols BIP32 and BIP39, discussed in Section 2, were implemented with an object-oriented approach to
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Our Proposal ✓ ✓ ✓ ✓ +/- ✓ ✓ ✓ ✓
[21] X +/- ✓ ✓ X
[22] X +/- ✓ ✓
[24] X +/- ✓ ✓ ✓ ✓
[25] X +/- ✓ ✓ ✓
[26] +/- ✓ X +/- +/- ✓ ✓ ✓
[27] ✓ ✓ ✓ +/- +/- ✓ X
[28] ✓ ✓ +/- +/- +/- ✓ X
[29] +/- +/- ✓ +/- +/- ✓ ✓

Table 8: Proposal comparison with state-of-the-art schemes present in the literature

ensure modularity in both Kotlin and JavaScript, facilitating their integration into the Smartphone App and
Plug-in, respectively.

• To deploy and interact with the Secure Key Management Smart Contract from both the Smartphone App and the
Plug-in, the web3j33 and web3js34 libraries were utilized, respectively. Additionally, to streamline interaction
with smart contracts via the web3j library, a Java wrapper was generated using the Truffle suite35.

• The Secure Key Management Smart Contract that manages the wallet was implemented in Solidity36, an object-
oriented programming language specifically designed for the Ethereum Virtual Machine (EVM). Next, it was
deployed on the Sepolia Test Network37, a blockchain environment tailored for testing, enabling the evaluation
of blockchain applications in a realistic setting.

• To connect to the IPFS network in our test environment, we downloaded and executed the IPFS daemon from the
official website38. Running the daemon integrates the designated computer into the IPFS network, facilitating
the publication and retrieval of files within this decentralized system. For deploying the prototype in a real-
world setting, utilizing a public IPFS gateway39 would be a more practical alternative.

• The ECDSA cryptosystem, with a 256-bit key size, was utilized for generating signatures. For encryption, the
Elliptic Curve Integrated Encryption Scheme (ECIES) [43] was employed, using AES in GCM mode.

• To perform cryptographic operations within the digital wallets, the EVM key specifications were followed.
Specifically, ECDSA was employed with a 256-bit private key and a point on the secp256k1 ECDSA curve,

33web3j: https://docs.web3j.io/
34web3js: https://docs.web3js.org/
35Truffle suite: https://archive.trufflesuite.com/
36Solidity Programming Language: https://soliditylang.org/
37Ethereum Sepolia Faucet: https://sepoliafaucet.com/
38InterPlanetary File System (IPFS): https://ipfs.tech/
39IPFS gateway: https://docs.ipfs.tech/concepts/ipfs-gateway/
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Figure 12: Login Figure 13: Sign-up

represented as an (x, y) point, for the corresponding public key. The public Ethereum addresses were generated
by taking the lower 160 bits of the Keccak-256 (also known as SHA-3) digest of the public key.

8.2. Interface overview

Upon launching the Smartphone App, the User is presented with a login screen, which can be configured to utilize
Biometric Two-Factor Authentication, as illustrated in Figure 12.

If the User does not have an account, one must be created by setting up the Smartphone App. This involves
registering with a valid email address and a secure password. Upon successful registration, a new local account is
established, keys are generated, and the blockchain account is funded. The User must wait for this process to be
completed, as shown in Figure 13.

Following key generation, the Smartphone App presents the User with her 24 mnemonic words, which are crucial
for key recovery. Once this step is completed, the smart contract is deployed, and its address (i.e., the smart contract’s
hash) is displayed. Figure 14 depicts this process.

After successfully logging into the Smartphone App, the User can add new Plug-ins by scanning a QR code. By
clicking the scan button on the designated screen, the device’s camera will activate, enabling the user to capture the
QR code. Once scanned, a loading message will appear as the Smartphone App communicates with the blockchain.
Figure 15 illustrates this procedure.

Figure 16 depicts the screen where the User can view the Smartphone App’s master key and the list of added
Plug-ins along with their corresponding cryptographic keys. Initially, the Smartphone App conceals the master key
details, which the User can reveal by tapping on the corresponding item.

As it can be seen in Figure 17, the same approach applies to the list of registered Plug-ins. Initially, only the
names of the devices where the Plug-ins are installed are displayed. By tapping on a specific Plug-in, the app reveals
its cryptographic keys. Additionally, by swiping left, the User can access a new screen displaying all the accessed
dApps associated with that Plug-in, as shown. This procedure is shown in Figure 18.

Finally, Figure 19 illustrates the key recovery process. The Smartphone App first displays a recovery screen,
resembling the sign-up interface, where the system verifies that the provided email is valid, and that the password
meets the required criteria. Once both fields are validated, the app transitions to a screen where the mnemonic words
can be entered. Upon tapping the recovery button, the user is prompted to enter the number of previously registered
devices. The user must then scan the corresponding number of QR codes. After scanning, the recovery process is
initiated, allowing the user to sign in as usual.
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Figure 14: Mnemonic words and smart contract hash Figure 15: Adding a Plug-in

Figure 16: Smartphone App’s cryptographic keys Figure 17: Plug-ins’ cryptographic keys
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Figure 18: dApps’cryptographic keys Figure 19: Key recovery

Figure 20: Cost in milliseconds of the designed protocols
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Protocol Average time (ms) Median (ms) Deviation (ms)

P1 - Setting-up the Smartphone App 26594.90 19073.50 10706.98
P2 - Setting-up the web browser Plug-in 44953.40 42409.57 6787.60
P3 - Session key pair generation 18815.67 17192.9 8117.89
P4 - Key inventory 181.90 71 271.71
P5 - Key recovery at the Smartphone App 689.70 695 95.28

Table 9: Cost in milliseconds of the designed protocols

8.3. Runtime performance analysis

Leveraging the implemented prototype, this section examines the execution time of each designed protocol, mea-
sured in milliseconds, to assess the performance of the new wallet and its practical feasibility in a realistic environment.
In the case of the “Key recovery” procedure, we tested the case in which the Smartphone App is no longer accessible.
Each protocol was executed 10 times for this analysis.

As outlined in Section 8.1, these tests were conducted using the Sepolia Test Network due to its close resemblance
to a realistic environment. This choice is significant for two reasons. First, all interactions with the blockchain require
Sepolia ETH tokens, which are limited and earned through network mining, thereby constraining the number of tests
that can be performed. Second, the status and current traffic of the Sepolia Test Network can fluctuate, directly
influencing the execution times of operations involving blockchain interactions.

Table 9 presents a summary of the execution times, measured in milliseconds, for the evaluated protocols. Figure
20 provides a graphical representation of these values for clearer assessment. Key findings from this analysis include
the following points:

• Setting up the Smartphone App under standard blockchain load takes approximately 19 seconds, while config-
uring a Plug-in requires about 42 seconds. Since these operations are infrequent, the times involved seem to be
manageable.

• The “Session key pair generation” protocol is crucial, as it is executed when a user first interacts with a new
dApp while browsing the Internet. Under typical blockchain conditions, this process takes approximately 17
seconds, which is a significant cost in this context. However, it is important to emphasize that this duration
represents the total time for the entire protocol. Notably, the most time-consuming part of this execution is
the Step 8d, an automated process transparent to the user, in which the Plug-in utilizes the storeRef() method
of its associated SKM SC to update the “refsList” field with the new reference. During this step, the user is
already engaged with the dApp, so it does not impact the user experience. Consequently, excluding this step,
the user-perceived waiting time for this protocol is approximately 270 milliseconds. It is also worth noting that
this operation only occurs the first time the Plug-in interacts with a particular dApp. In summary, we consider
this cost acceptable for such a critical procedure.

• Interactions with the blockchain are by far the most time-consuming, accounting for 95% to 99% of the total
execution time in the first four protocols. In the “Key recovery” protocol, these interactions represent approxi-
mately 75% of the total time. This indicates that using a faster blockchain could significantly reduce the times
reported in this study.

• The “Key inventory” and “Key recovery” protocols require negligible time overall.

• The time listed in Table 9 for the “Key recovery” protocol refers exclusively to the steps executed by the
Smartphone App. An additional step is carried out by each involved Plug-in, which must download a file
containing keys from the IPFS. The size of this file is directly proportional to the number of dApps linked to
the Plug-in, with each dApp corresponding to one key pair. In the tests conducted, downloading a file with 10
key pairs from the IPFS took an average of 245.4 milliseconds, with a deviation of 25.73 milliseconds. For a
file with 20 key pairs, the download time averaged 361.8 milliseconds, with a deviation of 64.32 milliseconds.
All those reported times seem to be affordable.
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9. Concluding remarks

In recent times, there has been growing attention on blockchain-powered dApps serving as Serverless REST APIs,
offering an inherent solution to reducing dependence on conventional centralized architectures. However, to engage
with dApps, users necessitate a blockchain wallet. This tool facilitates the generation and secure storage of a user’s
private key, verifies users’ identity by confirming possession of their private cryptographic material, and affords users
access to their individual digital assets.

Despite their critical role, blockchain wallets also present notable challenges: i) reliance on trusted third parties
to safeguard users’ cryptographic keys and digital assets; ii) vulnerability to adversaries who may observe and po-
tentially link user interactions, thereby compromising sensitive information; iii) the complexity of integrating key
recovery mechanisms within a fully decentralized framework; and iv) the need to ensure the secure synchronization
of cryptographic key pairs across multiple devices.

To overcome these challenges, this paper introduces a fully decentralized multi-platform wallet that leverages
blockchain and IPFS technologies for managing asymmetric keys and enabling key recovery. This novel approach
empowers users to interact with dApps built on smart contracts deployed on the blockchain, while preserving their
privacy from potential attackers aiming to access sensitive information. Furthermore, our proposed system ensures
seamless key recovery in case of device theft or damage, and it does not rely on any trusted third party.

The new proposal has been designed considering that the solution must be economically viable for the users. In this
way, the smart contract that runs the core methods of the new scheme has been implemented and the costs associated
to its use have been studied in depth. In terms of its resilience against security and privacy attacks, a detailed analysis
reveals that: i) the scheme remains robust against adversaries attempting unauthorized access to cryptographic keys;
ii) cryptographic keys generated remain secure against tampering; and iii) there is no correlation between generated
cryptographic keys, preventing them from being linked to individual users.

The paper also provides a comparative analysis between the proposed system, established mainstream schemes,
and other state-of-the-art solutions in the literature, highlighting the distinct advantages of this new contribution.

Finally, to assess the overall feasibility of the new wallet, a preliminary prototype has been developed. This
includes a detailed discussion of the technical implementation, an overview of the user interface, and an analysis of
the runtime performance of the designed protocols.
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