


Greek mythology and post-quantum cryptography, 
digital art and advanced computing... apparently 
distant parallel worlds that coexist in this 
publication. A publication that aims to help 
disseminate an essential element present in our 
current digital society: cybersecurity. There is no 
better way to do that than to describe the progress 
made by the HERMES project and the people 
behind it. Ours is a research project undertaken by 
Universitat Rovira i Virgili and funded by INCIBE 
that aims to contribute to improving current 
knowledge and advancing greater social awareness 
in this area. This dual objective presents a significant 
communication challenge: sharing science in a way 
that is both engaging and rigourous. This explains 
our choice of an innovative graphic format that is 
intended to arouse curiosity and interest. The goal 
is to raise awareness about the importance and role 
of cybersecurity in today’s society. To achieve this, 
we are committed to creating a visually engaging 
proposal designed to make learning easier and, why 
not, inspire scientific vocations among young people. 
Art and science go hand in hand to achieve this goal.

Initiatives such as the HERMES project 
are doubly important for the URV. 
They showcase our university’s technological 
capabilities and our researchers’ ability to build 

collaborations with other institutions that share 
similar methods and goals, such as INCIBE. In
addition, and no less importantly, this 
sum of knowledge and work directly 
benefits society. In these times of 
increasing uncertainty, cybersecurity
has become an essential concern for 
citizens, institutions, governments, 
and businesses. Never before,
as we can see every day, has ensuring 
the security of information and
communications been such a critical issue.

The URV seeks to be actively involved in 
spaces and projects that foster progress and
the development of technologies 
that enhance people's quality
of life. This, as we understand it, is the 
very raison d’être of the university: to 
contribute to the improvement of
society through the generation of knowledge. 
Maintaining scientific rigour while ensuring the 
results are accessible to all. It is important to 
remember that it is not possible to build a just and 
free world without security, especially in cyberspace. 
Anything that helps improve and disseminate it, 
such as the HERMES project, is welcome. Initiatives 
like this show that we are on the right track.
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H ERMES, the messenger god of Hellenic 
culture, embodies the vital role that secure 
communication played in ancient civilizations. 
Now, two thousand years later, ensuring the 
security of communication and information 

systems continues to be a critical issue for today's 
societies. The war in Ukraine, the conflict in the 
Middle East and the NATO crisis are recent politi-
cal events in which the security of communications 
once again plays a crucial role. The battlefield of 
cybersecurity continues to expand and the risks 
associated with cybercrime are now being com-
pounded by new dangers arising from cyberwarfare. 
State-sponsored attacks aimed at sabotaging the 
computer systems that sustain a nation's operations 
exploit advanced technologies — such as artificial 
intelligence, quantum computing, and hypercon-
nectivity — to amplify their destructive impact.

Minimizing the security risks arising from the use 
of these new technologies in an ever- changing 
cybersecurity environment is a major challenge 
that must be addressed from several perspectives. 
The European Union acknowledges this reality 
through the adoption of the Cyber Resilience Act, a 
strategic document that establishes the cybersecurity 
technical requirements that, starting in 2027, 
must be implemented in all computer products, 
software, and hardware operating within Europe. 
Addressing this challenge also requires promoting 
fundamental research, as well as enhancing citizen 
education and awareness. That is precisely what 
we set out to do with this dossier: to publicize and 
disseminate the scientific contribution made in the 
field of cybersecurity by the CRISES research group 
of Universitat Rovira i Virgili (URV) within the 
framework of the HERMES project; project co-
financed by the European Union (Next Generation).

When we talk about cybersecurity we are referring 
to the set of technologies, practices and public 

policies aimed at improving computer systems 
and minimizing the risks and harmful effects of 
cyberattacks. Such attacks may originate from 
international cybercrime or conflicts between 
states. Regardless of their origin, these attacks 
pose a genuine global threat capable of severely 
disrupting the information and communication 
systems that underpin critical areas such as: 
energy, transport, health, banking, defence, border 
control... These are systems that form the backbone 
of the political, social, and economic stability 
of entire nations and even whole continents. 

The Crises group of Tarragona's Universitat Rovira 
i Virgili has been working on this ambitious goal 
for decades, producing valuable insights that 
enhance the cybersecurity of businesses and public 
institutions, while safeguarding individuals’ privacy. 
This mission is fulfilled through the research 
and development of innovative applications 
of industrial interest that improve the security 
of existing computer systems and enable the 
design of more resilient systems for the future.

The scientific work carried out by the Crises 
group in the framework of the HERMES project is 
organized into four thematic areas: the protection 
of data privacy in decentralized environments 
managed by AI; the design of new cryptographic 
schemes resistant to quantum computer attacks; 
the implementation of systems that certify 

The HERMES project undertaken 
by the CRISES group focuses 
on key areas like quantum-
resistant cryptography, security 
in the Internet of Things, and 
data protection in artificial 
intelligence environments.

The commitment to research, 
dissemination and the role 
of the HERMES projectTHE CHALLENGES

OF CYBERSECURITY

54

2025



encryption security; and, finally, 
the development of secure 
communication protocols 
tailored to hyperconnected 
urban environments that interact 
with autonomous vehicles, cars, 
drones, and other connected 
systems. These lines of action 
coincide with 9 of the 
17 priority fields that INCIBE 
wants to promote through 
its strategic projects. 

The scale of emerging threats and 
the increasing interconnection 
of critical infrastructures led the 
European Parliament in 2018 to 
adopt a directive on cybersecurity, 
which was later updated and 
expanded as the NIS2 directive. 
There is no doubt that this matter 
is a global priority — particularly 
at the European level — and 
that INCIBE’s commitment 
to strengthening R&D in 
cybersecurity across academic, 
business, and technological 
ecosystems is fully aligned with 
this objective. Convinced that true 
cybersecurity cannot be achieved 
without a strong commitment to 
innovation — and that addressing 
this challenge is essential 
to avoid relying on external 
parties — INCIBE launched two 
public calls in 2023 to promote 
the development of university 
chairs and strategic projects. 

The initiative promotes a nodal 
network aimed at advancing 
cybersecurity through diverse 
technological approaches — 
from artificial intelligence to 
quantum technologies — with a 
total budget exceeding 60 million 
Euros. INCIBE contributes 75% 
(45 million Euros) of this amount 
through European funds from the 
Recovery, Transformation, and 
Resilience Plan. The remaining 
25% (15 million Euros) is 
contributed by the 32 universities 
that are home to the 164 
research teams selected, among 
which is the CRISES group. 

The HERMES project started in 
September 2023 and is expected 
to end in December 2025, with 
a total budget of 1.2 million 
Euros (900,000 financed by 
INCIBE using the European Next 
Generation funds and 300,000 by 
the URV itself). In addition, the 
CRISES group has also secured 
an additional 600,000 Euros — 
450,000 from the Next Generation 
funds through INCIBE and 
150,000 from URV funds — to 

promote the communication 
and transfer of research results 
to students, companies, and 
society at large through initiatives 
such as this very publication 
you now hold in your hands .

Rolando Trujillo at his office in
the CRISES GROUP

Comprehensive
threat management
Cybersecurity encompasses the physical, logical, 
and governance measures designed to protect data 
assets and information systems. It acts on people, 
processes and technology. It involves a holistic and 
comprehensive approach to threat management that 
covers every stage from identification (recognizing 
and authenticating users and devices attempting to 
access systems or data) to protection (implementing 
measures to prevent and mitigate cyber threats and 
attacks), detection of malicious activity, response to 
cyber incidents, and recovery of affected systems, 
data, and services, along with the implementation of 
measures to prevent similar incidents in the future.

It is estimated that in 2023 the cost generated 
by cybercrime worldwide was around eight 
billion Euros. During 2023, cyberattacks 
increased by 1% compared to 2022. 79% were 
financially motivated, with the next biggest 
motives being espionage and hacktivism. One 
in ten companies globally received attempted 
attacks with ransomware or hijacking software 
during 2023, an increase of 22%. Email 
continues to be the main attack vector for 
cybercriminals, with 90% of data leaks resulting 
from a phishing attack. The healthcare sector 
is a favourite target for ransomware gangs. 
Specifically, the healthcare sector remains the 
most targeted for the third consecutive year, 
followed closely by the industrial sector.

The magnitudes
of cybercrime

Ransomware attacks
    22% increase
1 in 10 companies

Targeted sectors
Healthcare
Industrial

Espionage
Data the�
Corporate espionage

Financial motives
79% of cyberattacks

have economic
motivations

Hacktivism
Political motives

Social causes

Email as an
attack vector

Phishing attacks
account for 90%

of breaches

Cybercrime
Data
2024
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We were here first. What the 
regulations do is expand the 
market of potential users of 
our technologies. There was a 
time when many people were 
indifferent to privacy, but that’s 
no longer the case. Let’s just say 
we had faith in our approach — 
and the regulations ended up 
proving us right. We focused 
on technologies that have since 
become far more relevant than 
they were when we first began 
working on them. It's also true 

that the data 
used today are 
multimedia 
data, making 
them much 
more difficult to 
anonymize than 

the alphanumeric data previously 
used by the official statistics body 
when they were the sole users.

The challenges and threats 
we're facing now are quite 
different. One of the key 
areas of the HERMES project 
when it comes to cryptogra-
phy focuses on the impact 
of quantum computers and 
their great computing capac-
ity. Do they pose a security 
threat in the short term? 

between a published record and 
an individual. That's why we use 
anonymization and statistical secrecy. 

What purposes are these 
data being used for? Why 
are they of interest?
To target advertising more precisely, 
for example. In other words: to 
segment the market. But we have to 
be careful: if the data are used solely 
by the entity that collected them, 
everything stays in-house. However, 
once the data are sold or shared with 
third parties — such as companies 
selling motorcycles or bicycles — a 
potential security risk arises. 

Do you shape the regulations, 
or is it the regulations that 
drive technological progress?

They've been talking about 
quantum computers for thirty 
years and they always say that 
they're two or three years away 
from being really useful... I 
think it will still take time to see 
them on the market. But if an 
army, a secret service or a large 
company got their hands on one, 
that would already represent a 
serious enough risk. We're not 
at that point yet, but Google 
has prototypes and IBM has 
prototypes. They're prototypes 
that are still quite rough around 
the edges; but if you're business 
is security, you need to anticipate 
what's coming, not just protect 
against current attacks. And, in 
this sense, there are people who 
have been working for some 

“We have to find a way to ensure 
that the right to individual privacy 
does not conflict with collective 
security, which constitutes a 
fundamental social right”

with a wide range of companies: 
Huawei, Google, Meta… Mobile 
phones collect an incredible 
amount of people's data. 

What is the current 
challenge?
To ensure that personal data 
can be shared for analysis by 
economists or companies and for 
conducting market studies, while 
at the same time safeguarding 
people's privacy. The problem 
is that you can't just provide 
encrypted data because no one 
will understand it. What you 
have to do is obfuscate the data 
so that analyses on the modified 
dataset closely approximate 
results from the original data, 
while preventing any link 

In the 1990s , only a small 
number of companies and 
organizations collected 
and made use of data. 
How has this situation 
evolved since then?
When we started, in the 
nineties, the only ones who were 
publishing personal or statistical 
data were official bodies, such as 
the Official Institute of Statistics; 
but as everything started to 
go online, data collection 
became widespread, as it was 
suddenly so easy to do. Now, 
any business that has users 
wants to collect their data and 
make use of that data. In the 
past, we collaborated exclusively 
with the Official Institute of 
Statistics, but now we work 

 “IT HAS AN
ETHICAL AND LEGAL
DIMENSION”
He created the Crises research group almost three decades 
ago. The group’s name originated from combining the 
concepts of cryptography — studied by Josep Domingo-
Ferrer in his doctoral thesis — and statistical secrecy. Over 
time, the focus of the group he leads has shifted toward 
data anonymization, a field that has grown in importance 
as data protection laws have expanded and become more 
stringent. Born in 1965, Josep Domingo-Ferrer is a full 
professor of Computer Science at the URV, an ICREA 
Acadèmia researcher, director of Cybercat (Cybersecurity 
Research Centre of Catalonia) and founder and director 
since 2007 of the UNESCO Chair for Data Privacy.

Interview with Josep Domingo-Ferrer, Director
and lead researcher of the HERMES project

Josep Domingo-Ferrer, director of the Crises group of the URV
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time with cryptographic methods 
that remain secure, even if 
someone wanted to breach them 
with these quantum computers. 
In any case, it's about making 
cryptography more secure. 

Are privacy and security 
synonymous on the internet? 
Not really... Sometimes yes and 
sometimes no. In the case of 
mobile phones, it means that 
if I'm good, I have the right 
to my privacy, but if I'm bad, 
my privacy can go against 
the safety of others. In a way, 
it's like wearing a costume or 
sunglasses, it protects my privacy, 
but I might be a mugger. We 
have to find a way to ensure 
that individual privacy, which 
constitutes a right, is not at odds 
with collective security, which 
is a fundamental social right. 

Ultimately, debates related 
to computer science are 
not so different from 

Are we talking about a 
kind of preventive attack 
to identify weak points?
We're talking about a controlled 
cyberattack to find out if there 
is something that is not working 
and, inversely, to show that all is 
functioning correctly. When we're 
talking about complex systems, 
we need to rely on the machine, 
because you don't have enough 
people, enough patience, or 
enough time to dedicate yourself 
to finding all the possible errors 
and holes that might be there. 

Another line of research 
is the issue of privacy in 
the area of car usage. 
Large cities have low-emission 
zones. Barcelona has one, 
London, Paris, Madrid... What 
they do is to identify the cars 
entering each area. What time 
it enters, what time it leaves, 
whether the car is allowed to 
enter and whether it entered 
and left when it should have. 
What it does is it tracks people. 
In the name of protecting the 
environment, you're actually 
compromising people's privacy 
by constantly monitoring their 
comings and goings. There are 
ways to reconcile privacy and 
the environment, in such a way 
that the details of who is coming 
or going are only revealed when 
someone commits an offence. In 
any case, that way, people who 
are behaving correctly don't 
need to be identified. These 
technologies can be integrated 
into cameras, they can be 
integrated into sensors... In terms 
of cybersecurity, we need to bear 
in mind that cars are increasingly 
becoming computers on wheels 
and that they can be attacked, 
and, in fact, such attacks are 
becoming increasingly dangerous. 

For example?
It would be possible to disable 
the brakes of a car remotely, 
by cutting the link to the brake 
controls or by infecting the 
car’s computer with harmful 

philosophical debates... 
One thing that is becoming 
increasingly clear is that code is 
power. You can make laws and 
think that Parliament — members 

of Parliament — have the power, 
but that's not necessarily the 
case... Very often, laws need 
to be translated into computer 
code, and a computer program 
ultimately ends up enforcing the 
law — and it may not behave 
exactly as the law intended. 
The dictatorship 
of technology...
That's how it is. It's becoming 
increasingly clear that IT has a 
very important ethical and legal 
dimension, because it's the way 

software. Tests have shown that 
this can be done. For example, 
placing a computer at the 
side of the road or highway 
and seeing how it can hack or 
interact with a passing vehicle. 

So, self-driving cars are 
even more vulnerable.
Yes. And as they become ever-
more computerized, you have to 
worry about them the same way 
we worry about computers. If they 
delete data from my computer, 
that could be quite harmful to 
me, but if they take my car and 
disable the brakes... I could kill 
people unintentionally. At that 
point it's no longer a computer on 
wheels and becomes a weapon. It 
could be very dangerous and we 
have to be careful. Furthermore, 
cars are machines that last several 
years and they need to be well 
designed to ensure that they 
won't become vulnerable in the 
long term. That's what we're 
doing. We have partnerships with 
SEAT, with Lear Corporation...

How much weight does AI 
have for your teams?
The interaction between AI 
and security is constantly 
increasing, although we are 
not particularly focusing on it. 
The Cybersecurity Agency of 
Catalonia is increasingly using 
AI to supplement the work 
performed by its human experts. 
As attacks are becoming more 
and more numerous and a small 
human team cannot keep track 
of all the screens, everything 
that happens everywhere, the 
task of surveillance can be 
entrusted to AI systems. That's 
what's being done in physical 
surveillance environments. 

The evolution of AI 
has been surprising...
Nobody expected AI to be as 
capable as it is now, not even 
the people who developed it. 
The fact that large language 
models are performing so well 
has taken everyone by surprise. 

Back when I was studying, there 
was a type of AI called symbolic 
artificial intelligence, which 
worked with symbolic logic. It 
made deductions by stringing 
together logical propositions. 
This worked well in the seventies 
and eighties. For example, it was 
used to train doctors: “If you 
have a person who has neck pain 
and has these other symptoms, 
they have this disease”. Basically, 
it involved bringing in experts 
from each field, who “poured” 
their knowledge into the system, 
and when a patient came along 
with these symptoms, the 
system concluded that it had to 
be such-and-such. It chained 
together deductions following 
a kind of decision tree… There 
wasn't much more to it than 
that, before neural networks.

How did this jump in 
scale come about? 
Things changed once there 
was enough computing power 
and data storage. When it 
was possible to use the entire 
internet to train these large 
neural networks, we all stood 
around and went, “that's really 
going well!”. But now there are 
experts in deep neural networks 
and large language models who 
say that, although they can keep 
growing, we're starting to see 
how far they can go and that 
these models will not take us to 
general artificial intelligence. 

And where are we going?
Some people are talking about 
dissemination models and other 
alternatives that are not great 
language models. Some people 
say that there has to be interaction 
with the physical world. If you 
want AI to learn like a child, it 
has do everything like a child: 

laws are enforced. Judges judge, 
but when there is no conflict, 
laws are put into effect through 
IT. When you pay your taxes, 
when you apply for a grant... If the 
code that automates the process 
is generated incorrectly or is not 
secure, you may be granted a tax 
allowance you are not actually 
entitled to, or they may charge 
you an incorrect surcharge. 

Another area of research 
that CRISES focuses on is 
the evaluation of regulatory 
compliance, the formal 
verification of security. 
Yes. Checking and auditing 
security has become very expen-
sive. IT systems are becoming 
increasingly complicated and 
predicting where they might fail 
is a difficult task. What systems 
are using now are automatic 
security assessments: an algo-
rithm examines all the possible 
vulnerabilities in a system and 
tells you if it's set up correctly. 

"If you're business 
is security, you need 
to work on what's 
coming, not against 
what's already there"

"Code is power; in 
a democracy, laws 
are put into effect 
through IT"
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walk, touch, fall, get hurt, and 
learn from it. Otherwise, it 
probably won't go any further.

And do you think this 
will end up happening?
Yes. There will be greater 
convergence between robotics and 
AI, and we’ll start to see robots 
equipped with large built-in 
language models — or with even 
larger ones that operate externally 
and communicate with the robot. 
The robot will tell the language 
model everything it "sees", and the 
model will learn and, thus, correct 
and adapt the robot's attitude. 

And will the world be 
a better place?
I don't know, but that will 
happen for sure. At the end of 
the day, nobody in the world 
really controls everything that 
happens; that's the way it is. 
A lot of ethical guidelines are 
established, but there's always 
someone who somehow gets 
around the measures put in 
place. At the beginning of the 
great language models there 
were people who were asking 
for a six-month moratorium, 
but that was just window 
dressing. You can stop, and 
your competitor will say they're 

going to stop, but really they 
won't. Ask Chinese companies 
to stop: they won't stop! It's like 
trying to hold back the ocean 
and say that now we will all play 
fair and stop doing research...

Europe is trying to regulate...
Maybe regulating is the thing we 
know how to do best in Europe, 
because the technology doesn't 
seem to be something we do very 
well... The companies are all from 
abroad, but the big laws that have 
set some limits are European. 
What was once content imposed 
by educational institutions — 
under the auspices of a legitimate 
authority — now comes from 
corporations and influencers 
who act as their mouthpieces. 
The figure of theinfluencer is a 
very interesting one; I've spent 
a lot of time analyzing it... They 
start out more or less saying 
whatever they want, but as they 
gain followers, they start saying 
whatever the company that 
pays them wants them to say. 

Do you not use social media 
even to share your articles?
No. The group has an account 
and they post stuff there, but I 
don't. I don't have WhatsApp or 
Instagram. I don't have anything. 

I have a website. If I want to say 
something, I write an article in 
a newspaper, and I don't need 
to say anything else. I think 
people communicate too much. 
We don't have that many things 
that are worth saying. There's 
always going to be people who 
criticize you a lot and that's 
going to affect you... There is a 
serious mental health problem. 
When you're talking about young 
people and mental health... maybe 
they should leave social media 
for a while. Maybe instead of 
hiring more psychologists we 
should remove social media or 
make them pay huge taxes, like 
tobacco and alcohol, to offset 
the social expense they create. 
People have a shield to go through 
life, but if it gets hit a lot, in 
the end the shield is pierced .

The report entitled Cybersecurity in Catalonia, 2024 predicts 
that global cybersecurity revenue will increase by 10% annually 
from 2023 to 2028, reaching a total of 275 billion dollars. 
The Asia region is expected to experience the fastest growth 
at 12.3%, followed by Europe at 10.3% and America at 9.8%. 
Four main trends have been detected: the enhancement of 
cybersecurity in elections; the rise of cyber-espionage and 
denial-of-service attacks in contexts of geopolitical tension; the 
use of AI to commit fraud, and the fact that the health sector 
continues to be a prime target for cyberattacks. The sectors 
with the highest demand for cybersecurity services are energy, 
transport, banking, health, water, financial and digital market 
infrastructure, ICT service management and government.

Catalonia has 516 cybersecurity 
companies, which have a turnover 
of 1.244 billion and employ a total 
of 9,458 people. According to the 
Catalan Government's technology 
report, during 2024, the number 
of companies increased by 4.2% 
compared to 2023 and by 46.6% 
over the last six years. Almost 27% 
are under ten years old and 16.7% 
are start-ups. 89.9% of companies 
are dedicated to protection and 
58.7% to identification. Turnover 
in 2024 rose by 16.1% compared to 
2023, while the number of employees 

remained almost unchanged from 
the previous year but has grown 
by 60% over the past six years.

Cybersecurity in the world"Nobody expected 
AI to be as capable 
as it is now, not 
even the people 
who developed it" 
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I n the case of New York, 
drivers pay automatically 
with their EZPass, a kind of 
device similar to Teletac. The 
cameras installed at the access 

points of the restricted area check 
the vehicle licence plates, and the 
owners of cars that don't have 
an EZPass automatically receive 
the corresponding bills. This is 
another example that illustrates 
the multiple uses of automatic 
cameras. If a few years ago the 
main technical challenge with 
this type of system was the quality 
of the images, this aspect has 
now been overcome. Currently, 
new image processing systems 
based on the use of artificial 
intelligence open up other fronts 
and multiply the possibilities 
for their use. However, aspects 
related to security and privacy 
continue to be debated.

“Currently, systems still fail to 
show respect toward users. The 
photos of licence plates go to a 
central server and any data leak 
would allow someone to recons-
truct the car's route and, among 
other things, know whether that 
person is home, with the con-
sequent security problems that 
this could imply", says Carles 
Anglés, a postdoctoral researcher 
at the Department of Computer 
Engineering and Mathematics 
of the URV and a member of the 
CRISES research group, who is 
working on the development of 
more efficient systems that are, 
"more in accordance with the 

European Union General Data 
Protection Regulation, which, 
among other things, recom-
mends not collecting more 
information about users than is 
strictly necessary", adds Anglés.

The challenge is to 
ensure access control 
without compromising 
drivers' privacy.

Our team is working on the 
development of a device that 
establishes safe and efficient com-
munication between the vehicle 
and the access control system. In 
this process, which lasts less than 
a second, the characteristics of 
the vehicle requesting access to 
a restricted area are verified. In 
the case of a low-emission zone 
(LEZ), the circulation permits of 
the vehicle attempting to enter are 
checked. In the event that a pollu-
ting vehicle enters an area where 
it is not allowed to circulate, the 
conventional system comes into 
play and a camera with licence 
plate recognition is activated to 
identify the vehicle in question. 
But if it is allowed access, licen-
ce plate registration will not be 
required. "What we're looking for 
is a secure and resilient system 
that doesn't reveal more informa-
tion than is requested; to design 
an authentication system that, for 
instance, can keep the owner’s 
identity hidden — revealing it 
only if they break the rules or 

commit an infraction", explains 
Joan Ferré, another member 
of the research team. He intro-
duces the concept of sovereign 
identity as a means to provide 
the necessary information while 
safeguarding individual privacy.

Beyond LEZs, the vehicle identi-
fication system could be applied 
in other scenarios, such as the 
detection of stolen cars, traffic 
violations, maintenance work 
and monitoring of the state of the 
roads, management of emergency 
situations, automatic payment for 
fuel supply services, automatic 
access to private car parks, which 
are some of the main examples of 
applications based on the use of 
cameras. "We've been working on 
access to LEZs because it's the sce-
nario we've been analyzing for the 
longest time", they explain. The 
group started working on privacy 
in the control of LEZs in 2018. 
At that time, with the support of 
Spain's Department for Transport, 
an initial functional validation of 
a prototype version of the solution 
was conducted. "Since then we 
have applied improvements to 
the system. Vehicle technology 
is evolving and this allows us to 
apply more refined, safer and 
more effective techniques".

New York is one of the latest cities in the world, and the first in the 
United States, to try to impose an access toll for vehicles. The main 
objective is to reduce traffic in Manhattan. With its implementation 
— after years of disputes and legal challenges, and a proposed fee 
of nine dollars per car during rush hour — it aims to ease mobility 
in one of the most congested cities in the world, help combat 
climate change, and simultaneously generate funds to improve 
public transportation. These goals are shared by most major cities, 
though the methods of implementation vary and some gaps remain.

CONNECTED CARS.
THE TOLL ON PRIVACY
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KNOWLEDGE TRANSFER & VALUE
FOR THE BENEFIT OF ALL
Beyond generating and disseminating knowledge, 
another of the objectives of the HERMES project 
is to transfer this knowledge to the productive 
industrial sector. It seeks to generate a positive 
impact on the cybersecurity standards of current 
industry, as well as generate wealth and contribute 
to the return on the investment made by society. 
This process of technology transfer involves a 
prior step: that of knowledge valorization. In 
other words: transforming scientific innovations 
into technological improvements of industrial 
interest. The valorization process is often neither 
straightforward nor rapid. As Josep M. Gastó, 
the project’s valorization manager, emphasizes, 
"in most cases, it is essential to firstly adapt the 
technology to the customer’s specific use scenario". 
We must not forget that in many cases technological 
innovations, however promising they may seem 
in principle, are not exempt from industrial and 
economic risk, and that companies need to evaluate 
and minimize this risk as much as possible. 

It is equally important to safeguard the intellectual 
and industrial property of knowledge, especially 
if it has been financed with public funds. The 
URV Foundation supports this effort. As a body 
affiliated with the university, it is responsible for 
ensuring that the transfer or sale of technology 

from the public to the private sector is conducted 
fairly and legally for all parties involved.

Google, Nokia, Huawei and SEAT are some of 
the companies with which the CRISES group 
has worked in recent years. In most of these 
collaborations, the subjects tackled align with 
the research lines of the HERMES project. There 
is, therefore, an evident industrial interest and 
commercial demand in the field of cybersecurity 
at a global level. The current pre-war context 
further increases the need for knowledge transfer 
in cybersecurity. This is evidenced by the growth 
of so-called dual-use defence technologies, 
developed in the civilian sector but applicable to 
the military, as highlighted in the White Paper on 
European Defence and the European Commission's 
Rearming Europe: 2030 Defence Plan.*
The report highlights technologies related 
to quantum computing, cybersecurity, 
and artificial intelligence as being of 
priority interest for military systems.

The group’s accumulated experience 
has enabled it to develop its own 
methodology for knowledge transfer 
and valorization. The first step 
in this methodology is to carry 
out an internal audit of the stock 
of knowledge generated within the framework 
of a project. "This audit", adds Gastó, "is the first 
essential step in inventorying and classifying 
existing knowledge". The aim is to "validate the 
existence of a possible business opportunity". 
This methodology is based on working with 
various indicators of technological maturity and 
transferability. Each allows technology to be 
classified according to the variables that affect 
its business impact: technological, commercial, 
equipment and financing maturity... Once applied, 
the most effective transfer mechanism is proposed 
for each specific aspect of knowledge, whether it 
is through an R&D project, an operating licence 
or the creation of a spin-off. All this information 
is recorded in the so-called technology sheets .

technology sheet 1

QUANTUM SAFE CRYPTOGRAPHY
Problem: the technological disruption brought about by 
the advent of quantum computers compels the hard-
ware components industry to adapt its products to new 
cryptographic security standards — standards that are 
more complex, sophisticated, and resistant to quantum 
computing. One of the most affected sectors is that of 
manufacturers of computer cards with integrated com-
munication protocols. These companies must transition 
to post-quantum cryptography (PQC), or quantum-safe 
solutions, to guarantee long-term security, regulatory 
compliance, and interoperability with future standards.

Solution: we offer an innovative alternative based 
on the use of cryptographic code accelerators that 
allows companies to adapt and test the design of 
their components much more efficiently in terms 
of time and cost compared to current methods.

TRL 3: we have a functional prototype in the form of 
an application that is capable of operating under con-
trolled conditions similar to real industrial conditions.

BRL 4:two levels of distribution and use are offered 
according to an open source model that allows com-
panies the possibility of customizing and adapt-
ing a solution to their particular requirements. 

Lead Researcher: oriol.farras@urv.cat

technology sheet 2

CYBERSECURITY
AND CONNECTED VEHICLES
Problem: ensuring the privacy and security of vehicles in hy-
per-connected urban environments poses enormous techni-
cal, ethical, and economic challenges. Among these challeng-
es is ensuring the integrity, immutability and authenticity of 
the various data that vehicles share with urban infrastructure.

Solution: we propose an innovative, efficient, and se-
cure vehicle-to-infrastructure communication frame-
work that integrates multiple communication tech-
nologies: blockchain, cryptographic hashing and 
digital signature. This is a solution that adapts to the 
future challenges of urban mobility, characterized by 
the coexistence of autonomous vehicles, drones, and 
other agents within hyper-connected environments. 

TRL 3: various proofs of concept and functional pro-
totypes have been developed, validating the differ-
ent technologies employed under conditions simi-
lar to real-world use. A fully integrated prototype is 
expected to be available soon, enabling testing in a 
unique real-world environment: port facilities. 

Transfer mechanisms: development, implementation, and in-
dustrial deployment through applied R&D projects in collab-
oration with infrastructure and software licensing operators.

Lead Researcher: alexandre.viejo@urv.cat

technology sheet 3

PRIVACY AND PERSONAL
DATA
Problem: the hypersegmentation of the digital market 
and the rise of generative AI models are based on the 
use of huge volumes of personal data that are generated 
and disseminated through social networks and that 
can contain sensitive and confidential information. 
Safeguarding the privacy of this data while ensuring it 
remains usable and analyzable by industry presents a 
challenge of significant economic and social importance.

Solution: decentralized systems that allow the 
transfer and use of personal data that contain 
private information and that are useful in 
federated machine learning environments.

TRL 3: the anonymization and data sharing 
algorithms developed have been validated on a 
laboratory scale in terms of computational efficiency 
and reliability. There is a lack of scaling and load 
testing in real-world operating environments.

Transfer mechanisms: industrial R&D 
projects with telecommunications companies 
and large digital services providers.

Lead Researcher: josep.domingo@urv.cat

technology sheet 4

VULNERABILITY AUDIT
Problem: detecting and correcting vulnerabilities in 
computer codes is one of the key aspects of security 
audits of computer systems and applications. This 
challenging task is far from simple, and in many cases, 
there is a lack of automated analysis methodologies 
suited to the emerging security challenges. 

Solution: analysis models grounded in attack-tree 
frameworks to pinpoint the most probable and harmful 
system-attack strategies, and, based on that information, 
we prioritize the most effective mitigation measures.

TRL 4: the models have been evaluated on 
a semi-industrial scale using real data from 
companies in the electronic payment sector. 

Transfer mechanisms: customised consulting and 
audit projects tailored to the needs of each case.

Lead Researcher: rolando.trujillo@urv.cat

*

Josep M. Gastó, Technology Transfer
and Innovation Manager.
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T he mathematical 
problems that underpin 
communication security are 
currently extremely difficult 
to solve. However, this 

will not be the case for quantum 
computers. "If a major power 
obtained a quantum computer 
that allowed these problems 
to be cracked or solved, that 
would compromise the entire 
security of communications; 
we're working to stay abreast of 
this scenario", says Farràs, who 
has been dedicating his efforts to 
cryptography for twenty years.

"In the 1990s, methods were 
discovered to make current 
systems vulnerable, but there 
were no quantum computers 
that could implement them. 
Now these advances in quantum 
computing are materializing 
and the risks are increasing, 
although we still don't know how 
far they might go", he says. In 
reality, "to really change the state 
of affairs, we would have to see 
technological advances that may 
or may not come about". But what 

if they do come about? "A lot of 
changes will have to be made; 
perhaps at the user level they will 
not be palpable, because what 

will change are the protocols, 
the operational models".
Security is a layered challenge. 
This is true at both the user level 
(with passwords, for example) 
and at the implementation or 
design level. Farràs works on 
the most fundamental part, the 
mathematical basis. His task 
is to propose cryptographic 
solutions to mitigate the threats 
from quantum computing using 
techniques such as parallelization, 
optimization of arithmetic and 
vector operations, and code 
theory results. He has designed 
cryptographic schemes in which 

security is based on information 
theory and has studied the limits 
of this paradigm. These schemes 
are not vulnerable to the threats 
from quantum computing 
and are used to build complex 
cryptographic protocols.

Farràs studied both mathematics 
and telecommunications 
engineering, and completed 
the programme set by the 
CFIS, the school of excellence 
associated with the Universitat 
Politècnica de Catalunya (UPC). 
He did his thesis on applied 
mathematics at the UPC and 
did a postdoc at Ben-Gurion 
University in Israel. After that, 
he joined the URV as Juan de 
la Cierva researcher, where he 
is currently a Senior Lecturer.

Much of his work has been 
theoretical; however, he is now 
also participating in projects 
aimed at developing chips that 
integrate specific components for 
these post-quantum systems. "All 
cryptographic operations need to 
be efficient given how common 

If communication between two people were to 
travel along a digital highway, Oriol Farràs 
would be the one building the control barriers 
that ensure its safety. Barriers built from 
mathematical problems. The harder the 
better; the stronger the barrier, the safer 
the highway. Ensuring the confidentiality 
of communications and guaranteeing that 
information — whether text, image, or video 
— travels securely and privately between 
sender and receiver is one of the main 
lines of research of the HERMES project.

"We still don't know 
how far quantum 
computers can go; 
we're working to 
stay abreast of these 
risk scenarios".

"In current systems, 
when security 
guarantees are 
given, they are 
always based on 
certain mathematical 
problems; a 
person who is not 
authorized to drive 
down a certain road 
would have to solve 
a very difficult 
mathematical 
problem to do so"

Oriol Farràs
Mathematician and tele-
communications engineer 
of the CRISES group

Oriol Farràs heads one of the four research areas within HERMES,
focused on Advanced Cryptography Resilient to Quantum and Side-Channel Attacks

MATHEMATICAL SAFETY 
IN COMMUNICATIONS
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MATHEMATICAL SAFETY IN COMMUNICATIONS

Who is behind 
cyberattacks?
Five relevant examples

Adapting to new business trends, such as 
telecommuting or cloud services, drives security 
solutions based on the zero trust concept. The 
migration of company data and applications to the 
cloud is unstoppable, and we can expect a rapid 
rise in disruptive technologies, such as SASE 
security architectures and the use of digital twins 
for cybersecurity risk assessment. In parallel, 
cryptographic solutions were developed to be 
resilient against quantum computing. To support 
this new European technological renaissance, 
the European Union is introducing legislation 
to enable both the public and private sectors 
to ensure a secure digitalization process.

New challenges

The 5 properties of security 
in data management
Information systems must meet a series of technical 
security requirements. The five main ones are: 
confidentiality, integrity, availability, authenticity 
and traceability. Confidentiality ensures that only 
authorized persons can access the data. Integrity 
ensures that data remains unaltered and protected 
from both intentional and accidental destruction, 
while availability guarantees that all functions 
are fully operational when a request is made. 
Authenticity ensures that an entity truly is who it 
claims to be or verifies the source from which the 
data originates, while traceability guarantees the 
ability to identify its origin, usage, path, and location.

Motivations and methods
of cybercrime

"When security 
guarantees are given, 
they are always based 
on the solution of 
specific mathematical 
problems"

they are now. Every time you 
access a website, a digital 
signature is checked, a secure 
communication is established 
between the user and the server. 
Cars also 
communicate, or WhatsApp 
messages... All of this works with 
these cryptographic protocols that 
need operations to be efficient".

In this regard, Farràs is 
working with the Barcelona 
Supercomputing Centre (BSC) 
to develop chips adapted to the 
new cryptographic standards 
that will be implemented in the 
future: "What we're designing 
are accelerators for critical 
operations that reduce the 
execution time of these systems".

Carles Anglés with a 
prototype access control device

Cybercrime is for profit and acts by causing 
the loss of business and personal information, 
interrupting an activity or threatening to 
damage the reputation of companies and 
people. One victim of a ransomware attack 
in which a ransom was demanded to restore 
its information systems was Creuers del 
Port de Barcelona. States can also be 
actors that promote cyberattacks, whether 
it is to gain a competitive advantage, for 
the protection of national security or due 
to geopolitical conflicts; likewise, the 
use of deep fakes to influence electoral 
processes has become a national concern.

Cyberterrorism acts based on ideological 
motives. For example, the pro-Iranian 
cybercriminal group Av3ngers targeted 
Israeli tech products and caused a cut in 
the water supply in two Irish towns. Another 
thing to look out for is what is referred to as 
hacktivism; The group R00TK1T fits into this 
category; they stole data in a cyberattack 
on the pharmaceutical company Sanofi and 
later accused it of experimenting on humans. 
So-called ethical hacking might also be 
behind cyberattacks. These seek to reveal 
vulnerabilities. This trend has attracted 
the attention of the Catalan Government, 
which supports initiatives such as the Bug 
Bounty program, which is designed to identify 
vulnerabilities in information systems.

national security
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cyberterrorism state-sponsored
cyberattacks

hacktivism ransomware
attacks
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FINDING VULNERABILITIES
TO ENSURE SECURITY

Let's imagine a case study. 
In a health app, for example, 
users enter and provide a lot of 
information: age, weight, daily 
steps walked, routes, locations... 

This information is shared with 
friends and the community. 
This data is highly valuable to 
many parties and may ultimately 
be accessed by entities the 

user would not anticipate. For 
example, by health insurers 
interested in learning about their 
customer's health habits, or by 
companies interested in selling 
certain products. "We're working 
to find ways to publish this kind 
of data in a way that prevents the 
re-identification of the individuals 
who provided the data; ways to 
provide firm guarantees, generally 
with mathematical proof, that 
the chain of privacy cannot be 
broken", explains Trujillo.

This is the same goal he is 
pursuing in his other two lines 
of research. The thing is, for 

better or for worse, systems 
are becoming more and more 
complex. This realisation has 
led the team headed by Dr 
Trujillo to analyze the security 
of the protocols commonly used 
on the internet to establish a 
cryptographic key, a so-called key 
exchange. Working to make them 
more resistant to the quantum 
computers of the future. "To 
make them resilient, layers of 
complexity are added to the 
protocols, and we keep checking 
them to make sure the protocols 
remain secure. If they're not, 
we report the vulnerabilities 
found, and, if they're safe, 
we provide a mathematical 
demonstration to show that 
they're well constructed".

"We're working on 
how to publish data in 
a way that prevents 
the re-identification 
of the individual"

Several years ago the team 
analyzed the payment protocols 
used in transactions with 
Mastercard and Visa. In fact, 
this topic formed the core of 
Trujillo’s doctoral research, 
which he completed at the 
URV after earning his degree 
in Computer Science from 
the University of Havana. He 
then obtained a postdoctoral 
position at the University of 
Luxembourg and was later 
a senior lecturer at Deakin 
University (Australia). Two years 
ago, he returned to the URV 

as a Ramón y Cajal researcher 
and joined the CRISESgroup.

In our research into payment 
cards, "we found vulnerabilities 
in some of the variants of their 
protocols". Subsequently, a 
doctoral student who transferred 
to the Federal Polytechnic 
School of Zurich (ETH) found 
another even more serious 
vulnerability. He was able to 
remove the PIN barrier that users 
are asked to overcome in some 
transactions. He demonstrated 
that this vulnerability was 
exportable: "Someone approached 
the victim, transmitted the 
information from the victim's 
card to a payment terminal and 
could do so without the need 
to enter a PIN", he explains.

As part of the HERMES project, 
the group continues to develop 
analysis models based on attack 
trees. Attack trees are graphical 
models that represent the various 
actions and sequences required 
for an attack to be successful. 
"You start with one main goal and 
break it down into sub-goals, and 
so on. Once the tree is complete, 
we can use it to ask ourselves 
questions about the security 
model, such as what is the most 
dangerous attack, what is the 
probability of being attacked and, 
if so, what the impact may be".

Dr Rolando Trujillo leads the team within the HERMES 
project responsible for the evaluation, regulatory 
compliance, certification and security of supply 
chains. One of the goals of their work is to certify 
the security and privacy guarantees used by software 
systems. Another line of scientific work focuses on 
designing risk analysis models based on attack trees. 
Finally, a third area of research deals with preserving 
privacy in data analysis, particularly within social 
networks. The aim is to develop solutions that allow 
this data to be published and used, but in such a way 
that users cannot be re-identified afterwards.

European directive NIS 2 
identifies eleven essential 
sectors of high relevance 
and seven additional 
ones that collectively 
comprise the new sectors of 
demand for cybersecurity 
products and services. The 
eleven sectors are energy 
(entities dedicated to the 
production and transmission 
of electricity, heating 
and cooling operators, 
and actors linked to the 
extraction and distribution 
of oil, gas and hydrogen), 
transport (air, rail, maritime 
and road), banking, financial 
market infrastructure, 
health, drinking water 
(suppliers and distributors), 
wastewater, digital 
infrastructure, ICT service 
management (B2B), public 
authorities and space. The 
seven additional sectors 
with the most potential 
for cybersecurity demand 
are, according to the 
European directive: postal 
and messaging services; 
waste management; 
manufacturing, production 
and distribution of chemical 
products; research; food 
production, processing 
and distribution; and 
digital manufacturing 
and suppliers.

European
NIS 2 Directive

“Attack trees allow 
the system to be 
questioned”
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THE CHAIR, A CHANNEL
FOR FOSTERING A CULTURE
OF CYBERSECURITY
Online crime is constantly on the rise. 
Any security breach in computer systems, 
no matter how small, is a gateway for 
cybercriminals. News stories about phishing 
to access victims' bank accounts, about 
the use of stolen personal data to cover 
up crimes or carry out scams, or the 
increasingly sophisticated ransomware 

attacks on hospitals, businesses, or 
city councils appear in the pages 
of newspapers on a daily basis. No 
one is immune to cyber risk, which 
is why it is so important to promote 
and share preventive information on 
cybersecurity that is relevant and 
useful across all levels of society.

T 
his is, in part, the raison 
d'être of the INCIBE-URV 
Chair of Cybersecurity, but 
not its only purpose. The 
chair also offers CRISES 

group researchers their own 
communication channel through 
which to offer advanced training 
courses in the field of security and 
privacy and to boost the transfer 
of knowledge to companies in 
strategic technological areas, such 
as post-quantum cryptography or 
automated cyberthreat detection.

Funded with Next Generation 
European funds through 
INCIBE, the Chair also takes on 
a formative function, helping 
students, both undergraduate 
and graduate, to acquire 
the knowledge necessary to 
successfully move from an 
academic research environment 
to a corporate work environment. 
Summer Schools are a concrete 
example of these training 
initiatives. So far, two have been 
announced, one on secure and 
verifiable programming and the 
other on cryptography, both of 
which are aimed at university 
students and researchers. The 
simple fact is that there is a 
shortage of professionals in this 
field, which represents a problem 
of global magnitude. According 
to the latest technology report, 
Catalonia alone faces a shortfall 
of nearly 12,000 cybersecurity 
professionals. In which areas? 
In nearly all areas; cybersecurity 
is a fundamental concern that 
impacts the management of 
public infrastructure as well as 
key sectors like healthcare, the 
economy, industry, and the media.

Likewise, the lack of adequate 
solutions to the new challenges 
faced by cybersecurity offers an 
unbeatable business opportunity 
for the creation of new 
technological spin-offs. These are 
technology-driven companies 
focused on transferring 
knowledge and providing 

industrially relevant solutions 
in key areas and processes, 
identified in part through the 
HERMES project. Solutions 
designed to improve aspects such 
as identification (recognizing 
and authenticating users and 
devices attempting to access the 
system or data), protection (with 
measures to prevent and mitigate 
cyber threats and attacks), 
detection (identifying malicious 
or anomalous activity within 
a system), response (rapid and 
effective reaction to cyber threats 

or incidents), and rapid recovery 
from an attack (restoration 
of systems, data, and services 
affected by a cyber attack).

In addition to all these 
functions, the Chair also 
aims to promote contact 
and collaboration with other 
universities and research centres, 
both national and international. 
The objective is to encourage 
the publication of results 
and knowledge in the field of 
cybersecurity, either through 
the publication of articles in 
specialized scientific journals, or 
through the publication of news 
in media and social networks. 
In particular, the Chair aims 

to disseminate and 
promote a culture of 
cybersecurity among 
young people. Since 
the beginning of 2024, 
several members 
of the HERMES 
group have visited 
dozens of secondary 

schools across the Tarragona 
region to discuss topics such 
as privacy, machine learning, 
and blockchain technology .

The INCIBE-URV Chair 
fosters training and research 
in cybersecurity and 
promotes digital culture 
among young people

Alberto Blanco, one of the heads of the INCIBE-URV Chair.
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LEADING RESEARCH
IN CYBERSECURITY
This publication is the result of the HERMES 
strategic project: Cybersecurity in Decentralized 
Computing (C033/23) and the INCIBE-URV 
Chair in Cybersecurity (C067/23), the result of 
a collaboration agreement signed between the 
National Institute of Cybersecurity (INCIBE) 
and Universitat Rovira i Virgili (URV). This 
initiative is carried out within the framework 

of the Recovery, Transformation and Resilience 
Plan, the fundamental instrument for the 
deployment of the European recovery funds 
(Next Generation EU). This plan sets out the 
roadmap for modernizing the Spanish economy, 
restoring economic growth and job creation after 
the COVID-19 crisis, and preparing the country 
to meet the challenges of the coming decade .

someone wants to learn how peo-
ple react to physical exercise, let's 
suppose that we're interested in 
knowing what the effect of exer-
cise is on blood pressure", says 
Sánchez: this can be trained with 
AI models that make predictions. 
For instance, if you engage in this 

activity at your age, you might 
risk a heart attack… However, to 
achieve this, all users would need 
to provide their training data to 
the hospital training the model”.

This line of research aims to train 
models and data in a decentra-
lized way. "The information for 
each person helps the learning 
process, but without transferring 
private data to the hospital; the 
hospital sends its model, and the 
user can submit a correction that 

The capacity of an artificial 
intelligence (AI) model depends 
to a large extent on the volume 
of data with which it has been 
trained to carry out a given task. 
For this reason, information is 
usually centralized in databa-
ses, in order to be able to build 
powerful and 
reliable models. 
However, what 
happens when 
the data is 
personal and 
might include 
confidential 
information? 
"We need to develop proto-
cols that ensure the security 
and privacy of individuals, 
as well as systems that enable 
data anonymization", explains 
David Sánchez, Full Professor 
and ICREA Acadèmia fellow in 
the Department of Computer 
Engineering and Mathematics.

Ensuring the privacy of users 
who transfer data to decentra-
lized environments dedicated 
to federated machine learning 
is another of the subject areas 
worked on in the HERMES pro-
ject. This body of work focuses 
on private data collection and se-
cure and private learning of mo-
dels. In both cases, the research 
builds on the concepts of local 
anonymization and anonymous 
channels — approaches that 
make it possible to balance priva-
cy and security while incurring 
minimal additional costs in com-
putation and communication.

Let's take an example. Most 
mobile phone users have a fitness 
or health app. "Let's suppose that 

improves the model",he adds. 
This system makes it possible to 
work with data that users might 
otherwise not give. However, 
other problems also arise. "There 
may be users who lie or send 
false corrections, which could 
lead to the failure of the trai-
ning project, and this must be 
taken into account when you 
decentralize", says Sánchez.

Another line of research is that 
involving the decentralized data 
anonymization system: "Thus, 
when they leave the user's mobile 
phone, they're already protected 
and it's not necessary to assign 
the original version for a third 
party to protect them", explains 
Sánchez. In fact, European Union 
regulations refer to the principle 
of subsidiarity. In other words, we 
should aim to handle anything 
that can be done locally at this 
level. "It's good to decentralize 
to gain privacy, but it's more 
questionable in terms of secu-
rity; it's about achieving both 
goals, privacy and security, in a 
decentralized environment" . Members of the CRISES group of the URV

www.proyectohermesincibe.org

PRIVACY AND SECURITY IN
DECENTRALIZED ENVIRONMENTS

What happens when the 
data transferred includes 
confidential information?
Decentralized anonymization 
of data prevents a third party 
having to protect it afterwards.

David Sánchez, head of one of the research lines of 
the HERMES project
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