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Abstract. The electronic ticketing (ET) and automatic fare collection
systems (AFC) can reduce economic costs and time intervals in a wide
variety of transport systems. For exemaple. the paper costs reduction
and the improved processes are arguments to adopt the ET. The AFC
systems can be used to improve the control of the infrastructures using
a management strategy of infrastructures depending on the passenger
ows. Nonetheless, there exist privacy threats to which users are ex- posed
when they use ET and AFC systems. Anonymity of users is not always
guaranteed and users can be traced. We have classied and described the
main proposals in each field (ET and AFC). Finally, we conclude with
our published works in the two lines of research.

1

Introduction

Information technologies (IT) are constantly evolving our day-by-day operations
in our society. Transport is one of the sectors where IT take an important role.
Nowadays, it is possible to receive information easily about different journeys,
even booking them at home.
Most Intelligent Transport Systems (ITS) can benefit from the latest technological improvements. ITS add information and communication technologies to
transport infrastructures and vehicles, thus providing advantages as costs reduction, time optimization, safety improvement and even inter-vehicle alarm communication. Electronic Ticketing (ET) and Automatic Fare Collection (AFC)
systems suit in these ITS by using documents in electronic format that can
speed up all their processes, reduce costs, and even enable the monitorization of
the traffic’s density in real-time.
Electronic ticketing (ET) systems become more oriented to scheduled transport, as the user publishes in advanced his/her destination. These systems are
used for many different sectors and services, such as the air travel industry,
public transport, or even leisure and determined events. Considering the case of
transport e-ticketing systems, user’s check-in and check-out could be controlled
in order to verify the ticket and also if the service has been used accordingly to
this ticket information.
In addition to these initiatives, the International Air Transport Association
(IATA) started in 2004 a programme to introduce the use of electronic tickets [25] which finished in 2008. The no necessary use of paper tickets reduced
the costs by $3000M US dollar [26], boosting disintermediation by using electronic tickets. Another example of that is the electronic air flight boarding pass.
Vodafone and Spanair [50] made a test in 2007 where passengers received their
electronic boarding passes into their mobile phones. Other companies like Air
Canada [1] or Continental [41] followed the same direction and they offer similar
services to their customers.
Electronic tickets has been used in other transport services. In this way, the
AMSBUS [3] booking system from the Czech Republic allows the purchase of
SMS tickets. First, the passenger receives the ticket into the mobile phone. Then,
he/she shows the message to the ticket inspector when she is instructed to do
so. In Denmark, the same kind of service is provided by Fynbus [18].
Ticketing systems can be applied to different services as leisure events (museum, cinema, theatre, sport event) and also for transport services (bus, train,
air plane, subway). For instance, Leeds United [31] supporters can book a match
and later receive an SMS with the booking confirmation together with some
added information such as their assigned seats.

Automatic Fare Collection (AFC) systems become more oriented to mass and
short-distance public transport, as the user does not make public in advanced
his/her destination, and the fare is calculated depending on the place where the
user checks in and out of the system. For this reason, a (rechargeable) prepaid
wallet with a minimum balance is needed.
One of the main issues of both AFC and ET transport systems is the privacy
of their users. Anonymity of users is not always guaranteed (for honest users),
and there appears the problem of ticket tracking, and the real possibility in
some systems to link the ticket to a certain user. Then, not only privacy would
be violated; user identity could be revealed and all his/her entering and exiting
movements in these systems could be also tracked. Users logically prefer total
anonymity in order not to show any of their movements; system administrators
and police/security forces prefer no existance of privacy for users. The option of
a privacy-preserving transport system that could satisfy the two parties would
be revocable anonymity for users, enabling then this revocation for dishonest
users or emergency situations. Tracking of the ticket would have to be limited
to the entrance and its corresponding exit (1 use), with no possibility to link it
neither with other uses by the same device nor the identity of its user.

1.1

Document organization

In section 2 we define, classify and describe the main proposals of electronic
ticketing (ET). Next, in section 3, we perform a security analysis of the AFC
proposals that consider revocable anonymity and, classify them accordingly the
untraceability property. Finally, we outline the conclusions and enumerate our
contributions in section 4.

2

Electronic tickets

We perform in the following section an analysis of the e-ticketing systems, first
defining the involved participants, phases, and the most suitable services for
these systems; the security requirements of the e-ticketing systems are evaluated
in section 2.1 the classification of the proposals is detailed in section 2.2 and,
finally the e-ticket information is described in section 2.3.
We introduce the participants who are involved in an electronic ticketing system,
according to authors [15, 36, 39, 37, 45]:
– User: receives the electronic ticket and sends it for its validation in order to
use the service.
– Issuer: issues the electronic ticket to the user. It could be also the same
service provider or the intermediary [48].
– Service provider: receives the e-ticket from the user and validates it. If correct, then it gives the service to the user.
These are the general participants, as some systems include other participants.
For example, the shop or the broker [15, 29, 56]. Also in some public key cryptography (PKI) systems [42, 46], the Certification Authority (CA) is also included.
In [47], the e-ticketing system is based on the use of Smart-Cards, and the SmartCard issuer is also included to the system. The scheme presented in [12] includes
a user agent and the network access service provider. The system proposed in [27]
includes user localization, as well as information related to this location. In order
to give this service preserving user anonymity, the network provider is added as
a true participant. The system also considers the possibility to get the e-ticket,
and the payment service provider, the bank and the credit card issuer are also
considered as participants involved in the system.
According to authors, an electronic ticket system consists of three main phases:
e-ticket payment, issue and validation [13, 15, 47, 48, 29, 37, 5, 45, 12]. However,
these three phases are not unanimously defined. Some authors [42, 43, 36, 39]
group payment and issue phases, converting from three to two e-ticket phases:
e-ticket payment and validation. Other proposals [58, 4, 9] add a previous registration phase in which users must be identified and authenticated in order to
give them permission to use the service. In [23], as well as the previous phases,
service start and end are considered as true phases too. This real disagreement
in electronic ticket phases is due to the great number of types of services where
e-tickets could be used [16, 5].
The existing proposals have been evaluated depending on the services that could
be offered with these systems. Since the study (see Table 1), one of the most
relevant facts is that electronic ticketing systems are mainly oriented to public transport services. Most of these transport services are rail transport [42,
13, 20, 51, 22, 23, 27, 7, 32, 21], followed by air travel [5, 56, 19, 50, 1, 7, 55, 46, 41],
bus transport [42, 13, 23, 44, 18, 7, 32, 3] and subway [42, 13, 51, 23, 7, 32], with one

solely proposal used for taxi transport [7]. In 2006 in Germany, more than 25
e-ticketing projects were intended or in testing phases for public transport [21],
which most of them were thought for short distance journeys. Running systems
applied to tolls [38, 37, 51, 7, 32] are closer to electronic payment systems than
electronic ticketing systems. Users pay for the service when they use it, charging
the amount of money directly to the current or credit card accounts. The rest of
the proposals are oriented to the leisure sector [42, 30, 29, 5, 31, 7], as sports or
cultural events.
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Table 1. Services for electronic ticketing systems

2.1

Security requirements

In general terms, e-tickets should achieve the following requirements [42, 36]:
– Reduced size: e-tickets are commonly stored in mobile devices like mobile
phones or Smart-Cards. These devices have a reduced storage capacity and
then electronic ticket size should be small.
– Flexible: e-ticket could be used in several services and systems without modification needs.

– Secure: e-ticket security is considered as one of the main aspects to be
achieved.
– Ease of use: e-tickets should be used easily, no more difficult than the use of
paper tickets.
– Availability: systems must put up with hard conditions, assuming that electronic tickets could be used every time. For example, a huge number of users
could all be connected to the system during the primetime, and this system
should be well-structured in order to avoid system collapse.
– Payment system: in [36] the system is required to include possible payments
on the spot.
– Efficiency: every process of e-ticket phases, especially verification, must be
quick. The system should avoid a possible process delay.
– Portability: e-ticket could be sold and used in different scenarios and under
several conditions [48, 4, 9].
Moreover, the following security requirements have to be also achieved:
– Authenticity: e-tickets should take measures to avoid falsification. A user
could verify the authenticity of the ticket.
– Non-repudiation: once the issuer sends the ticket to the user, there is no
possibility to deny this emission.
– Integrity: once the ticket has been issued, it cannot be modified at all.
– Anonymity: anonymity could be provided or not depending on the service.
There are three considered anonymity degrees:
• Anonymous: user could use the service without identification. The system guarantees no link existence between user and ticket.
• Non-anonymous: the service requires user identification and authentication. It would be useful for services with security control area (e.g. plane
flights), or services which require user recognition.
• Revocable anonymous: the service is anonymous, but ticket tracing is
stored in the system. Afterwards, this anonymity could be broken, revealing user’s identity. It would be useful for overspending control or
other major causes.
– Transferability: tickets could be personal or transferable:
• Transferable: some services allow ticket transferability.
• Non-transferable: ticket transferability could be forbidden for some services (e.g. plane flight).
– Reusability: a ticket could be used once or many times depending on the
terms and conditions of each ticket.
• Non-overspending: e-ticket could be used only once.
• Reusable: ticket could be used a preset number of times, or indefinitely
until a preset date.
– Online/Offline: on online systems, ticket verification requires connection to
the system. On the other hand, if ticket verification does not require system
connection, the system is classified as offline. Before-use verification is also
classified as an online system, and after-use verification is classified as an
offline system [5].

– Expiration date: the system is able to detect the compliance of the expiration
date of the ticket.
– State: the ticket includes its state information, or alternatively a link to get
this information.
Issuer’s ticket digital signature provides basic requirements: authenticity, nonrepudiation and integrity [16, 13, 15, 40, 48, 5, 56, 22, 45, 28, 4, 9, 12].
Proposal in [28] provides true anonymity for the user by using Chaum’s blind
signatures [10]. Systems that provide revocable anonymity [42, 16, 40, 48, 5, 56,
58, 45, 23, 27] are mainly based on the use of pseudonyms.
smart-cards or mobile devices (mobile phones, smart phones or PDAs) provide ease of use in operations for e-ticketing systems. Personal Trusted Devices
(PTDs) establish a secure communication channel with the validation system,
doing the most sensitive operations securely and banning access to the user.
Electronic ticketing systems which use PTDs are [42, 13, 30, 36, 47, 48, 58, 5, 22,
28, 9, 12, 27, 21, 2].
In [56], a signature intermediary [34, 35] is used to issue e-tickets. This intermediary could be the travel agency, and it could be allowed to issue signed e-tickets
for air travel companies. This fact provides system decentralization as well as
it guarantees security. Users could verify their received e-ticket validity with no
need of communication to the end service provider.
Table 3 shows different proposals of e-ticketing systems and their achieved security requirements.

ATH Authenticity
TF Transferable
NRP Non-repudiation
NTF Non-transferable
IT Integrity
NOV Non-overspending
AN Anonymous
REU Reusable
NAN Non-anonymous
ON Online
RAN Revocable anonymous OFF Offline
EXD Expiration date
ST State
Table 2. Relationship between the name of the security requirement and its code

2.2

Existing security proposals

The analyzed proposals could be classified depending on several security requirements as: anonymity, transferability, reusability or verification type (online/offline).
In the following sections, the studied proposals have been classified depending on the anonymity compliance. Firstly, in section 2.2, anonymity-compliant
schemes are described. The schemes that comply with anonymity, but enable

Fig. 1. Possible classifications of the proposals

user identification disclosure if needed (by overspending or law cases), are described in section 2.2. Finally, the schemes that do not comply with anonymity
at all are detailed in section 2.2.

Fig. 2. Classification of the proposals by anonymity

Anonymous schemes In [14], Fan and Lei made an e-ticketing system proposal for electronic voting purposes. They use Chaum’s blind signatures in order
to achieve anonymity. Only two types of participants take part in the system:
the authority and a group of voters.
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Table 3. Comparison of e-tickets’ security requirements (see the codes at Table 2)

Song and Korba [49] propose a system for payment of services, providing strong
privacy (anonymity) and non-repudiation. This system achieves overspending
control, protection against ticket loss or stealing, without transferability option.
Anonymity is achieved by using Chaum’s blind signatures.
Haneberg et al. [22] present an electronic onboard ticketing scheme, by using
a PDA connected to the system through Bluetooth and using Java for all applications. PDAs are chosen for their short-range wireless communications and the
display. Anonymity is achieved in this proposal as no personal data is needed,
and anonymity then only depends on the payment method used.
In [45], Quercia and Hailes’ e-ticketing system proposal is based on Chaum’s ecash blind signatures, providing anonymity to the user, but the communication
cost could be high, and possibly slow down the system. Apart from anonymity,
non-repudiation, offline verification as well as portability are achieved in this
proposed system.
The great majority of the described proposals that comply with anonymity are
based on Chaum’s blind signatures [11].
Revocable anonymous schemes In the proposal of Patel and Crowcroft [42]
the security requirements are defined, where revocable anonymity is achieved, as
well as offline mode, although central authority intervention is needed in order
to prevent overspending.
Depending on the services, anonymity, transferability or reusability would be re-

quired in the Fujimura et al. proposal [16]. Pseudonyms are proposed if anonymity
is required, and overspending is controlled by a central database (online mode).
Wang et al. in [58] presented a system that is revocable anonymous, where the
authentication method is made by the use of a smart-card.
In [23], Heydt-Benjamin et al. made a proposal using latest advances in e-cash
to improve privacy in electronic ticketing systems for public transit. It uses
pseudonyms in order to achieve anonymity.
Chen et al. [12] propose the use of mobile devices (mobile phones, smart phones
or PDAs) in e-ticketing systems, by taking advantage of their wireless communications. They focus on the compliance of several security requirements,
as (revocable) anonymity, non-repudiation, as well as efficient verification. The
ticket process is defined in 3 phases in the paper: request, issue and verification.
Anonymity is achieved by the use of pseudonyms.
The system defined in [27] by Jorns et al. is oriented to transport services,
as the ticket includes route information. The system uses GPS technologies to
show user’s location. It is used with mobile phones and PDAs. Digital signatures
are not used in this paper. Pseudonyms are used in order to achieve revocable
anonymity.
Lutgen [32] defines security management system requirements of the German
core application in public transport, as it requires integrity, traceability of all
the participants involved in the system, and the possibility to block the user in
order to limit damage. Then, as this system could achieve traceability, anonymity
could not be guaranteed.
Serban et al. [46] present an e-ticketing system. This system is oriented to air
travel e-tickets. A certification authority (CA) is needed to authenticate all participants in the system (sellers, airlines, banks, reputation server) except for
users. Users in the system do not have to be authenticated then, but credit card
payment information is only sent to the bank, as anonymity could not be guaranteed to the user if overspending has been attempted.
The Vives-Guasch et al. [54] and Castellà-Roca et al. [8] works present two
e-ticketing systems that include the exculpability requirement, i.e. the service
provider cannot falsely accuse the user to have overspent the ticket, and the
user is able to demonstrate that she has already validated the ticket before using it. These proposals comply with revocable anonymity, as the user identity
could be revealed if the user tries to overspend the ticket or for other security
reasons. In addition accordingly to the authors, the e-ticketing systems are in
process to be developed as a first prototype through using mobile devices for the
users with Near-Field Communication contactless technology.

The majority of the studied proposals use pseudonyms in order to achieve revocable anonymity. If pseudonyms are used, real identity information is not put
into the ticket, only its pseudonym. But if the issuer could link every pseudonym
to its real identity, then anonymity could be compromised. For that reason, only
revocable anonymity for the user could be achieved. In this scenario, user traceability could be easily performed if user does not change its pseudonym regularly
because the same pseudonym would be used for different tickets. Certain volume
of data could allow all the involved participants to make user profiles if there
were no pseudonym controls.

Non-anonymous schemes In Elliot’s article [13], anonymity is not considered
for travel services, and it focuses mainly on the use of smart-cards to store and
manage the electronic tickets.
Pedone [43] applied atomic broadcast to e-ticket validation system, where distributed databases could reply to user requests more rapidly, improving server
availability as well as avoiding bottleneck problems, as information is replicated
in the distributed servers. Two phases are defined in this paper: e-ticket reception and verification.
According to Kuramitsu et al. [30], this paper presents an electronic ticketing system that allows transferability between two tamper-proof devices (smart-cards,
or alternatively mobile devices that have an internal smart-card). This transfer
process guarantees atomicity, which means that the ticket will be totally transferred or not transferred. No digital signature is used to sign the ticket, there
is protection only when the e-ticket is transferred by using a secure channel between the two devices.
In [47], the e-ticketing system uses a smart-card (SIM card of the mobile phone),
which defines four participants (merchant, customer, card issuer and service
provider) and three process phases (ticket issue, transfer and verification). The
ticket is digitally signed, and its verification is done online. Transferability is also
allowed through a TTP.
In [36], Maña et al. perform a project where e-tickets are stored in the SIM
card of the mobile phone. Their scope is oriented to have offline verification,
non-anonymity, transferability and portability. The ticket is linked to a user
identification, and then, anonymity cannot be achieved.
Kuramitsu and Sakamura [29] presented a system that uses contactless smartcards to store e-tickets. The system accesses the database (access control), and
checks ticket validity. If the ticket is valid, the user is authorized to access the
event updating the database. This paper introduces severe limitations in smartcards store capacity, as well as describing problems in contactless communication

disconnections (causing inconsistency), and also describing the need for use of
standarized formats in order to solve the management of specific tickets from
different applications. Three phases are defined in this paper: issue, selling and
verification. This proposal provides transferability, but not anonymity.
In [37], Matsuo and Ogata present an e-ticketing system that could fit with
Electronic Toll Collection (ETC). It consists of a prepaid system, where the
ticket is already received. Then, the user only has to send the ticket for its validation. Smart-cards are used in this scenario for their tamper-proof properties.
Wireless communication technologies are used for the transaction. Space and
time synchronization is also taken into account for the ETC system, as it uses
GPS. This paper considers the existence of three phases: issue, spend, recharge;
as well it considers three participants in the system: issuer, user, and the shop.
Instead of the use of digital signatures for e-ticket verification, the system uses
hash functions to minimize verification delays although several security properties could not be achieved.
In [5], either the user or the e-ticket should be identified in order to prevent problems such as malicious attacks. There is a real relationship between anonymity
and transferability for user and e-ticket identification and reusability is also considered for other ticket information, such as its destination. Online mode is used
in this scheme for security reasons, as they say offline systems show weaknesses
to malicious attacks.
The proposal by Wang et al. [56] present an air ticket booking scheme where air
travel companies delegate their issue digital signatures to a proxy. This proxy is
responsible for signing the ticket. Users could verify integrity and authenticity,
as well as the verification of the e-ticket’s issue delegation from the air travel
companies to the proxy. In this paper, only basic requirements are considered,
anonymity and other security requirements are not taken into account.
In [9], Chang, Wu and Lin present an e-ticketing system for mobile users, considering security aspects like ticket theft or verification of the ticket owner, all in
online mode. It uses hashes that are unknown to the issuer authority in order to
achieve these security requirements. These tickets are digitally signed and can
also be transferred to another user always with the participation of the TTP.
Anonymity is not achieved as every ticket has its identifier, and overspending is
controlled by searching on the central database. It has also information of the
ticket’s expiration date.
In [21] Haneberg presents applications for railway tickets (transport), taking into
account advantages and disadvantages in the properties that smart-cards, PDAs
and mobile phones have, focusing on their tamper-proof security requirements.
Overspending is controlled by a central server (online mode), and anonymity is
not considered in this system.

In these systems, anonymity could not be achieved due to different reasons.
Some proposals are oriented to services where anonymity could not be provided
to the user, or simply, these systems are not conceived to achieve anonymity at
all. Some systems do think about e-ticket transferability, and in the majority of
the cases, anonymity could not be achieved because the ticket is already digitally
signed, without possibility to modify e-ticket information.
2.3

Information

Like classic paper tickets, electronic tickets would have to include some basic
information for its practical use. In this section, information fields that electronic
tickets would have to include are briefly described:
– Serial number: unique identification of every ticket.
– Issuer: entity who is responsible for issuing the ticket. This issuer could be
also the service provider, or the intermediary.
– Service provider: entity who offers the service to the user.
– User: information about the e-ticket owner. In case of existence of this field
in the e-ticket, user anonymity could not be achieved.
– Service: description of the service contract.
– Terms and conditions: definition of the e-ticket terms and conditions, or
alternatively an external link to enable consultation.
– Type of ticket: ticket includes a field describing its type.
• Transferability: if this field is permitted, transferability to another user
is allowed.
• Number of uses: information about the allowed number of ticket uses.
– Destination: this field is used for transport services in order to have user
destination information.
– Attributes: other attributes of the ticket that depend on the service (e.g.
theatre seat).
– Validity time: it includes two timestamps, the starting and the expiration
dates.
– Date of issue: e-ticket date of issue. Validity time field could be set by means
of including this field together with the terms and conditions.
– Issuer’s digital signature: e-ticket issuer has a PK cryptosystem key pair,
being able to digitally sign the e-ticket.
– Device identification: e-ticket is linked to a specific device.
Table 5 shows the information field that some e-ticket proposals include. Fields
are differently defined depending on the e-ticket service.

3

Automatic Fare Collection

The actors involved in any Automatic Fare Collection (AFC) system are the
users, the service providers and the payment authorities. Users (U) access to
the transport system and pay for the received service at the exit. The service
providers (PS source station, PD destination station) control the tickets used
by Us. PD also verifies if the U direction is coherent with the ticket. The users
travel in one direction so that a entrance ticket must be obtained in a station
placed before the destination station according to the direction. Thus, the PD
rejects an entrance ticket if it has been obtained in a station that is after the
destination station. Finally, payment authorities (MC ) manage all the user’s
payments when they exit from the system.
AFC systems usually have two phases: system entrance and system exit. In
the system entrance, users join in the source station and receive an entrance
ticket from PS that will have to be showed in the destination station. The users
show the entrance ticket when they exit of the system (system exit). PD then
calculates the fare that U must pay. If all the process is correct, the user receives
an exit ticket, which is an evidence that proves that the user has followed the
protocol correctly. Nonetheless, there is an optional phase of registration, i.e.
there are AFC systems that do not consider the user registration. In this phase,
the users provide their credentials, in order to prove their identity effectively.
Next, in section 3.1 we perform an security analysis of AFC proposals that
consider revocable anonymity for users, the proposals are classified in section 3.2
and the information of the AFC tickets is finally described in section 3.3.
3.1

Security requirements

Transport services give a receipt or a ticket to users in order to be further verified;
this receipt is a proof that the protocol was followed correctly. In these electronic
systems, the following security requirements have to be guaranteed:
– Authenticity: a ticket must be generated by its authorized issuer.
– Non-repudiation: the issuer can not deny the emission of one of its tickets.
– Integrity: the ticket, once generated, can not be further modified.

SN
SP
SV
TT
NU
AT
DI
DV

Serial Number
IS Issuer
Service Provider
US User
Service
TC Terms and Conditions
Type of Ticket
TF Transferability
Number of Uses
DS Destination
Attributes
VT Validity Time
Date of Issue
DS Issuer’s Digital Signature
Device identification
Table 4. Table 5 caption

INFORMATION SN IS SP US SV TC TT TF NU DS AT VT DI
[42]
3 3
3 3
3
3
[16]
3
3
3
3 3
3
[17]
3 3
3 3 3 3 3 3 3 3 3
[36]
3
3 3 3
[47]
3 3 3
3 3
3
3 3
[48]
3 3 3 3 3 3
[39]
3 3
3 3
3 3 3
[5]
3 3
3
3
3 3 3
[58]
3
3
3
[4]
3 3
3
3 3
[9]
3 3 3 3
3 3
[27]
3 3
3
3 3
3
3
Table 5. Information on e-tickets (see caption in Table 4)

DS DV
3
3
3

3
3
3
3
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In addition to these basic requirements, the following ones must be also
guaranteed:
– Validity time: Any ticket has a validity time parameter to check whether it
is in force or not. Each spent ticket is stored in a database until its validity
time has expired.
– Non-overspending: a ticket can only be used once. Before allowing the use
of any ticket, its validity period is checked. If the verification is correct, the
system checks that the ticket is not in the database of spent tickets by using
its serial number. The verification ensures that the ticket is not used more
than once.
– Revocable anonymity: the system must guarantee the user’s anonymity in
order to receive acceptance of the user community, but the system and the
public authorities prefer non-anonymity for security and control reasons.
Thus, an intermediate solution is revocable anonymity for users. If a user
misbehaves, her anonymity is revoked.
– Non-traceability: the provider can only trace an entrance of a user with its
corresponding exit, but can never trace different journeys of a same user,
what could enable profiles generation.

3.2

AFC proposals

The previous AFC proposals with revocable anonymity can be classified depending on the untraceability or the device used. We have classified them in the
following sections according to their traceability or untraceability, and, finally,
we present a brief considerations about them.
Traceable Wang et al. [57] proposal can be used for different services. Depending on this service, some of the ticket information fields, such as user, service

Ref. Anonymity Untraceability
Device
[57] Revocable
No
Mobile
[6]
Revocable
No
Smart-card
[23] Revocable
Yes
Mobile and Smart-card
[24] Revocable
No
Smart-card
[27] Revocable
No
Mobile
[33] Revocable
No
Mobile
[53, 52] Revocable
Yes
Mobile
Table 6. Comparison of the analyzed proposals

provider and service identities could be filled or not, differentiating then two
digital signature schemes: single signature scheme (when only one entity was
involved in the ticket information) or multisignature scheme (when 2 or more
entities were involved in the ticket information). There are four roles in the scenario: the signer roles are the involved entities in the system that will sign (or
multisign) the ticket; the trusted role knows the secret values of the signer roles;
the verifier role verifies the received ticket; and the credential role controls all
the data associated with tickets and their users identified by pseudonyms. A
credential centre takes the credential role, and it is the responsible of issuing a
fixed pseudonym for each user as well as revoking the users’ anonymity if necessary. As this credential centre is able to link a pseudonym with its user, it
enables then the possibility to trace all the movements made by a certain user
identifiable by a fixed pseudonym. Furthermore, this information is made public
to anyone. Another problem is that the user cannot demonstrate that he has
correcly done the verification (receipt).
In [6] Buttyán et al. present an AFC system that provides location privacy
to users. The solution is based on the key-tree based approach together with
the use of one-time identifiers (OTIs). The key-tree based approach belongs to
symmetric key cryptography, and according to the authors, it makes it affordable for smart cards for their lower computation power requirements. It is used
in order to reduce the high amount of keys that are generated in a symmetric
key cryptographic system. OTIs are generated by the readers and sent to the
cardholders, and are used in order to avoid linkage between some movements of
the same card. The reader has a set of master keys, and when it receives the card
id (pseudonym) from the cardholder, then, the new OTI is generated depending
on the card id and the previous OT Ii−1 . The new OT Ii is finally sent to the
card. As the card id is known for the reader, tracking of the card could be easily
achievable. Another problem is the need of synchronisation between the reader
and the card through the OTI, as the need of knowledge of OT Ii−1 in order to
receive the new OT Ii from the reader allows that DoS attacks could be successful to break this correct synchronism. Finally, the user cannot demonstrate to a
third party that she has correctly entered and exited the system.

In [24] Hong and Kang do a contribution of an AFC system for public transit using contactless smart cards, with its main issue in the protection of users’
privacy. Users are already registered in a Trusted Third Party (TTP), which
has all the information associated to them. Firstly, (1) a secure connection X.25
between the user and the TTP is established; (2) the user self-identifies and
authenticates in this TTP, which (3) verifies then the correctness of the authentication, (4) gathers the user’s privacy policy and the associated information
from its distributed main repository (using the Shamir threshold sharing secret
scheme) and (5) sends the necessary information to the user for possible future
transactions. Card tracking is possible as one-time identification is not considered, and the TTP can recognize each movement made by a user. Users cannot
also demonstrate the correct verification to a third party because he has no proof
of the transaction.
The system proposed by Jorns and Quirchmayr [27] of an AFC system is
oriented to transport ticketing systems, as the destination field is contained in
the ticket information, and micropayments can be executed when travelling. The
system is implemented for its use in mobile devices like mobile phones or PDAs,
with J2ME technology. This system uses a set of pseudonyms for each user in
order to avoid user tracking, and each pseudonym is one out of a chain of keyed
hash values (HMAC), where each hash value is the result of the previous ones
encrypted with this secret key. In the proposal, there is a network provider, with
messaging, location and presence service, and which can link pseudonyms with
their related identity information; a mobile payment service provider for users,
allowing multiple payment procedures; a client application, that is a privacy
agent in order to manage user pseudonyms and give support for notification and
generation of location maps; and finally a third party ticket application provider,
which provides location information according to the route information encoded
in the ticket. Apart from the need to know the previous hash values, the key
must be disclosed or correctly guessed in order to decode and even impersonate
a message. But, when activating and using the tickets, all the previous used
pseudonyms are also sent, then, the third party ticket application provider is
able to trace all of these movements, and the network provider can even identify
the user. Protection of pseudonyms is held only at the moment of the payment
procedure.
Madlmayr et al. [33] propose a design and implementation of an e-ticketing
system as an example of secure communication between web browsers and NFC
targets, by using mobile phones and J2ME technology. A mobile phone is connected through NFC to a PC that acts as a proxy in order to connect to the
Internet and download the ticket to the mobile device for its subsequent use.
Firstly, during the ticket production, (1) a secure connection HTTPS is established between the PC browser and the ticket issuer; (2) the ticket is requested
from the mobile phone through the PC browser; (3) the ticket is generated and
signed by a TTP (control instance), (4) sent to the PC browser, and finally to

the mobile phone through NFC. All sent information in this ticket production is
formatted in XML. During the ticket verification, (1) the reader sends the issuer
identification to the mobile phone to identify the service, (2) the mobile phone
sends all the available tickets for this service, (3) the reader selects the correct
ticket for the event, and (4) the ticket is finally sent to the reader. In terms of
privacy, anonymity is preserved for honest users, and they use PKI having each
ticket and its issuer their own key pair. All the stored information is encrypted
with the public key of their owners, and there is unlinkability between 2 tickets
of the same mobile device. Although serial number of the mobile phone is neither used for authentication nor for identification processes, authentication of
the mobile device is done by transferring its public key in order to encrypt the
tickets. If this public key was stored in the control instance (TTP), tracking of
the mobile device could be achievable for this static public key. In addition to
these possible vulnerabilities, a plug-in must be installed in the mobile device in
order to interact with the ticketing system, enabling then security risks if there
was a malicious code.
Untraceable Heydt-Benjamin et al. [23] classify their proposal as an e-ticketing
system, but the protocol is closer to an AFC system as the device is rechargeable
and used as a wallet. The user receives a cookie when entering the system and
then, when exiting, he sends this entry cookie, the price is calculated and paid,
and the user finally receives a paid-state cookie. User and reader authentication,
as well as session key creation between them is done by using Re-Encryption
Authentication (authentication of a reader to a ticket), in order to let the generation of temporary delegation keys distributed to each reader (online system).
By using this authentication protocol, the issuer signature can be decoded by
the readers private keys, as they are delegated keys from the issuer and, this way,
all the readers are authorized to interact with this information. The payment is
done by using Chaum’s electronic coins. The system is implemented as an hybrid
system that allows mobile devices as well as contactless smart cards (through
NFC), but it is proven that mobile devices offer greater degree of anonymity
than smart cards. Anonymity for users is evaluated in each protocol transaction
separately. User tracking is not possible as purchase and entering/exiting are not
linked. The value of the ticket could be recharged but not linked neither with
the user nor the previous ticket id (one-time identifiers).
Vives-Guasch et al. [53, 52] presented an electronic and secure automatic fare
collection system which is adapted for massive users transport and preserves
privacy for users. The proposal uses group signatures schemes in order to allow
revocation of the identity of users in case of misbehaviour.The system, differently
than previous proposals, does not require to obtain a new credential every time
the user joins in the system in order to obtain untraceability. The authors have
designed the AFC system in order to use the personal mobile devices of the
users.

Considerations on the AFC systems In the majority of these schemes, the
provider can link different journeys from the same user [57, 6, 24, 27, 33]. In a
linkable system, the disclosure of the identity of the user in a journey leads to
the disclosure of all the journeys of the same user (weak anonymity). So that, the
provider knows where they go, when and the time of the journeys. The knowledge
of users’ behavior allows the creation of the users’ profiles. The profiles are useful
for the provider because they can be used to improve the transportation system
or to define a commercial product specifically for one profile. Nonetheless, the
creation of users’ profiles is a serious violation of the privacy, i.e. the AFC system
must avoid the tracking of the users. In [23] the provider can not trace these
journeys, but then a new credential is needed for every journey, what means
that there is an important extra cost in these mass-transport systems, where the
entrances and exits of the system have to be as quick as possible. The credential
renewal requires a more complex provider structure, i.e. costly, because it must
manage a high number of credentials. Finally, if the users must take some time
to obtain a new credential, they probably will not obtain the new credential
loosing their privacy.
Related to the devices used in the proposals, the latest trends go in the direction to use mobile devices (e.g. mobile phones, PDAs, smart phones, etc.) [57,
23, 27, 33] for these systems, instead of smart cards [6, 23, 24]. Thus, we can say
that the mobile device is a user’s requirement in the AFC systems.

3.3

Information

In this section, we describe the information that is usually included in the entrance ticket in Table 7 and the information in the exit ticket in Table 8.
Entrance ticket
Name
Description
Serial number
generated by PS
Entrance station
PS identifier
Entrance timestamp
Validity time
Direction
journey direction
Table 7. Information in entrance ticket

Exit ticket
Name
Description
Ticket serial number sent by U
Destination station
Paid fare
Table 8. Information in exit ticket

4

Conclusions and contributions

We have presented the advantages of electronic ticketing (ET) and automatic
fare collection systems (AFC). We can buy, receive and validate the ET without
neither need to move to a certain place to make these actions nor to print
it. The paper costs reduction in addition to the improved processes are good
arguments to adopt the ET. The AFC systems allows to reduce costs and it
improves the control of the infrastructures; some examples could be the real-time
traffic density monitorization and the management strategy of infrastructures
depending on the passenger flows.
Nonetheless, we have presented the privacy threats to which users are exposed when they use ET and AFC. Anonymity of users is not always guaranteed
(for honest users), so that appears the problem of ticket tracking, and the real
possibility to link the ticket to a certain user. The privacy and the users identity
could be revealed and all their entering and exiting movements in these systems could be also tracked. Next, we have classified and described the different
approaches to address the problem of privacy for ET and AFC systems.
First proposals in ET do not consider the anonymity and the more recent
proposals incorporate the revocable anonymity as a core property. Thus our
work has focused on the revocable anonymity [8, 54] and we have included the
exculpability as a new security requirement. The first work [8] was published
in a national congress and one version improved with conflict resolution [54]
has been published in one international congress. Actually, we are developing
as a first prototype through using mobile devices for the users with Near-Field
Communication contactless technology in order to evaluate its real usability, and
we have incorporated the reusability property. We are planning to submit the
work to an ISI JCR journal. At the same time, we have initiated the actions to
apply for a patent for an ET protocol that we have developed for an ET project.
Two companies participate in the project and are interested in our technology.
In the AFC systems, the provider can link different journeys from the same
user in the majority of the schemes, or the user must obtain a new credential
every new journey. We have proposed two AFC systems [53, 52] that offer strong
privacy for honest users, and it is not necessary to obtain a new credentials for
every journey. This system has been designed in order to use personal mobile
devices. The first work [53] has been published in a national congress and an
improved version [52] in an international congress. The system is currently being
submitted to international journals. Our future work is to adapt the proposed
system so that it can be used in the Vehicular Ad-hoc Networks (VANET).
We think that we have a slight delay according to the task schedule, and that
we can obtain more and significative results. We are encouraged to continue our
research in this line because several companies are interested in our protocols.
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